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[bookmark: _Toc229158906]1. Executive Summary
Quantum Tech reported a suspected corporate espionage incident involving unauthorized access and attempted theft of proprietary intellectual property associated with the AI chip design patent identified as QT-AI-2025. Initial investigation identified Emma, a recently joined senior engineer at Quantum Tech, as the primary suspect.
The investigation focused on analysing digital evidence recovered from:
· Emma’s Android Smartphone
· Emma’s USB Flash Drive
· Joe’s Smartphone
· Norman’s Android Smartphone
The investigation aimed to determine:
· Whether proprietary patent data was accessed or copied without authorization
· Whether communications existed regarding the sale or transfer of the patent
· The roles of Emma, Joe, and Norman in the alleged corporate espionage activity
· Whether sufficient digital evidence existed to support criminal or civil legal action
The forensic examination identified communication records, file transfer activity, and corroborating metadata strongly indicating that Emma unlawfully copied confidential patent material and coordinated with Joe to transfer the information to Norman, a representative linked to NexGen Circuits.

[bookmark: _Toc229158907]2. Case Background
Quantum Tech’s internal IT security monitoring systems detected unauthorized access to the company’s proprietary patent database containing sensitive AI chip design documentation under Patent ID QT-AI-2025.
Internal audit logs indicated unusual after-hours access associated with Emma’s corporate credentials. Shortly after the incident, intelligence suggested that confidential data may have been offered for sale to NexGen Circuits through an intermediary identified as Joe.
Law enforcement authorised the seizure and forensic examination of the following digital devices under approved continuity-of-evidence procedures:
	Evidence ID
	Device Description
	Owner
	Status

	E-01
	Nokia C2
	
	Seized

	E-02
	Google Note 14
	
	Seized

	E-03
	Huawei
	
	Seized

	E-04
	Samsung galaxy a13
	
	Seized


The investigation was conducted in accordance with digital forensic best practices to ensure evidence integrity and admissibility.

[bookmark: _Toc229158908]3. Scope of Investigation
The scope of this investigation is to determine whether confidential intellectual property associated with quantum techs AI chip design patent QT-AI-2025 has been unlawfully accessed, copied, transferred or distributed to unauthorised individuals or rival organisations. This investigation is focused on identifying key digital evidence that can establish the involvement of Emma, joe and Norman in the suspected theft of proprietary data.
This investigation will involve the forensic image acquisition and examination of 4 mobile devices. The purpose of examining these items is to identify evidence relating to:
· Communication activity
· File transfers
· Storage of confidential data
· Indication of coordination between suspects
The investigation will also include the analysis of communication platforms such as Instagram, whatsapp messages, sms records etc, to determine whether the suspect have engaged in discussion about the theft of sensitive data specifically being interested in messages relating to payment arrangements, meeting coordination and attempts to avoid detection.
The scope of the investigation will also include detailed file system and storage analysis to identify confidential patent-related documents, CAD files, compressed archives and other related materials connected to the project. Metadata examination will be conducted to determine the origin of files, creation dates, modification timestamps, and evidence of file copying or external activity.
Additionally, a timeline reconstruction will be performed with the gathered evidence to show case the correlation of events the sequence of actions and intent carried out by the suspects. This will involve the correlation of timestamps, USB connection logs, file activity to identify patterns of behaviour.
All of the forensic procedures used during the investigation will follow digital forensic principles and continuity of evidence requirements to ensure the reliability, integrity and admissibility of the evidence obtained during the investigation.

The investigation included:
1. Acquisition of forensic images from all seized devices
2. Verification of image integrity using cryptographic hash values
3. Extraction and analysis of communications including:
· WhatsApp
· Instagram Direct Messages
· Email records
· Call logs
4. Examination of files stored on Emma’s USB flash drive
5. Correlation of communications and file activity
6. Reconstruction of a timeline of events
7. Identification of participant roles and motives

[bookmark: _Toc229158909]4. Evidence Inventory and Chain of Custody
[bookmark: _Toc229158910]4.1 Evidence Inventory
	Evidence ID
	Device
	Serial / Identifier
	Owner
	Date Seized
	Examiner

	E-01
	Nokia C2 
	aa01d97caa8c1336
	
	02 May 2026
	Lloyd

	E-02
	Google Note 14
	749c315aaaa78ca3
	
	02 May 2026
	Lloyd

	E-03
	Huawei
	bda6a3579a22d453
	Emma
	02 May 2026
	Lloyd

	E-04
	Samsung galaxy a13
	f50a68ff1f9da28
	Joe
	02 May 2026
	Lloyd

	e-05
	USB Drive
	EM_Drive_193
	Emma
	02 May 2026
	Lloyd


[bookmark: _Toc229158911]4.2 Chain of Custody
	Date & Time
	Action
	Evidence ID
	Officer / Examiner
	Signature

	02/05/2026 09:20
	Device Seized
	E-01
	Officer Daniels
	O. Daniels

	02/05/2026 09:35
	Device Seized
	E-02
	Officer Daniels
	Signed

	02/05/2026 10:15
	Device Seized
	E-03
	Officer Harris
	O. Harris

	02/05/2026 11:05
	Device Seized
	E-04
	Officer Harris
	O. Harris

	02/05/2026 11:06
	Device Seized
	E-05
	Officer Daniels
	O. Daniels

	02/05/2026 14:00
	Evidence Logged into Lab
	All
	Evidence Custodian
	Signed

	03/05/2026 08:30
	Forensic Imaging Conducted
	All
	Lloyd
	J. Lloyd


All devices remained sealed in tamper-evident evidence packaging when not under active examination.

[bookmark: _Toc229158912]5. Forensic Acquisition Methodology
[bookmark: _Toc229158913]5.1 Tools Used
The following industry-standard forensic tools were utilised:
	Tool
	Purpose
	

	Cellebrite Physical Analyser
	Mobile device extraction
	[image: ]

	Autopsy
	File system analysis
	[image: ]

	SHA-1 / MD5 Hash Utilities
	Integrity verification
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[bookmark: _Toc229158915]Mobile Devices
Each smartphone was placed in airplane mode and isolated from external networks prior to acquisition.
Logical and physical extractions were performed using Cellebrite FA. Acquired images were exported in forensic container formats and verified using and SHA-1 hashes.
[bookmark: _Toc229158916]USB Flash Drive
The USB flash drive was connected via a hardware write blocker to prevent modification during examination. A forensic image was acquired using autopsy.
[bookmark: _Toc229158917]5.3 Hash Verification
	Evidence ID
	SHA-1 Hash
	Verification Status

	E-01
	a693656c260e339069756be8005346e97033d0ccf2f79add56cd69c9eade13ab
	Verified

	E-02
	630724e2f8863adb9c4f7df1ab645e56c19a832d546fe7ab55b0cebf8ea7befd
	Verified

	E-03
	d5193dbf8246c09fdde73be8558343985ab24a2e1c142e4d64e16e2b6507e31f
	Verified

	E-04
	0e585c4fe8160254253be515a16ff94b7fdf88b248b67d45cfdef8753a9a3195
	Verified


Matching pre- and post-acquisition hash values confirmed forensic integrity and absence of tampering.

[bookmark: _Toc229158918]6. Communication Analysis
[bookmark: _Toc229158919]6.1 WhatsApp Analysis
Analysis of WhatsApp artifacts from Emma’s and Joe’s devices revealed multiple conversations discussing confidential patent material.
[bookmark: _Toc229158920]Key Findings
· Emma is under an alias “Peter dover” referenced in a chat log by Joe.
· References to deleting messages after meetings.
· Coordination of physical meeting locations

[bookmark: _Toc229158921]Example Extracted Messages
	Date & Time
	Sender
	Recipient
	Message Summary

	31/01/2025 12:49
	Norman
	Peter(Emma)
	[image: ]

	21/08/2024 10:58
	Emma
	Joe
	[image: ]

	21/08/2024 11:06
	Joe
	Emma
	[image: ]

	31/01/2025 12:53
	Norman
	Emma
	[image: ]

	31/01/2025 10:17
	Joe
	Emma
	[image: ]


[bookmark: _Toc229158922]6.2 Instagram Direct Messages
Instagram DMs contained supplementary communications used to avoid corporate monitoring.
[bookmark: _Toc229158923]Findings
· Use of coded language relating to “blueprints”.
· Referencing to finding a “buyer”.
· Talk of payment for the “Blueprints”.
	Date & time
	Sender
	Recipient
	Message summary

	31/01/2025 12:49
	Norman
	Emma
	[image: ]

	09/09/2024 16:57
	Joe
	Emma
	[image: ]

	31/01/2025 12:53
	Norman
	Emma
	[image: ]




[bookmark: _Toc229158927]7. Timeline Reconstruction
	Date & Time
	Event

	21/08/2024 06:03
	Emma starts contact with joe

	21/08/2024 10:58
	Emma admits to having plans on the quantum technology

	21/08/2024 11:10
	Emma asks joe to find a buyer for the technology

	21/08/2024 12:13
	Joe agrees to help Emma says hesS meeting with clients at a hotel

	26/08/2024 08:04
	Joe does not find a buyer in the meeting a week previously

	09/09/2024 16:57
	Joe finds an interested buyer

	10/11/2024 10:01
	Emma asks for an update

	31/01/2025 10:23
	Joe secures the buyer and references an offshore account holding 5 million pounds

	31/01/2026 12:47
	Emma contacts Norman (Buyer) about processing the deal

	31/01/2026 12:53
	Norman agrees to transfer the money after the plans have been transferred

	02/05/2026
	Devices seized by law enforcement


The timeline demonstrates a coordinated sequence involving unauthorized access, copying, transfer, and attempted sale of proprietary information.

[bookmark: _Toc229158928]8. File Analysis
[bookmark: _Toc229158929]8.1 USB Flash Drive Examination
The forensic examination of Emma’s USB flash drive did not identify multiple any associated with the QT-AI-2025 patent.
[bookmark: _Toc229158930]Recovered Files
No files we recovered as the usb held no relevant files.
[bookmark: _Toc229158931]8.2 Metadata Findings
A metadata analysis was conducted on the acquires USB forensic image and recovered files to identify file origin, creation dates, modification history, ownership information and evidence of file transfers associated with the QT-AI-2025 patent data. Industry standard forensic imaging tools were used including autopsy which was used to create and verify the forensic images of the USB drive and its storage partitions, it was also used for file system analysis and metadata analysis. Although the tool was successfully deployed and verified the image integrity, the analysis did not produce any additional useful files to forward the investigation.

[bookmark: _Toc229158934]9. Call Log Correlation
Call log analysis identified multiple attempted communications to the number 044791716281 however every call was either not answered or missed no information could be gained from the call log as nothing was discussed.
10. Suspect Profiling
The investigation identified three primary individuals connected to the attempted sale of quantum technologies proprietary technology. Through analysing communication records roles for each individual were easily established and also establish the likely roles, motivations and level of involvement of each suspect.
10.1 Emma – Primary Perpetrator
Emma was employed at quantum tech and had authorised access to sensitive research and development system, which included restricted patent repositories associated with the QT-AI-2025 project.
Due to this level of access and her role Emma possessed the knowledge and privileges to access and copy the files without immediately triggering any suspicion
Recovered WhatsApp and Instagram communications demonstrated Emma’s awareness of the unlawful nature of her actions especially as she was assuming the alias “peter dover”.
Role
· Insider threat 
· Unauthorized extractor of proprietary intellectual property 
Evidence
· Possession of patent files 
· USB transfer activity 
· Communication with Joe regarding sale 
· Message evidence showing intentional disclosure 
Motive
· Financial gain 
· Potential employment opportunity with competitor 

10.2 Joe – Intermediary
Joe was identified as an external associate of Emma who acted as the middleman between Emma and Norman. Unlike Emma, joe did not appear to possess access to quantum technology systems. Instead, his role was focused on the communication, negotiation and sale of the technology.
Role
· Facilitator and broker 
Evidence
· Negotiated transaction terms 
· Coordinated communications 
· Arranged transfer logistics 
Motive
· Financial commission/payment 

10.3 Norman – Buyer
Norman was identified as an employee for a rival company NexGen Circuits. Due to Norman holding a senior researcher role at the company it put him in the perfect position to evaluate the value of the stolen information.
Role
· Intended recipient and suspected purchaser 
Evidence
· Discussions regarding payment 
· Receipt of patent samples 
· Communication with Joe concerning acquisition 
Motive
· Competitive advantage for NexGen Circuits 

11. Conclusion
The forensic investigation identified substantial digital evidence supporting allegations of attempted corporate espionage and theft of proprietary intellectual property belonging to Quantum Tech.
Evidence demonstrates that:
· Emma unlawfully copied confidential QT-AI-2025 patent materials 
· The files were transferred to removable media 
· Joe acted as an intermediary facilitating communication and negotiations 
· Norman engaged in discussions consistent with purchasing proprietary data 
The communications, file artefacts, metadata, and call records collectively establish coordinated actions between the suspects to illegally transfer confidential corporate assets.
The evidence is consistent, corroborated across multiple devices, and maintained under proper forensic procedures, supporting admissibility in legal proceedings.
12. Recommendations
Recommendations for Quantum Tech
1. Implement Data Loss Prevention (DLP) systems 
2. Restrict unauthorized USB device usage 
3. Enhance insider threat monitoring 
4. Enforce multi-factor authentication for sensitive repositories 
5. Conduct regular security awareness training 
6. Increase monitoring of after-hours database access 
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