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[bookmark: _Toc29751980]EXECUTIVE SUMMARY
By using a range of theory drawn from discussion within the module and further research carried out independently, this report will attempt to provide a critical evaluation and assessment of how and why businesses and organisations use a digital identity across social media to promote themselves and/or their brand. The report will also analyse how and why a company strives to create a digital identity for each of its customers gleaned online. From these findings, the report will look at the particular security ramifications that the business, company or organisation may face in terms of risk and the precautions that may be taken in order to mitigate or lessen these risks. 
[bookmark: _Toc29751981]INTRODUCTION 
Digital identities are transforming the way people live their lives and the way companies and organisations conduct their business. 
A digital identity is defined as an online identity that is used and owned by an organisation or individual in cyberspace. A series of attributes make up a digital identity and are associated with the particular user. (Techopedia; 2019). A digital identity is what distinguishes an individual or business from anyone else online and it has become increasing popular to promote one’s digital identity across social media.    
Social media platforms are online communities that rely on communication-based input. Users of social media can share, collaborate and interact with other users all over the world. (Tech Target; 2019). These platforms are used to allow interaction, communication and the sharing and consuming of information in real time. (Life Wire; 2019). 
Statistics gathered from Statista state that in 2019, 2.82 billion people were using social media worldwide and this figure is projected to rise to 3.09 billion users by the year 2021. (Statista; 2019).  
Businesses have spotted an opportunity and use social media to target much larger audiences worldwide. (LaHaye, F; 2018). User figures suggest that social media is an obvious way for businesses to promote their digital identity on these platforms and advertise their brand, but the use of social media is not without its potential negative ramifications and risks to the business.  
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Social media has become an invaluable tool for businesses not only to promote themselves but also to connect with their customers and build loyalty and lasting relationships. 
Facebook, Instagram and Twitter are extremely popular social media networking sites that allow businesses who use it to access different advertising platforms and an extensive user base enabling them to engage and build relationships with current or potential new customers all over the world. (Lyfe Marketing; 2019). Traditional methods of advertising are becoming less popular, with businesses preferring online advertising. Social media provides a tool in which businesses can extend their reaches via advertising to the furthest corners of the world.  
Businesses have been able to create their own digital identity to globally advertise their products and/or services and can create digital media content which is specifically tailored to their brand’s requirements and that of their company values. Using social media has enabled businesses to save on extremely expensive advertising costs which may originally never have even reached their intended target market. Social media has also enabled smaller, local businesses to promote themselves for free. (LaHaye, F; 2018). 
Social media provides businesses with a way in which they can turn communication into interactive dialogue and can use it freely to engage with their customers, and this is one of the most important elements of social media. It provides a way to form bonds with their customers, thus creating trust and loyalty. (Agrawal, H; 2019). Social media enables businesses to reply to customers and obtain feedback in real time which enhances customer satisfaction and relationship building. 
Nike’s Twitter account has a separate dedicated account for providing customer service and support. @Teamnike provide support to customers seven days a week, in six different languages. (Twitter; 2020). Having a separate account is beneficial to Nike’s main marketing channel as it keeps support and complaints separate. It also shows how dedicated the brand is to solving their customers queries or any problems they may have encountered with specific products. 
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In order to develop and maintain relationships with millions of people, businesses create a specific and unique digital identity for each of its customers that are gleaned online. By doing this, businesses can find out information regarding each specific customer. It is in the interest of the business to find out as much information as possible about the customer in order to target them with specific products based on their shopping habits, where they live, their age, their gender or their income for example. The difficult part is obtaining this information in the first place. 
Businesses have learnt that the best way to obtain information about its customers is to offer something in return for the information provided. ASOS (a clothing company) requires the completion of the online form to register to their site and start shopping. They request personal information including name, date of birth and shopping preferences. (ASOS; 2020). In return for providing this information, they offer new customers with a 10% discount off their first order. Regular emails are sent out to account holders for discounts and offers based on previous shopping habits, thus enticing further purchases. 
By delivering good value to the customer by providing them with a 10% discount off their first order, ASOS are building trust in exchange for personal information.  For a company’s relationship with their customer to progress, the cycle of Value    Trust    Exchange must repeat itself.  
When registering for an online account with TESCO, personal information is requested such as name, address, telephone number, date of birth and Clubcard number details. (TESCO; 2020). By providing Clubcard details, the online account then links with the Clubcard and all previous items bought in store or online are then saved in a shopping list within the account to provide convenience when looking to purchase regularly bought items. TESCO understands that their customers have extremely busy lives so build relationships with them by making their shopping experience quicker and more convenient. TESCO also offer online delivery saver rates for people who use their home delivery service regularly. By requesting that customers provide further information regarding shopping habits and personal information, TESCO are able to secure future custom. They require that customers sign up to a contract with them and in return they provide priority access to prime booking slots, reduced delivery costs and the benefit of having to pay only once a month for delivery. (TESCO; 2020). Again, this makes the whole shopping experience much more convenient. Once customers have successfully registered and used the online shopping site, TESCO regularly send out emails containing discounts for products previously purchased.  By following the cycle of Value, Trust, Exchange, TESCO secures customer relations and builds trust and loyalty with its customers. 
Amazon have an extremely sophisticated and clever way of marketing products based on previous shopping habits and browsing history over their entire site. Amazon can monitor shopping behaviours and send specific product recommendations based on previous purchases. (Parkyn, J; 2018). Users will often see their product search history appear in the form of adverts on their own personal social media accounts. 
The more information that company obtains regarding their customer is linked to that individual’s personal user account. The company can then use that information to try and sell further products and market specific items based on their recommendations. The information is used in an extremely sophisticated way by contextual personalisation which understands real time data. 
Businesses are now governed by the new GDPR, restricting certain information from being obtained and the way in which it is used. 
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GDPR came into effect on the 25th of May 2018 and provides a framework which was designed to protect an individual’s personal information. It covers data privacy laws over Europe and ensures that businesses are accountable for the handling of personal information relating to their customers.  (Burgess, M; 2019). 
GDPR focuses on giving individuals back full control over their own personal information and data. It’s aims concentrate on how the data is stored, how the company secures the data, who is going to use the data and how the company profiles the individual. Every individual must give consent before any information is collected. GDPR regulates what companies can do with the data they have collected.
Fines for not following the correct protocols can have severe ramifications on businesses and in the UK for example, penalties could result in fines of €20 million or 4% of a company’s global turnover (whichever is greater). (Burgess, M; 2019).
One company who fell foul to the new GDPR policy was the airline Flybe. In 2017, Flybe broke the Privacy and Electronic Communication Regulations (PECR) and sent out more than 3.3 million marketing emails to individuals who had previously told Flybe they didn’t wish to receive any further emails from the company.  The company was handed a fine for £70,000. 
From the consumer/individual’s point of view, the new GDPR provides security relating to the data that is being collected from them and how it will be used. Individuals at any time can also withdraw their consent. Some companies believe that the GDPR is time consuming and expensive since proof of consent needs to be obtained for every single processing activity which means that the data collected will need a time stamped audit trail. (Lund, J; 2019).  
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There is a growing pressure for businesses to have a presence over social media for them to grow but some companies do not have the appropriate risk management principles in place, leaving them vulnerable to potential risks and threats. 
Some of the risks associated with using social media include the loss of sensitive and confidential data, information leaks, compliance violations, damage to the brand’s reputation, HR issues, financial disclosure, brand hijacking and legal ramifications in terms of GDPR. (Deloach, J; 2018). Unless the business has safeguarding measures in place, it would be extremely easy for them to fall victim to hacking. (Siddiqui, S: 2016). Hackers can target specific companies via social media platforms and hack into the accounts of their customers, having huge negative ramifications to the business. 
Negative or offence feedback can be left easily on a company’s social media page so it is important that businesses have the resources to control and deal with negative publicity, which can spread extremely quickly through social media. It can be difficult for companies to monitor their employees using social media and ensure that it is being used in a professional manner. Employees may post content without authorisation and this could negatively affect the brand’s image. (Lovering, C; 2019). 
Once the company has calculated the risks/threats, they can then formulate a strategy to manage the risk and mitigate losses. Risk analysis is a proven way of identifying and assessing factors before an action is carried out. Businesses generally overlook risks associated with using social media. 
In order to mitigate risk, every organisation must have policies in place which is part of their overall strategy to reduce the risk/threat and by following these policies, this will lower the risk of using social media as part of the business objective. 
It must first be established what the potential cost impact of any threats coming to fruition will have. Then the probability of it happening must be calculated. This must be done for every potential threat. Once the company has worked out the potential threat, they can then decide on the best way in which to manage the risk. 
A Risk Assessment Matrix is a useful tool to evaluate the risks of using social media, the probability of it occurring and the costs associated with it.  
Cost Implications of Event x Probability of Event Occurring = Risk/Threat Value
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The Risk Assessment Matrix below is based on the company Kitchen Aid and a past employee who posted a highly offensive tweet in 2012. (The Drum; 2012). I have first established the threat, then calculated the risk value based on the probability of the event occurring x the likely cost implications of it. I have then decided on the best way in which to manage the risk and the strategy specifics. 
[image: ]
(The Drum; 2012). 




	Threat
	Risk Value = Probability of Event x Cost of Event
	How to Manage Risk Strategy
	Specifics of strategy

	Employee using social media inappropriately. 
	0.9 x £300,000 = £270,000
	Mitigate/Control
	· Limited users of social media – password controlled. 
· Provide training or security systems.
· Update policies – employees to be signed into contracts. 

	Social media having a negative impact on a brand’s reputation
	0.7 x £100,000 = £70,000
	Accept risk
	· N/A

	Legal ramifications
	0.3 x £100,000 = £30,000
	 Share risk
	· Third party insurance against risk happening


The cost of putting the mitigation strategy together, should equate to less than the cost of the risk itself. 
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Companies may look at the following ways to manage risk: - 
Avoid Risk – Not even go ahead with social media.
Share Risk – Insure yourself/go with a partner and share social media presence.
Accept Risk – Carry on regardless but accept risk (not worth spending).
Mitigate/Control Risk – Put something in place to mitigate and erase the risk.
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· Monitor social media accounts of employees. 
· Ensure staff are educated on how to use social media correctly. 
· Ensure that employees do not use their own individual accounts to promote the company as this could tarnish the brand.
· Train staff in media law
· Invest in good internet security to sure up defenses to prevent confidential information leaks. 
· Have a PR team dedicated to using the social media platforms and no one else. 
· Have insurance policies in place. 
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It is clear to see the benefits of businesses using social media to create their own digital identity in order to target an audience on a global scale to promote their products, services, their personal brand and company values. Although, the ways in which businesses target individuals to market specific products and services could be deemed as unethical. Amazon, for example, are using gathered information gained from an individuals’ digital identity to tailor their website, unique to every individual, based on their previous shopping habits and search history, thus ensuring quicker product searches and relevant recommendations. This is an extremely clever way of psychologically manipulating individuals into buying items and creating a subliminal desire for a product which then becomes a necessity.  
Businesses are cleverly using social media as a tool to glean more customers to their site who then purchase products they potentially do not need. Businesses benefit greatly from using social media but must ensure that it is being used correctly by having the correct safeguarding measures in place to mitigate risk and potential losses to the company. 
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