Task 1 Conduct search of high profile cyberattacks.

1. Using your favourite search engine conduct a search for each of the cyberattacks listed below. Your search will likely turn up multiple results ranging from news articles to technical articles. (Not limited to the following listed)

1. The Stuxnet Virus - 

The Stuxnet virus is a computer worm originally aimed at the Iran nuclear facilities and which has been mutated into industrial facilities. The virus attacks the programmable logic controllers that are used to control the machines. Extortion is the most prevalent cyber-attack that has been reported by the energy sector.

2. Marriott data breach - 
The Marriott data breach is a cyber-attack that involved 5.2 million user guests. The hackers obtained two employees login details that were working at one of the franchised hotels. Guests personal data got leaked which includes passport details and personal names and addresses. 
3. United Nations data breach- 
This cyber-attack was targeted at the united nations offices in July 2019. It has been reported that the attack was created through using Microsoft SharePoint and its estimated that 400GB was downloaded by the hackers.

4. Microsoft customer support database breach- 
Microsoft has a massive database breach exposing 250 million customer service and support records. The cause was that the security file was misconfigured. All the data was accessible to anyone that has a web browser because the credentials were removed and no more needed.



5. Life labs data breach
The attack happened in October the website was cyber attacked for customer data. Life labs is one of the biggest providers of medical lab diagnostics. 15 million Canadians were affected from the breach, which is over 40% of Canada. The breach included lab results, national health cards, along with personal identity information including names, addresses etc.



b.    Also, conduct a search for Internet of Things (IoT) vulnerabilities. During your search, find an example of an IoT vulnerability for each of the IoT verticals:  industry, energy systems, healthcare, and government.

Industry 
Lack of Secure Update Mechanism
Unauthorized software/firmware updates are the areas in which has major threat risks in ioT devices. The access to secure updates is critical for the ioT environments to defend them against cyber-attacks. 

Energy systems
Unintended use of equipment 
The risk of united equipment is elevated as the systems are running old supervision or data acquisition. Which was not intended to connect to the internet at the first place. This is an important security challenge that is continuously looked at.
Healthcare
Malware and phishing attempts 
Sophisticated malware and phishing emails are created to steal login details in which they can access healthcare systems.
Government	
Water holing 
Water holing attacks are created by users setting up fake websites that are frequently used by users within the organisation. Therefore, they can require data that is accessed/recorded onto the fake water hole website.




2. Read the articles found from your search and share your thoughts (You shall select any one attack)


Task 2 - Analysis of a cyberattack.
Write an analysis of the attack you have selected and try to answer the questions below. (Brief each answer within 20 to 50 words)


Who were the victims of the attacks?
The victims of the attack are the Facebook account holders and friends they are friends with on Facebook, as the hacker can see the friends the user has.
What technologies and tools were used in the attack?
There were bugs within Facebooks website, so the hackers gathered Oauth bear tokens which are like car keys. Which they used to access the Facebook website to steal the Facebook data.
When did the attack happen within the network? 
July 2017 and 16 September 2018.
What systems were targeted?
The website/servers
What was the motivation of the attackers in this case? 
To gain access to peoples personal Facebook accounts.
What did they hope to achieve? 
They done this attack as they tried to get control of people’s user accounts.
What was the outcome of the attack? (stolen data, ransom, system damage, etc.) What is the vulnerability and who might exploit it? 
The outcome of the attack was to receive peoples account data. The vulnerability is that their hackers might forge the data and use it as their own data. The hackers will exploit the data that is received.
Explain. Why does the vulnerability exist? What could be done to limit the vulnerability?
The vulnerabilities exist largely to do with bad coding to the website, which has created a load of bugs within the website. The vulnerability can be lowered by making sure there is no bugs within the website, so they have less chance of breaching the website through any bugs that have been created.




Part 2: Background / Scenario
Based on the lecture session, to defend any network, what is the available system? In other words. As individuals, in this field people perform a wide variety of jobs including, but not limited to, consultation, investigation, and program management services to mitigate risks from both internal and external sources.  Those individuals, known as cybersecurity professionals, are required to evaluate, design, and implement security plans, conduct in-depth fraud investigation, perform security research, and risk assessment, and propose solutions to potential security breaches. Individuals with good security skills have a great earning potential.  To be considered for one of these high paying jobs, it is very important to have the proper qualifications. Because of this, it is important to consider the industry certifications available for this career path.  There are many certifications   to   choose   from.   Selecting   the   right   certification(s) for   you   requires   careful   consideration.

Conduct search of Certifications.

1.Use your favourite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification.

· Certified ethical hacker (EH)
· Cisco Certified Network Associate Security (CCNA)
· Computer Hacking Forensics Investigator (C|HFI)
· Certified in Risk and Information Systems Control (CRISC)
· Certified Information Privacy Profession (CIPP/ISO)
· Certified Information Security Manager (CISA)
· Certified Information Systems Security Professional (CISSP)
· Cisco Certified Network Professional Security (CCNP)
· CompTIA Security+



3. Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc.

· Cisco Certified Network Associate Security (CCNA)

The CCNA certification is a networking cert from cisco. The certification has a few exams that need to be completed after each online lesson has been completed. The exam covers the fundamentals of networking and some cyber security elements. You will need to be learning some sort of computing degree in university that’s at least 1-2 years long.


· Certified ethical hacker (EH)

The EH certification is a professional designation for hackers for organizations and its companies. The exam/practical cover the different areas of cybersecurity/hacking.  The requirements for this certification are that you will need to be over 18 years old or you can do the course under 18 with a consent from your parents/guardians.
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· CompTIA Security+

The CompTIA certification is made from two exams. This certification gives you the skills to apply for an entry level it job. The requirement for this certification has no age restriction or requirements but they suggest the candidate is 13-year-old or older to complete the course. The course has 5 modules ranging from hardware to troubleshooting. 



Investigate positions available within cybersecurity

Glassdoor is one of the largest job sites worldwide.  Using your browser of choice, access glassdoor.com and search to find cybersecurity jobs available that were posted within the last two weeks. Adjust the search as you would like. You can search for jobs in your area or an area that you would like to live and work in. You could also use other job sites.


4. How many new job listings were posted within the last two weeks?

Cardiff has 30 jobs

What is the salary range for the top 10 listings?
	£55 - £60 K a year + benefits
5. What are the most common qualifications required by employers?
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6. What industry certifications are required by these employers?

Certified Ethical Hacker, CESG Certified Professional scheme (CCP)
7.  Investigate online resources that allow you to legally test your hacking skills. 

Kali Linux – kali Linux is an open ethical hacking tool that is funded by the offensive security. It provides penetration testing services. 
Cain & abel – password recovery tool sniffs networks, cracking passwords, recording VOIP conversations.
Superscan – preform IP scans, port scans, connect to any discorded open port.

These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses.) What kinds of challenges can you find?
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Internal / external vulnerability assessment and penetration tests

Application testing and penetration testing

Exploiting SQL injection, cross-site scripting, parameter manipulation, session hijacking

Social engineering assessments

Wireless security assessment

Network device configuration review

Technical security assessments (Windows/Unix Based, Firewalls, Routers, Servers, etc)

Develop low-level tools that improve security testing and monitoring

Deliver detailed reports to different team members and executives that document security findings
Analyze and recommend remediation strategies that will address vulnerabilities and mitigate risks
Review and hire vendors to incorporate security systems

Maintain current knowledge and expertise with relevant security, IT environment, and industry IT trends
Set up security policies that help personnel use best practices

Train staff and personnel on best practices for network security
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Essential Criteria

ePractitioner knowledge of application, infrastructure and networking security controls and systems covering
physical, procedural and technical (ICT) areas, particularly in relation to data management.

eExperience of assisting with security advice and technical security solutions.

eExperience of using a variety of sources of information to identify, analyse and report on incidents and events.
eAbility to work as part of a team in a multi-discipline environment.

eHMG Vetting at Security Clearance (SC) level will be required once inrole.




