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1. Document Purpose
This document provides a detailed technical design approach for the information systems security, governance, and compliance architecture proposed for FinSure Bank (FSB). It serves as the architectural blueprint that translates the strategic framework recommendations into actionable implementation specifications. This document should be read in conjunction with the main Strategic Architecture Report.
2. Design Principles
	Principle
	Description

	Zero Trust by Default
	Every access request is treated as untrusted regardless of origin. Authentication, authorisation, and encryption are enforced at every layer.

	Defence in Depth
	Multiple overlapping security controls ensure that failure of any single mechanism does not compromise the entire architecture.

	Privacy by Design
	GDPR Article 25 compliance is engineered into every data flow, storage mechanism, and processing operation from inception.

	Least Privilege
	Users, service accounts, and automated processes receive only the minimum permissions necessary for their designated function.

	Assume Breach
	The architecture is designed with the assumption that perimeter defences will eventually be circumvented, ensuring rapid detection and containment.

	Regulatory Alignment
	Every technical control traces directly to a regulatory mandate (GDPR, PSD2, DORA, FCA SYSC 8) or framework requirement (ISO 27001, NIST CSF).



3. Layered Architecture Model
The FSB security architecture follows a structured top-down methodology aligned with the SABSA six-layer model, ensuring business requirements cascade through governance, management, and technical implementation layers.
	Architecture Layer
	Responsible Team
	Key Activities
	Framework Mapping

	Layer 1: Contextual (Business)
	FSB Board / ISSC
	Business risk appetite, regulatory obligations, competitive strategy
	SABSA Contextual

	Layer 2: Conceptual (Architect)
	CISO / Security Architecture
	Security principles, trust relationships, governance model
	SABSA Conceptual

	Layer 3: Logical (Design)
	Security Engineering
	Policy definitions, access control models, data classification
	ISO 27001, COBIT 2019

	Layer 4: Physical (Build)
	Cloud/Platform Engineering
	CNAPP, CASB, DLP, PAM, MFA, encryption deployment
	NIST CSF, CSA STAR

	Layer 5: Component (Configure)
	DevSecOps / SRE
	Cloud configurations, API gateways, SIEM rules, DLP policies
	CSA CCM, ISO 27017

	Layer 6: Operational (Run)
	SOC / IT Operations
	Monitoring, incident response, continuous compliance auditing
	ITIL 4 SVS, NIST RS/RC



4. Data Flow Architecture
All data flows within the FSB architecture are categorised, classified, and protected according to the following data classification schema:
	Classification
	Examples
	Required Controls

	RESTRICTED
	Customer PII, financial records, authentication credentials
	AES-256 encryption at rest and in transit; DLP monitoring; access restricted to named individuals with PAM approval

	CONFIDENTIAL
	Internal financial reports, strategic documents, HR data
	AES-256 encryption; DLP classification; role-based access control (RBAC)

	INTERNAL
	Operational procedures, meeting notes, internal communications
	TLS 1.3 in transit; standard RBAC; no external sharing without approval

	PUBLIC
	Marketing materials, published reports, open API documentation
	Integrity controls only; no confidentiality requirements



5. Identity and Access Management Architecture
The IAM architecture implements a Zero Trust model with the following components:
	Component
	Implementation
	Security Benefit

	Identity Provider (IdP)
	Centralised identity store (Azure AD / Okta) with federation for all cloud platforms
	Single source of truth for all user identities

	Multi-Factor Authentication
	FIDO2 hardware keys for privileged access; TOTP authenticator apps for standard users
	Neutralises credential-based attacks

	Privileged Access Management
	Just-In-Time elevation with time-bound sessions; all sessions recorded
	Eliminates standing privileges; full audit trail

	Continuous Access Evaluation
	Real-time risk scoring based on device health, location, behaviour analytics
	Dynamic access decisions; immediate revocation on anomaly

	Service Account Governance
	Automated credential rotation; certificate-based authentication for APIs
	Prevents credential sprawl and lateral movement



6. Cloud Security Architecture (CNAPP)
The Cloud-Native Application Protection Platform integrates three complementary pillars:
	Pillar
	Deployment Model
	Capabilities
	Phase

	CSPM (Cloud Security Posture Mgmt)
	Agentless
	Continuous configuration monitoring; CIS benchmark compliance scanning; misconfiguration alerts
	Phase 1

	CWPP (Cloud Workload Protection)
	Agent-based
	Runtime threat detection; vulnerability scanning; container/serverless protection
	Phase 2

	CIEM (Cloud Infrastructure Entitlement Mgmt)
	API-integrated
	Least-privilege enforcement; unused permission detection; cross-cloud identity mapping
	Phase 2



7. Network Security Zones
	Security Zone
	Key Controls
	Purpose

	DMZ / Edge
	WAF, API Gateway, CDN
	Internet-facing services; DDoS protection; rate limiting

	Application Tier
	Microsegmented VPCs
	Banking application workloads; east-west traffic inspection

	Data Tier
	Encrypted storage; HSM-backed key management
	Customer databases; PII repositories; backup vaults

	Management Plane
	Bastion hosts; PAM-controlled access
	Infrastructure administration; CI/CD pipelines; SIEM

	SOC / Monitoring
	Isolated SIEM cluster; threat intelligence feeds
	Security operations; log aggregation; incident response



8. Incident Response Integration
The incident response architecture maps directly to NIST CSF functions and DORA incident reporting requirements:
	Phase (Framework Mapping)
	Key Activities
	Target Metrics

	Detect (NIST DE)
	SIEM correlation rules; UEBA behavioural analytics; CASB anomaly detection
	< 15 minutes mean time to detect (MTTD)

	Analyse (NIST RS.AN)
	Automated triage; threat intelligence enrichment; forensic data capture
	< 30 minutes initial assessment

	Contain (NIST RS.MI)
	Automated network isolation; credential revocation; endpoint quarantine
	< 1 hour containment for critical incidents

	Report (DORA Art. 19)
	Automated regulatory notification workflow; FCA/ECB template generation
	72-hour GDPR notification; DORA major incident report

	Recover (NIST RC)
	BCP/DRP activation; failover to secondary region; data restoration from backup
	Per RTO/RPO targets in Table 3 of main report

	Learn (NIST RS.IM)
	Post-incident review; control gap analysis; framework update
	Continuous improvement cycle
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