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[bookmark: _Toc240809032]Abstract 
Organisational capabilities are crucial for the digital forensic readiness to effective identification, collection, preservation and analysis of digital evidence after a cyber-incident. This study compares the relationships between organisational readiness, technical capability, employee knowledge and skills, incident-response capability and overall digital forensic readiness in organisations to evaluate the digital forensic readiness in the organisations. The research method applied was quantitative, positivist and deductive with a cross sectional survey design. The primary data was gathered using a structured five-point Likert scale questionnaire and 102 valid responses were received from IT and cybersecurity participants which were analysed using Python. The following statistical methods were used: descriptive statistics, Cronbach's alpha, Pearson and Spearman correlation analysis, multiple linear regression and regression diagnostics. The results show that the level of digital forensic readiness was perceived as moderate with a mean score of 3.262. Technical Capability had the highest mean (3.340), followed by Employee Knowledge and Skills (3.220), Incident-Response Capability (3.208) and Organisational Readiness (3.135). All of the factors measured were positively correlated with Digital Forensic Readiness. The regression model was statistically significant and accounted for 52.5% of the variance (R² = 0.525), with the factors of Technical Capability and Employee Knowledge and Skills being significant predictors. There is low internal consistency and high multi-collinearity which should be interpreted with caution. The study finds that digital forensic readiness must be considered as a multi-dimensional organisational capability, as it is related to technology, human resources, organisational support and incident-response processes.
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[bookmark: _Toc240809033]1. CHAPTER ONE: INTRODUCTION
[bookmark: _Toc240809034]1.1 Context and Background
With the growing reliance on digital technologies, cloud services, networked systems and online business processes in organisations, digital information is becoming an integral part of the organisations' asset base. Concurrently, dependency has raised the chances of cyber incidents, including ransomware, phishing, credential compromise, data breaches and unauthorised access. The Verizon 2025 Data Breach Investigations Report provided an overview of 22,000 security incidents - comprising 12,195 confirmed data breaches - revealing the persistent magnitude and sophistication of cyber threats impacting organisations. The report also revealed that exploitation of vulnerabilities has risen, along with a rise in third-party participation in breaches, which means that organisations should bolster their preventative and investigative measures (Verizon, 2025). After a cyber-incident, there must be an organisation that determines what happened, how it happened, what systems or information were impacted, and if sensitive data was compromised. Digital forensics is a significant aspect in answering these questions as it is the process of identifying, collecting, examining and analysing digital information while ensuring the integrity of the information. Digital forensic activities have been recognised by the National Institute of Standards and Technology (NIST) to be a critical aspect of computer security incident investigation, and sources of evidence such as files, operating systems, and network traffic (Kent et al., 2006). But this is not sufficient to rely upon for effective digital forensic investigations. Organisations need to be ready with their people, processes, policies and technologies to identify and preserve relevant digital evidence. In the context of digital forensics, the concept is referred to as digital forensic readiness. Rowlingson (2004) defines forensic readiness as the Organisational capability which allows the effective use of digital evidence and minimises the cost and complexity of an investigation. The author's suggested method focuses on building the groundwork for an incident, including correct actions, supervision, preservation of evidence and the duties of the organisation. Forensic readiness is deeply linked to wider information security governance and incident response. The new ISO/IEC 27001:2022 is inclusive of people, policy, process and technology, while the latest guidance on incident response from NIST focuses on embedding incident response into a broader (risk management) cybersecurity framework. These principles indicate that forensic readiness should not be considered just a technical task of forensic experts. Rather, it could come into play with organisational policies, employee awareness, security monitoring, logging, evidence management, technical infrastructure, incident-response capabilities and management support.
[bookmark: _Toc240809035]1.2 Problem Statement
Although digital evidence is key to cyber incident investigations, organisations can have very different levels of preparedness in establishing, collecting and preserving digital evidence. Even a technically advanced organisation can have problems when employees are not forensically aware, logging practices are not adequate, incident response functions are not specified, or organisational policies are missing on evidence preservation. There are also principles and technical recommendations that organisations can follow for guidance at the time of an incident or during a forensic investigation. For instance, NIST SP800-86 offers to establish forensic practices in incident response, and details procedures for gathering, examining, analysing, and reporting on digital evidence (Kent et al., 2006). However, the availability of technical guidance does not guarantee that organisations have successfully put the practices into place to prepare for forensics. The issues in this study are therefore to find out the current preparedness of organisations in conducting digital forensic investigations and to determine the factors that affect the preparedness. Specifically, the analyse the relationships between organisational readiness, technical capability, employee knowledge and skills, and forensic policies and incident-response capability and digital forensic readiness. Using a survey-based approach delivers the opportunity to gather primary evidence from individuals who have relevant organisational, IT, cybersecurity or digital-forensic knowledge, and to statistically analyse such relationships. 
[bookmark: _Toc240809036]1.3 Research Aim and Objectives
Aim
To assess the digital forensic readiness of organisations and analyse the organisational, technical and procedural issues affecting the readiness for cyber incident investigation.
Research Objectives
· To analyse the aspects of digital forensic readiness from the organisational, technical and procedural context in organisations.
· To evaluate existing organisational readiness in digital evidence collection, preservation and analysis in cyber incident investigations.
· To underscore the relationships between organisational readiness, technical capability, employee knowledge, forensic policies, incident-response capability and digital forensic readiness.
· To develop recommendations as per the evidence to boost the organisational digital forensic readiness and cyber incident investigation preparedness.
[bookmark: _Toc240809037]1.4 Research Questions
1. How do organisational, technical and procedural factors affect the digital forensic readiness in organisations?
2. How well is the organisation prepared to gather, preserve and analyse digital evidence in cyber incidents?
3. How are organisational readiness, technical capability, employee knowledge, forensic policies, incident-response capability and digital forensic readiness linked to each other?
4. How can organisations become more digital forensic ready and cyber incident investigation ready?
The research question is developed to match the research goals and will be used as a guideline to develop the questionnaire and the subsequent quantitative analysis.
[bookmark: _Toc240809038]1.5 Research Traceability Matrix
	Research Question
	Corresponding Objective
	Chapter Addressing the RQ
	Evaluation Metric / Method

	RQ1: How do organisational, technical and procedural factors affect digital forensic readiness in organisations?
	Objective 1: To analyse the organisational, technical and procedural aspects that influence digital forensic readiness.
	Chapter 2: Literature Review; Chapter 4: Data Analysis and Results
	Descriptive statistics (frequency, percentage, mean and SD); correlation analysis to examine relationships between the identified factors and DFR.

	RQ2: How well is the organisation prepared to gather, preserve and analyse digital evidence during cyber incident investigations?
	Objective 2: To evaluate existing organisational readiness for digital evidence collection, preservation and analysis during cyber incident investigations.
	Chapter 2: Literature Review; Chapter 4: Data Analysis and Results
	Descriptive statistics, including mean, standard deviation, frequency and percentage of questionnaire responses relating to DFR and its constituent dimensions.

	RQ3: How are organisational readiness, technical capability, employee knowledge and skills, forensic policies, incident-response capability and digital forensic readiness linked?
	Objective 3: To examine the relationships between organisational readiness, technical capability, employee knowledge and skills, forensic policies, incident-response capability and DFR.
	Chapter 2: Literature Review; Chapter 4: Data Analysis and Results
	Cronbach's alpha for construct reliability; Pearson/Spearman correlation analysis; multiple linear regression; correlation coefficients, significance values, regression coefficients, R² and adjusted R².

	RQ4: How can organisations improve their digital forensic readiness and preparedness for cyber incident investigation?
	Objective 4: To develop evidence-based recommendations for improving organisational digital forensic readiness and cyber incident investigation preparedness.
	Chapter 4: Findings and Discussion; Chapter 5: Conclusion and Recommendations
	Findings from descriptive statistics, correlation and regression analysis are interpreted to identify key areas requiring improvement and formulate evidence-based recommendations.


Table 1: Research Traceability Matrix
[bookmark: _Toc240809039]1.6 Significance of the Study
The significance of this study is that it analyses how digital forensic readiness can play a supportive role for organisations. NIST also highlights that forensic capabilities can be used to help organisations reconstruct security incidents and understand what has happened in their systems and networks (Kent et al., 2006). As a result, this knowledge on organisational factors related to forensic readiness can be used as a tool to recognise weaknesses in an organisation prior to an incident happening. This study also has practical implications for cybersecurity managers, IT personnel, incident-response units, and decision-makers within an organisation. The results can help organisations to identify problems with employee awareness, evidence collection, security logging, incident response policies, and forensic policies. Moreover, the findings can help organisations to integrate forensic-readiness activities into the overall context of information-security governance, including the principles set out in ISO/IEC 27001:2022. Academically, the research adds to the body of knowledge by providing empirical evidence by using primary survey data instead of theoretical frameworks or technical forensic procedures. The quantitative analysis will be performed using Python to analyse the descriptive patterns, reliability of the questionnaires, correlation between variables and predictive relationship between the identified organisational factors and digital forensic readiness.
[bookmark: _Toc240809040]2. Chapter 2: Literature Review 
[bookmark: _Toc240809041]2.1 Overview 
The researcher of this dissertation has decided to use journal analysis to discover emerging trends for analysing digital forensic readiness via survey data, as well as discover efficiency of Python and machine learning to discover major attacks that has been disrupt operation in organisations. Also, not only does this critical analysis of the literature accelerate knowledge of technological innovation in digital forensic readiness, but it also evaluates the major gaps that will be filled in this dissertation. 
[bookmark: _Toc240809042]2.2 Digital Forensics and Digital Evidence
The journal analysis has defined that digital forensics has evolved from a specialised field, mainly linked with law enforcement, to an integral part of an organisation's incident response and cyber security. According to Casey (2011), Digital Evidence is the information that may be of value to an investigation and exists in digital form and can be found on computers, networks, mobile devices and other digital environments. DFI is a process that encompasses various steps to identify, retrieve, preserve, analyse, and interpret digital information to help determine what has occurred. This is especially vital after cybersecurity events, as technical security alerts might only show that an event occurred as suspicious activity and do not fully explain the event. The evidential value of digital evidence is important. Timestamps, authentication, network connections, files, system events, application activity and user actions can be included in digital information. These sources can help investigators reconstruct events of an incident and to identify the extent and impact of the incident. The NIST SP 800-86 lists files, operating systems, network traffic, and applications as key areas for forensic data, and offers guidance on how to incorporate forensic techniques into incident response (IR) (Kent et al., 2006). Digital evidence has its own unique challenges, such as being volatile, easily manipulated, spread out and created in vast numbers. Investigators therefore need reliable procedures for collection and preservation. Casey (2011) notes that Digital evidence has to be kept in its context and integrity during its investigation. The effectiveness it can provide in investigating or defending a crime or case can be limited if evidence is not properly collected and preserved. If an organisation relies on the traditional forensic model and evidence collection only starts after an incident, then it may not be suitable for the modern organisation. It is very beneficial that organisations make decisions upfront on what information they should collect, for how long, by whom, and when a formal investigation would commence. Digital forensic readiness is based on these requirements.
[bookmark: _Toc240809043]2.3 Concept of Digital Forensic Readiness
Forensic readiness is the concept developed out of the realisation that organisations need to be ready for future investigations by preparing their information environments. The concept is widely known for the early work done by Tan (2001) in system monitoring and proactively generating digital evidence. This definition and approach to forensic readiness was later presented by Rowlingson (2004) as an organisational capability that is aimed at maximising the effectiveness of use of digital evidence and minimising the cost and disruption of investigations. This definition is important because it shifts the focus away from just having forensic software or using specialist investigators to forensic readiness. It's related to planning the organisation before the incident. Rowlingson's approach involves identifying those issues which might require evidence, setting up the evidence collection mechanisms, formulating evidence handling policies, and ensuring that staff are aware of their evidence responsibilities and ensuring that relationships are formed with relevant internal and external groups. One of the key differences between forensic readiness and the regular digital forensic investigation is the proactive approach, which is key to forensic readiness. The digital forensic investigation is primarily concerned with analysing evidence from an incident or suspected incident, and forensic readiness is concerned with establishing the conditions to ensure that reliable evidence can be gathered when it is needed. This is also described by Mouhtaropoulos, Grobler and Li (2011), who refer to forensic readiness as a proactive aspect of digital forensics, and note the increasing interest in organisational readiness in the government and academic world. Forensic readiness can be discussed in a number of ways. First, it can save time in locating and/or procuring relevant evidence. Second, it can minimise investigation costs through evidence collection mechanisms and procedures. Third, Forensic readiness can assist regulatory and legal needs by facilitating the ability of organisations to provide evidence of how evidence was collected and retained. Also, it could allow security teams to reconstruct an incident and pinpoint vulnerabilities when learning from the organisation. However, the term forensic readiness does not imply that an organisation has to be able to gather all the information. Gathering too much data could lead to higher storage costs, potential privacy concerns, and complicated analysis. This is especially pertinent to the work of Rowlingson, as a focus on the maximisation of useful evidence and minimisation of investigation cost. Organisations should consider evidence proportional with their risks and business needs.
[bookmark: _Toc240809044]2.4 Organisational Digital Forensic Readiness
One cogent step forward in the literature is going from being technically prepared for forensic readiness to organisational models. Elyas et al. (2014) suggest that there was not much research investigating the role of organisational factors on digital forensic readiness. They have designed their system to be able to pinpoint factors that lead to organisational readiness and how they interact. In particular, the study is relevant for this research as it adopts a multidimensional concept of forensic readiness as an organisational capability instead of a technical function. Multiple factors were identified by Elyas et al. that affect the forensic readiness of the organisation, which are stakeholders, technology, monitoring, architecture, policy and training, and other organisational factors such as governance, forensic culture and management support. From this perspective, an organisation can have high readiness in terms of the technology but low readiness in terms of employees' knowledge if they are not sufficiently knowledgeable, policies are not adequate, or the senior management is not supportive. The management aspect of forensic preparedness is also highlighted by Reddy and Venter (2013). Their digital forensic readiness management system suggests a coordinated way of managing human and technical resources for organisational forensic readiness. The authors state that large organisations have a number of business units, computing platforms, network infrastructures and departments and that coordination is a key challenge for management. This literature is important because it has implications for the current research. Organisational readiness should be considered to be the amalgamation of planning, responsibility, governance and resource allocation. Digital forensics is not just something an organisation says is important; it needs to be responsible, resourced and embedded within the normal and current cybersecurity processes. Financial, technical and human resources need management support. Elyas et al (2015) identified through expert focus groups that forensic readiness was an important organisational capability and the need for appropriate resources and senior management. The skills and abilities of evidence collection, the preservation of evidence, and the preparation and presentation of evidence were also identified by the experts as being important aspects of readiness. This finding justifies the consideration of organisational readiness as one of the major variables considered in this study. Senior management that is aware of forensic needs, provides adequate resources, and sets clear responsibilities will be needed for coherent forensic readiness.
[bookmark: _Toc240809045]2.5 Technical Capability and Digital Forensic Readiness
The journal analysis defines that a coherent component of forensic preparedness is technology. Organisations must have the infrastructure to be able to create, store, safeguard and retrieve relevant evidence. These include security logs, intrusion detection systems, endpoint monitoring, network monitoring, authentication logs, system event logs, backups, security information and event management and forensic acquisition capabilities. NIST SP 800-86 puts a strong focus on developing forensic capabilities, and lists a wide variety of data sources that can be involved in the investigation, such as files, operating systems, network traffic and applications. The guidance itself shows a reliance on the availability of relevant technical data in order for forensic investigation. Investigators might have little evidence to reconstruct an incident if the organisation does not record events, if the events are not recorded properly, or if the evidence is incomplete. Reddy and Venter (2013) also show that technology needs to be looked at in conjunction with management. They propose a forensic readiness management system which covers the management and monitoring of a variety of technical and human resources. Technical competence is not enough to make a forensic team ready. Technologies must be properly set up, monitored, maintained and integrated into the organisation's procedures. Logging is a special focus area. Log data can include information related to authentication attempts, network activity, system changes, application events and other potentially relevant activities. But for logs to be useful, they should be selected, have periods of retention, be synchronised in time, be protected in terms of integrity and be accessible. For instance, when log files are overwritten soon after an incident, investigators might not be able to go back and view what had happened earlier. Cloud Computing has made technical capability more complex. Cloud environments spread data and processing over virtualised and geographically-dispersed infrastructures. NIST's Cloud Computing Forensic Science Challenges report outlines a host of challenges to cloud investigations, and NIST SP 800-201 is a Cloud Computing Forensic Reference Architecture designed to help cloud forensic readiness. Alenezi et al. (2019) studied the readiness of cloud forensics and found the technical, legal and organisational factors that are applicable to an organisation that uses cloud infrastructure. Their findings show that with cloud computing, there are extra conditions to make evidence ‘forensic readiness ', as there is no certainty that the underlying infrastructure and evidence are under organisational control. Thus, the technical capability is expected to have a positive correlation with digital forensic readiness. The literature also suggests that technology has to function in the context of suitable organisations and structures.
[bookmark: _Toc240809046]2.6 Employee Knowledge and Skills
Another key aspect of digital forensic readiness is human ability. While organisations will invest in high-tech security systems, they will also be expected of their employees to use the operating system, detect incidents, report suspicious activity and adhere to procedures to preserve evidence. The lack of awareness can then have a negative impact on forensic readiness. Digital forensic readiness is seen as a component of information security best practice by Grobler and Louwrens (2007), and this further emphasises the need to incorporate digital forensic issues into the organisational information security activity. Their work also reinforces the idea that there is a need for participation beyond specialist forensic investigators to be prepared for forensic investigations. Those who have access to organisational systems could be significant first responders in scenarios of security incidents. There can be multiple ways that employee knowledge can impact forensic readiness. Staff should have developed an awareness of what incidents may be significant. Second, the staff must also be aware of the way in which suspicious activity should be reported in the appropriate reporting system. Third, IT and cybersecurity personnel need to be aware of the evidence-preservation needs. Fourth, specialist personnel need to have adequate technical and forensic capabilities to collect and analyse evidence in a proper manner. Training is important as a mechanism of the organisation. Elyas et al. (2014) list training as one of the factors that affect the readiness of an organisation for forensics. They appreciate that individuals and their skills and capacities need to be supported by technical infrastructure and policies. Further empirical relevance is provided by Hoolachan and Glisson (2010), whose research on the practices of organisational digital evidence is based on a survey of practitioners from commercial organisations and law enforcement. The results of their research guided their recommendations for how organisations should deal with digital evidence and the factors that are relevant to digital forensic practice – these included processes, methodologies, legal considerations and personnel. Also, the human element brings a possibility of inconsistent responses. Inappropriate employee behaviour can alter, delete or compromise potential evidence in a cyber incident. Hence, training must not be limited to forensic experts. The staff member(s) with incident response responsibilities need to preserve evidence and report to the appropriate authority. Thus, the current study underscores employee knowledge and skills as an independent organisational factor. An expectation is that there is a positive relationship between increased awareness, training and technical competency and digital forensic readiness.
[bookmark: _Toc240809047]2.7 Forensic Policies and Procedures
The research has defined that organisational structure is established via policy and procedure, through which forensic activities are planned and conducted. If there are no policies in place, staff may not be sure of when evidence should be gathered, who has permission to view evidence, how evidence is to be kept and who should escalate incidents. Forensic readiness is an approach which focuses on setting up organisational processes and policies before the incident, as underscored by Rowlingson (2004). Policies establish evidence collection needs, retention schedules, access to evidence, responsibilities for evidence collection, reporting process and how evidence relates to other organisations. These can also set out the conditions that need to be met for a matter to be investigated formally and in-depth as a forensic process. The effectiveness of policy is also demonstrated in NIST SP 800-86, which gives guidance on the establishment of a forensic capability and suggests that organisations consider establishing the policy and procedures in consultation with management and legal counsel. Policy is significant as the digital evidence could have legal and privacy issues. The organisation may have rules, and there may be existing legislation regarding monitoring employees, capturing communications, keeping track of network data and reviewing user activity. Therefore, there is a need for a middle ground between investigative needs and privacy, legal and ethical obligations when creating forensic-readiness policies. According to Elyas et al. (2014), one of the important factors that influence organisational forensic readiness is policy. They outline a framework that suggests policies need to be integrated with technology, monitoring, stakeholders and training, and cannot stand alone. ISO/IEC 27001:2022 gives a broader scope of governance for information security. The standard lays down requirements for the design, development, implementation, maintenance and continual improvement of an information security management system, and is applicable to organisations of varying sizes and activities in sectors. While not a digital forensic readiness standard, ISO/IEC 27001 does offer some principles from the risk-management and information-security governance that are relevant to the context for embedding forensic policies. Thus, the effectiveness of forensic policies in existence, clear and well implemented, is expected to have a positive impact on the forensic readiness of the organisation.
[bookmark: _Toc240809048]2.8 Incident-Response Capability and Forensic Readiness
The journal analysis also states that digital forensic readiness can be closely linked to incident response. Incident response is about preparing for incidents, detecting incidents, responding to them and learning from them, while digital forensics are about the investigative techniques that can be used to gather and analyse evidence related to an incident. The activities are therefore complementary to each other. In fact, NIST SP 800-86 is dedicated to the use of forensic techniques in incident response (Reddy and Venter, 2013). The guidance describes how organisations need to have forensic skills to investigate security incidents and uncover events taking place in their systems and networks. There is a correlation between Incident Response and Forensic Readiness. An effective incident-response capability sets up procedures for determining and escalating incidents, delegating responsibilities and coordinating activities. Forensic readiness is oriented to confirm that information is appropriate to underscore what happened. For instance, an incident-response team may notice that there is some unusual authentication activity. The investigators can review logs from the organisation and the evidence-preservation process to determine the order of events, if they have effective logs and evidence-preservation policies. On the other hand, if the organisation doesn't have proper logging or procedures to keep evidence, the incident response team will be able to stop the attack but will have a huge time knowing what the attack has accomplished. This shows that the ability to respond to an incident is a beneficial factor related to forensic readiness. Reddy and Venter (2013) highlight the need for coordination of organisational resources, and Rowlingson (2004) underlines the need for preparedness for incidents. These views put together suggest that the concept of forensic readiness must be merged with processes of dealing with incidents.
[bookmark: _Toc240809049]2.9 Digital Forensic Readiness Frameworks
It has been defined in previous research that there are various frameworks for the explanation and structuring of DF readiness. The first step in improving organisational readiness is provided by Rowlingson (2004), who outlines some feasible actions. It highlights the importance of evidence requirements, monitoring, secure storage, policies, staff training and staff relationships with relevant stakeholders. Elyas et al. (2014) later created a systemic organisational framework after a thorough literature review. They are significant in their framework as they recognise several interacting organisational factors and not just readiness as a technical competency. The framework highlights a number of factors such as stakeholder involvement, technology, monitoring, architecture, policy and training, governance, forensic culture and support for management. Reddy and Venter (2013) focus on the management aspect, with the proposed Digital Forensic Readiness Management System. They define that for large companies, it is necessary to coordinate the work across several departments, people and technical facilities. Another way of advancing the field is by organising forensic readiness into a number of domains, as in the Digital Forensics Readiness Commonalities Framework developed by Whyte and Claims. The framework emphasises the following aspects: strategy, policy, compliance and legal involvement. This reiterates the need for forensic readiness not only in terms of technical evidence collection, but also organisational governance. There have been more recent studies that have tried to rectify this with regard to maturity. Bankole, Taiwo and Claims (2022) develop a forward-looking extended DFR readiness and maturity model and pointed out that the field of DFR had limitations. They also underscore the views of practising forensic experts in both industry and academia in their study to examine the structures needed to establish and control forensic readiness within an enterprise. The development of these frameworks illustrates a transformation from a unidimensional to multidimensional concept of forensic readiness of an organisation. But the literature is still lacking in empirical evidence regarding whether it is predicted by any specific organisational factors across the organisation.
[bookmark: _Toc240809050]2.10 Legal, Ethical and Governance Considerations
There are also Legal and Ethical aspects of Digital Forensic Readiness. Digital evidence may include personal information, confidential business information, employee communications and information regarding third parties. That means that organisations are not able to gather as much information as they like without taking into account the privacy and legal considerations. NIST SP 800-86 advises that forensic practices be designed, taking into account applicable laws and regulations, management needs and legal counsel. This is a significant difference between "technically" valid evidence collection and "legally and ethically" valid evidence collection. Governance offers a way to deal with these conflicting needs. There should be guidelines for organisations regarding the type of evidence that can be captured, who has access to it and for how long, and why the evidence is being collected. The evidence management procedures should also promote integrity and accountability. Elyas et al. (2015) identified regulatory compliance and legal evidence management as among the objectives deemed important for forensic readiness from experts' view. The discovery suggests that forensic readiness has helped in post-incident investigation and also regulatory, contractual and legal obligations. The governance dimension is also related to information-security management and forensic readiness. Organisations must create and continuously develop an information security management system in accordance with ISO/IEC 27001:2022, which is based on a risk management approach. Forensic evidence collection, logging, incident response and information protection are not an information security forensic-readiness framework, but can be a component of a larger information security governance framework.
[bookmark: _Toc240809051]2.11 Cloud Computing and Emerging Forensic Challenges
Cloud Computing adds complexity to Digital Forensic Readiness. Traditional forensic investigations are conceptually based on the assumption that investigators have direct access to the physical and/or logical systems. This is a problem that arises in cloud environments, where data can be spread out across virtual machines, storage services, applications and geographically separated infrastructure. NIST's Cloud Computing Forensic Science Challenges report outlines the types of challenges that may occur in a cloud forensic investigation. These include problems such as distributed data, multi-tenancy, access to provider-held data, identification of relevant evidence and its preservation. The NIST Cloud Computing Forensic Reference Architecture was developed by Herman et al. (2024) to aid in cloud-system forensic readiness. The architecture aims to provide organisations with an understanding of the forensics challenges in the cloud and possible mitigations. Alenezi et al. (2019) also found technical, legal and organisational factors affecting the forensic readiness of organisations in the context of using Infrastructure as a Service (IaaS). Their framework was developed with the help of experts and shows the multi-dimensional aspects of forensic readiness in cloud environments. The developments are relevant to the present study since the modern organisational environment is becoming a hybrid environment. Therefore, it is important not only to consider non-classic forensics of desktop and server as part of forensic readiness. Technical capability, policies and procedures, staff abilities and incident response needs should also be considered for a cloud environment.
[bookmark: _Toc240809052]2.12 Critical Review of Existing Literature
The literature shows that there is an argument that organisations should be prepared for digital forensics prior to an incident happening. Rowlingson (2004) developed the proactive concept of how to train an organisation to be efficient in utilising digital evidence. Further research went beyond this and explored organisational, technical, procedural and governance aspects. But there are variations in focus among the literature. Others are more concerned, for example, with technical aspects like logging, monitoring, evidence collection, or with organisational management, policy and governance. Technical approaches are useful because evidence needs to be generated and maintained by information systems. However, a solely technical approach may fail to account for the human and organisational process elements that need to use technologies coherently.  Elyas et al. (2014) show that readiness is a complex phenomenon, and that its components are related to each other. Reddy and Venter (2013) also emphasise the importance of the co-management of human and technical resources. The expert study by Elyas et al. (2015) further emphasises the need for management support and resources. Another point is that there is not much empirical organisational research. Many publications have been dedicated to conceptual frameworks, expert opinions, technical architectures or particular environments like cloud computing. Elyas et al. (2014) specifically pointed out the demand for empirical testing and development of the organisational forensic-readiness frameworks. In the same vein, Bankole et al. (2022) also highlight the lack of research on DFR and call for practitioners' perspectives to be included. This presents a chance for survey research. The perceptions of individuals with organisational, IT, cybersecurity or forensic expertise can be gathered through a questionnaire and relationships between the proposed factors and overall forensic readiness can be examined statistically. This is not conceptual research but offers quantitative evidence of the strength and direction of the relationship between variables. There are also references in the literature that forensic readiness must be taken as a multidimensional phenomenon. Knowledge and readiness of the organisation alone may not generate enough evidence. Employees may not be aware of the technical skills that could lead to inappropriate evidence handling. Policies can be developed in an appropriate manner but deliver little practical use if they are not understood. Likewise, incident response that is not forensically prepared can help contain the attack, but doesn't provide adequate evidence for reconstructing the incident. Hence, the current study takes a cogent approach in integrating organisational, technical, human and procedural aspects.
[bookmark: _Toc240809053]2.13 Research Gap
The coherent analysis of journals states several significant gaps in the literature. Foremost, while the concept of digital forensic readiness is well developed, there are not many empirical studies that have been conducted to quantify organisational readiness using primary quantitative data. There are many influential studies which have concentrated on conceptual frameworks, literature reviews, expert opinion or technical architectures. Elyas et al. (2014) mentioned that empirical validation is a key research area that needs to be further explored. Also, the frameworks recognise a number of factors with respect to overall organisational forensic readiness, but there is not a high level of consensus about which factors are most strongly associated with overall organisational forensic readiness. Management, technology, policy, training and monitoring are recurring and established factors in the literature, but are not always tested empirically together. A large number of studies are on specific environments. For instance, cloud forensic readiness research deals with challenges of Infrastructure as a Service (IaaS) and distributed cloud infrastructure. This research is useful but does not necessarily have a general view of how ready an organisation is for forensics in a mixed technological environment. Also, there has been less attention to human capability, compared with technical capability. Training and the awareness of employees are identified in the literature as important, but it is unclear whether there is a statistical relationship between the knowledge and skills of employees and the employees' perception of the organisation's forensic readiness. There is a tendency to discuss incident response and forensic readiness together, although the relationship between the two is not empirically studied yet. Organisations can have incident response plans, but not necessarily a forensic evidence capability. An investigation of incident-response capability and other variables can, therefore, give a better picture of an organisation's readiness. The literature reviewed indicated the need for an integrated organisational assessment. The present study focuses on organisational readiness, technical capability, employee knowledge and skills, forensic policies, incident-response capability and digital forensic readiness, rather than on technology, policy, and training separately, in one quantitative research model.
[bookmark: _Toc240809054]2.14 Conceptual Framework
The critical analysis of literature suggests that a multi-dimensional conceptual framework should be used to explore the organisational digital forensic readiness. The framework has been based on the recurring factors that were evident in the previous research, and the theoretical dimensions were translated into variables that can be analysed using quantitative survey methods. The central dependent construct is Digital Forensic Readiness (DFR). DFR is a measure of the organisation's readiness to find, preserve, collect and analyse digital evidence in the event of a cyber incident. The literature indicates that DFR is not a technical ability but rather is affected by organisational, technological, human and procedural factors. The first suggested independent variable is Organisational Readiness (OR). This is the level of support in terms of organisational structures, management support, resources and preparedness arrangements for forensic activities. The literature shows that management and organisational coordination are relevant because, in order to be prepared in the field, a system of resources, responsibilities and cooperation is required between the different functions of the organisation. Technical Capability (TC) is the second factor. This indicates the accessibility and apparent sufficiency of technologies and technical mechanisms for forensics. These can be logging, monitoring, evidence gathering, secure storage and related information-security features. Technical systems are cited in the literature as being fundamental in that evidence has to be produced and maintained for investigations to be able to analyse it. The third one is Employee Knowledge and Skills (EKS). Staff will be responsible for operating systems, identifying incidents, conducting procedures and may be required to deal with digital evidence. This may lead to a lack of awareness or skills that reduces the effectiveness of how forensic-readiness arrangements are put into practice. The contribution of EKS is filling the research gap in the empirical study of the limited research on the human dimension of DFR. The fourth, Incident-Response Capability (IRC), is the ability to respond to incidents. This is a measure of the organisation's readiness, detection, management and response to cyber incidents. There is a strong correlation between incident response and forensic readiness in the literature, as incident response processes will dictate the way incidents are discovered and escalated, and forensic readiness processes will help ensure evidence is available to investigate incidents afterwards. Also, theoretically, Forensic Policies and Procedures (FP) are identified as a factor. Policies establish who is responsible for the collection of evidence, what evidence can be accessed, how long it is to be retained for, how to escalate issues, and how it is governed. It is therefore expected that good policies will be positively correlated with DFR, as supported by the literature. The empirical inclusion of FP, however, is subject to the availability of items measuring FP in the collected data.
This conceptual link can then be shown as:
· Organisational Readiness (OR)
· Technical Capability (TC) 
· Employee Knowledge & Skills (EKS) 
·  Digital Forensic Readiness (DFR)
· Incident-Response Capability (IRC)
· Forensic Policies & Procedures (FP) 
The framework is based on the premise that the greater the organisation's technical, human and incident response capabilities, as well as the greater the perceived digital forensic readiness. These do not imply causal relationships, as it is a cross-sectional survey approach. The framework, however, offers a theoretical framework for analysing the relationships and associations between the identified variables statistically. The framework directly influences the empirical methodology. Descriptive statistics are used to determine the overall pattern of responses; Cronbach's alpha is used to determine the internal reliability of multi-item constructs; correlation analysis is used to determine the direction and magnitude of the relationships between the constructs; and multiple regression is used to determine the statistical prediction of DFR by the identified independent variables, while controlling for the other variables in the model. The conceptual framework is thus connected with the literature review and statistical analysis with the research questions. It converts the multi-dimensional concept of forensic readiness identified in the previous studies into a model which is testable in organisations. The framework also gives the interpretation of the findings, i.e., statistical significance and positive relationships would support the proposition that the organisational factor is linked to greater perceived digital forensic readiness, while weak and non-significant relationships would suggest that it may not have the expected relationship within the sample surveyed.
[bookmark: _Toc240809055]3. Chapter 3: Research Methodology 
[bookmark: _Toc240809056]3.1 Introduction
This chapter underscores the research methodology that has been used to define digital forensic readiness (DFR) in organisations. The study will explore the factors that affect whether an organisation is ready to identify, preserve and use digital evidence in a cyber incident investigation, including organisational, technical and procedural factors. The research explores the relationships between organisational readiness, technical capability, employee knowledge and skills, forensic policies, incident-response capability, and overall digital forensic readiness. The study is quantitative because its agenda is to measure the factors systematically and look for the relationship between these factors based on data obtained from surveys. The chapter states the research philosophy, research approach, research design, data collection method, sampling strategy, questionnaire design, data analysis techniques, ethical considerations and methodological limitations.
[bookmark: _Toc240809057]3.2 Research Philosophy
This study is based on the positivist research philosophy. According to positivism, knowledge can be produced by conducting systematic observations and measurements of phenomena objectively and in a structured manner. This philosophy is appropriate for the current study as it is based on the measurable organisational characteristics and relationships and not on subjective interpretations of individual experiences. Various factors can be operationalised and measured in digital forensic readiness that can be addressed as structured survey questions. For instance, the statements that management supports, forensic resources are available, employees' knowledge, security logging is used, and forensic policies and incident-response capability can be define by Likert-scaled (Saunders, Lewis and Thornhill, 2019). These answers can then be statistically analysed to look for trends and relationships among variables. The positivist perspective also argues for the application of standardised questionnaires, numerical data and statistical analysis. This helps to minimise researcher bias and allows results to be analysed in a coherent way. Accordingly, the philosophy is aligned with the goal of this study, which aims to provide empirical evidence of the factors that are associated with an organisation's readiness for digital forensics.
[bookmark: _Toc240809058]3.3 Research Approach
The researcher of this dissertation has decided to use a deductive research approach. Deduction is the process of starting with theories that are published, concepts and facts that have already been found in previous research and using them with variables and relationships that are to be tested empirically. Organisational, technological, human, policy and incident-response factors have all been identified as important elements of forensic preparedness in previous research on digital forensic readiness (Rowlingson, 2004; Elyas et al., 2014; Elyas et al., 2015). This literature suggests that organisational readiness, technical capability, employee knowledge and skills, forensic policies and incident-response capability might have an impact on digital forensic readiness. Primary survey data are used to explore these relationships. The deductive approach thus creates a logical link between the existing literature, conceptual framework, research questions and statistical analysis.
[bookmark: _Toc240809059]3.4 Research Design
Here, the researcher uses a quantitative cross-sectional survey design. The type of research is quantitative, as the study needs quantitative data that can be statistically analysed. A cross-sectional design involves obtaining data from respondents at one time, instead of multiple times over a longer period. The main data collection tool is a structured questionnaire. The questionnaire allows for consistent presentation of the same questions to all participants and for statistical comparison (Creswell and Creswell, 2018). The design is suitable for the analysis of the perceived level of organisational preparedness for digital forensic (DF) activities between respondents with various cybersecurity and IT experiences. Organisational readiness, technical capability, employee knowledge and skills and forensic policies and incident-response capability are the independent variables. The dependent variable is digital forensic readiness.
[bookmark: _Toc240809060]3.5 Population and Sampling
The target groups are people with knowledge or experience in organisational information technology, cybersecurity, incident response, information security or related digital systems. Major participants might range from IT personnel to cybersecurity experts, system administrators, security analysts, incident response personnel and other employees who have adequate knowledge about security practices within the organisation. The researcher has decided to use a non-probability purposive sampling strategy, which is suitable because the participants should have relevant knowledge of the practices of organisational technology and cybersecurity. If the participants do not have any experience with the IT or cybersecurity processes of an organisation, they may not be able to give valuable answers to questions about forensic readiness. The study will try to get a sufficient number of valid responses for descriptive and inferential statistics. No one is forced to participate, and the researcher told the purpose of the study to respondents before they answered the questions on the questionnaire.
[bookmark: _Toc240809061]3.6 Questionnaire Design
The primary data has been gathered with the help of a structured questionnaire, which contains both demographic questions and statements of the Likert scale. We can use a five-point Likert scale, which ranges from 1 = Strongly Disagree to 5 = Strongly Agree. This format allows the respondent to consistently express his/her degree of agreement and translates perceptions of organisational readiness into numerical data that can be statistically analysed (Saunders, Lewis and Thornhill, 2019). The conceptual framework identified the variables, which are structured in the questionnaire. Organisational readiness refers to factors like management support, resource allocation, organisational responsibility and coordination. Technical capability refers to the security logging, monitoring, evidence gathering, storage and availability of forensic technologies. Knowledge and skills of employees – employee awareness, training, and ability to recognise and preserve potential digital evidence. Forensic policies evaluate procedures in place for evidence collection, preservation, access and retention, and whether they are clear. Incident-response capability looks at the preparedness of the organisation to detect, report, contain and investigate cyber incidents. Also, digital forensic readiness is the organisation's overall readiness for and support of investigations related to digital evidence. The questionnaire should be reviewed or pilot tested before the main survey to note any unclear wording, ambiguity and possible issues with the response options. These can then be modified prior to collecting full data.
[bookmark: _Toc240809062]3.7 Data Collection
The primary data collection method has been used to collect the data from an online questionnaire, which will be published via Google Forms. The introduction to the survey outlines the purpose of the research, the voluntary nature of participation, and confidentiality protocols. Respondents don't have to give personally identifiable information. All the responses are downloaded as a structured dataset to be analysed. Prior to statistical analysis, data cleaning will be used for missing answers and for multiple or inconsistent responses. Data cleaning is carried out to enhance the trustworthiness and validity of the analytical findings.
[bookmark: _Toc240809063]3.8 Data Analysis
The quantitative data are analysed with the Python language, with the help of appropriate statistical and data analysis libraries. The characteristics of the respondents and their responses to the questionnaire are first summarised using descriptive statistics. General patterns in a dataset can be defined using measures of frequency, percentage, mean and standard deviation. Cronbach's alpha is used to determine the reliability of multi-item questionnaire constructs. It is used to ensure that items that are supposed to measure are actually measuring the same construct. A commonly accepted threshold for acceptable internal consistency of a questionnaire is about 0.70 or higher, depending on the number of items and their type. Correlation analysis is then performed to analyse the relationships between the organisational readiness, technical capability, employee knowledge and skills, forensic policies, incident-response capability and digital forensic readiness. Depending on the distribution and measurement characteristics of the data, Pearson or Spearman correlation can be considered. A regression analysis is performed to explore the possibility of predicting digital forensic readiness using the independent variables. Multiple regression can be used to underscore the relative impact of the identified organisational, technical and procedural factors, whilst accounting for the impact of the other factors. Appropriate levels of significance, model performance and effect size are used in the interpretation of the statistical findings, not just statistical significance. When appropriate, graphs and tables are created to clearly communicate results. The analysis is thus used to support empirical evidence in answering the research questions and assessing the proposed conceptual relationships.
[bookmark: _Toc240809064]3.9 Ethical Considerations
Rules of ethics are taken into consideration throughout the research process. The participant has the right to refuse to participate in the study and should be given adequate information on the purpose of the study prior to consent. Participants should be allowed to opt out of the study. Confidentiality and anonymity are maintained by not collecting unnecessary identifying information. Information from surveys is kept confidential and is not used for any other purpose. Here, the researcher does not collect sensitive organisational information, passwords, security configurations or information that might pose a cybersecurity risk from participants in the research. All the collected data will be presented in a non-individualised format, where it is not possible to identify individual participants easily.
[bookmark: _Toc240809065]3.10 Methodological Limitations
There are some limitations of the methodology. Purposive non-probability sampling could restrict the generalisability of the results as the sample may not be representative of all organisations or cybersecurity professionals. Also, answers provided on the survey will be influenced by participants' perceptions and may therefore be subject to self-reporting bias. Respondents can be over- or underestimating their forensic preparedness in their responses. The cross-sectional design gives empirical evidence of the relationships at a specific time and is not used to prove long-term causal relationships. However, these constraints are not a barrier to using the quantitative survey methodology as a structured and practical way of analysing the readiness of the organisations for digital forensics and the factors that influence it.
[bookmark: _Toc240809066]4. Chapter 4: Results and Discussion
[bookmark: _Toc240809067]4.1 Introduction
The results of the quantitative survey regarding the digital forensic readiness of the organisations (DFR) are delivered in this chapter. The Python software was used for statistical analysis of the data, and the analytical procedures defined in the research methodology were followed. Data preparation, data cleaning, analysis of the profile of the respondents, descriptive statistics, reliability test, correlation test and multiple linear regression analysis were performed. Further diagnostics were performed to examine the appropriateness of the regression model, such as variance inflation factor (VIF) assessment of multicollinearity and examination of regression residuals. One hundred and two survey responses were included in the final dataset used by the analytical software developed. Five study constructs are Organisational Readiness (OR), Technical Capability (TC), Employee Knowledge and Skills (EKS), Incident-Response Capability (IRC) and Digital Forensic Readiness (DFR), which were measured using the questionnaire. Five Likert scale items (from strongly disagree to strongly agree) were used for each construct. This analysis was then carried out by calculating the mean score of the questionnaire items and assigning them to the appropriate composite construct scores according to the respondents' perceptions. The notebook verifies that the questionnaire variables were structured into OR1-OR5, TC1-TC5, EKS1-EKS5, IRC1-IRC5 and DFR1-DFR5 for analysis. The results are reported first, followed by interpretation and discussion in the light of the research questions and literature reviewed in Chapter Two.
[bookmark: _Toc240809068]4.2 Respondent Profile
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[bookmark: _Toc240808637]Figure 1: Participant current role
The respondent profile shows that the survey was able to get responses from respondents who have relevant professional backgrounds. The greatest number of respondents were in the Incident Response/Security Operations category (26, 25.49%). The 22 respondents (21.6%) were Cybersecurity Professionals, and the 21 respondents (20.6%) were Network/System Administrators. 19 people (18.6%) identified themselves as IT Management, and 13 (12.75%) identified as IT/Systems Professionals. A single respondent (0.98%) answered Other. The findings suggest that the sample was not purely focused within a single IT/cybersecurity sector, but rather spread across various roles.
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[bookmark: _Toc240808638]Figure 2: Years of experience 
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[bookmark: _Toc240808639]Figure 3: Years of experience developed in Python
As far as professional experience, 32 respondents (31.4%) had 4 to 6 years of experience. Twenty-eight respondents (27.45%) said they had one to three years of experience, and 27 (26.5%) had seven to 10 years of experience. 8.8% had less than one year of experience, and six (5.88%) had over 10 years of experience. Therefore, the respondents consisted of those with varying experience levels, with the majority having 4 to 6 years.
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[bookmark: _Toc240808640]Figure 4: Organisation Type analysis via Python 
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[bookmark: _Toc240808641]Figure 5: Organisation Type via survey
As regards the type of organisation, 45 respondents (44.1%) worked in non-profit organisations, 32 (31.4%) in the private sector, 21 (20.6%) in educational institutions and four (3.92%) in the public sector.
[image: ]
[bookmark: _Toc240808642]Figure 6: Organisational size
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[bookmark: _Toc240808643]Figure 7: Organisational size analysis via python 
In relation to organisational size, 44 respondents (43.1%) identified their organisation as large, 31 (30.4%) as medium, 14 (13.7%) as very large and 13 (12.7%) as small. This meant that there was a high percentage of respondents from medium and large organisations in the sample.
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[bookmark: _Toc240808644]Figure 8: Cybersecurity Incident Exposure analysis in Python 
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[bookmark: _Toc240808645]Figure 9: Cybersecurity Incident Exposure analysis via survey responses 
Importantly, 66 respondents said they had been exposed to cybersecurity incident response and/or digital evidence handling. Twenty-nine respondents indicated that they did not experience such exposure; five respondents (4.90%) were not sure. This profile serves as a cogent basis to evaluate the perceptions of digital forensic readiness, as most of the respondents had some exposure to incident response or evidence handling. 
[bookmark: _Toc240809069]4.3 Descriptive Statistics
The five composite constructs were calculated using descriptive statistics. The results give information regarding the central tendency, the dispersion and the distribution of respondents' perceptions. The mean scores of each construct were computed from the five items on the questionnaires.
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[bookmark: _Toc240808646]Figure 10: Construct-level descriptive statistics
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[bookmark: _Toc240808647]Figure 11: Interpret construct means
All mean scores are above the neutral value of 3.00. The technical capability had the highest mean score of 3.340, and Digital Forensic Readiness came in at 3.262. The means for Employee Knowledge and Skills were 3.220, and for Incident-Response Capability were 3.208. Organisational Readiness scored the lowest with a mean of 3.135. Based on these results, it appears that respondents do not have a very high level of agreement on any of the constructs related to capabilities and readiness of the organisation. The relatively highest score for Technical Capability indicates that some aspects of technical mechanisms (logging, monitoring, evidence collection, secure storage and access to relevant technologies) were viewed somewhat more favourably than the other dimensions. Relevance to digital forensic readiness: Technical evidence sources are an important aspect of the foundation of further investigation. In an incident investigation, identifying, collecting and preserving digital evidence is also important, as noted in NIST SP 800-86 (Kent et al., 2006). The digital forensic readiness (DFR) mean of 3.262 is significant, as it shows that overall readiness was slightly above the neutral point. The result does not reflect a very high degree of readiness. Rather, it proposes a moderate degree of perceived preparedness. This is in line with the conceptualisation of forensic readiness as an organisational capacity that not only involves investigation of an incident, but also preparation for the incident. Rowlingson (2004) believes that having forensic readiness means increasing an organisation's capacity to collect relevant evidence and reducing the cost and disturbance of investigations. The standard deviations are between 0.740 and 0.824. For Employee Knowledge and Skills and Digital Forensic Readiness, there is relatively more variation, suggesting that there is some variation amongst respondents in their perception of employee capability and overall forensic readiness. By contrast, Organisational Readiness has the lowest standard deviation, which indicates more uniform perceptions among respondents. The skewness values range from 0.069 to 0.657, while kurtosis ranges from -0.480 to 0.595. Thus, the distributions are not highly skewed or kurtotic. The software then employed both Pearson and Spearman correlation analyses, which were then contrasted as a comparison of linear and rank-based relationships.
[bookmark: _Toc240809070]4.4 Reliability Analysis
[image: ]
[bookmark: _Toc240808648]Figure 12: Reliability analysis
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[bookmark: _Toc240808649]Figure 13: Reliability interpretation
The internal consistency for five multi-item constructs was assessed using Cronbach's alpha. There were five items in each construct.  The alpha values are between 0.494 and 0.586 for Organisational Readiness and Employee Knowledge and Skills. The developed software identifies these values as being of poor internal consistency. The item-total analysis still indicates that the items of the questionnaire have positive corrected item-total correlations. For instance, the correlation of Organisational Readiness is from 0.223 to 0.386, and that of Technical Capability is from 0.185 to 0.421. The correlation of Employee Knowledge and Skills ranges from 0.243 to 0.416, while Incident-Response Capability ranges from 0.250 to 0.467, and DFR ranges from 0.283 to 0.421. These findings suggest that the items are directionally related, but there is not a high level of internal consistency. This should be recognised as a limitation of the empirical results. A possible explanation is that each construct represents multiple related but different aspects of organisational readiness. For instance, Technical Capability includes logging and monitoring, evidence collection, storage and forensic technologies. These individual skills may therefore be judged differently by the respondents. The reliability results also indicate that the results should be interpreted with appropriate caution. The relatively low alpha values mean that further refinement and testing of the questionnaire with larger sample sizes could create greater measurement consistency of the constructs.
[bookmark: _Toc240809071]4.5 Correlation Analysis
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[bookmark: _Toc240808650]Figure 14: Item-total correlations
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[bookmark: _Toc240808651]Figure 15: Pearson and Spearman Correlation 
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[bookmark: _Toc240808652]Figure 16: P value 
The Pearson and Spearman correlation analyses were conducted to determine the relationships between the study constructs. All the Pearson correlation results indicate positive correlations between each pair of constructs. Organisational Readiness and Technical Capability was determined to be 0.635, and Organisational Readiness and Employee Knowledge and Skills was determined to be 0.609. There was also a positive correlation between Organisational Readiness and Digital Forensic Readiness (r = 0.547) and Incident-Response Capability (r = 0.583). In terms of Pearson correlations, Technical Capability was correlated with 0.577 with Employee Knowledge and Skills, 0.715 with Incident-Response Capability and 0.632 with Digital Forensic Readiness. Employee Knowledge and Skills had correlations of 0.596 with Incident-Response Capability and 0.647 with Digital Forensic Readiness. The correlation between Incident-Response Capability and Digital Forensic Readiness was r = 0.567. The highest Pearson correlation that was highest was between Technical Capability and Incident-Response Capability (r = 0.715). This means that those who said they were better at technical skills also said they were better at responding to incidents. The relationship is conceptually relevant since it is a component of effective incident response, which requires monitoring, logging, evidence sources and technical mechanisms. Employee Knowledge and Skills (r = 0.647), Technical Capability (r = 0.632), Incident-Response Capability (r = 0.567) and Organisational Readiness (r = 0.547) had the highest correlation with DFR. The findings show that the four factors measured are all positively related to perceived digital forensic readiness. The Spearman results are similar, but the coefficients are slightly lower. DFR correlated with EKS at 0.569, TC at 0.498, IRC at 0.434 and OR at 0.404. The pattern of positive relationships is supported by the consistency of Pearson and Spearman results.
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[bookmark: _Toc240808653]Figure 17: Correlation matrix 
The results align with the conceptual discussion made in Chapter Two, which suggests that digital forensic readiness is not dependent on one technical mechanism. Instead, the dimensions of organisation, technical ability, and employee knowledge and incident-response arrangements are interconnected elements of preparedness. This is in line with previous research, where organisational, technical and human factors were identified as important factors in forensic readiness (Elyas et al., 2014; Elyas et al., 2015; Reddy and Venter, 2013).
[bookmark: _Toc240809072]4.6 Multiple Regression Analysis
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Figure 18: OLS Regression Results    
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[bookmark: _Toc240808654]Figure 19: STANDARDISED BETA COEFFICIENTS
Multiple linear regression was used in order to see if Organisational Readiness, Technical Capability, Employee Knowledge and Skills, and Incident-Response Capability together predict Digital Forensic Readiness. The regression model used 102 complete cases and four predictors. The software that has been developed indicates that the sample size was deemed sufficient for the exploratory four-predictor analysis as defined by the benchmark in the notebook. The regression model had an R-squared of 0.525 and an adjusted R-squared of 0.505. Thus, the four predictors explained about 52.5% of the variance in observed Digital Forensic Readiness, and the adjusted value suggests that about 50.5% of the variance remains explained after adjusting for the number of predictors. The overall F-statistic was 26.749, with p < .001. The model is thus statistically significant. Technical Capability is statistically significant (p = 0.005) and has a positive coefficient of 0.3396. An estimated 0.340-unit increase in DFR is associated with a one-unit increase in Technical Capability, when the other variables are held constant. The coefficient of Employee Knowledge and Skills is 0.3753, and it is also statistically significant at p<0.001. Within this model, it has a standardised beta of 0.3747, which is higher than that of Technical Capability (β = 0.3147). Organisational Readiness and Incident-Response Capability were not statistically significant in the multivariable model and had positive coefficients. Organisational Readiness is at p = 0.450, and Incident-Response Capability is at p = 0.487. This does not mean that there are no relationships between these variables and DFR. Instead, the value of each of their contributions is not statistically different from zero when the other predictors are also in the model. One interesting fact is the discrepancy between the results of the correlation and the results of the regression. For instance, the bivariate relationship between Organisational Readiness and DFR is moderately positive (r = 0.547), but the regression coefficient is not significant. This may happen when the predictors are overlapping. The correlation matrix indicates that there are significant positive correlations between the independent variables, especially between Technical Capability and Incident-Response Capability (r = 0.715). So, regression coefficients should be interpreted as unique relationships, and not as simple associations.
[bookmark: _Toc240809073]4.7 Regression Diagnostics
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[bookmark: _Toc240808655]Figure 20: VARIANCE INFLATION FACTOR
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[bookmark: _Toc240808656]Figure 21: Regression residuals
Multicollinearity was also tested using developed software, where VIF was used. VIF values for Organisational Readiness, Technical Capability, Employee Knowledge and Skills and Incident-Response Capability were 35.863, 46.597, 30.066 and 39.041, respectively. The values are quite high and suggest high levels of multicollinearity among the predictors. This is consistent with the Pearson correlation matrix, where the independent variables have moderate to strong positive relationships. So, individual regression coefficients are to be taken cautiously. The high VIF values are an important reason why some predictors are moderately associated with DFR in bivariate analyses while they are not statistically significant in multivariate analyses.
[image: ]
[bookmark: _Toc240808657]Figure 22: Q-Q Plot of Regression Residuals
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[bookmark: _Toc240808658]Figure 23: Residuals vs fitted values
The residual diagnostics give more details on the model behaviour. The regression results show a Durbin-Watson statistic of 2.053, meaning that the cross-sectional data is not obviously subject to residual autocorrelation. The residual-versus-fitted plot was also generated by the software as part of the diagnostic process. These diagnostics suggest that the regression model should be used as an exploratory model and not as definitive proof of a fully validated predictive model.
[bookmark: _Toc240809074]4.8 Discussion of Findings
The results indicate that there are organisational, technical, human and incident-response characteristics associated with digital forensic readiness. The descriptive results indicated that for all five constructs measured, there was a mean score above the neutral score, but the scores were relatively moderate. This implies that the respondents had some level of organisational preparation, but it was not uniformly high.  The descriptive mean for Technical Capability was the highest of all the variables, and it was also a significant factor of DFR in the regression model. This is another confirmation of the significance of technical infrastructure in forensic preparedness. If an organisation does not have the ability to securely store and collect evidence and to monitor and log events, it can be hard to reconstruct what has happened after an incident with a cybersecurity. This is consistent with the principles of evidence preservation and collection that Kent et al. (2006) discuss and consistent with the literature on organisational forensic readiness that is discussed by Reddy and Venter (2013). The strongest Pearson correlation with DFR and the strongest standardised regression coefficient were for Employee Knowledge and Skills. This means that the human dimension is one of the factors that plays an important role in forensic readiness. The technical systems will not be effective in the proper handling of evidence unless employees identify potentially relevant evidence, comprehend preservation needs, and understand how to report. This is in line with the literature outlined in Chapter Two, which highlights the need for staff awareness, training and proper handling of digital evidence. Also noteworthy about the role is Incident-Response Capability. The unique regression coefficient for IRC is not statistically significant, but the correlation is moderately positive (r = 0.567) with DFR. This can suggest that there's a large degree of overlap between incident response and forensic readiness and technical and employee skills. Organisations with robust incident-response processes could also be more likely to have a cogent technical infrastructure and better-trained employees. The high VIF values strengthen the interpretation of the high connection between the predictors. Organisational Readiness has a moderate positive bivariate relationship with DFR and a non-significant unique contribution to the regression model. It is not to be taken as a sign that the issue of management support or organisational coordination is irrelevant. Rather, the finding indicates that their impact could be reflected via technical and employee skills. The impact of management support can be less evident when these related variables are included at the same time. The regression model accounts for 52.5% of the variation in DFR. This is a significant percentage for an exploratory survey model, but the magnitude of the multicollinearity and the relatively low reliability coefficients must be taken into account and should not be considered as proof of a causal relationship. Another limitation of the cross-sectional research design is that it can only detect statistical relationships and not temporal causality. The results thus corroborate the main research hypothesis, which holds that digital forensic readiness is an organisational capability with multiple related dimensions. In particular, the results emphasise the significance of technical ability and knowledge and skills of employees at present in the dataset. The results also show that these factors are not independent of each other, as the technical capability of the organisation is closely linked with its readiness, employee skills closely with its incident-response capability, and employee skills are closely linked with its incident-response capability.
[bookmark: _Toc240809075]4.9 Findings related to the research questions
The first research question was: What are the organisational, technical and procedural issues that impact on digital forensic readiness? The findings indicate positive relationships between all four of the explanatory constructs and DFR. Technical Capability and Employee Knowledge and Skills were statistically significant predictors in the regression model, and Organisational Readiness and Incident-Response Capability were positively associated with DFR, but did not have statistically significant effects. The second research question was about the readiness of organisations to collect, preserve and analyse digital evidence. The DFR mean is 3.262, suggesting a moderate readiness perception. The findings indicate that generally respondents identified some level of organisational readiness, but are not consistent with the sample being highly developed in terms of forensic readiness. The third research question explored the relationships between organisational readiness, technical capability, employee knowledge, incident-response capability and DFR. These constructs have clear evidence of positive relationships, as shown in the correlation analysis. The regression analysis also shows that the variables Technical Capability and Employee Knowledge and Skills are important to the explanation of DFR when they are added together. The fourth research question was about how organisations can enhance their preparedness for forensic and cyber incident investigations. The empirical results indicate that the improvement should focus on enhancing the technical evidence skills and building employee knowledge and skills while retaining and maintaining an appropriate organisation's coordination and incident response processes. These implications are derived from the descriptive, correlation and regression findings and do not require any statement of a one-factor determinant relationship between the readiness.
[bookmark: _Toc240809076]4.10 Chapter Summary
The quantitative survey analysis presented the results in this chapter. A total of 102 responses were received from a cross-section of IT and cybersecurity practitioners with varied roles and levels of experience. Moderate levels were observed in the descriptive statistics of Organisational Readiness, Technical Capability, Employee Knowledge and Skills, Incident-Response Capability and Digital Forensic Readiness. The reliability analysis gave Cronbach's alpha scores ranging from 0.494 to 0.586, suggesting low internal consistency and therefore, caution should be exercised when interpreting the results. Positive correlations were found between all the measured constructs and DFR using Pearson and Spearman correlation analyses. The model was statistically significant (R² = 0.525 and adjusted R² = 0.505) in multiple regression. The predictors that were significant were Technical Capability and Employee Knowledge and Skills; Organisational Readiness and Incident-Response Capability were not significant. Multicollinearity among the predictors was identified through the diagnostic analysis and was found to be substantial (high VIF values). Thus, the regression results are suggestive of relationships, but not necessarily causal effects. Also, the results show that digital forensic readiness is a multi-dimensional organisational competence, while in the current dataset technical capability and knowledge and skills of employees are of particular importance. The findings serve as the empirical evidence to support the conclusions and recommendations in the next chapter.
[bookmark: _Toc240809077]5. Chapter 5: Conclusion, Recommendations and Future Work
[bookmark: _Toc240809078]5.1 Conclusion
The study employed a quantitative survey-based approach to assess the readiness of the digital forensic aspect in organisations. The study analysed the correlation between organisational readiness, technical capability, employee knowledge and skills, incident-response capability and overall digital forensic readiness. A total of 102 respondents were included in the analysis of data by descriptive statistics, reliability analysis, correlation analysis and multiple linear regression. The results showed that the digital forensic readiness was perceived at a moderate level with an average score of 3.262 on a five-point Likert scale. The highest mean was for Technical Capability (3.340), followed by Employee Knowledge and Skills (3.220), Incident-Response Capability (3.208) and Organisational Readiness (3.135), with the remaining constructs showing means between 2.725 and 2.984. These results indicate that there is some current capacity within the sample to assist with digital investigations; yet there is still room for improvement in forensic preparedness within the organisations. Positive associations were found in the correlation analysis with respect to all the measured factors with Digital Forensic Readiness. The regression model was overall statistically significant and accounted for 52.5% of the variance in Digital Forensic Readiness (R² = 0.525). Technical Capability and Employee Knowledge and Skills were important individual predictors, while Organisational Readiness and Incident-Response Capability did not contribute to the prediction significantly beyond the other factors. Thus, the findings suggest that the technical infrastructure is an important dimension of digital forensic readiness as well as the capability of employees in the study sample. The results should be interpreted with reference to the reliability and regression diagnostics. The internal consistency of the constructs varied from Cronbach's α of 0.494 to 0.586. Furthermore, the high values of VIF showed high multicollinearity among the explanatory variables. Causal conclusions are also not possible from the cross-sectional design. Thus, the study does not offer any causal evidence, but rather associations and predictive relationships in the sample. Also, the study highlights that digital forensic readiness is a multi-dimensional capability of an organisation that encompasses technical capabilities, employee awareness, organisational structures, and incident response procedures.
[bookmark: _Toc240809079]5.2 Recommendations
On the basis of the results, organisations should enhance their technical skills in collecting and preserving digital evidence. This involves maintaining proper security and system logs, installing proper monitoring systems, maintaining proper evidence storage and availing appropriate technologies for evidence collection and investigation. Review logging and monitoring procedures regularly to ensure that relevant evidence is available if incidents arise. Employee knowledge and skills should also be a focus of organisations. Regular training should cover the identification of potential digital evidence, evidence preservation, incident reporting and appropriate escalation procedures. In addition to training for those dedicated to cybersecurity, training should be offered to employees whose actions could impact evidence preservation during an incident. Incident-response procedures and forensic-readiness should be more closely aligned. Incident-response teams need to be aware of the time and circumstances for evidence preservation, and the ways in which containment activities can be conducted without destroying potentially relevant evidence. This integration can be facilitated by having clear roles and communication channels. Management should also ensure that there is adequate organisational support and resources for digital forensic readiness. Policies, responsibilities and procedures should be periodically reviewed to ensure forensic preparedness is aligned to evolving threats, technologies and organisational needs. Also, there needs to be a continuous improvement process within the organisation. Previous cybersecurity incidents should be used as a basis for reviewing the logging, evidence-preservation, employee training, and incident-response procedures. This can assist organisations in understanding their weaknesses ahead of the next incident.
[bookmark: _Toc240809080]5.3 Future Work
A larger and more diverse sample should be used in future research to enhance the generalisability of the findings. A larger sample would also give more power to test relationships between constructs and would enable more powerful modelling of the relationships in a multivariable model. Future studies might take a longitudinal approach to investigating how digital forensic readiness evolves over time after technology, training, policies and incident-response processes. Qualitative interviews with cyber security managers, forensic investigators and incident-response personnel also might supplement survey results if they offer more in-depth explanations on organisational practices. The questionnaire needs to be further developed and tested for consistency of internal items, as the present reliability data suggest limited internal consistency. Additional items, expert review and pilot testing could be used to improve construct measurement. Future research could also explicitly include forensic policy and procedures as a separate measured construct and test the relationship with the digital forensic readiness in addition to the organisational, technical, human and incident-response factors. Also, further research might be conducted to test the proposed relationships between the organisations by sector and size. Comparative research between public, private, educational and non-profit organisations could help indicate if there is a difference in digital forensic readiness based on context and resources.
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[image: Forms response chart. Question title:   Q1. What is your current role?  . Number of responses: 102 responses.]
[image: Forms response chart. Question title:  Q2. How many years of experience do you have in IT, cybersecurity or a related field?  . Number of responses: 102 responses.]
[image: Forms response chart. Question title:  Q3. What type of organisation do you primarily work for?  . Number of responses: 102 responses.]
[image: Forms response chart. Question title:  Q4. What is the approximate size of your organisation?  . Number of responses: 102 responses.]
[image: Forms response chart. Question title: Q5. Have you been involved in or exposed to cybersecurity incident response or digital evidence handling?  . Number of responses: 100 responses.]
[image: Forms response chart. Question title: OR1. Senior management provides sufficient support for digital forensic readiness within the organisation.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: OR2. The organisation allocates sufficient resources for activities related to digital evidence collection and investigation.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: OR3. Responsibilities for handling potential digital evidence are clearly defined within the organisation.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: OR4. Relevant departments cooperate effectively during cybersecurity incidents involving digital evidence.


. Number of responses: 101 responses.]
[image: Forms response chart. Question title: OR5. The organisation considers digital forensic readiness when developing or reviewing its cybersecurity practices.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: TC1. The organisation maintains adequate logging of security-relevant activities across its IT systems.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: TC2. The organisation has effective mechanisms for monitoring activities that may provide useful digital evidence.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: TC3. The organisation has appropriate technical capabilities for collecting digital evidence during cyber incidents.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: TC4. Digital evidence can be securely stored and protected from unauthorised alteration or deletion.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: TC5. The organisation has access to appropriate forensic, monitoring or security technologies to support cyber incident investigations.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: EKS1. Employees have sufficient awareness of the importance of digital evidence during cybersecurity incidents.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: EKS2. Relevant employees receive adequate training on identifying potential digital evidence.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: EKS3. Relevant employees understand how digital evidence should be preserved during a cyber incident.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: EKS4. Employees know whom to contact when they identify information that may be relevant to a cybersecurity investigation.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: EKS5. Relevant employees have sufficient knowledge and skills to support the organisation's digital forensic activities.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: IRC1. The organisation can detect and identify cybersecurity incidents in a timely manner.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: IRC2. The organisation has clearly defined procedures for reporting cybersecurity incidents.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: IRC3. The organisation is able to contain cybersecurity incidents while protecting potentially valuable digital evidence.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: IRC4. The organisation can coordinate incident-response activities with digital evidence collection and preservation.. Number of responses: 102 responses.]
[image: Forms response chart. Question title: IRC5. The organisation is capable of conducting or supporting investigations following cybersecurity incidents.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: DFR1. The organisation is well prepared to collect relevant digital evidence when a cybersecurity incident occurs.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: DFR2. The organisation is well prepared to preserve digital evidence for subsequent investigation.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: DFR3. The organisation can provide reliable digital evidence to support the investigation of cybersecurity incidents.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: DFR4. The organisation can respond effectively to digital evidence requirements during cybersecurity incidents.. Number of responses: 101 responses.]
[image: Forms response chart. Question title: DFR5. Overall, the organisation has a high level of digital forensic readiness.. Number of responses: 100 responses.]
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