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[bookmark: _Toc227352245][bookmark: _Toc228395605]Overall, Part A and Part B: 
GreenLeaf Organics is a UK-based firm that cares about the environment and sells certified organic food, eco-friendly personal care products, and biodegradable household items. The company is extending its operations by launching a new online platform to better manage products, suppliers, customers, and orders. This is because its client base is rising and there is greater demand for its services. This submission was made by a database consultant who was hired by GreenLeaf Organics to help them find the right database solution. The consultant also had to create a working database prototype and a web application that together show all the database design and application development skills learned in this module.
This report is divided into two pieces that work together to cover different parts of the ACCA5026 module evaluation. Part A is about the design and implementation of the relational database that supports the GreenLeaf Organics platform. This includes systematically identifying entities and their relationships, making an Entity-Relationship Diagram (ERD), normalising to Third Normal Form (3NF), implementing the physical schema in MySQL, filling it with realistic sample data, making stored procedures with built-in transaction control (BEGIN, COMMIT, ROLLBACK), database triggers for automated auditing and inventory management, and a data-driven indexing strategy to speed up queries. Every choice about design and execution is based on and backed up by relevant academic writing. This way, the solution is not only useful, but also professionally defensible.
Part B builds on what Part A did by adding web application development. A Recipe Catalogue is a dynamic PHP-based website built on a normalised MySQL database. It shows off back-end programming skills like connecting to a database, getting dynamic content, searching, doing CRUD operations through an administrator panel, and protecting against common web vulnerabilities. The security report that comes with this one goes into detail about SQL injection: what it is, why it is a big threat to any website that uses a database, and how it has been reduced in the Recipe Catalogue codebase by using PDO parameterised prepared statements and other security measures consistently.
The two parts of this submission show that the student can critically evaluate database concepts and technologies, choose and use the right techniques for real-world problems, and explain technical decisions in a clear and professional way. This is exactly what the module learning outcomes say they should be able to do.

[bookmark: _Toc227352246][bookmark: _Toc228395606]PART A – DATABASE DESIGN & IMPLEMENTATION
[bookmark: _Toc227352247][bookmark: _Toc228395607]Introduction: 

GreenLeaf Organics is a UK-based business that cares about the environment and sells certified organic food, eco-friendly personal care items, and household goods that break down naturally. The company is getting ready to grow its business by launching a new online platform, which makes the need for a strong and scalable relational database management system (RDBMS) even more important. The digital transformation of retail operations requires that the underlying data architecture can effectively facilitate high-volume transactional processing, intricate querying, and real-time inventory management [1]. 
As a database consultant hired by GreenLeaf Organics to help them find the right database solution and build a working prototype that shows off the system's main features, I wrote this report. The key business needs include managing suppliers and customers, keeping the product catalogue up to date, processing orders, keeping track of inventory, getting consumer feedback, and making sure that transactional data is correct.
The chosen technology for this implementation is MySQL, an open-source RDBMS that is widely used and fully supports ACID-compliant transactions, stored procedures, triggers, and indexing. These are all important features for the GreenLeaf platform [2]. MySQL is a good choice for the architecture of an e-commerce backend of this size because of its performance and its rich procedural language (stored procedure syntax). 
The report follows an organised process: first, it identifies entities, which leads to an Entity-Relationship Diagram (ERD), which then influences a normalised relational schema. The schema is then set up with referential integrity constraints, filled with sample data, and improved with performance indexes, stored procedures, and triggers. Each stage is backed up by relevant academic research, which makes sure that judgements about design and implementation are both theoretically sound and practically sound.

[bookmark: _Toc227352248][bookmark: _Toc228395608]Database design: 

[bookmark: _Toc227352249][bookmark: _Toc228395609]Entity identification and attributes:
A methodical examination of the GreenLeaf Organics business process overview revealed the subsequent fundamental entities and their corresponding qualities. Entity identification is a fundamental stage in database modelling; as Elmasri and Navathe [1] assert, a precisely delineated entity model directly influences the quality and integrity of the resultant relational design.
	Entity 
	Key attributes 

	Supplier
	supplier_id (PK), company_name, contact_name, email (UNIQUE), phone, address, certification_number (UNIQUE), registration_date

	Category
	category_id (PK), category_name (UNIQUE NOT NULL), description

	Product
	product_id (PK), product_name, description, price (CHECK ≥0), stock_quantity (CHECK ≥0), organic_certification, expiry_date, supplier_id (FK), created_at

	Product_Category
	product_id (FK), category_id (FK) — composite PK; resolves M:M between Product and Category

	Customer
	customer_id (PK), first_name, last_name, email (UNIQUE), phone, address, registration_date, customer_type (ENUM)

	Order
	order_id (PK), customer_id (FK), order_date, status (ENUM), total_amount, shipping_address

	Order_Item
	order_item_id (PK), order_id (FK), product_id (FK), quantity (CHECK >0), unit_price

	Review
	review_id (PK), customer_id (FK), product_id (FK), rating (CHECK 1–5), comment, review_date

	Audit_log
	log_id (PK), table_name, operation (ENUM), record_id, changed_by, change_timestamp, old_values, new_values



[bookmark: _Toc227352250][bookmark: _Toc228395610]Entity relationship diagram 
The ERD includes the following important connections: 
• Supplier (1) → (M) Product: One supplier gives out multiple products, while each product comes from only one provider. A foreign key constraint on product.supplier_id makes sure that this happens. 
• Product (M) ↔ (M) Category: The Product_Category junction table fixes this. A single organic product can fit into more than one category, such "Organic Vegetables" and "Seasonal Produce."
 • Customer (1) → (M) Order: A customer can place multiple orders throughout time, but each order only belongs to one customer. 
• Order (M) ↔ (M) Product: The Order_Item table solves this by keeping track of the exact products and amounts in each order. 
• costumer (1) → (M) Review and Product (1) → (M) Review: A costumer can review more than one product, and each product can get more than one review.
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[bookmark: _Toc227352251][bookmark: _Toc228395612]Normalisation to third normal form: 
Normalisation is the methodical organization of a relational database to minimise data redundancy and enhance data integrity [4]. The first three normal forms have been used to check the GreenLeaf schema. 
The First Normal Form (1NF) 
All characteristics contain atomic, indivisible values. There are no groupings that repeat. The Product_Category junction table solves the problem of multi-valued dependencies, where a product can belong to more than one category. It does this instead of keeping lists of categories separated by commas in the Product table [1]. Every table has a clear primary key.
Second Normal Form (2NF) 
Every non-key property is completely operationally dependent on the whole primary key [4]. The Order_Item table shows this by using a composite primary key of (order_id, product_id). Both quantity and unit_price depend on the entire composite key. Taking the unit price at the time of purchase makes sure that the history is correct. The price of a product may change, but the price paid must be shown in a past order. 
Third Normal Form (3NF) 
3NF gets rid of transitive dependencies, which are when a non-key attribute depends on another non-key property instead of the primary key [3]. Separating Supplier data from Product data eliminates possible transitive dependency problems that would have happened if supplier contact information had been included in the Product table. The Review table also keeps feedback data separate from the Order and Customer tables. The schema that comes out of this is fully normalised to 3NF, which is in keeping with Date's [5] ideas.

[bookmark: _Toc227352252][bookmark: _Toc228395613]Table of creation and constraint implementation: 
The SQL code below makes all nine tables with rules. FOREIGN KEY declarations with ON DELETE and ON UPDATE rules are used to make sure that referential integrity is maintained. Check constraints check business rules at the database level. This gives you further protection that is separate from application-layer validation [2].

CREATE DATABASE IF NOT EXISTS greenleaf_db
    CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci;
USE greenleaf_db;
 
-- Table 1: Supplier
CREATE TABLE Supplier (
    supplier_id          INT           AUTO_INCREMENT PRIMARY KEY,
    company_name         VARCHAR(150)  NOT NULL,
    contact_name         VARCHAR(100),
    email                VARCHAR(150)  NOT NULL UNIQUE,
    phone                VARCHAR(20),
    address              TEXT,
    certification_number VARCHAR(50)   UNIQUE,
    registration_date    DATE          DEFAULT (CURRENT_DATE)
) ENGINE=InnoDB;
 
-- Table 2: Category
CREATE TABLE Category (
    category_id   INT          AUTO_INCREMENT PRIMARY KEY,
    category_name VARCHAR(100) NOT NULL UNIQUE,
    description   TEXT
) ENGINE=InnoDB;
 
-- Table 3: Product
CREATE TABLE Product (
    product_id            INT            AUTO_INCREMENT PRIMARY KEY,
    product_name          VARCHAR(200)   NOT NULL,
    description           TEXT,
    price                 DECIMAL(10,2)  NOT NULL,
    stock_quantity        INT            NOT NULL DEFAULT 0,
    organic_certification VARCHAR(100),
    expiry_date           DATE,
    supplier_id           INT            NOT NULL,
    created_at            TIMESTAMP      DEFAULT CURRENT_TIMESTAMP,
    CONSTRAINT chk_price CHECK (price >= 0),
    CONSTRAINT chk_stock CHECK (stock_quantity >= 0),
    CONSTRAINT fk_product_supplier
        FOREIGN KEY (supplier_id) REFERENCES Supplier(supplier_id)
        ON DELETE RESTRICT ON UPDATE CASCADE
) ENGINE=InnoDB;
 
-- Table 4: Product_Category (Junction)
CREATE TABLE Product_Category (
    product_id  INT NOT NULL,
    category_id INT NOT NULL,
    PRIMARY KEY (product_id, category_id),
    CONSTRAINT fk_pc_product  FOREIGN KEY (product_id)  REFERENCES Product(product_id)  ON DELETE CASCADE,
    CONSTRAINT fk_pc_category FOREIGN KEY (category_id) REFERENCES Category(category_id) ON DELETE CASCADE
) ENGINE=InnoDB;
 
-- Table 5: Customer
CREATE TABLE Customer (
    customer_id       INT          AUTO_INCREMENT PRIMARY KEY,
    first_name        VARCHAR(80)  NOT NULL,
    last_name         VARCHAR(80)  NOT NULL,
    email             VARCHAR(150) NOT NULL UNIQUE,
    phone             VARCHAR(20),
    address           TEXT,
    registration_date DATE         DEFAULT (CURRENT_DATE),
    customer_type     ENUM('Individual','Business') DEFAULT 'Individual'
) ENGINE=InnoDB;
 
-- Table 6: Order
CREATE TABLE `Order` (
    order_id         INT           AUTO_INCREMENT PRIMARY KEY,
    customer_id      INT           NOT NULL,
    order_date       TIMESTAMP     DEFAULT CURRENT_TIMESTAMP,
    status           ENUM('Pending','Processing','Shipped','Delivered','Cancelled') DEFAULT 'Pending',
    total_amount     DECIMAL(10,2) DEFAULT 0.00,
    shipping_address TEXT,
    CONSTRAINT fk_order_customer FOREIGN KEY (customer_id) REFERENCES Customer(customer_id)
        ON DELETE RESTRICT ON UPDATE CASCADE
) ENGINE=InnoDB;
 
-- Table 7: Order_Item
CREATE TABLE Order_Item (
    order_item_id INT           AUTO_INCREMENT PRIMARY KEY,
    order_id      INT           NOT NULL,
    product_id    INT           NOT NULL,
    quantity      INT           NOT NULL,
    unit_price    DECIMAL(10,2) NOT NULL,
    CONSTRAINT chk_quantity   CHECK (quantity > 0),
    CONSTRAINT chk_unit_price CHECK (unit_price >= 0),
    CONSTRAINT fk_oi_order   FOREIGN KEY (order_id)   REFERENCES `Order`(order_id) ON DELETE CASCADE,
    CONSTRAINT fk_oi_product FOREIGN KEY (product_id) REFERENCES Product(product_id) ON DELETE RESTRICT
) ENGINE=InnoDB;
 
-- Table 8: Review
CREATE TABLE Review (
    review_id   INT        AUTO_INCREMENT PRIMARY KEY,
    customer_id INT        NOT NULL,
    product_id  INT        NOT NULL,
    rating      TINYINT    NOT NULL,
    comment     TEXT,
    review_date TIMESTAMP  DEFAULT CURRENT_TIMESTAMP,
    CONSTRAINT chk_rating CHECK (rating BETWEEN 1 AND 5),
    CONSTRAINT fk_review_customer FOREIGN KEY (customer_id) REFERENCES Customer(customer_id) ON DELETE CASCADE,
    CONSTRAINT fk_review_product  FOREIGN KEY (product_id)  REFERENCES Product(product_id)  ON DELETE CASCADE
) ENGINE=InnoDB;
 
-- Table 9: Audit_Log
CREATE TABLE Audit_Log (
    log_id           INT          AUTO_INCREMENT PRIMARY KEY,
    table_name       VARCHAR(100) NOT NULL,
    operation        ENUM('INSERT','UPDATE','DELETE') NOT NULL,
    record_id        INT,
    changed_by       VARCHAR(100) DEFAULT (CURRENT_USER()),
    change_timestamp TIMESTAMP    DEFAULT CURRENT_TIMESTAMP,
    old_values       TEXT,
    new_values       TEXT
) ENGINE=InnoDB;

[bookmark: _Toc227352253][bookmark: _Toc228395614]Implementation documentation: 
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The output panel in MySQL Command Line shows that all nine tables were created successfully after running the schema script above. The screenshots below show this phase.
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The following test queries try to add data that breaks the defined constraints to make sure that referential integrity and check constraints work correctly:
 
TEST 1: Non-existent supplier_id → Expected: FK constraint error
INSERT INTO Product (product_name, price, stock_quantity, supplier_id)
VALUES ('Test Product', 9.99, 10, 9999);
 
TEST 2: Invalid rating (6/5) → Expected: CHECK constraint error
INSERT INTO Review (customer_id, product_id, rating)
VALUES (1, 1, 6);
 
TEST 3: Negative price → Expected: CHECK constraint error
INSERT INTO Product (product_name, price, stock_quantity, supplier_id)
VALUES ('Negative Price', -5.00, 10, 1);
[bookmark: _Toc228395619]Fig 4.
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The following sample dataset fills all the tables with actual records that mimic how GreenLeaf works in the real world. To test stored methods and validate schema architecture, you need meaningful sample data [6].
Suppliers (5 records)
INSERT INTO Supplier (company_name, contact_name, email, phone, address, certification_number, registration_date)
VALUES
  ('Green Valley Farms',  'Alice Morrison',   'alice@greenvalley.co.uk',    '07711 223344', '12 Farm Lane, Hereford HR1 2AB',       'SOIL-UK-00123',   '2023-03-15'),
  ('Pure Earth Produce',  'James Whitfield',  'james@pureearth.co.uk',      '07822 334455', '45 Orchard Road, Bristol BS3 4CD',      'SOIL-UK-00456',   '2022-11-08'),
  ('EcoSkin Labs',        'Priya Sharma',     'priya@ecoskinlabs.co.uk',    '07933 445566', '8 Innovation Park, Leeds LS1 7GH',      'COSMOS-UK-00789', '2023-07-22'),
  ('BioHome Solutions',   'Thomas Green',     'thomas@biohome.co.uk',       '07644 556677', '3 Meadow Way, Manchester M14 5JK',      'ECOCERT-UK-001',  '2024-01-05'),
  ('Highland Organics',   'Fiona Campbell',   'fiona@highlandorganics.co.uk','07755 667788', '22 Glen Road, Inverness IV2 3LM',      'SOIL-UK-00234',   '2023-09-10');
 
 Categories (6 records)
INSERT INTO Category (category_name, description) VALUES
  ('Organic Vegetables', 'Fresh certified organic vegetables from UK farms'),
  ('Organic Fruits',     'Seasonal certified organic fruits'),
  ('Natural Skincare',   'Chemical-free certified organic skincare products'),
  ('Eco Household',      'Biodegradable eco-friendly household cleaning products'),
  ('Organic Dairy',      'Certified organic dairy and plant-based alternatives'),
  ('Health Supplements', 'Natural and organic health and wellness supplements');
 
 Products (10 records)
INSERT INTO Product (product_name, price, stock_quantity, organic_certification, expiry_date, supplier_id) VALUES
  ('Heirloom Tomatoes (1kg)',           3.49, 200, 'SOIL-UK-00123',   '2026-05-10', 1),
  ('Baby Spinach (200g)',               2.29, 350, 'SOIL-UK-00123',   '2026-05-08', 1),
  ('Conference Pears (6 pack)',         2.99, 180, 'SOIL-UK-00456',   '2026-05-15', 2),
  ('Bramley Apples (1kg)',              2.49, 220, 'SOIL-UK-00456',   '2026-06-01', 2),
  ('Rose Hip Face Serum (30ml)',       24.99,  85, 'COSMOS-UK-00789', '2027-12-01', 3),
  ('Lavender Body Lotion (200ml)',     12.99, 120, 'COSMOS-UK-00789', '2027-10-15', 3),
  ('Eco Washing Liquid (1L)',           6.99, 300, 'ECOCERT-UK-001',  '2028-01-01', 4),
  ('Bamboo Multi-Surface Spray (500ml)',4.49, 250, 'ECOCERT-UK-001',  '2028-01-01', 4),
  ('Oat Milk (1L)',                     1.89, 400, 'SOIL-UK-00234',   '2026-05-20', 5),
  ('Elderberry Immune Supplement',     18.99, 150, 'SOIL-UK-00234',   '2027-03-01', 5);
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[bookmark: _Toc227352257][bookmark: _Toc228395624]Trigger and Audit Implementation:
Database triggers are procedural database objects that automatically run when data is changed (INSERT, UPDATE, DELETE) on a certain table [7]. For GreenLeaf Organics, triggers are very important because they keep an automated audit trail for compliance and traceability, and they enforce business rules that can't be put into basic column constraints. Best practices in enterprise database architecture [2] say that triggers should be used for two purposes. 
There are four triggers in place:

• Trigger 1 (trg_product_after_insert): Adds every new product to the Audit_Log database and saves the product name, price, stock amount, and supplier ID as new_values. 
• Trigger 2 (trg_product_after_update): Keeps track of all changes to product prices or stock levels by saving old_values and new_values so that audit reports can show the differences. 
• Trigger 3 (trg_order_item_after_insert): Automatically takes stock away from Product when a new Order_Item row is added. This lets you manage your inventory in real time without having to do anything at the application level [7]. 
• Trigger 4 (trg_customer_after_delete): Logs all customer deletions to Audit_Log with name and email, which meets the GDPR's requirements for keeping records of data processing.

Trigger 1: Audit INSERT on Product
DELIMITER $$
CREATE TRIGGER trg_product_after_insert
AFTER INSERT ON Product FOR EACH ROW
BEGIN
    INSERT INTO Audit_Log (table_name, operation, record_id, new_values)
    VALUES ('Product', 'INSERT', NEW.product_id,
            CONCAT('name=', NEW.product_name, ', price=', NEW.price, ', stock=', NEW.stock_quantity));
END$$
DELIMITER ;
 
Trigger 3: Auto stock deduction on Order_Item INSERT
DELIMITER $$
CREATE TRIGGER trg_order_item_after_insert
AFTER INSERT ON Order_Item FOR EACH ROW
BEGIN
    UPDATE Product SET stock_quantity = stock_quantity - NEW.quantity
    WHERE product_id = NEW.product_id;
END$$
DELIMITER ;
[bookmark: _Toc228395625]Fig 8.
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The screenshot below shows the execution of the CRUD stored procedures that were defined in the following section.
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[bookmark: _Toc227352260][bookmark: _Toc228395630]CRUD Stored procedures with transaction handling: 
Stored procedures are SQL routines that are kept in the database and include business logic. They increase efficiency by reducing network overhead and security by giving a regulated way to access the underlying tables [3]. Ramakrishnan and Gehrke [6] say that putting transaction control (BEGIN, COMMIT, ROLLBACK) inside stored procedures is the best way to make sure that multi-step actions in relational systems are atomic.

[bookmark: _Toc227352261][bookmark: _Toc228395631]Procedure 1: sp_add_product (INSERT with transaction)

DELIMITER $$
CREATE PROCEDURE sp_add_product(
    IN p_name VARCHAR(200), IN p_description TEXT, IN p_price DECIMAL(10,2),
    IN p_stock INT, IN p_cert VARCHAR(100), IN p_expiry DATE, IN p_supplier_id INT,
    OUT p_new_id INT, OUT p_message VARCHAR(255)
)
BEGIN
    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN ROLLBACK; SET p_new_id=-1; SET p_message='ERROR: Insertion failed. Rolled back.'; END;
 
    START TRANSACTION;
    IF NOT EXISTS (SELECT 1 FROM Supplier WHERE supplier_id = p_supplier_id) THEN
        SET p_message = 'ERROR: Supplier ID does not exist.'; SET p_new_id = -1; ROLLBACK;
    ELSE
        INSERT INTO Product (product_name, description, price, stock_quantity,
                             organic_certification, expiry_date, supplier_id)
        VALUES (p_name, p_description, p_price, p_stock, p_cert, p_expiry, p_supplier_id);
        SET p_new_id = LAST_INSERT_ID();
        SET p_message = CONCAT('SUCCESS: Product added with ID ', p_new_id);
        COMMIT;
    END IF;
END$$
DELIMITER ;
[bookmark: _Toc227352262][bookmark: _Toc228395632]Procedure 2: sp_update_stock (UPDATE with transaction)

DELIMITER $$
CREATE PROCEDURE sp_update_stock(IN p_product_id INT, IN p_new_quantity INT, OUT p_message VARCHAR(255))
BEGIN
    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN ROLLBACK; SET p_message='ERROR: Stock update failed. Rolled back.'; END;

    START TRANSACTION;
    IF p_new_quantity < 0 THEN
        SET p_message = 'ERROR: Stock cannot be negative.'; ROLLBACK;
    ELSEIF NOT EXISTS (SELECT 1 FROM Product WHERE product_id = p_product_id) THEN
        SET p_message = 'ERROR: Product not found.'; ROLLBACK;
    ELSE
        UPDATE Product SET stock_quantity = p_new_quantity WHERE product_id = p_product_id;
        SET p_message = CONCAT('SUCCESS: Stock updated for product ID ', p_product_id);
        COMMIT;
    END IF;
END$$
DELIMITER ;

[bookmark: _Toc227352263][bookmark: _Toc228395633]Procedure 3: sp_delete_product (DELETE with transaction)

DELIMITER $$
CREATE PROCEDURE sp_delete_product(IN p_product_id INT, OUT p_message VARCHAR(255))
BEGIN
    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN ROLLBACK; SET p_message='ERROR: Deletion failed. Rolled back.'; END;
 
    START TRANSACTION;
    IF NOT EXISTS (SELECT 1 FROM Product WHERE product_id = p_product_id) THEN
        SET p_message = 'ERROR: Product not found.'; ROLLBACK;
    ELSEIF EXISTS (SELECT 1 FROM Order_Item WHERE product_id = p_product_id) THEN
        SET p_message = 'ERROR: Cannot delete — product referenced in existing orders.'; ROLLBACK;
    ELSE
        DELETE FROM Product WHERE product_id = p_product_id;
        SET p_message = CONCAT('SUCCESS: Product ID ', p_product_id, ' deleted.');
        COMMIT;
    END IF;
END$$
DELIMITER ;

[bookmark: _Toc228395634]Fig 11.
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[bookmark: _Toc227352264][bookmark: _Toc228395635]Transactional scenario: Order processing with rollback 

The next transactional scenario shows how atomicity and consistency function in a real-life multi-step order placing process. The stored procedure sp_place_order does three things at once: it makes an order record, adds the order line item, and checks to see if there is stock available. If any step fails, such as not having enough stock, the whole transaction is undone, and the database goes back to its state before the operation. This method is better than application-layer transaction management because it makes sure that the database is always correct, no matter which application or interface uses it [8].

DELIMITER $$
CREATE PROCEDURE sp_place_order(
    IN p_customer_id   INT,
    IN p_product_id    INT,
    IN p_quantity      INT,
    IN p_ship_address  TEXT,
    OUT p_message      VARCHAR(255)
)
BEGIN
    DECLARE v_price        DECIMAL(10,2);
    DECLARE v_stock        INT;
    DECLARE v_order_id     INT;
    DECLARE v_total        DECIMAL(10,2);
 
    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN ROLLBACK; SET p_message = 'ERROR: Transaction failed. All changes rolled back.'; END;
 
    START TRANSACTION;
 
    Step 1: Get product details and check stock
    SELECT price, stock_quantity INTO v_price, v_stock
    FROM Product WHERE product_id = p_product_id FOR UPDATE; -- Row-lock for concurrency
 
    IF v_stock IS NULL THEN
        SET p_message = 'ERROR: Product not found.'; ROLLBACK;
    ELSEIF v_stock < p_quantity THEN
        ROLLBACK: insufficient stock — atomicity maintained
        SET p_message = CONCAT('ERROR: Insufficient stock. Available: ', v_stock,
                               ', Requested: ', p_quantity, '. Order cancelled.');
        ROLLBACK;
    ELSE
        SET v_total = v_price * p_quantity;
 
         Step 2: Create order record
        INSERT INTO `Order` (customer_id, status, total_amount, shipping_address)
        VALUES (p_customer_id, 'Pending', v_total, p_ship_address);
        SET v_order_id = LAST_INSERT_ID();
 
        Step 3: Insert order line item (triggers stock deduction automatically)
        INSERT INTO Order_Item (order_id, product_id, quantity, unit_price)
        VALUES (v_order_id, p_product_id, p_quantity, v_price);
 
         COMMIT: all three operations succeeded
        SET p_message = CONCAT('SUCCESS: Order ID ', v_order_id,
                               ' placed. Total: £', v_total);
        COMMIT;
    END IF;
END$$
DELIMITER ;
 
Test 1: Valid order (sufficient stock)
CALL sp_place_order(1, 1, 2, '5 Oak Street, Cardiff', @msg);
SELECT @msg;
 
 Test 2: Rollback scenario (request more than stock)
CALL sp_place_order(1, 5, 9999, '5 Oak Street, Cardiff', @msg);
SELECT @msg;
Verify: Order table unchanged for failed transaction
SELECT COUNT(*) AS order_count FROM `Order`;
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[bookmark: _Toc228395637] Performance Tuning Enhancement
[bookmark: _Toc228395638]Indexing Strategy and Justification
Database indexing is a very important way to speed up performance since it makes it easier for the database engine to find rows without having to scan the entire table [9]. InnoDB, MySQL's storage engine, automatically makes a clustered index on the main key of each table. However, you must actively establish secondary indexes on columns that are often used in WHERE clauses, JOIN conditions, and ORDER BY expressions [10]. 
Based on how people are likely to search for GreenLeaf Organics, the following indexes are made:
 Index 1: Product lookups by supplier (JOIN in product catalogue queries)
CREATE INDEX idx_product_supplier ON Product(supplier_id);
 Justification: Every product listing query joins Product to Supplier.
 Without this index, MySQL performs a full scan of the Product table for each supplier.
 
 Index 2: Order retrieval by customer (customer order history page)
CREATE INDEX idx_order_customer ON `Order`(customer_id);
 Justification: 'View my orders' is the most frequent customer operation.
 This index enables direct row lookup by customer_id instead of a full Order table scan.
 
 Index 3: Order date filtering (date-range reporting and admin dashboards)
CREATE INDEX idx_order_date ON `Order`(order_date);
Justification: Monthly sales reports use WHERE order_date BETWEEN '...' AND '...'.
 
Index 4: Reviews by product (product detail page aggregate ratings)
CREATE INDEX idx_review_product ON Review(product_id);
Justification: AVG(rating) GROUP BY product_id runs on every product page load.
 
 Index 5: Product name search (catalogue keyword search)
CREATE INDEX idx_product_name ON Product(product_name);
 Justification: Supports prefix searches (LIKE 'Organic%') on the catalogue.
 
Index 6: Audit log lookups by table and timestamp (admin audit trail)
CREATE INDEX idx_audit_table_ts ON Audit_Log(table_name, change_timestamp);
 Justification: Composite index supports filtering by entity type within date ranges.
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[bookmark: _Toc227352265][bookmark: _Toc228395640]Query optimisation analysis:
The EXPLAIN statement is used to show the performance benefit of indexing by comparing query execution plans before and after an index is made [10].


Performance analysis: Customer order history query
EXPLAIN SELECT o.order_id, o.order_date, o.status, o.total_amount
FROM `Order` o
WHERE o.customer_id = 1
ORDER BY o.order_date DESC;
Without idx_order_customer: type=ALL (full table scan, rows=5)
With idx_order_customer:   type=ref (index lookup, rows=2)
 
Performance analysis: Product average rating query
EXPLAIN SELECT p.product_name, AVG(r.rating) AS avg_rating, COUNT(r.review_id) AS review_count
FROM Product p
LEFT JOIN Review r ON p.product_id = r.product_id
GROUP BY p.product_id, p.product_name
ORDER BY avg_rating DESC;
Without idx_review_product: Review uses type=ALL (full scan for every product join)
With idx_review_product:    Review uses type=ref (direct index lookup per product)
[bookmark: _Toc228395641]Fig 14.
[image: ][image: ]

Changing from type=ALL (full table scan) to type=ref (indexed lookup) means that each query looks at a lot fewer rows. O'Neil and O'Neil [9] say that an indexed lookup on a selective column for a table with N rows cuts I/O costs from O(N) to O(log N). This will improve latency on the customer-facing order history and product detail pages at GreenLeaf, which is expected to handle tens of thousands of orders.

[bookmark: _Toc227352266][bookmark: _Toc228395642]Conclusion and reflection: 
This report has given a full database design and implementation for the GreenLeaf Organics web platform. The deliverable includes a fully normalised relational schema, a validated physical implementation in MySQL, realistic sample data, a set of stored procedures with built-in transaction control, four database triggers for automated audit and inventory management, and a data-driven indexing strategy. 
The schema meets all of the business needs that were set out. For example, supplier and customer management is done with separate, normalised tables that have the right referential integrity. Well-designed junction tables handle the many-to-many relationships between products and categories, and between orders and products. The Audit_Log entity keeps a permanent, tamper-evident record of all important data changes for compliance purposes. 
The transactional example showed that stored procedures that conditionally commit or roll back based on runtime data validation can strongly enforce the ACID principles of atomicity and consistency. This method is better than managing transactions at the application layer because it keeps the database safe no matter whether application or interface accesses it [8]. 
Problems faced: The hardest part was designing the stored method for processing multi-item orders, which was hard because MySQL doesn't have native array arguments. In a production setting, this would be fixed by using a temporary staging table or by changing the interface to execute a line-item method once for each order item within a single transaction boundary. 
Improvements to come: (1) Using MySQL views to limit access to customer data; (2) adding full-text indexes to Product.description and Review.comment to support semantic search; (3) splitting the Order table by order_date to speed up archival queries; and (4) creating a separate Inventory_Transaction table to keep track of every stock movement with reason codes. 
The GreenLeaf Organics database prototype shows that a well-thought-out relational schema, along with procedural database programming and careful performance tuning, can give a growing e-commerce business in the organic products sector a scalable, maintainable, and integrity-assured base.
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[bookmark: _Toc227352268][bookmark: _Toc228395644]Introduction part B:
This part of the report talks about making a database-driven website using PHP as the server-side programming language and MySQL as the relational database management system. This was done to meet the Part B requirements of the ACCA5026 exam. This task will use a Recipe Catalogue website. This is an online platform where users can browse and search for recipes by title or type of cuisine. It also has a protected management panel that lets authenticated administrators create, read, update, and delete recipe records. This topic was chosen since it covers a lot of ground and shows all the back-end development skills needed for the assessment: dynamic database connectivity, parameterised search queries, full CRUD capability, session-based user authentication, and data validation.
There are three connected tables in the database that supports the website: Recipe, Cuisine, and User. They are all in Third Normal Form (3NF). Instead of being stored redundantly in Recipe rows, cuisine data is kept in its own lookup table. This removes transitive reliance and makes sure that changes to cuisine names are reflected in all related recipes without any chance of error [1]. The User table is separate from the content data, which is in line with the idea of separation of concerns.
In addition to functional implementation, this section also includes a critical security analysis of SQL injection, which is a type of vulnerability that is always ranked as one of the most common and dangerous threats to web applications and is always in the OWASP Top Ten [13]. The analysis examines the characteristics and mechanisms of SQL injection attacks, demonstrates the tangible repercussions of unaddressed vulnerabilities through recorded instances, and offers a comprehensive description of the countermeasures employed within the Recipe Catalogue codebase. The main way to protect against SQL injection is to use PHP Data Objects (PDO) parameterised prepared statements. These statements keep the structure of the query and the data provided by the user separate at the protocol level, which makes injection payloads syntactically inert no matter what they contain [14][15].
This part is set out like this: first, the website architecture and database design are shown. Then, there is an overview of SQL injection and some examples. Finally, there is a discussion of the defences that were put in place and how well they worked. To show how the site works and how security measures may be used in real life, we provide all the PHP code snippets and screenshots of the live application.


[bookmark: _Toc227352269][bookmark: _Toc228395645]Website Overview and Database Structure: 
The Part B website is a dynamic Recipe Catalogue made with PHP and a normalised MySQL database. The chosen topic, an online recipe catalogue, is broad enough to show how to search, do CRUD activities, and log in as a user. Users can look through and search for recipes by title or type of cuisine. Administrators can add, change, and delete records through a secure admin panel. 
The database has three tables that are connected to each other and meet the minimum criteria of having three normalised tables with foreign key relationships:

	Table
	Columns and Relationships 

	Recipe (primary)
	recipe_id (PK), title, instructions, prep_time_mins, difficulty ENUM, cuisine_id (FK → Cuisine), added_by (FK → User)

	Cuisine (lookup)
	cuisine_id (PK), cuisine_name (UNIQUE NOT NULL), description

	User (admin auth) 
	user_id (PK), username (UNIQUE), password_hash, email (UNIQUE), role ENUM('admin','viewer')



The schema meets the requirements of Third Normal Form (3NF). The cuisine information is kept in a separate table called Cuisine, not in Recipe, which would create a transitive dependency if the cuisine_name was put immediately next to the recipe data [1]. The User table is completely independent from the content data, keeping authentication information separate from content data.
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[bookmark: _Toc227352270][bookmark: _Toc228395650]SQL injection overview and examples 
[bookmark: _Toc227352271][bookmark: _Toc228395651]What is SQL injection?

SQL Injection (SQLi) is a serious security flaw in web applications that happens when user information is added to a database query without proper validation or cleaning. This lets an attacker change the logic of the query as it was meant to be. Since the list first came out, it has been in the OWASP Top Ten list of web application risks in every edition. In the 2021 edition, it is still in the broader Injection category [13]. The seriousness of SQL injection is due to how easy it is to exploit and the fact that it can have very bad effects: an attacker can take full control of the backend database with just one unsecured input field. 
Not making a clear line between code and data is what causes SQL injection. The database engine gets what seems like a legal SQL statement and runs it exactly as it is, whether the content came from the developer or a bad actor [15]. This happens when a PHP application builds a SQL query by putting raw user input into a string.

[bookmark: _Toc227352272][bookmark: _Toc228395652]Why is SQL injection a serious problem? 
Clarke [15] says that a successful SQL injection attack can let: • Bypassing authentication: An attacker can log in as any user, even an administrator, without knowing the correct credentials. • Unauthorised data access: People can read and steal whole database tables, which can include personally identifiable information (PII), hashed passwords, and business-sensitive documents. • Data manipulation: Attackers can add, change, or delete any record, which might distort or destroy company data. • Privilege escalation: If a database server has too many file permissions, SQL injection can be used to read and write operating system files (MySQL's LOAD DATA INFILE / SELECT INTO OUTFILE). • Denial of Service: An attacker might DROP tables or whole databases, which could lead to permanent data loss that can't be recovered. 
The effects in the actual world are bad and well-known. SQL injection was blamed for the 2008 Heartland Payment Systems breach, which affected about 134 million credit card numbers [13]. The 2011 Sony Pictures assault, which leaked personal information about more than a million customers, was also done using SQL injection [15]. A successful injection attack on the Recipe Catalogue, which keeps administrator credentials in a user table, might show hashed passwords, let someone take over an admin account, and delete all recipe material.

[bookmark: _Toc227352273][bookmark: _Toc228395653]Concrete examples of SQL injection

[bookmark: _Toc227352274][bookmark: _Toc228395654]Example 1 – Authentication Bypass via Always-True Condition
A simple login mechanism that builds its query by putting strings together:

// VULNERABLE CODE — for illustration only
$query = "SELECT * FROM User WHERE username = '$username' AND password_hash = '$password'";
If an attacker types ' OR '1'='1' into the username field, the query that is run becomes:

SELECT * FROM User WHERE username = '' OR '1'='1' --' AND password_hash = '...'
The condition "1"="1" always returns TRUE, and the double dash (--) comments out the rest of the WHERE clause, which includes the password check. MySQL delivers the first item in the User table, which is usually the administrator account, and the application gives full access even if the user doesn't have the right credentials [14].

[bookmark: _Toc227352275][bookmark: _Toc228395655]Example 2 – UNION-Based Data Exfiltration
A recipe search query that is formed by putting together different parts is open to a UNION-based injection. An attacker sends: %' UNION SELECT user_id, username FROM User -- changes the query to include all the rows from the User table to the recipe results, which shows usernames right in the browser [15].

[bookmark: _Toc227352276][bookmark: _Toc228395656]Example 3 – Boolean-Based Blind Injection
When an application doesn't provide query output directly, attackers can use boolean-based blind injection to figure out what's in the database. The attacker finds out the initial character of the password hash character per character by sending: 1 AND SUBSTRING((SELECT password_hash FROM User WHERE user_id=1),1,1)='$' and seeing if the page returns a result or an empty page [13].

[bookmark: _Toc227352277][bookmark: _Toc228395657]Anti-SQL Injection Defences Implemented

[bookmark: _Toc227352278][bookmark: _Toc228395658]Vulnerable Code Identification
A code study of the first Recipe Catalogue implementation found that the following parts were open to SQL injection since they directly combined user-controlled input: • login.php—username and password POST arguments are added directly to the SELECT query string. 
•search.php: the GET parameter q is explicitly included in a LIKE clause. • recipe.php (detail page): the GET parameter id is utilised in a WHERE clause without casting. • admin/add_recipe.php and admin/edit_recipe.php: POST form fields are combined into INSERT and UPDATE statements.
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[image: ]
[bookmark: _Toc228395660]Fig B6:
[image: ]


[bookmark: _Toc227352279][bookmark: _Toc228395661]Implemented Defences: PDO Prepared Statements

The most important and strongest protection for the whole Recipe Catalogue codebase is to replace all string-concatenated queries with PHP Data Objects (PDO) parameterised prepared statements. The OWASP SQL Injection Prevention Cheat Sheet [13] says that this is the best way to protect against SQL injection, and it is also in line with what Halfond et al. [14] say.
[bookmark: _Toc227352280][bookmark: _Toc228395662]Secure Database Connection (db_connect.php)

<?php
$pdo = new PDO(
    "mysql:host=localhost;dbname=recipe_db;charset=utf8mb4",
    'recipe_app_user', 'StrongPassword123!',
    [
        PDO::ATTR_ERRMODE            => PDO::ERRMODE_EXCEPTION,
        PDO::ATTR_DEFAULT_FETCH_MODE => PDO::FETCH_ASSOC,
        PDO::ATTR_EMULATE_PREPARES   => false  // Force native prepared statements
    ]
);
?>

[bookmark: _Toc227352281][bookmark: _Toc228395663]Secure Login (login.php) – After Defence
<?php
// SECURE: Named placeholder — user input never touches query syntax
$stmt = $pdo->prepare(
    "SELECT user_id, username, password_hash, role
     FROM User WHERE username = :username LIMIT 1"
);
$stmt->bindParam(':username', $username, PDO::PARAM_STR);
$stmt->execute();
$user = $stmt->fetch();
 
// Verify against bcrypt hash — never compare plain text
if ($user && password_verify($password, $user['password_hash'])) {
    session_regenerate_id(true); // Prevent session fixation
    $_SESSION['user_id']  = $user['user_id'];
    $_SESSION['role']     = $user['role'];
    header("Location: admin/dashboard.php");
    exit;
} else {
    $error = "Invalid credentials. Please try again."; // Generic message
}
?>

[bookmark: _Toc227352282][bookmark: _Toc228395664]Secure Recipe Search (search.php) – After Defence

<?php
$stmt = $pdo->prepare(
    "SELECT r.recipe_id, r.title, r.difficulty, c.cuisine_name
     FROM Recipe r JOIN Cuisine c ON r.cuisine_id = c.cuisine_id
     WHERE r.title LIKE :search OR c.cuisine_name LIKE :search
     ORDER BY r.title ASC LIMIT 50"
);
$safeSearch = '%' . $searchTerm . '%';  // Wildcards added in PHP, not by user
$stmt->bindParam(':search', $safeSearch, PDO::PARAM_STR);
$stmt->execute();
?>
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[bookmark: _Toc227352283][bookmark: _Toc228395668]Defence Effectiveness Discussion

PDO prepared statements work well because they make sure that the SQL query structure and user-provided data values are kept separate at the protocol level [14]. The method comprises two different stages:
Phase 1 (Preparation): The MySQL server gets the SQL template with the placeholders (:username, :search). The server's query parser turns the template into an internal execution plan, which completely defines the query's logical and syntactic structure. At this stage, no user information has been used.
Phase 2 (Execution): The server gets the bound parameter values as binary data, which is independent from the query structure. The MySQL engine puts these values into the pre-compiled execution plan as raw data operands. The parser can't change the data values back into SQL syntax because it has already done its job in Phase 1. For example, an injection payload like ' OR '1'='1' -- is treated as a string value, not as SQL logic that may be run [15].
This solution is better than other approaches like string escaping (mysqli_real_escape_string()), which can be worked around using multi-byte character encoding vulnerabilities, and more dependable than blacklist-based input filtering, which is always missing something [13].
More security features added to the whole website make the prepared statement defence even stronger:
• bcrypt password hashing (password_hash() with PASSWORD_BCRYPT): Passwords are stored as bcrypt hashes with random salts that are added automatically. Bcrypt's high computational cost makes it hard to use brute-force and rainbow table attacks [16].
• Session regeneration on login (session_regenerate_id(true)): When a user logs in, a new session ID is given to them. This stops session fixation attacks.
• Generic error messages: The login form always says "Invalid credentials," no matter why it failed. This stops username enumeration.
• Integer casting for numeric inputs: PHP casts fields like recipe_id and cuisine_id to int, which removes the possibility of injection for these fields on their own.
• Allowlist validation for ENUM fields: The difficulty field is checked against an explicit allowlist ['Easy', 'Medium', 'Hard'] using in_array(), which stops random values.
• PDO::ATTR_EMULATE_PREPARES => false: This forces native server-side prepared statements instead of client-side emulation, which gives the best protection possible [17].
• Principle of least privilege: The MySQL user recipe_app_user can only SELECT, INSERT, UPDATE, and DELETE on recipe_db. It cannot DROP tables or do FILE actions.
Other limitations: CSRF (Cross-Site Request Forgery) token protection is not currently available on admin forms. A synchroniser token pattern should be used on any forms that change the state in the future. Also, the program runs via HTTP instead of HTTPS. In production, TLS must be used [18].
[bookmark: _Toc227352284][bookmark: _Toc228395669]Conclusion Part B:
This section has shown how to design, build, and test the security of a PHP-based Recipe Catalogue website, which meets the Part B requirements of the ACCA5026 assessment. The deliverable shows how to practically connect a normalised relational database to a dynamic, multi-page web application. It includes all of the functional features listed in the task description: at least three normalised tables with foreign key relationships, server-side PHP code that connects to and retrieves content from the database, keyword-based search functionality, a full suite of CRUD operations accessible through a protected administrator interface, and a range of security measures to protect user data and system integrity.
The SQL injection investigation showed that this type of vulnerability is not only a theoretical problem; it is a real-world problem that is often used to attack systems, with serious repercussions, as seen in the Heartland Payment Systems hack and the Sony Pictures incident [13][15]. The investigation showed how even a basic PHP string concatenation in a login or search query might let unauthorised people access, steal, and destroy the entire database. This was done by looking at the Recipe Catalogue's own vulnerable code before fixing it. The risk was removed at the architecture level when PDO prepared statements were used at all user-input touch points. The two-phase prepare-then-execute protocol makes sure that the MySQL query parser never interprets a user-supplied value as SQL syntax [14].
Bcrypt password hashing, regenerating session IDs when you log in, generic error messages to stop username enumeration, integer casting of numeric inputs, allowlist validation of ENUM fields, and the principle of least privilege on the database user account are all examples of complementary security controls. Together, they create a defense-in-depth posture that stays strong even if one of the controls fails or is bypassed.
Two areas of remaining weakness have been discovered and will be the main focus of future development. First, administrator forms don't have CSRF token protection, which implies that a logged-in administrator may be misled into sending a fake request from a hostile third-party website. Using the synchroniser token pattern would fix this problem [18]. Second, the current deployment over HTTP makes session credentials vulnerable to network eavesdropping. To safely utilise the application with real user data, HTTPS/TLS must be enforced in any production environment.
The Recipe Catalogue shows that making a secure, functional database-driven website requires equal focus on both feature implementation and security engineering. It also shows that the best security measures, like parameterised queries, are those that are built into the application's architecture from the start, not added later as patches.


[bookmark: _Toc227352285][bookmark: _Toc228395670]Conclusion Part A+ Part B:
This submission has covered everything that the ACCA5026 Databases and Application Development assessment requires. It includes two related deliverables: a relational database design and implementation for the GreenLeaf Organics e-commerce platform (Part A) and a PHP-driven dynamic website with a SQL injection security report (Part B).
In Part A, a fully normalised relational schema was created and put into use in MySQL. It had nine tables that covered the primary business areas of supplier administration, product cataloguing, customer registration, order processing, inventory monitoring, and customer feedback. The schema was checked against the first three normal forms to make sure there were no data redundancies or update problems, as per standard database theory [1][4]. Stored procedures with conditional COMMIT and ROLLBACK logic showed that ACID-compliant transaction management can be enforced at the database level, regardless of what happens at the application level. This gives a strong guarantee of data consistency even if some of the system fails [8]. Four database triggers automated the audit trail and real-time stock deduction processes. Six secondary indexes were strategically applied to improve query performance on the most frequently executed operations. This approach was supported by the empirical evidence provided through EXPLAIN query analysis [10].
The Recipe Catalogue website in Part B showed how to use a normalised MySQL database with PHP back-end code in real life. It had search capabilities, CRUD operations through a protected admin panel, and session-based authentication. The security research found that SQL injection was the most dangerous type of vulnerability for any online application that uses a database [13][15]. To make the codebase more secure, PDO prepared statements were used at all user-input touch points. The two-phase execution paradigm of prepared statements—dividing query compilation from data binding at the protocol level—was proven to be far more dependable than other ways to fix problems, such as text escaping or blacklist filtering [14]. To provide defense-in-depth, other controls were put in place, such as bcrypt password hashing, session regeneration, integer casting, and the concept of least privilege.
Both parts had their own problems. One was that it was hard to design multi-step transactional stored procedures within MySQL's parameter limits. The other was that it took discipline to always use prepared statements for every user-controlled input in a multi-page PHP application. This process shows why secure coding should be seen as an architectural discipline rather than an afterthought.
Looking ahead, there are a few changes that would make both deliverables better. For example, adding CSRF token protection to all admin forms in Part B, full-text indexing on product descriptions in Part A, partitioning the Order table by date for better archival query performance, and requiring HTTPS/TLS for the web application in any production deployment. These improvements, along with the strong base that was built in this submission, would make a platform ready for production that could support GreenLeaf Organics' future expansion in the organic retail market.
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mysql> CREATE DATABASE IF NOT EXISTS greenleaf_db
= CHARACTER SET utf8mbt
- COLLATE utf8mbti_unicode_ci;

Query OK, 1 row affected (0.05 sec)

mysql> USE greenleaf_db;
Database changed
mysql> CREATE TABLE Supplier (

-> supplier_id NT AUTO_INCREMENT PRIMARY KEY,
-> company_name VARCHAR(150) NOT NULL,

- contact_name VARCHAR(160) ,

= email VARCHAR(150)  NOT NULL UNIQUE,

- phone VARCHAR(20) ,

- address TEXT,

-> certification_number VARCHAR(50)  UNIQUE,

= registration_date  DATE DEFAULT (CURRENT_DATE)

-> ) ENGINE=InnoDB;
Query OK, 0 rows affected (0.10 sec)

mysql> CREATE TABLE Category (

= category_id  INT AUTO_INCREMENT PRIMARY KEY,
-> category_name VARCHAR(160) NOT NULL UNIQUE,
- description  TEXT

-> ) ENGINE=InnoDB;
Query OK, 0 rows affected (0.05 sec)
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uery OK, O rows affected (0.85 sec)

mysql> CREATE TABLE Product (

= product_id NT AUTO_INCREMENT PRIMARY KEY,
-> product_name VARCHAR(200) ~ NOT NULL,

- description TEXT,

- price DECIMAL(10,2) NOT NULL,

- stock_quantity NT NOT NULL DEFAULT ©,

- organic_certification VARCHAR(100),

- expiry_date DATE,

- supplier_id NT NOT NULL,

- created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
- CONSTRAINT chk_price CHECK (price >= 0),

- CONSTRAINT chk_stock CHECK (stock_quantity >= 0,

- CONSTRAINT k_product_supplier

- FOREIGN KEY (supplier_id) REFERENCES Supplier(supplier_id)
- ON DELETE RESTRICT

- ON UPDATE CASCADE

-> ) ENGINE=InnoDB;
uery OK, O rows affected (0.05 sec)

Inysql> CREATE TABLE Product_Category (

= product_id INT NOT NULL,

- category_id INT NOT NULL,

- PRIMARY KEY (product_id, category_id),

- CONSTRAINT k_pc_product

- FOREIGN KEY (product_id) REFERENCES Product(product_id)
- ON DELETE CASCADE ON UPDATE CASCADE,

- CONSTRAINT fk_pc_category
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- FOREIGN KEY (category_id) REFERENCES Category(category_id)
- ON DELETE CASCADE ON UPDATE CASCADE
-> ) ENGINE=InnoDB;

Juery OK, O rows affected (0.10 sec)

lysql> CREATE TABLE Customer (

= customer_id NT AUTO_INCREMENT PRIMARY KEY,

-> first_name VARCHAR(80) NOT NULL,

-> last_name VARCHAR(80)  NOT NULL,

= email VARCHAR(150) NOT NULL UNIQUE,

- phone VARCHAR(20) ,

- address TEXT,

= registration_date DATE DEFAULT (CURRENT_DATE),

-> customer_type ENUM('Individual', 'Business') DEFAULT 'Individual'

-> ) ENGINE=InnoDB;
Juery OK, O rows affected (0.09 sec)

lysql> CREATE TABLE ‘Order® (

= order_id T AUTO_INCREMENT PRIMARY KEY,

- customer_id NT NOT NULL,

- order_date TIMESTAMP DEFAULT CURRENT_TIMESTAMP,

-> status ENUM('Pending’', 'Processing', 'Shipped', 'Delivered', 'Cancelled')
- DEFAULT 'Pending’,

->  total_amount DECIMAL(10,2) DEFAULT ©.00,

- shipping_address TEXT,

- CONSTRAINT k_order_customer

-> FOREIGN KEY (customer_id) REFERENCES Customer(customer_id)

- ON DELETE RESTRICT ON UPDATE CASCADE

-> ) ENGINE=InnoDB;
Juerv OK. O rows affected (0.11 sec)
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ysql> CREATE TABLE Order_Item (

-
-
-
-
-
-
-
-
-
-
-
-
-

order_item_id INT AUTO_INCREMENT PRIMARY KEY,
order_id T NOT NULL,
product_id  INT NOT NULL,
quantity NT NOT NULL,

unit_price DECIMAL(10,2) NOT NULL,
CONSTRAINT chk_quantity CHECK (quantity > 0),
CONSTRAINT chk_unit_price CHECK (unit_price >= 0,
CONSTRAINT k_oi_order
FOREIGN KEY (order_id) REFERENCES ‘Order'(order_id)
ON DELETE CASCADE ON UPDATE CASCADE,
CONSTRAINT k_oi_product
FOREIGN KEY (product_id) REFERENCES Product(product_id)
ON DELETE RESTRICT ON UPDATE CASCADE

-> ) ENGINE=InnoDB;
Juery OK, © rows affected (0.06 sec)

iysql> CREATE TABLE Review (

-
-
-
-
-
-
-
-
-
-
-

review_id INT AUTO_INCREMENT PRIMARY KEY,
customer_id INT NOT NULL,

product_id INT NOT NULL,

rating TINVINT  NOT NULL,

comment TEXT,

review_date TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
CONSTRAINT chk_rating CHECK (rating BETWEEN 1 AND 5),
CONSTRAINT fk_revien_customer
FOREIGN KEY (customer_id) REFERENCES Customer(customer_id)
ON DELETE CASCADE ON UPDATE CASCADE,
CONSTRAINT fk_review_product
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-
-
-

FOREIGN KEY (customer_id) REFERENCES Customer(customer_id)
ON DELETE CASCADE ON UPDATE CASCADE,

CONSTRAINT fk_revien_product
FOREIGN KEY (product_id) REFERENCES Product(product_id)
ON DELETE CASCADE ON UPDATE CASCADE

-> ) ENGINE=InnoDB;
Query OK, © rows affected (0.11 sec)

nysql> CREATE TABLE Audit_Log (

-
-
-
-
-
-
-
-

Tog_id Nt AUTO_INCREMENT PRIMARY KEY,
‘table_name 'VARCHAR(100) NOT NULL,

operation ENUM(' INSERT', 'UPDATE', 'DELETE') NOT NULL,
record_id NT,

changed_by VARCHAR(160) DEFAULT (CURRENT_USER()),

change_timestamp TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
old_values TEXT,
new_values TEXT

-> ) ENGINE=InnoDB;
Query OK, © rows affected (0.02 sec)
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Inysql> SHOW TABLES;
L+ -+
| Tables_in_greenleaf_db |

audit_log
category’
customer
order

product
product_category
review

- +
| |
| |
| |
| |
| order_item

| |
| |
| |
| supplier |
- +

9 rows in set (0.88 sec)
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mysql> USE greenleaf_db;
Database changed
mysql> INSERT INTO Product (product_name, price, stock_quantity, supplier_id)
-> VALUES ('Test Product', 9.99, 10, 9999);
ERROR 1452 (23000): Cannot add or update a child row: a foreign key constraint fails (‘greenleaf_db'.‘product®, CONSTRAI]
NT ‘fk_product_supplier' FOREIGN KEY (‘supplier_id‘) REFERENCES ‘supplier' (‘supplier_id‘) ON DELETE RESTRICT ON UPDATE
CASCADE)
mysql> INSERT INTO Review (customer_id, product_id, rating)
-> VALUES (1, 1, 6);
ERROR 3819 (HY000): Check constraint 'chk_rating' is violated.
mysql> INSERT INTO Product (product_name, price, stock_quantity, supplier_id)
-> VALUES ('Negative Price', -5.00, 10, 1);
ERROR 3819 (HY00O): Check constraint 'chk_price' is violated.
mysql>
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Inysql> SELECT * FROM Supplier;
e

4

+

| supplier_id | company_name | contact_name | email | phone | address | certificati
on_number | registration_date

—+

+

| 1 | Green Valley Farms | Alice Morrison | alice@greenvalley.co.uk | 07711 2233u4 | 12 Farm Lane, Hereford, HR1 2AB | SOIL-UK-001
23 | 2023-03-15
| 2 | Pure Earth Produce | James Whitfield | james@pureearth.co.uk | ©7822 334us5 | U5 Orchard Road, Bristol, BS3 4CD | SOIL-UK-0@4
|56 | 2022-11-08
| 3 | EcoSkin Labs | Priya Sharma | priya@ecoskinlabs.co.uk | ©7933 uuU5566 | 8 Innovation Park, Leeds, LS1 7GH | COSMOS-UK-8
o789 | 2023-07-22
| 4 | BioHome Solutions | Thomas Green | thomas@biohome.co.uk | e76uu 556677 | 3 Meadow Way, Manchester, M1 5JK | ECOCERT-UK-
oe1 | 202u-01-05

| 5 | Highland Organics | Fiona Campbell | fiona@highlandorganics.co.uk | ©7755 667788 | 22 Glen Road, Inverness, IV2 3LM | SOIL-UK-062
3u | 2023-09-10
-+

[5 rows in set (0.00 sec)

Inysql> SELECT * FROM Category
L+ e

| category_id | category_name | description

1 | Organic Vegetables
2 | Organic Fruits

3 | Natural Skincare
u
5

Fresh, certified organic vegetables sourced directly from UK farms
Seasonal certified organic fruits from UK and European growers
Chemical—free, certified organic skincare and beauty products
Biodegradable and eco-friendly household cleaning products
Certified organic dairy products and plant-based alternatives
Natural and organic health, wellness and immune support supplements

Eco Household
Organic Dairy

6 | Health Supplements

.

6 rows in set (0.80 sec)

—————— ik — 4

|
|
|
|
|
I
.
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e

| product_id | product_name | description | price | stock |

Jquantity | organic_certification | expiry_date | supplier_id | created_at |

-
-

| 2 | Heirloom Tomatoes (1kg) | Heritage variety vine tomatoes, Soil Association certified, rich in flavour | 3.49 |
200 | SOIL-UK-80123 | 2026-05-10 | 1 | 2026-0u-22 13:53:59 |

| 3 | Baby Spinach (200g) | Tender baby spinach leaves, triple washed and ready to eat | 2.29 |
350 | SOIL-UK-80123 | 2026-05-08 | 1 | 2026-0u-22 13:53:59 |

| 4 | Conference Pears (6 pack) | Sweet, ripe conference pears freshly harvested from UK orchards | 2.99 |
180 | SOIL-UK-80u56 | 2026-05-15 | 2 | 2026-0u-22 13:53:59 |

| 5 | Bramley Apples (1kg) | Classic British cooking apples, naturally sharp and firm | 2.u9 |
220 | SOIL-UK-80u56 | 2026-06-01 | 2 | 2026-0u-22 13:53:59 |

| 6 | Rose Hip Face Serum (36ml) | Regenerating facial serum formulated with certified organic rose hip oil | 2u.99 |
85 | COSMOS-UK-00789 | 2027-12-01 | 3 | 2026-0u-22 13:53:59 |

| 7 | Lavender Body Lotion (200ml) | Deeply soothing body lotion with organic lavender and shea butter | 12.99 |
120 | COSMOS-UK-00789 | 2027-10-15 | 3 | 2026-0u-22 13:53:59 |

| 8 | Eco Washing Liquid (1L) | Plant-based, biodegradable laundry liquid, fragrance—free formula | 6.99 |
300 | ECOCERT-UK-801 | 2028-01-01 | u | 2026-0u-22 13:53:59 |

| 9 | Bamboo Multi-Surface Spray (500ml) | Natural multi-purpose cleaning spray in 100 percent recycled bottle | w9 |
250 | ECOCERT-UK-801 | 2028-01-01 | u | 2026-0u-22 13:53:59 |

| 10 | Oat Milk (1L) | Creamy organic oat milk with no added sugar or artificial additives | 1.89 |
400 | SOIL-UK-80234 | 2026-05-20 | 5 | 2026-0u-22 13:53:59 |

| 11 | Elderberry Immune Supplement (60 caps) | High-strength organic elderberry extract for daily immune support | 18.99 |
150 | SOIL-UK-80234 | 2027-03-01 | 5 | 2026-0u-22 13:53:59 |
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Inysql> SELECT * FROM Customer;
hd

e
+

| customer_id | first_name | last_name | email | phone | address | registration_date | cf
ustomer_type |

| 1 | Sarah | Jenkins | sarah.jenkins@email.co.uk | 07600 111222 | 5 Oak Street, Cardiff, CF10 1AA | 202u-02-14 | 1
ndividual |

| 2 | Robert | Davies | robert.davies@email.co.uk | 07700 222333 | 18 High Street, Swansea, SAl 2BB | 202u-03-22 | 1
ndividual |

| 3 | Wellness Hub | Ltd | orders@wellnesshub.co.uk | 02920 334u55 | 100 Business Park, Cardiff, CF24 5CC | 2023-11-01

usiness

| 4 | Emma | Thompson | emma.thompson@email.co.uk | 07800 333uuu | 32 Riverside Drive, Bristol, BS8 3DD | 2025-01-10 | 1
ndividual |

| 5 | Natural Living | Co | buy@naturalliving.co.uk | 01179 UU5566 | 77 Commerce Way, Bristol, BS2 LUEE | 202u-08-17

usiness

-

5 rows in set (0.00 sec)
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mysql> SELECT % FROM ‘Order';
- - =
| order_id | customer_id | order_date

status | total_amount | shipping_address

-
| | 2026-0u-01 ©9:30:00 | Delivered | 8.77 | 5 Oak Street, Cardiff, CF10 1AA

| | 2026-04-02 14:15:00 | Shipped | 37.98 | 18 High Street, Swansea, SA1 2BB

| | 2026-04-05 11:00:00 | Processing | 112.45 | 100 Business Park, Cardiff, CF24 5C
| | 2026-04-08 16:45:00 | Pending | 30.87 | 32 Riverside Drive, Bristol, BS8 3D
| | 2026-6u-10 | Pending | | 5 0ak Street, Cardiff, CF10 1AA

.

[5 rows in set (0.00 sec)

nysql> SELECT * FROM Order_Ttem
L+ -
| product_id | quantity

oy
cnERBoeanwN

MEEEWWWNNR R
PNNRBROR RPN

|
|
|
|
|
|
| 18
|
|
|
I
.

11 rows in set (0.00 sec)




image15.png
mysql> SELECT * FROM Review;
- + -t

-+
| review_id | customer_id | product_id | rating | comment review_date}

| 6 | 1] 2| 5 | Absolutely beautiful tomatoes, bursting with flavour. Will definitely order again! | 2026-04-22
}u:oo:uz |7 | 2| 6 | 4 | Excellent serum, skin texture noticeably improved after just two weeks of use. | 2026-0u-22
}u:oo:uz Is | 4| 1 | 5 | Outstanding quality supplements, arrived quickly and well packaged. | 2026-04-22
}u:oo:uz |9 | 1] 3] 5 | The baby spinach was incredibly fresh and lasted well in the fridge all week. | 2026-0u-22
}u:oo:uz Ja | 3] 8| 4 | Very good eco—friendly product, cleans effectively and has no strong chemical smell. | 2026-04-22

[5 rows in set (0.00 sec)
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mysql> DELIMITER $$
Inysql> CREATE TRIGGER trg_product_after_insert
-> AFTER INSERT ON Product

-> FOR EACH ROW

-> BEGIN
- INSERT INTO Audit_Log (table_name, operation, record_id, new_values)
- VALUES (

- *Product’,

- VINSERT'

- NEW. product_id,

- CONCAT(

- ‘product_name=', NEW.product_name,

- ', price: NEW.price,

- ', stock NEW. stock_quantity,

- ', supplier_id=",NEW.supplier_id

-

=5 i

-> END$$

uery OK, O rows affected (0.07 sec)

nysql> DELIMITER ;
lnvsal> DELIMITER $$
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mysql> DELIMITER $$

Inysql> CREATE TRIGGER trg_product_after_update
-> AFTER UPDATE ON Product
-> FOR EACH ROW

-> BEGIN

- INSERT INTO Audit_Log (table_name, operation, record_id, old_values, new_values)
- VALUES (

- *Product’,

- 'UPDATE"

- NEW. product_id,

- CONCAT('price=', OLD.price, ', stocl OLD.stock_quantity)

— CONCAT('price=', NEW.price, ', stock=', NEW.stock_quantity)

- J;

-> END$$

uery OK, © rows affected (0.02 sec)

nysql> DELIMITER ;
Imysql> DELIMITER $$
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nysql> DELIMITER ;
mysql> DELIMITER $$
Inysql> CREATE TRIGGER trg_order_item_after_insert
AFTER INSERT ON Order_Ttem
FOR EACH ROW
-> BEGIN
- UPDATE Product:
- SET stock_quantity = stock_quantity - NEW.quantity
->  WHERE product_id = NEW.product_id;
-> END$$
uery OK, O rows affected (0.06 sec)

v

v
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mysql> DELIMITER ;

mysql> DELIMITER $$

Inysql> CREATE TRIGGER trg_customer_after_delete
-> AFTER DELETE ON Customer
-> FOR EACH ROW

-> BEGIN
- INSERT INTO Audit_Log (table_name, operation, record_id, old_values)
- VALUES (

- ‘Customer' ,

- 'DELETE',

- OLD. customer_id,

- CONCAT(

- ‘name=', OLD.first_name, ' ', OLD.last_name

- ', email=', OLD.email

- b)

- J;

-> END$$

uery OK, O rows affected (0.05 sec)
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nysql> SELECT product_id, product_name, stock_quantity
-> FROM Product
-> WHERE product_id
—+ +
| product_id | product_name | stock_quantity

| 2 | Heirloom Tomatoes (1kg) | 200
- et

1 row in set (0.00 sec)
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N REY (“product_id’) REFERENCES “product” { product_id’) UN DELETE RESTRILT ON UFDAS
nysql> INSERT INTO Order_Item (order_id, product_id, quantity, unit_price)

-> VALUES (1, 2, 5, 3.49);
Query OK, 1 row affected (0.06 sec)
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Inysql> SELECT product_id, product_name, stock_quantity
-> FROM Product
-> WHERE product_id
- -
| product_id | product_name

-
| 2 | Heirloom Tomatoes (1kg)

L+ e
1 row in set (0.00 sec)

| stock_quantity |
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Inysql> SELECT * FROM Audit_Log
-> ORDER BY log_id DESC

| old_values | new_values

| change_timestamp

00 | price=3.49, stock=195

——

| UPDATE

.

1 | Product

-

1 row in set (0.00 sec)
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mysql> CALL sp_add_product(

- 'Organic Kale (150g)',

- ‘Freshly harvested curly kale, triple washed and ready to cook',
- 1.99, 300,

- 'SOIL-UK-80123",

- 12026-05-30",

- 1,

- @new_id, @msg

->;

Query OK, 0 rows affected (0.00 sec)

mysql> SELECT @new_id AS new_product_id, @msg AS result_message;
-+

| new_product_id | result_message |

| 12 | SUCCESS: New product added with ID 12 |
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mysql> CALL sp_add_product(

= ‘Fake Product', 'This should fail',
->  5.00, 10, 'NONE', '2026-12-01',

-> 9999,

->  @new_id, @msg

->);

uery OK, O rows affected (0.00 sec)

Inysql> SELECT @new_id AS new_product_id, @msg AS result_message;
T-new_praduct_id-T result_message
T -1 | ERROR: Supplier ID does not exist. No product inserted.
;-raw in set (0.00 sec)

B
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lysql> CALL sp_update_stock(2, 999, @msg);
Juery OK, © rows affected (0.00 sec)

ysql> SELECT @msg AS result_message;

=

| result_message

L row in set (0.00 sec)
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Imysql> CALL sp_update_stock(1, -50, @msg);
uery OK, O rows affected (0.00 sec)

Inysql> SELECT @msg AS result_message;

| result_message |

| ERROR: Stock quantity cannot be negative. Update rejected. |
.

1 row in set (0.00 sec)
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Imysql> CALL sp_delete_product(2, @msg);
uery OK, © rows affected (0.00 sec)

nysql> SELECT @msg AS result_message;
.~
| result_message |

| ERROR: Cannot delete product - it is referenced in existing orders. |
.
1 row in set (0.00 sec)
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Imysql> CALL sp_delete_product(9999, @msg);
uery OK, O rows affected (0.00 sec)

Inysql> SELECT @msg AS result_message;
|| e
T ERROR: Product not found. Nothing to delete.
;-raw in set (0.00 sec)

——





image30.png
mysql> DELIMITER ;
Imysql> CALL sp_place_order(

= 1,3, 2,
- '5 Oak Street, Cardiff, CF10 1AA',
- @nsg

->);

uery OK, O rows affected (0.05 sec)

nysql> SELECT @msg AS transaction_result
hd

| transaction_result

.

| SUCCESS: Order ID 6 placed for customer ID 1. Total amount: GBP 4.58. Stock updated automatically. |
|+
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Imysql> CALL sp_place_order(

= 1, 5, 9999,
- '5 Oak Street, Cardiff, CF10 1AA',
- @nsg

->);

uery OK, O rows affected (0.00 sec)

nysql> SELECT @msg AS transaction_result
T-\:ransactian,x‘esult
T-ERROR. Insufficient stock. Requested: 9999, Available: 220. Order has been cancelled and no changes were saved.
;-raw in set (0.00 sec)

—t—
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mysql> SELECT COUNT(*) AS total_orders FROM ‘Order’;
- +

| total_orders |

row in set (0.00 sec)
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Inysql> CREATE INDEX idx_product_supplier
- ON Product(supplier_id);

uery OK, O rows affected (0.10 sec)

Records: © Duplicates: 0 Warnings: 0

Inysql> CREATE INDEX idx_order_customer
- ON ‘Order" (customer_id);

uery OK, O rows affected (0.09 sec)

Records: © Duplicates: 0 Warnings: 0

Inysql> CREATE INDEX idx_order_date

- ON ‘Order"(order_date);
uery OK, O rows affected (0.09 sec)
Records: © Duplicates: 0 Warnings: 0

nysql> CREATE INDEX idx_review_product
- ON Review(product_id);

uery OK, O rows affected (0.09 sec)

Records: © Duplicates: 0 Warnings: 0

Inysql> CREATE INDEX idx_product_name
- ON Product(product_name);

uery OK, O rows affected (0.11 sec)

Records: © Duplicates: 0 Warnings: 0

nysql> CREATE INDEX idx_audit_table_ts

- ON Audit_Log(table_name, change_timestamp);
uery OK, O rows affected (0.03 sec)
Records: © Duplicates: 0 Warnings: 0
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ysql> EXPLAIN
-> SELECT o.order_id, o.order_date, o.status, o.total_amount
-> FROM  ‘Order' o
-> WHERE o.customer_id = 1
ORDER BY o.order_date DES
4mm 4 -
id | select_type | table | partitions | type | possible_keys | key | key_len | ref | rows | filtered | Extra

v

1 | SIMPLE | o | NuLL | ref | idx_order_customer | idx_order_customer | 4 | const | 3| 100.00 | Using filesort

—t—

row in set, 1 warning (0.0 sec)

ysql> EXPLAIN
-> SELECT  p.product_name,

— AVG(r.rating) AS avg_rating,
- COUNT(r.review_id) AS review_count
-> FROM Product p

!
v

LEFT JOIN Review r ON p.product_id = r.product_id
-> GROUP BY p.product_id, p.product_name
-> ORDER BY avg_rating DES!

- +- -
-+

id | select_type | table | partitions | type | possible_keys | key | key_len | ref rows | filtered |
xtra |

-+
-+

1 | SIMPLE | p | NuLL | index | idx_product_name | idx_product_name | 802 | NuLL | 10| 1ee.e0 |
sing index; Using temporary; Using filesort |

1 | SIMPLE | r | NuLL | ref | idx_review_product | idx_review_product | 4 | greenleaf_db.p.product_id | 1| 10e.00 |
uLL |

+

 rows in set, 1 warning (.00 sec)
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rows in set, 1 warning (0.00 sec)

sql> EXPLAIN
SELECT  s.company_name,

v

— COUNT(p.product_id) AS total_products
-> FROM Supplier s
-> JOIN Product p ON s.supplier_id = p.supplier_id

v

GROUP BY s.supplier_id, s.company_name
ORDER BY total_products DESC;

v

id | select_type | table | partitions | type | possible_keys | key | key_len | ref rows | filtere]
| Extra |
+ —

+
1 | SIMPLE | s | NuLL | ALL | PRIMARY | NuLL | NuLL | NuLL | 5| 10e.
| Using temporary; Using filesort |
1 | SIMPLE | p | NuLL | ref | idx_product_supplier | idx_product_supplier | 4 | greenleaf_db.s.supplier_id | 2| 1ee.
| Using index |

rows in set, 1 warning (0.00 sec)
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Chicken Tikka Masala
11 Indian

& 45 mins

Hard

Mushroom Risotto
11 Italian

& 40 mins

Medium
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Easy
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Medium
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ipe Catalo Admin Login

¢ Recipe Catalogue

All Recipes (10 total)

Beef Tacos California Roll
71 Mexican 11 Japanese

& 20 mins & 50 mins

Easy Hard
Chicken Tikka Masala Fish and Chips
74 Indian 11 British

& 45mins & 35mins

Hard Medium

Chicken Ramen
11 Japanese

& 60 mins

Hard

Margherita Pizza
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Search Results

falian -

Found 3 result(s) for "Italian"

Margherita Pizza Mushroom Risotto
11 ltalian 11 Italian
@ 40 mins @ 40 mins

Medium Medium

‘Spaghetti Carbonara
11 Italian

& 25 mins

Medium
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D fficulty Prep Time
4 Beef Tacos Mexican Easy 20 mins.
9 California Roll Japanese Hard 50 mins.
5 Chicken Ramen Japanese Hard 60 mins.
3 Chicken Tikka Masala Indian Hard 45 mins
6 Fish and Chips British Medium 35mins
2 Margherita Pizza Italian Medium 40 mins.
7 Mushroom Risotto Italian Medium 40 mins.
10 Scones British Easy 25 mins
1 Spaghetti Carbonara Italian Medium 25 mins
8 Vegetable Curry Indian Easy 35mins
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View Site  Dashboard  Logout

Admin Dashboard

D Title Cuisine Difficulty Prep Time Actions

4 Beef Tacos Mexican Easy 20 mins
9 California Roll Japanese Hard 50 mins
5 Chicken Ramen Japanese Hard 60 mins
3 Chicken Tikka Masala Indian Hard 45 mins
6 Fish and Chips British Medium 35 mins
2 Margherita Pizza Italian Medium 40 mins

7 Mushroom Risotto Italian Medium 40 mins
10 Scones British Easy 25 mins
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¢ Admin Login

Username:

Password:
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k2php.
Session_start();
Serror = 13

if ($_SERVER[ *REQUEST_METHOD']
S$username = §_POST[ ‘username’];
$password = §_POST[ "password*];

*POST*) {

// VULNERABLE: direct string concatenation
$conn = mysqli_connect(‘localhost’, ‘root’, ‘root’, ‘recipe_db’);

i (1$conn) {
die("Connection failed: " . mysqli_connect_error());
¥

// VULNERABLE LINE - SQL Injection possible here
$query = "SELECT * FROM User WHERE username = ‘$username’ AND password_hash = ‘$password’"
$result = mysqli_query($conn, $query);
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FEETEE T AEETL peesaT e ds

// SECURE: PDO prepared statement — user input never touches query syntax
$stmt = $pdo->prepare(

“SELECT user_id, username, password_hash, role

FROM User WHERE username = :username LIMIT 1%
)5
$stmt->bindParan(* :username’, Susername, PDO: :PARAM_STR);
$stmt->execute();
Suser - $stmt->Fetch();

/1 Verify against bcrypt hash

if (Suser & password_verify($password, $user['password_hash'])) {
session_regenerate_id(true); // Prevent session fixation
¢ SESSTONT "ucer id'1 = Sucerl ucer id'1
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¢ Admin Login

Invalid credentials. Please try again

Username:

Password:
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$searchTern = $_GET[*q"] 22 *
$results = [];

if ($searchTerm 1== ") {
$safeSearch = "%’ . $searchTerm .
$stmt = $pdo->prepare(
“SELECT r.recipe_id, r.title, r.difficulty, r.prep_time_mins, c.cuisine_name
FROM Recipe r
JOIN Cuisine c ON r.cuisine_id = c.cuisine_id
WHERE r.title LIKE ? OR c.cuisine_name LIKE ?

ORDER BY r.title ASC"

)5
$stmt->execute([$safeSearch, $safeSearch]);
$results = $stmt->fetchAll();
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