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Abstract- This report will investigate the different tools and methods used by the digital forensics industry and analyse a case study in which digital forensic methodology must be used in order to retrieve data and prepare a case that would be presentable in a court of law. This paper will first research and analyse several digital forensic platforms, comparing their features and abilities, before detailing in stages the methods and processes that a digital forensic professional would following during an investigation to acquire and analyse data whilst maintaining data integrity and authenticity.
The key principle of digital forensics is to acquire, analyse and present evidence in a manner that is admissible, authentic and reliable; this report will investigate how, using various tools and techniques, these principles can be maintained during a digital forensic investigation.
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I. INTRODUCTION.
Digital forensics is the science of identifying, retrieving, analysing and reporting on data stored on a computer, mobile device or any storage media. There are various processes and methodology that must be followed during the stages of a digital forensic investigation that ensure the integrity and reliability of evidence, it is crucial that the evidence is deem admissible, authentic and reliable in order to stand up in a court of law [1]. To achieve this standard, digital investigators make use of a variety of tools and practises to extract and analyse data whilst maintaining the authenticity of the original drive and the investigation process. This is achieved by maintaining a chain of custody throughout the investigation, creating images of suspect drives and carrying out all forensic analysis on those images, and producing a detailed report post investigation to present to a court. 
During the analysis stage of the report, forensic investigators will decide what forensic methods are appropriate for the situation and select a software package accordingly. This report will conduct research on a selection of popular digital forensic platforms in the industry today and analyse them comparing their features and merits. In addition, a case study will be analysed detailing the steps that need to be followed in a digital forensic investigation in order to build a strong, presentable case that is admissible, authentic and reliable. This will include the methods and tools used, the documentation that should be recorded, and precautions that should be taken in order to maintain data authenticity.

II. RESEARCH
This section of the report will analyse four different digital forensic platforms and investigate their features and merits; the platforms are FTK, Autopsy, EnCase and Cellebrite UFED. These platforms have been chosen due to the popularity in the industry and their differences in approach.
A. FTK
AccessData FTK (Forensic Took Kit) is a versatile, commercially licensed digital forensics tool with the ability to extract, analyse, and generate reports on data recovered from a digital device. It is widely used in industry in both private and public sector, often used by law enforcement and government agencies. FTK is marketed as an all-in-one court cited digital forensics solution and offers many of the expected features such as file extraction, email analysis and file decryption. In addition to these, FTK also offers its own data visualisation tool, and AI integration to pick out objects and the faces of individuals in image searches. Although FTK is a commercially licenses platform, FTK Imager is offered for free, FTK Imager is used to create identical bit-stream images of a suspect drive, so that the original evidence can be preserved and any investigation work can be carried out on the image. Bit-stream images are identical to the original, even containing the slack and data on clusters in unallocated space; the image can be verified as identical to the original by comparing the hash value of the two drives, if they match then the data is exactly the same [2].
FTK, like most modern forensics tools offers file carving capabilities, a method of file recovery to retrieve deleted or corrupt files by scanning unallocated and allocated space for file structures and content matching those of a specific file type, without any matching file metadata [3]. When matching fragments are identified, the software pieces them back together, recovering the file. 
FTK is renowned for its ease of use, performance and stability – one practical example of this stability is the fact that in the event of a graphical user interface crash the processing of data will continue [4]. This is possible because FTK uses a shared case database rather than having multiple copies per case. This provides greater stability by not relying on memory as other forensic software packages do, so if the program crashes the data is still accessible [5]. It also allows multiple people to work simultaneously on the same case updating the same database, rather than working on separate copies.
Another example of how FTK is optimised towards speed and stability is its support of multi-threading, increasing processing speeds by utilising full computer resources, and reducing the risk of an application crash in the event of a system glitch [4]. FTK’s optimisation for multithreading, gives it a significant performance advantage over competitors who do not, resulting in a sizeable reduction in the amount of time taken to process data.
B. Autopsy
Autopsy is a free open-source digital forensics product that uses the Sleuth Kit platform to analyse disk images. Autopsy provides a graphical user interface and file viewer to work with the command line-based tools of The Sleuth Kit, providing greater ease of use. It is commonly used either as a primary digital forensics tool for smaller organisations due to having no cost associated to licenses, or as a supplement to other commercially licensed software. 
Autopsy provides many of the features offered by other paid-for software platforms, such as file carving, email extraction, imaging and MD5 hash lookup, as well as supporting both conventional hard drives and mobile devices [6]. Autopsy also offers network-based collaboration, allowing multiple investigators to work together on the same case simultaneously, and can conduct indexed keyword searches of file systems.
One advanced feature provided by autopsy that is not found in other commercially licenses platforms is its enhanced timeline analysis. This feature pulls timestamp information from extracted data such as such as files and web activity and displays them in a bar chart showing how much data is stamped from a given time period. There is also an additional interface to cluster events together on a timeline, giving the investigator an easy to digest view of what files locations or domains were accessed at a given time [7].
The most significant feature offered by Autopsy but not by some commercial competition is its support and integration of python scripting, allowing users to add custom features and mould the system around their needs. Autopsy provides documentation on how to create custom modules [8] and offers community modules to be downloaded from the Sleuth Kit website. Other commercial platforms offer their own native scripting languages, while this can be useful as these languages are optimised and built around the software, the use of a traditional language like python opens additional possibilities, allowing those with experience with the code to create custom-built modules to either add new features to the software, or to automate tasks to speed up workflow.
C. EnCase
	EnCase is a commercially licensed digital forensics platform used widely in industry for data acquisition, analysis and reporting. EnCase is compatible with a wide range of systems, being able to extract from Windows, Linux, MacOS and mobile operating systems. being a commercial tool, it offers the expected advanced features such as reporting and analytic tools, custom scripting with its own language ‘EnScript’ to automate tasks, and support for extracting from mobile devices with over a claimed 35,000 mobile profiles [9]. As previously mentioned, the use of a native scripting language like EnScript allows users to optimize the software to fit their business needs by creating scripts to add new features of automate tasks. This can be advantageous compared to using a scripting language such as Python as the native language is built specifically with the software in mind, however it does lack the portability and familiarity of Python.
	EnCase offers many of the same features as FTK in terms of data acquisition and viewing with in-built gallery views, advanced reporting, and decryption tools. Both are industry-leading packages with large customer bases in both public and private sector; EnCase is more powerful but requires more training time, whilst FTK has a more intuitive GUI [10].
D. Cellebrite UFED
	Cellebrite UFED (Universal Forensic Extraction Device) is a software platform used for the physical & advanced logical extraction and analysis of mobile device data. UFED can bypass locks, decrypt and extract deleted data from the device, as well as read application data such as online messages and browser data; it also provides analytic tools to analyse the extracted data. Cellebrite offer UFED in various packages, it can either be purchased as a software package to install on a PC or can be bought with a mobile tablet device to use for on-site extractions.
Cellebrite gained signification publicity in 2019 after publicly stating that their software could unlock and extract data from iOS devices for law enforcement [11]. Following this, a blog post by encrypted messaging service Signal’s creator Moxie Marlinspike exposed vulnerabilities in the Cellebrite software allowing for arbitrary code execution on the host device and stated that their unlicensed use of Apple signed MSI packages that allowed the software to interact with iOS devices could present legal risks to Cellebrite and its customers [12].
Cellebrite have since withdrawn their full support for unlocking iOS devices, and now offer an ‘advanced service’ in which they will unlock the device in-house for a $4000 fee [13].

III. COMPARITIVE ANALYSIS
In order to present the similarities and differences between these software in an easy to digest, illustrative manner, the below table is split into categories and compares how each forensic platform meets each category. 
	Category
	FTK
	Autopsy
	EnCase
	Cellebrite

	License
	Commercial
	Open-source
	Commercial
	Commercial

	Platform
	Windows. Imager for Mac & Linux.
	Windows, Linux, MacOS, Unix
	Windows
	Windows, UFED hardware

	Scripting
	Native ‘FTK Script’ language
	Python 
	Native ‘EnScript’ language
	Python

	Logical extraction
	Yes
	Yes
	Yes
	Yes

	Physical extraction
	No
	No
	Yes
	Yes

	Unlock iOS/
Android devices
	No
	No
	No
	Yes, Cellebrite can unlock mobile devices for law enforcement.

	Imaging
	Yes
	Yes
	Yes
	Yes

	File Carving
	Yes
	Yes
	Yes
	Yes




IV. CASE STUDY
This section of the report will refer to the case study in which Rob Jengelley, a former employee of CEC Mobile Manufacturing Company, who worked with sensitive documentation and plans for an upcoming GUI design for the Samsung Galaxy S20 Plus smartphone. Rob tendered his resignation to CEC; however, it became apparent that before leaving the company he had deleted the designs from his work computer – these were the only copy of the designs. It later emerged that Rob had stuck a deal with a competitor company to sell them the GUI designs. The CEO of CEC, Ms Dee Rod, hired a professional computer forensics investigator to uncover evidence of sabotage and recover the deleted designs.
This appears to be a case of alleged intellectual property theft. In order to build a case that would stand up in a court of law, the investigator will first need to ensure that some evidence is taken of the state of the machine and local environment before any investigation work in undertaken. This includes pictures of the machine and desk, as well as consent and witness statements from the company. Depending on how recently the alleged events took place, the investigator may attempt to capture volatile data from the machine if it has not been switched off since Rob worked on it, via a memory dump or running live forensics tools to capture system logs [14]. This may or may not be necessary in this case depending on the time frame, although it is important that during this process no machine data is altered inadvertently, which would immediately destroy any authenticity of the case going forward.
Following this the machine can be shut down and safely transported to the forensic lab, taking special care not to inflict accidental damage to evidence – for this purpose hard drives for example should be kept in a faraday bag to avoid electro-static discharge causing damage [15]. After seizure of the device a chain of custody should be signed with date and time stamps, stating who has access to the evidence and where it is stored. The chain of custody is a vital piece of documentation as it helps the evidence to stand up in a court of law; it can prove that the evidence has been stored legally and securely, and records who has had access to the evidence during the investigation, preventing allegations of misconduct and evidence manipulation [16].
Once the suspect device has been seized and stored, it should not be worked on again in order to maintain integrity of the evidence and prevent any accidental alterations. Instead, an identical copy of the drive can be created to be worked on for forensic analysis instead. This can be done by creating a bit-stream image, a duplicate of the drive copied bit-by-bit. As the image is an exact duplicate of the original media, it will still contain the slack space, swap and unallocated space to recover potentially deleted files. The copied image should be stored on forensically sterile media to prevent any potentially contamination to the data. Most digital forensic toolkits offer an imaging tool, including the four mentioned earlier in research, an example of a tool that could be used to create the bit-stream image is FTK imager. Once the image has been created its integrity can be tested by comparing the hash values to the original media. As hash values are unique if two files match then they must be identical. FTK imager has an inbuilt MD5 hash calculator that it will run after the image creation is complete, comparing the hash of the image to the original media, if they are a match then the copy is authentic [2]. It is good practice to create two images of the original drive; the suspect PC should be kept locked in evidence, as well as the first copy of the drive as a ‘master copy’ – the second image can then be worked on for analysis. This can help prove data authenticity if challenges arise in court around inadvertent evidence tampering on the second image used for analysis, or in case anything does go wrong with the second copy.
Now that identical copies of the data have been created and authenticated, and the chain of custody has been documented, the investigator can begin to analyse the image using digital forensic tools and recover deleted files. There are a variety of tools and techniques that can be used for this analysis, including the commercial and open-source tools mentioned in the previous research. These forensic tools can automate analysis processes and provide visualisations of data timeline, outlining when data was created and modified. They can also make use of methodologies like file carving [3] to piece together deleted or corrupted files by scanning for recognisable file structures in allocated and unallocated space. In this case, the investigator would likely use an all-round forensic platform such as EnCase or FTK for analysis and to retrieve the deleted files.
Unless Rob had used an algorithm such as DOD 5220.22-M [17] or the Guttman method before he left CEC in order to disrupt data recovery by completely overwriting clusters with new data, the deleted files should still be recoverable on the drive. This is because when a file is deleted by the user, the record of the file is simply removed from the Master File Table (MFT) in NTFS systems, or the File Allocation Table (FAT) in FAT32 systems. The MFT/FAT stores information of which clusters on the drive are being used to store certain files. When a file is ‘deleted’ the MFT record is removed, telling the system that the cluster is free to be overwritten with new data, however as the system writes data in a linear fashion the marked empty clusters won’t be overwritten until the end of the drive is reached. Until this happens, any data that was stored in these cluster, whilst inaccessible to the user, is still present and recoverable with digital forensic software. Digital forensics platforms such as FTK, EnCase and Autopsy would be able to recover this data – once recovered the files can be examined to determine details such as when it was deleted by analysing the metadata. After this the files can be stored in evidence for legal proceedings, and the chain of custody should be updated.
Once the data recovery and analysis has been completed, and any evidence has been stored securely with the chain of custody updated, the investigator can begin to construct an in-depth report on the investigation. The report should detail the steps taken in the investigation from the initial seizure of the device, how and where it was stored with reference to the chain of custody, what evidence and data was collected from the device, how that data was analysed and the findings of the analysis. As part of this, a forensic report from generated with the chosen digital forensic software can be submitted, detailing files recovered and analysis methods used, where applicable. A sample forensic report generated using FTK has been appended to this report for reference (Appendix A). The report was generated after using FTK to view files on a sample disk image. The generated report lists the files discovered, as well as information such as file paths, sizes, and time stamps for creation, modified and accessed dates.
 The investigators report should also describe the methods and procedures following during the investigation.  It is important that the report is detailed and accurate to the investigation as it will be submitted to law enforcement or the court.
Once the data has been recovered and analysed, in this case the retrieved files would be returned to the CEO of CEC, along with evidence of deletion retrieved from forensic analysis. This gives the CEO proof of sabotage and intellectual property theft – along with the investigators forensic report, this could be submitted to a court of law if the CEO choses to pursue a legal case. In the event that this case is taken before a court, the legal team may call upon an expert witness to testify and help explain the technical evidence to the court in an understandable manner.
Additionally appended to this report is a sample invoice that the CEO of CEC may receive for this digital forensic investigation (Appendix B). Although the exact price for this service may vary, real world industry prices have been taken into consideration [18] [19]. The services undertaken have been outlined in the invoice with a price break down.


V. CONCLUSION
This report has investigated the features and abilities of different digital forensic tools, and highlighted under a case study how such tools would be implemented in a real-world scenario. Digital forensics is the practice of retrieving and analysing data, documenting it in a way that is admissible, authentic and reliable. This report has demonstrated how these standards can be achieved through careful recording of the chain of custody, safe storage of original data and master copies avoiding any accidental data alteration due to mishandling, and constructing an authentic report on the process that would stand up in a court of law, in this case to prove sabotage and theft of intellectual property. Forensic techniques such as file carving to find and reconstruct corrupt files, 
The research section of the report analysed four of the most popular digital forensics platforms on the market today, comparing their features and abilities. It is clear that all of the platforms have their own merit; Autopsy is a brilliant tool considering what it offers being free and open source. Whilst it is limited compared to its commercially licensed rivals, in a lot of cases it would prove sufficient as a forensic tool, or at least as a supplement to a commercial product.
FTK and EnCase are marketed as all-round forensic platforms cable of handling large caseloads and performing many forensic techniques for data acquisition and analysis. These commercially licensed products are perfectly suited for larger companies for organisations such as law enforcement and government due to their scalability. Not only this, but another benefit of these commercial products are the support and training provided by the software publishers, further strengthening the case for the implementation of these products in larger organisations. The report and visualisation aspects of FTK and EnCase also make them a great choice for enterprise buyers, with advanced timeline views and report templates. (Appendix A) is a sample report generated using an example disk image in FTK – the report lists all files found of the drive and their metadata. In a real investigation a detailed forensic report along with timelines and other visualisation tools could be exported from these forensic platforms to strengthen a case.
Cellebrite is a market leader in the acquisition and analysis of smart phone data, able to extract from the majority of modern smart phones on the market. Their versatility in offering their product as either software or as a hardware product with a tablet device allowing for on site extraction is a positive, although it does raise concerns over these devices falling into the wrong hands.
As well as the forensic software and tools used throughout an investigation, this report has covered various digital forensic techniques such as file carving to reconstruct corrupt files, bit-stream imaging to create identical copies of drives for analysis, and MD5 hash value verification, to identify that a disk imagine is authentic to the original copy. Just these three techniques are key to the data acquisition phase of a forensic investigation, maintaining authenticity by duplicating the original media and verifying that the duplicate is identical.
To conclude, digital forensic is a deep subject area with a multitude or methodologies, tools and techniques that change constantly. However, the constant are the principles of ensuring that all evidence is admissible, authentic and reliable. Ultimately, the tools and techniques noted as industry standards today will eventually become redundant to newer technologies and methods, but the principle will always remain the same. Therefore, it is imperative that in any investigation, upmost care is taken to maintain an accurate chain of custody and secure handling of evidence.
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APPENDIX B:

Invoice - Digital Forensic Investigation
Client Name: CEC Mobile Manufacturing
Date: 10-02-23

Services Provided:

-Digital forensic investigation (Intellectual property theft) including legal report, and recovery of maliciously deleted files.

Fees:

Digital Forensic Investigation – imaging, analysis, reporting 			=£1.500
File Recovery Services (return of deleted phone designs) 			=£350
VAT:				=370
Total: 			=£2,200.00


Payment due within 30 days of invoice date.
-------------------------------------------
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