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[bookmark: _Toc165214743]Introduction
The research concept for this project is centred around the security and efficiency challenges encountered in the process of onboarding, transitioning, and offboarding employees within a business. Many organisations have a highly fragmented procedure for all three stages of an employee's lifespan inside a business, which has various consequences for both the individual and the organisation. The objective of this project is to pinpoint the areas that have the most negative effects and devise strategies to improve those areas by implementing enhanced processes and incorporating automation technologies.
The industrial partner for this proposal is Dŵr Cymru Welsh Water (DCWW), where the author of this document is currently employed. The author has an interest in the project subject from a cyber security aspect in relation to the Cyber Security and Networking degree currently being studied and their role in the business as a Cyber Security architect.


[bookmark: _Toc165214744]Problem Description
[bookmark: _Toc66958773][bookmark: _Toc66959200]The research idea of this project is based on the problem of security and efficiency in the joiner, mover, leaver (JML) or employee lifecycle experience at any organisation. 
For an organisation, the employee lifecycle process involves the management of employee transitions through joining or leaving the company or moving to a different role. Some of the key activities are shown in Table 1 below.
	Employee Stage
	Actions/Requirement
	Responsible

	Joining organisation
	Create Service Desk request
Create HR record
Provision identity
Issue equipment
Grant necessary access to required systems
	Line manager
HR
IT
Line manager
IT

	Moving role
	Create Service Desk request
Recover old equipment
Issue equipment
Amend HR record to reflect move
Remove unnecessary access to systems
Grant necessary access to required systems
	Old line manager
Old line manager
New line manager
HR
IT
IT

	Leaving organisation
	Create Service Desk request 
Rescind access to all systems
Deactivate identity
Recover equipment
Amend HR record to reflect departure
Exit interview
	Line manager
IT
IT
Line manager
HR
Line manager/HR


[bookmark: _Toc165214768]Table 1: The three stages of an employee's lifecycle.
While these are crucial aspects for maintaining efficiency in an organisation, the employee lifecycle process poses a number of risks and challenges. Firstly, onboarding, transitioning and offboarding operations raise concerns regarding data security. Sufficient access permissions must be granted or revoked to ensure that sensitive information will be protected. Secondly, the lack of communication or documentation may result in wrong assumptions about the requirements, which would damage productivity and morale. Thirdly, there is a risk of compliance issues, including violating legal requirements for employee contracts, confidentiality agreements, or fulfilment of regulatory obligations such as appropriate management of personally identifiable information (PII) data. In summary, inadequate management of user access during onboarding, transfers, and departures can create security gaps [1]. Finally, if it is not effectively managed, the employee lifecycle process may lead to disruptions in the organisational environment that will obstruct the workflow and strain the team’s collaboration.  
The three phases of an employee’s lifecycle within an organisation can be very disconnected, and this can have adverse effects upon both the person involved and the organisation. The aim of this project is to determine which areas have the most negative impact and, subsequently, how they can be improved using enhanced processes and unified and automated technology [2].
[bookmark: _Toc165214745]Aims and Objectives
The key aim of this project is to analyse the existing JML process and capability in the context of the industrial partner, namely DCWW, and how the identified processes and capabilities could be improved upon.
The main objectives that need to be met in order to achieve the aim of the project are:
· Carry out a review of existing relevant literature to assess the historical and current ways of working and thinking with regard to the employee lifecycle process.  This will assist with considering the as-is state and with the thought process around design of a new solution.
· Analyse security weaknesses in the existing identity management processes and propose how to enhance security by streamlining and automating identity changes within the organisation.
· Identify the specific areas of the employee lifecycle process that have the most negative impact from both a personal and organisational perspective.  Analyse these areas and determine how to design and develop improvements by implementing enhanced processes and integrating automation technology.
· Design and build a solution to address the areas of concern to at least a minimum acceptable level, the minimum viable project (MVP), or if possible, achieve the full project requirements.  Use the MoSCoW prioritisation method to ensure that all of the ‘musts’ are achieved by the MVP and the ‘shoulds’ and ‘coulds’ would be addressed by the full project.
In order to properly evaluate the success of the project, some success criteria need to be defined.  These criteria should, at a minimum, map back to the objectives and overall aim of the project.  From the defined aims and objectives, the following criteria would be used to measure the level of success against the MVP and the project.
A measurable improvement in security levels would demonstrate success in the ‘must’ security objective.  This could be measured by evaluating long term identities as part of the research stage and assessing their level of accumulated permissions.  Accumulated permissions are gain by employees changing roles in the organisation but retaining their permissions from previous roles [3].  Reviewing how their role changes would progress through the new solution would give a view of the improvement in security.
Another measurable success criteria for a ‘must’ objective would be a before and after project evaluation of employee’s experiences of the different transitions (joining, moving and leaving).  Assessing this qualitative measure as part of the pre-project research and repeating the evaluation post-project would give a fair measure of improvement or success.
[bookmark: _Toc165214746]Literature Review
To frame the research and literary review of the subject area, a mind map was created focussing on four key areas of the intended project.  Within the mind map contributory factors were identified and used as a basis to investigate each area in more detail.
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[bookmark: _Toc165214762]Figure 1: Mind map of keys areas of the employee lifecycle process.
Three of the four key areas (Significance, Implementation and Challenges) that were identified are explored in more detail in this section.  The fourth area (Impact) overlaps considerably with section 6 and so is explored later in this paper. 
[bookmark: _Toc165214747]Significance
When appraising the significance of the employee lifecycle process in an organisational context, several factors have been researched and reviewed from the mind map.
Historically the employee lifecycle process was considered to be solely a human resources (HR) department responsibility. With the advancement of technology in the workplace in the form of more feature rich IT systems and the massive increase in utilisation of cloud computing and its associated capabilities, this can no longer be considered a reasonable, or practical approach [4].  This disjointed approach only serves to promote inefficiency and mistakes as opposed to it being a cooperative, organisation-wide responsibility.  The use of a streamlined and efficient employee lifecycle process serves as an enabler for standardisation and consistency.
An effectively implemented employee lifecycle management approach can have a significant influence on the employee experience during different phases of their employment. An efficient on-boarding process establishes a good basis for a positive employee experience from the point of joining the organisation, while seamless transitions between roles assists in promoting employee satisfaction and retention [3].
Efficient management of employee transitions within a JML process is important from a compliance perspective, both internally and externally to the organisation.   At an internal level the process needs to ensure complicity with existing organisational policies such as access control, data security and confidentiality.  From an external compliance perspective, the process must also ensure that the organisation complies with regulatory requirements such as General Data Protection Regulation (GDPR) and the Data Protection Act 2018 (DPA) [5].
[bookmark: _Toc165214748]Challenges
While there are many benefits to implementing an efficient and secure JML process, it also presents a number of challenges or obstacles that make adoption or improvement of the process difficult.
Very large organisations may have thousands of employees joining, moving between roles, and leaving the company each year. As the number of employee lifecycle changes increases it becomes more difficult to manage this volume while ensuring a consistent and efficient employee lifecycle process. Scalability issues may evolve in terms of sheer the administrative workload, system capacity, and resource allocation. This in turn requires a capable robust infrastructure and streamlined procedures in order to deal with scalability challenges.  Failure to design a employee lifecycle process and the required technical and workflow systems without considering scalability can lead to inefficiencies, delays and errors in handling changes in employee status [6]. 
Although this is a potential issue for very large organisations it is unlikely to affect the majority of organisations as their HR and IT systems are usually sized appropriately for the business with some room for growth allow integration and scalability.
Similarly complex organisational structures can become an obstacle to a secure and efficient process where, for example, one umbrella organisation may be comprised of multiple sub-organisations or businesses with different IT and HR systems making a single employee lifecycle process much more challenging and potentially expensive. 
Future directions in the field of employee lifecycle may, for example, involve leveraging advanced analytics and artificial intelligence to optimise workforce planning, predict employee role movements, and enhance the overall employee experience.  A key concept of identity and access for employee’s is role-based access control (RBAC) and the concept of least privilege [7].  This means that users are only granted access to the IT systems and resources that they need access to in order to carry out their current role.  Very often the access requirements of employees may differ from other doing the same role or in the same team, making it increasingly difficult to standardise role profiles and RBAC controls.  Artificial intelligence is explored for the potential to actively manage employee’s access requirements allowing far more granular and real time levels of access to resources [8]. 
[bookmark: _Toc165214749]Implementation
There are several major areas to consider when implementing a new employee lifecycle process which includes automation.  Some of the main factors that need to be considered have been researched and investigated as part of this report.
[bookmark: _Toc165214750]Workflows
One key consideration as part of the implementation of an improved, automated employee lifecycle process is the workflows needed in order to fulfil the requirement. 
The implementation of the employee lifecycle process requires the integration of multiple systems and streamlined workflows to effectively manage employee movement. This involves utilising specialised HR software, in the case of DCWW this is SAP SuccessFactors, in conjunction with the organisation’s identity provider to automate the onboarding procedures, implementing RBAC to facilitate secure role transitions, and establishing comprehensive offboarding measures to protect confidential business data [6].
[bookmark: _Toc165214751]Systems
In addition to the workflows described previously, the process also requires a number of interactions between key business systems. The human resources information system (HRIS), in this case SuccessFactors, can be connected via automation tooling with the identity provider which in DCWW is Microsoft Entra ID to enable the required capability.  Enablement of the automation tooling will also facilitate enhanced security controls utilising RBAC to maintain a strong security posture. 
[bookmark: _Toc165214752]Methodology and Planning
[bookmark: _Toc165214753]Research Methodology
Various research methodologies have been considered for gathering data on the selected employee lifecycle subject of the project. The nature of the project aligns itself to a mixed methods research approach, using both quantitative and qualitative research methods [9].
One highly effective technique, used within this proposal paper, is to do a literary review, which involves examining existing research conducted by other academics, industry, and scientific institutions. A key benefit of carrying out a literature review is that it allows for a deeper understanding of previous research of the subject area and the possibility of using secondary data obtained by other research initiatives.  
A qualitative research approach that would be used for the employee lifecycle project is to do a document analysis. Within the context of the planned project, this would entail examining the paperwork that outlines the current process to gain a comprehensive understanding of the existing procedures and to pinpoint any deficiencies in both the process and its implementation.
One data collection method that could be used for quantitative data analysis would be to collect human resources statistics for the existing employee lifecycle process such as time and cost to recruit, staff turnover rates and the costs involved per recruited/terminated role.  This data would be useful in evaluating the success of the project by using the collected data to compare against the same variables post implementation.
An additional qualitative research approach that would be suitable for gathering relevant data in the project is the utilisation of case studies and/or longitudinal interviews with individuals who are involved in the current process such as line managers, IT automation experts, human resources (HR) representatives, and existing joiners and movers [10].  For example, line managers would already have the data available to recap the process or experience for departing employees based on their departure interviews.
[bookmark: _Toc165214754]Ethical issues
As part of the research process for this proposal paper, some ethical considerations were discovered whilst defining the research methods that would be used.  Some of the more obvious ones are related to the nature of collecting type qualitative data described above.   Confidentiality and privacy are key areas that will be considered in the research data gathering process, such as data supplied from the HR department regarding individual employee transitions.  In addition to the previously suggested approach of using interviews with onboarding, moving or offboarding employees would capture sensitive and potentially personally identifiable information (PII) data which would carry regulatory requirements to properly manage that data, such as the General Data Protection Regulation (GDPR) and the Data Protection Act (DPA) 2018 [11].
[bookmark: _Toc165214755]Planning and Resources
[bookmark: _Toc165214756]Project plan
The project plan was derived from a list of high level tasks which were considered as part of the research phase. As the project is plan-driven rather than iterative, which favours itself more to an agile project management process, then the project plan has been created to follow a waterfall process [12].
The below high level project plan shows the major tasks and milestones against each task.  Some contingency has been built into the duration of each task to allow for any delays, particularly as the range of employee resources required is quite diverse.
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[bookmark: _Toc165214763]Figure 2: High level project plan tasks for employee lifecycle project.
[bookmark: _Toc165214757]Resourcing
The employee resourcing for a project of this type would need to encompass many parts of the DCWW business as it would potentially have an effect on the ways of working for all line managers. Some of the stages from the high level project plan identified previously would require different types of resource, depending on the subject of each task.  The core project team would consist of resources from the key areas of the business that would need to be engaged or consulted for most, if not all, of the tasks in the project plan.  This would include the project manager and appropriately experienced/skilled representatives from the human resources and information technology departments (PM, HR and IT).
The following table identifies the employee resource areas required to input into and/or work on the project tasks.
	Task
	 Employee Resource

	Project initiation
	PM, HR, IT and business representation

	Requirements gathering
	PM, HR, IT and business representation

	Process design
	PM, HR, IT, Service Desk

	Process and workflow testing
	PM, IT, HR, Service Desk

	Technology and automation assessment
	PM HR

	Workflow planning
	PM, HR, IT, Service Desk

	Data identification
	PM, HR

	Communication
	PM, Comms dept

	Implementation
	PM, HR, IT

	Training
	PM, Training dept.

	Monitoring and improvements
	PM, HR, IT

	Documentation
	PM, HR, IT

	Evaluation/Lesson learned
	All resources engaged during the project


[bookmark: _Toc165214769]Table 2: Employee resources required for the project.
Other, non-human, resources would also be required although some of these would be discovered during the early phases of the project.  Some known resources that would be required and are already in place in the DCWW environment are listed below.
	Resource
	Description

	HR System
	The HR system would be involved in the project as the source of all employee details.

	Orchestration tooling
	Required for automation of processes, where possible.


[bookmark: _Toc165214770]Table 3: Known system resources required for the project.
[bookmark: _Toc165214758]Project funding 
The project funding and estimated costs is a difficult area to quantify.  All human resources required to carry out the project already exist within DCWW, and the business does not cross charge internally for resources. If all resource is internal, then also there would not be a requirement for external resource to be funded on a consultancy basis.
The HR system (SuccessFactors) is already in place and includes the employee central component which facilitates integration with automation tools [13] and the central Identity Provider (IdP), such as Microsoft Entra ID (formerly Azure Active Directory), which is also already in place within the business [14].
Similarly, there is capability to provision identities in Entra ID directly from SuccessFactors or some automation tooling already in the DCWW environment in the form of Microsoft System Centre Orchestrator which could also be an option to be used to enable the link and automation between the HR system and the IdP.  This would have to be validated as part of the design and testing phases so some small contingency funding may be required for that.
[bookmark: _Toc165214759]Project Impact
The employee lifecycle project, such as has been described within this proposal, has the potential to have a high impact on DCWW as an organisation.  The successful project would significantly improve DCWW’s security posture and also make the onboarding, transitioning and offboarding processes much more streamlined and efficient.  It would reduce the manual effort required to consistently complete the actions previously identified in the Problem Description section and reduce/remove the opportunity for errors in any of the steps that need to be completed.
In a wider context, post implementation, the project would essentially affect every joiner, mover and leaver within the entire business.
Some of the more apparent positive impacts of introducing automation to the employee lifecycle processes of identity creation (joiner), modification (mover) or deactivation (leaver) are shown below.
· The new solution would reduce security risk of unnecessary permissions and unauthorised access to DCWW systems and data, as well as reducing the risk of lost/unrecovered equipment.
· With the existing manual process there can be an element of time wasted if all of the required actions do not align with each other and, particularly in the joiner and mover cases, the employee can feel frustrated and helpless if they cannot instantly get on with their new role. Moving to a quicker, more streamlined process would facilitate a better employee experience by decreasing any ‘waiting’ time and hence increase employee satisfaction.  
· Another benefit of the proposed project would be a reduction in manual effort for most of the key parties involved in the project.  For example, from an IT perspective it would reduce the manual processes of managing accounts/identities via automation, ensuring that changes are accomplished quickly and without the risk of human error of the current processes.
· Across the organisation the line management role would be improved by reducing the workload overhead of staff movement using automation and process improvements. 
· The service desk would also benefit from the new solution as it would reduce the number of calls required for each of the employee transitions.  Potentially only one call per transition would be required and the automated process could execute most of the required actions [15].
One potential negative impact that could be created by the new solution is due to the customisation of the environment to facilitate automation between the HR and IT identity provider.  This customised element may need re-engineering if either of those systems are upgraded or replaced.  It is an unlikely scenario but one that should be considered as it would add cost to the project that would replace or upgrade one of those systems.
With regards to limitations of the proposal, there a few areas that could be considered limitations of at this stage that would need further research to address, if required, as part of a future extension of the project.
· As with any automation solution, the process can sometimes break, for a multitude of reason.  As part of the solution testing, it should be investigated under what scenarios this could occur and what would be the consequences.  The impact could be just a delay in the process or more serious, such as leaving surplus permissions to systems or data not required by an employee.  The latter scenario would be no worse than the current manual process, but possible monitoring and/or self-healing of the automation process should be considered at a future time.
· The proposal is only for general DCWW users for standard levels of access to systems and data to perform their required role.  The proposal does not cater for employees that require enhanced privileges, such as administrators of systems.  This could be considered a future requirement as would need a different or enhanced level of process to the one proposed.
· Only DCWW permanent or temporary employees are catered for as a requirement of this proposal, so additional process would need to be researched/developed in the future for other identity requirements, such as partner or supplier organisations that may need DCWW identities for implementation or support purposes.
· 

[bookmark: _Toc165214760]Conclusion
The research of the employee lifecycle subject area has proven to highlight multiple benefits to investing in improving the current process.  The introduction of a level of automation coupled with the streamlining of the existing process would bring significant benefits in terms of security, efficiency and reduction of manual effort across the entire organisation.  From the research done and the findings applied to the proposal, the level of benefit relative to the low cost of the project would indicate that it is a viable proposal.

[bookmark: _Toc165214761]References
[1]	Anonymous "A threat without borders: A new Utility Week report - in association with Cisco - examines what utilities are doing to strengthen the resilience against cyber attacks and explores whether they are going far enough," Utility Week, pp. 20, 2022. Available: https://www.proquest.com/trade-journals/threat-without-borders/docview/2741191639/se-2.
[2] 	Henry Stewart Publications; Cyber Security, 2021-12, Vol.5 (2), p.126-134
[3] 	I. A. Mohammed, "Systematic review of identity access management in information security," SSRN Electronic Journal, vol. 4, pp.1-7, March 2017. Accessed: Apr 21, 2024, [Online].
[4]	Lomas, "Information governance: information security and access within a UK context", Records Management Journal, vol. 20, no. 2, pp. 182-198, 2010. Accessed: Apr 21, 2024, [Online].
[5] 	M. J. Haber and D. Rolls, "Identity and Access Management (IAM)," in Identity Attack Vectors: Strategically Designing and Implementing Identity Security, Second Edition, Springer, 2024.
[6] 	A. Cameron and O. Grewe, "An overview of the digital identity lifecycle (v2)," IDPro Body of Knowledge, vol. 1, no. 7, 2022.
[7]	J. C. Brickley and K. Thakur, "Policy of Least Privilege and Segregation of Duties their Deployment Application & Effectiveness," International Journal of Cyber-Security and Digital Forensics, vol. 10, no. 1, pp.112-119, 2021.
[8]	I. A. Mohammed, "The interaction between artificial intelligence and identity and access management: an empirical study," International Journal of Creative Research Thoughts (IJCRT), ISSN, vol. 2320, no. 2882, pp.668-671, 2021.
[9]	Quinlan, C. “Quantitative, qualitative, and mixed methods research”, Henry Stewart Talks, 2023, Feb. 28, 2023. https://hstalks-com.ezproxy.uwtsd.ac.uk/bm/5215/ [Accessed Apr. 09, 2024].
[10]	J. Adams, H. T. A. Khan and R. Raeside, Research Methods for Business and Social Science Students, New Delhi, India: Sage Publications, 2007.
[11]	Hindle, A., (2020) “Impact of GDPR on Identity and Access Management”, IDPro Body of Knowledge. doi: https://doi.org/10.55621/idpro.24
[12]	T. Thesing, C. Feldmann and M. Burchardt, "Agile versus Waterfall Project Management: Decision Model for Selecting the Appropriate Approach to a Project," Procedia computer science, vol. 181, pp.746-756, 2021. doi: 10.1016/j.procs.2021.01.227.
[13]	SAP, “SAP SuccessFactors Employee Central technical information,” SAP, 2024. [Online] Available: https://www.sap.com/products/hcm/employee-central-hris/technical-information.html
[14] 	“Automated user provisioning from SAP SuccessFactors is now GA." TECHCOMMUNITY.MICROSOFT.COM. https://techcommunity.microsoft.com/t5/microsoft-entra-blog/automated-user-provisioning-from-sap-successfactors-is-now-ga/ba-p/1257370 (accessed Apr 25,).
[15]	Microsoft, "Joiner, Mover, Leaver (JML) Automation," Microsoft, 2024. [Online]. Available: https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE54jV0


image1.png
Security

Consistency

Efficienc:
& Significance

Compliance

Employee lifecycle

Workflows

Implementation

Automation/orchestration

Controls

Scale

Challenges / Security and privacy

Future direction

Compliance and regulatory requirements

Security and privacy

Impact 5 N
Employee satisfaction

Efficiency/Timeliness




image2.png
01/05/2024  11/05/2024  21/05/2024

re— ]

Requirements gathering
Process design

Workflow planning

Process and workflow testing
Technology and automation assessment
Data identification

Communication

Implementation

Training

Monitoring and improvements
Documentation

Evaluation/Lesson learned

30/06/2024




