1. Which risk treatment strategy approach can also be referred to as an avoidance 
strategy?
A. Termination
B. Acceptance
C. Defence
D. Transferal
2. Which of the following can be calculated using the values from an ARO multiplied by 
the values from an SLE?
A. cost benefit analysis
B. asset valuation
C. annualized loss expectancy
D. operational feasibility
3. True or False: Asset valuation is the process of assigning financial value or worth to 
each information asset. True
4. Operational feasibility, which refers to user acceptance and support, as well as 
management acceptance and support, is also known as which of the following?
A. organizational feasibility
B. behavioural feasibility
C. technical feasibility
D. political feasibility
5. Which risk management technique relies on a group evaluating, rating, and ranking 
assets?
A. Delphi technique
B. OCTAVE methods
C. Microsoft’s technique
D. FAIR
6. Taking a look at the paths taken by other organization in order to create a blueprint is 
known as which of the following?
A. framework
B. benchmarking
C. comparison model
D. architecture
7. Which of the following is NOT one of the five principles provided by COBIT 5?
A. Meeting Stakeholder Needs
B. Covering the Enterprise End-to-End
C. Applying a Single, Integrated Framework
D. Reliability of Financial Reporting
8. What term is used to describe the act of retrieving potentially compromising 
information from recycle bins or trash areas?
A. cleaning trash
B. dumpster diving
C. mantrap
D. shoulder surfing
9. True or False: In lattice-based access control, users are assigned a matrix of 
authorizations for particular areas of access. False
10. When using the U.S. military classification scheme, which classification indicates that disclosure of contained information could cause minor or moderate damage to national security? 
A. Confidential data
B. Need-to-know
C. Top secret data
D. For official use only
11. The use of specialized classification schemes is known as which of the following?
A. Clarification (Typelogy)
B. Obfuscation
C. Compartmentalization
D. Fortification
12. In the Clark-Wilson integrity model, what is known as a procedure that only allows 
changes to a constrained data item?
A. integrity verification procedure
B. target of evaluation procedure
C. system evaluation procedure
D. transformation procedure
13. Which of the following is NOT one of the primitive protection rights in the GrahamDenning Access Control Model?
A. Create object
B. Grant object
C. Read access
D. Transfer access
14. True or False: Organizations that provide complete job descriptions when advertising open positions should include the elements of the job description that describe access privileges.  
15. Which type of security (background) check might be required by someone applying 
for jobs in law enforcement or high-security positions?
A. identity checks
B. credit history
C. polygraph test
D. reference check
16. Which personnel security practice is used to ensure that no one employee is 
performing actions that cannot be knowledgeably reviewed by another employee?
A. mandatory vacation policy
B. two-person control
C. separation of duties
D. task rotation
17. All but which of the following is one of the four factors critical to success of an 
InfoSec program, as listed by SP 800-55 Rev. 1?
A. Actions-oriented measurement analysis
B. Strong upper-level management support
C. Practical InfoSec policies and procedures
D. Quantifiable performance measurements
18. Which phase of the performance measurement development process identifies 
relevant stakeholders and their interests in InfoSec measurement?
A. Phase 1
B. Phase 2
C. Phase 4
D. Phase 7
19. Measurements that examine the performance of an individual control or group of 
controls within the InfoSec program are known as which of the following?
A. micro-focus measurements
B. baseline measurements
C. macro-focus measurements
D. benchmark measurements
20. True or False: Performance targets are often a hindrance to effective security.
21. True or False: An organization that works within an industry regulated by laws and 
standards is required to meet regulatory or industry guidelines in security practices.
22. What term below is used to describe security efforts that are considered among the 
best in an industry?
A. Standard of due care
B. Standard of due diligence
C. Recommended business practices
D. Best security practices
23. Which of the following contains the contact information of individuals that need to 
be notified in the event of an actual incident?
A. incident response policy
B. business process
C. alert roster
D. after-action review
24. True or False: Detecting a modification of system logs is an indicator that an actual 
incident has taken place.
25. Which of the following is NOT a major component of contingency planning?
A. Incident response plan 
B. Disaster relief plan 
C. Disaster recovery plan
D. Business continuity plan
26. True or False: Slow-onset disasters occur over time and gradually degrade an 
organization’s ability to withstand their effects.
27. Which type of offsite backup service provides backups for transactional data only, 
typically in real time?
A. Electronic vaulting
B. Traditional data backups
C. Database shadowing
D. Remote journaling
28. There are several strategies that can be used to test contingency plans. Which of the 
following is the simplest kind of validation and involves distributing copies of the 
appropriate plans to all individuals who will be assigned roles during an actual 
incident?
A. full-interruption testing
B. simulation
C. structured walk-through
D. desk check
29. A snapshot of a particular version of software assembled or linked from its 
component modules is known as which of the following?
A. auditing
B. minor release
C. build
D. software library
30. True or False: Agencies should monitor the status of their programs to ensure that 
ongoing information security activities are providing appropriate support to the 
agency’s mission.

31 Which of the following uses a challenge response mechanism in which a server challenges a user with a number, which a user must then enter into a device to calculate the response number?
A. Virtual password
B. Synchronous token
C. Smart card
D. Asynchronous token

32 True or False: A password is typically longer than a passphrase.

33 What is the name for a network segment that exists as an intermediate area between a trusted network and an untrusted network?
A. Proxied network zone (PNZ)
B. Sanitization zone (SZ)
C. Demilitarized zone (DMZ)
D. Internal-External zone (IEZ)

34 Which of the following terms best describe a firewall type that can react to network traffic and create or modify configuration rules to adapt?
A. Application layer firewall
B. Dynamic packet filtering firewall
C. Proxy firewall
D. Content filter

35 What term is described as the rate at which fraudulent users or nonusers are allowed access to systems as a result of failure within a biometric device?
A. False accept rate
B. False reject rate
C. Crossover error rate
D. False negative rate

36 Which encryption technique is the successor to 3DES, and has a key length of 128, 192, or 256 bits?
A. Data Encryption Standard (DES)
B. Advanced Encryption Standard (AES)
C. Kerberos
D. IP Security (IPsec)

37 After plaintext messages have been encrypted, the encrypted text is known as which of the following?
A. Algorithm
B. Decipher
C. Cleartext
D. Ciphertext

38 What is the primary goal of implementing an access control policy in an organization?
A. To monitor data movement
B. To prevent phishing attacks
C. To restrict unauthorized access
D. To perform regular backups

39 Which of the following is considered a physical security control?
A. Firewall
B. Biometric scanner
C. Encryption
D. Antivirus software

40 True or False: The concept of least privilege means that users are given access to all systems by default.

41 What is the process of converting encrypted data back to its original form called?
A. Encoding
B. Decryption
C. Translation
D. Conversion

42 Which of the following is a common social engineering attack?
A. Packet sniffing
B. Phishing
C. Man-in-the-middle
D. Brute force

43 True or False: A mission statement outlines short-term technical procedures and policies.

44 Which concept ensures that information is not modified by unauthorized parties?
A. Availability
B. Confidentiality
C. Non-repudiation
D. Integrity

45 What is the role of a security audit?
A. To write software code
B. To locate network printers
C. To evaluate system security controls
D. To install operating systems

46 Which of the following can be used to hide the origin of a message?
A. Digital certificate
B. Hash function
C. Encryption key
D. Proxy server

47 What type of attack floods a system with traffic to make services unavailable?
A. SQL injection
B. DoS attack
C. Cross-site scripting
D. Eavesdropping

48 What is the term for secretly monitoring a network to collect information?
A. Spoofing
B. Sniffing
C. Patching
D. Hacking

49 Which component is used in multifactor authentication?
A. Username
B. PIN
C. Token
D. Password hint

50 Which of the following best describes risk mitigation?
A. Avoiding the risk entirely
B. Ignoring known vulnerabilities
C. Taking steps to reduce the impact
D. Outsourcing all IT operations

51 What is a key reason for using backup systems?
A. Improve speed
B. Support multitasking
C. Recover from data loss
D. Monitor system uptime

52 Which one of the following best describes the term “zero-day exploit”?
A. A vulnerability known by hackers but not the vendor
B. A software update released at midnight
C. An outdated security patch
D. A fake antivirus notification

53 True or False: Firewalls are only effective at stopping malware infections.

54 What is a honeypot in cybersecurity?
A. A secure database
B. A system designed to attract attackers
C. An intrusion prevention system
D. A virus-cleaning utility

55 What is the primary function of antivirus software?
A. To encrypt emails
B. To detect and remove malicious programs
C. To install patches
D. To create user accounts

56 What principle refers to making sure a person or system cannot deny having performed an action?
A. Availability
B. Non-repudiation
C. Confidentiality
D. Accountability

57 What is the purpose of security awareness training?
A. To teach programming
B. To inform employees about security policies
C. To hire ethical hackers
D. To manage databases

58 What does a digital signature verify?
A. The age of a document
B. The sender's identity and data integrity
C. The file type
D. The encryption method

59 True or False: Role-based access control grants permissions based on individual user identity alone.

60 Which document defines how an organization will respond to a cybersecurity incident?
A. Access control policy
B. Disaster recovery plan
C. Incident response plan
D. Risk assessment


