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[bookmark: _Toc198162553]1.1 Research on Hypervisor 
A hypervisor is a software which creates and runs virtual machines also known as VMs. It allows a host computer to support multiple guest VMs by sharing resources virtually. The resources that they share are memory and processing. There are many benefits to using this software such as greater cost and energy efficiency as you can run multiple virtual machines one device, speed is drastically improved as it makes providing resources simpler and finally you are able to use multiple operating systems on one server/host machine. The reason for this is due to the hypervisor running independent from the physical machine, this gives IT teams greater freedom to allocate networking, memory, storage and processing resources to different when needed.
There are two types of hypervisors, they are Type 1 and Type 2. Type 1 hypervisors also known as bare-metal or native hypervisor, do not require OS support and operates using the computer’s hardware.  The type 2 hypervisor is known as the hosted hypervisor and operates on top of the user operating system. Additionally, it can use memory and CPU that is allocated by the user to function. [1] Two examples of Type 1 are VMware ESXi and XenServer. Type 2 examples are FreBSD’s, Oracle’s VirtualBox and VMware Workstation [2]. Below are examples of the architecture of a Type 1 and 2 hypervisor. 
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Type 1 and 2 hypervisors architecture [2]










Type 1 hypervisor:

	Advantages
	Disadvantages

	Able to allocate resources to be quicker and more efficient.
	Requires a higher level of knowledge.

	Greater performance as no resource negotiation is required with the OS.
	Updating and patching the VM OS is essential for security activity. This is not a major disadvantage but must be done.

	Increase in security as there are no shared layers which gives it a higher degree of isolation,
	



Type 2 hypervisor:

	Advantage
	Disadvantages

	Knowledge required is drastically lower.
	Process is slower and less efficient.

	Friendly for beginners using virtual machines.
	Limited to resources the operating system can spare.

	
	Less security.



Looking at the advantages and disadvantages of Type 1 and 2 hypervisors a user with a high degree of knowledge and a computer with the performance ability would be more inclined to use a Type 1 hypervisor. Using the same logic a user who is a novice with computing skills would have better luck using a Type 2 hypervisor. 

[bookmark: _Toc198162554]1.2 Research on IP Addressing – 

IP address also known as internet protocol address are the backbone of online communication and act as a home address for a device and just like a house address you require this to send mail or “data” to the desired location or even communicate. IP addresses either allow or block connection by using access control, security measures and firewall rules. There is also a unique address for every device known as Mac addresses, they identify where the device was manufactured and giving a specific number for the device. [3]
There are two types of IP addresses, they are IPv4 and IPv6. IPv4 or Internet protocol version 4 is the most used IP address and is represented like this “192.168.12.1” or another example is “172.16.26.57” it consists of 32 bits and has a number range of 0 to 255. IPv6 or Internet protocol version 6 is being used increasingly more and uses 128 bits and is displayed in a hexadecimal format. DCHP would automatically input this as someone would not remember all the numbers and letters as an example of one would be this “1536:0ab8:45n3:0000:0000:8f2a:0457:2743”. [4]
Data gets from one computer to another by a process called packet switching which transfers data over a network. The data is split into what is known as packets which is a bunch of 0s and 1s known as binary code and there is a maximum amount 1500 Bytes in a packet. This process is known as packetization of data. Within these packets is a header and footer. The header tells the user what kind of data is within the packet, where it’s originally from and where the target location is, this is known as the structure of the packet. 
The packets travers a network by a process called dynamic path selection which is like how car would traverse a road rather than a train. A train would only have single track so if the track was blocked the train could not go to the desired location but just like a car when the path is blocked for the packets, the packets use a different path to ensure the data reaches it desired location. This increases the speed and robustness of data over the internet and different packets do not have to use the same path to get to the desired location. Additionally, when the packet data has reached its desired location, it will be reassembled back to its original form. [5]
Traffic though IP networks is clever as if a connection fails, data can travel a different route to its desired location. This works for individual network as well as the internet. Even if data is missing it can reference the other packets. Another message can be sent to try and send the data again which is called a redundancy. This process will take a few milliseconds. [6]
[bookmark: _Toc198162555]1.3. Research on Routing 
There are two types of routing, and they are Static routing, which is manually configured in the routing table. Static routing has limited scope as staff will have to manually add new routes as they are fixed. In larger networks this can become complex and time consuming but can be a benefit if you have a smaller network as it is a lot simpler to implement. Additionally, static routing has the benefit of having higher security has no routing information is being shared on the network thus making it more secure. [7] 

The final type is dynamic routing, this is automatically updated using protocols which updates the routing table based on what the network conditions are to find the most optimal path from one network device to another. This is called routing protocol and is extremely beneficial to larger companies as it increases scalability but does require larger amounts of resources and is less secure as routing information is being shared between routers. Additionally, it prevents human error as mistakes can be made when using static routing. [8]

There are three main types of routing protocols they are distance vector protocol, link state protocols and hybrid protocols. Distance vector routing protocol shares their routing tables with neighbour that are directly connected, and routes are chosen on a distance metric such as hop count. A few examples of DVRC are routing information protocol (RIP) and Interior gateway routing protocol (IGRP). The advantages of DVRC are that they are easier to configure, manage and has a lower CPU and memory usage. [9]



The second link state routing protocol or LSRP build a complete map of the network by transferring link state advertisements or LSAs with all routers in the area. To calculate the shortest path in the network, the routers run Dijkstra’s algorithm to do this. LSRP examples are open shortest path first or OSPF and intermediate system to intermediate system or IS-IS. The advantages of LSRP are it’s faster, more accurate as they use bandwidth and delay as metrics and are better in larger network. The disadvantages are increased complexity to set up, manage and requires more resources. [10]

The final is hybrid routing protocol, which is just a combination of the two, it uses DVP for route discovery and LSB for increase in efficiency of updates and scalability. Examples are Enhanced interior gateway routing protocol or EIGRP. The benefits are advantages are somewhere in between the other two. All of these are essential as a network communication failure will result in websites wait times to increase and websites could possibly crash if there are too many users. [11]

[bookmark: _Toc198162556]1.4. Research on Network Services

VPN

VPN also known as virtual private network protects your internet connection privacy online. They way it functions is by creating an encrypted tunnel for your data and hides your online identity by hiding your IP address. Additionally allowing your device to safely use public wi-fi where they are most at risk. [12] 

DHCP 

DHCP or Dynamic Host Configuration Protocol is a method of automatically assigning an IP address to any device on your network. It will automatically assign a new IP address even if the device moves to a new network. This makes work easier for network administrators as they will not have to manually input a new IP address every time. Additionally, it configures the DNS address, subnet mask and what gateway is required. [13]

Active Directory Domain Services 

Active Directory Domain Services or ADDS stores and organises information about users, computers, printers and servers. It uses a hierarchical structure to make storing and managing data easier and is able to control and organise resources across a network. Additionally, it has built in security features such as sign in authentication and access controls. ADDS would be beneficial in a large or small network. [14]






[bookmark: _Toc198162557]Task 2
[bookmark: _Toc198162558]2.1 Choose your hypervisor:
I decided to choose Type 2 hypervisor as I have not used a virtual machine before and with my lack of experience it would make sense to attempt a type 2 first.
[bookmark: _Toc198162559]2.2 Download and setup:
[image: A screenshot of a computer]To begin work on a virtual machine you require an operating system, Windows and Debian were chosen and below are images showing this. For the Windows Server Windows 2022 was chosen and for the Client Windows 11 was chosen.

 		




Download Windows 11 [15]    
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Download Windows 2022 [16]



Below are images showing the download process for the Windows and Linux operating system, during the configuration a few errors were made but they were easily rectified. The learning curve was felt quite high as there were many things I had never done before. Choosing to use a type 2 hypervsiror over a type 1 was a good I idea as I would have found it extremely difficult to get it functional.
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Image of setting up Virtual machine



Linux :-
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Downloading and setting up Debian [17] 









Setting up Linux Server
This image shows the initialisation of the Linux Server. This includes using updating and installing commands in the command line. This took a bit of research of to work out what to do.
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[bookmark: _Toc198162560]2.3 Configure IP addressing
In this section there will the be evidence of the configuration of the Windows Server, Client, Linux Server and Clients IP address and later on will be evidence of them succesfully pinging. 









Windows Server IP address configuration
Below is evidence of the configuration of the Windows server static IP address. The IP address is 192.168.52.1 and the reason this has been used is due to uses in private and internal networks. This has the benefit for easier internal communication when it is in a network. Additionally at the end of the address 1 is used, the reason for this is it simplifies the network conifguaration and is common practice to use as a network gateway. [18]
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Windows Client IP address configuration
The configration of the Windows client IP address required the default gateway which is the Windows server IP address which is 192.168.52.1 and for simplicity the clients address 192.168.52.2.
[image: A screenshot of a computer

Description automatically generated]
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Showing Windows Server is unable to ping Windows Client
To confirm that that the Windows server and client are both connected there is a command called PING which sends a signal and if it receives a packet back then it is connected. Here the ping did not reach the desired location as on windows firewalls block them, so changes to the firewall rules was needed. There were a few options to do this such as turning off the firewall, but the decision was made to use commands:
· netsh advfirewall firewall add rule name=”Allow ICMPv4-In” protocol=icmpv4 dir=in action=allow 
· netsh advfirewall firewall add rule name=”Allow ICMPv4-Out” protocol=icmpv4 dir=in action=allow
These two commands are used tom allow pings to enter and leave the firewall while it is still functioning.
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Evidence of command to allow pinging between Windows Server and Client
To enter these commands, you can use either PowerShell or command line, command line was used but you must have administrator rights to use this command. Below is evidence of the command being used.
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Windows Client successfully pinging Windows Server and vice versa
After allowing using the commands above the Windows server and client successfully pinged each other, below is evidence of this.
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Linux Server pinging Windows Server
Below is evidence of the Linux server successfully pinging the Windows Server using the command PING 10.0.0.1. 
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Linux Server pinging Linux User
Using the command ping 172.16.52.2 was successful in the Linux Server pinging the Linux client. There was no need changing the firewalls rules as it was not required on Debian.
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Linux Client pinging Linux Server
The image below is demonstrating the Linux client successfully pinging the Linux server. The command used was ping 176.16.52.1
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Within this report research has been done on the two types of hypervisors noting down their strengths and weaknesses. IP addresses were discussed and how critical they are to configuring a network as well as the two different types. Network services such as VPN and DHCP were discussed as well as the different types of routing and routing protocols. In the final part of the report there is evidence of the creation of four virtual machines. The operating systems were Windows 2022, Windows 11 and Linux Debian one operating as a server and the other as client. Additionally, there were screenshots of the virtual machines pinging each other to show they had been configured correctly, and it was done using a Type 2 Hypervisor.
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c-server login: mathewj2?
Passuord:
Linux c-server 6.1.0-31-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.128-1 (2025-62-87) x86_64

The programs included with the Debian GNU/Linux system are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.
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Passuord:
root@c-server:™# apt update
Hit:1 http://deb.debian.org/debian bookuorm InRelease
Hit:2 http://security.debian.org/debian-security bookuorn-security InRelease
Hit:3 http://deb.debian.org/debian bookuorn-updates InRelease
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
ALl packages are up to date.
root@c-server:™# apt install sudo
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
sudo
o upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 1,889 kB of archives.
After this operation, 6,199 kB of additional disk space will be used.
Get:1 http://deb.debian.org/debian bookworm/main amded sudo amded 1.9.13p3-1+deblzul [1,889 kB]
Fetched 1,889 kB in 0s (21.9 MB/S)
Selecting previously unselected package sudo.
(Reading datahase ... 32893 files and directories currently installed.)
Preparing to unpack .../sudn_1.9.13p3-1+deblzul_anded.deb ...
Unpacking sudo (1.9.13p3-1+debi2ul)
Setting up sudo (1.3.13p3-1+debi2ul)
Processing triggers for man-db (2.11.2-2) ...
Processing triggers for libc-bin (2.36-9+debi2ud)
root@c-server:~# usermod -aG sudo mathewj2?
root@c-server:™# groups mathewj2l
mathewj27 : mathewj27 cdrom floppy sudo audio dip video plugdev users netdev
rootec-server:™#
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