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Abstract – The report outlines cybersecurity trends in the future, a design of a classroom, server room, smart garden, smart carpark and remote access location. The report has implemented IoT devices which received an IP from the DHCP server and once they receive an IP address they connect to the IoT server and follow the list of conditions which have been defined.	Comment by Carlene: 
It is a basic abstract. It lets the reader know what the assignment is about.   But this should be the last thing you write after completing an assignment or a project recapping key outcomes.
Introduction	Comment by Carlene: 
Some details research background to the project would be good and make it more substantiated. 
The report will cover information on designing and implementing technology into a smart campus. IoT devices will be implemented to each area on the new smart campus. The design will be based on five different areas within the smart campus which are a classroom, server room, smart garden, smart carpark and remote site location. The main objective for the design will be adding efficient security layers throughout the design to not have any vulnerable areas. The remote stations will have a private connection to the network and separate to the ISP network to save bandwidth and to have less filters on the security protocols.
Task 1	Comment by Carlene: 
This section covered the documentation of the setting up and configurations of tools and software. No discussion on any test or simulation conducted to draw inferences about the design. Did your design works? Was it tested in the simulation software? What happen when you simulate it? Did it function the way you expect it to?  Analysis on these should be in your written report. Though your design will be physically tested and mark.
Design
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Design Explained
· ASA firewall – A ASA firewall was placed on the two outside connections leading to an outer network. The left ASA firewall is configured for allowing the users to connect to the outside world (ISP) but with a few limitations such as the port limits in-which has been placed to stop malicious programs using an open port, to filter out any unwanted connections attempting to connect to the network such as an attacker attempting to access the servers.	Comment by Carlene: 
Firstly what is the purpose of the ASA firewall why you need to use it?
· ISP Router Connection – The ISP connection was created in packet tracer to simulate an active connection and to show that the company would have a proxy in-place between the ISP or outside world to anonymous their IP to stop denial of service attacks.
· Remote Router Connection – A firewall was added to the network as if the remote area was compromised then they could launch network scans and launch numerous attacks but the firewall and proxy server act as a secure way of protecting the company network and allowing them a separate connection into the network rather than using the ISP route. 
· VPN Connection – A VPN connection has been setup towards the remote and ISP connection side to ensure that the connection of the routers is encrypted. 
· IoT – An IoT server has been installed to create conditions for each IoT device such as if the motion detector detects movement in the classroom then the camera and lighting will turn on until the movement has stopped. The IoT server has been configured with a static IP address to allow the IoT devices to find the server and to respond to requests. Each IoT device uses an IP from the DHCP server.
· Devices –
· Light – Lights have been defined to turn on when the motion detector detects movement. Once movement has stopped for at least 10 seconds the lights would turn off.
· Camera – The camera records the users entering or leaving the room to know which employees or students enter the classrooms or other rooms. The reason it’s placed on the room door is due to the reason that if a card is stolen by a user and used to access one of the rooms the camera would record it. The camera has been configured to work with the lights and motion detector so once detection has been detected the camera turns on to record a short chip. 
· Motion Detector – The Motion detector is the primary IoT for any room as without it the lights and camera would not work. The motion detector detects movement in the room including the movement of the door opening or closing.
· Air Conditioner – Air conditioner was added to the server room to keep each of the server cool and stop them from overheating which could lead to downtime or loss of data.
· Smoke Detector – The smoke detector checks for any smoke in the area and this was added to the server room due to the amount of heat the huge servers are producing and if the air conditioner falls it could become a huge problem.
· Trip Sensor – The garden would use a trip sensor to detect any users entering or leaving the garden.
· Battery – The battery would be powered by the solar panel and the wind turbine. The battery acts as a backup power method to the garden if the main power source fails which would be the city power grid. 
· DHCP – The DHCP server has been setup to offer IP addresses to each of the machines of the network as if it was a fully functioning company. The DHCP server has a large scope to cope with the number of devices and will allow the company to add another 100 devices if they wish under the same subnet.
· DNS – The DNS has been configured on the DHCP server. The DNS has been setup to translate the IP address 192.168.1.3 to redirect the machines onto the network to links.com. The webpage has information to other sites which the user has provided. 
· Webserver – The Web server has three sites on it where the user can access. The first site is an index page listing the other sites which are cisco and google.
· Battery – During peak times during the day the battery charges via the solar panel or wind turbine. The battery could be used as a backup generator to power the garden which the main supply of power fails.
Extra Information about the campus network
· BYOD policy – A BYOD policy will be implemented on the network, so students can bring their laptops and smart phones into the classroom and connect to the network to record and upload class notes or do work. The BYOD policy will require the users to login using their student information and to have a free anti-virus and firewall installed which scans the device on a regular basis.
· Computer Misuse Act – This act will be implemented on the devices which are connected to the network displaying the message before the login stage. This act is important as it states unauthorized access or modification is a criminal offence. 
· Data Protection Act – The data protection act protects information stores on the network in-which should be private. The information stored can be personal information about the clients who use the network and the information about that user can be real name, address and date of birth. This act in-forces that all client-based information is private and cannot be shared to others.  
Task 2	Comment by Carlene: 
How does your implementation inter-relate with your research aspect. No cross-referencing evidence. This would highlight more clearly your knowledge & understanding of this assignment.
Future trends in cyber security?
· AI Technology – AI technology is becoming more advanced and can be used to learn and develop networking attacking tools. The AI could scan for the network for exploits and launch a series of attacks against it. The AI can learn new techniques in-which to attack the network by staying up to date via hacking sites and learning what newly attacks are being discovered and execute them before a patch has been released to the devices to patch them. [1]
· Connected home – A connected IoT home would cause many problems as it allows the attacker multiple gateways to break into the network for example each IoT device must be always fully up to date and have basic level of encryption otherwise if the attacker gain access to the device they could send the other IoT devices false information which could trigger problems down the line. IoT devices tend to have the weakest security in the network. [2]
· Ransomware – Ransomware is becoming a huge problem in cybersecurity has it locks the user’s files and systems down until a passcode has been entered which tend to cost a lot of money. There are new types of ransomware where they can spread throughout the network infecting each device on the network. This is a major trend in cybersecurity as it allows the attacker to force the user into paying for their data back. [3]
Preventive Methods –
· Firewalls – Firewalls have been used for many years as it’s still one of the recommended methods of preventing network attacks. Firewalls can define what traffic may or may not be allowed to pass through the network causing the attackers attacks to fail.  A firewall should be setup on each device including the router to offer the best protection against the network attacks.
· Anti-virus – The anti-virus would detect malware/spyware found on the system. This is important to keep up to date as it can detect the latest threats added to the threat database. Without an anti-virus you are more likely to be infected.
· Honeypot – A honeypot is important for companies to use as it tricks any attacker into attacking the wrong servers or devices. A honeypot is a computer system which acts as a decoy to lure attackers whilst recording their information such as source IP address of the attack, attack used and more information. [4]
Threat Detection –
· Network Traffic – Detecting the users network traffic. For example, if the users are visiting abnormal sites in-which they have never visited before and is not company related then this would be flagged for review. [5]
· User Credentials – The users actions would be recorded such as the amount of access time the user has been logged into the machine. This could be a problem as if the user is logged into the machine for more than an hour than they should be then this could mean that they left their machine logged in and other users could access their information and steal it or that employee is doing something they shouldn’t be doing. [6]
· Network Servers – The network servers would record abnormal changes to the configuration of the servers for example if a user changes the DNS settings of the network then this would be flagged as if the information changed for the DNS would incorrect it could lead to downtime of the network and if the DNS change wasn’t allowed to be changed then it could mean that someone has cracked an administrator password, or the server has been hacked. [7]
Security Trends In 2018
· Biometrics – This will be used to secure more and more devices as it’s more secure than using a password since a password can be cracked in a matter of hours depending of the complexity of the password the fingerprint or retina sensor would be a more secure identity method since each person has they own biometric information.

· AI Technology – AI technology could be used to find weaknesses in a network and attack it, but AI technology could also be used to find the exploits in the network and patch them before any attacks occur. If the AI finds any weaknesses in the network, it could also report it to the IT manager in-which they can patch it themselves.
Conclusion	Comment by Carlene: 
Your conclusion should include key areas or finding from your research and experiment and state or recommend future improvements. 
To conclude this report the author has written about trends in cybersecurity in-which will become a huge part of the future. The report also covered a design of a classroom, carpark, server room, remote access site and garden with IoT devices in each place. This should that IoT devices can be embedded in each place and work together. There are detection methods for cyber attacks such as recording the network activity such as user logins and user traffic. The report also covers why each IoT was added to the rooms and how they work together which was using a list of conditions from the IoT in-which they connect to after receiving an IP address from the DHCP server. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]You could expand the scope of reference sources. Some areas could do with more referencing.  (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS] Clear awareness of challenges to established views and the limitations of the knowledge base. (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The practical area covered the documentation of the setting up and configurations of tools and software. No discussion on any test or simulation conducted to draw inferences about the design. How does your implementation inter-relate with your research aspect. No cross-referencing evidence.  In your conclusion use paragraph to summarise key aspect from the report and include future recommendations. (Grade mark: 56.67%)
	[bookmark: totalANA]30
	[bookmark: markANA]17

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A good interpretation of the design as per requirements all the points as required are covered in the implementation. The design however is let down by the ability for a laptop to access the network and gain an IP address via DHCP. The VPN is well configured and will allow for remote access to be given should it be required. (Grade mark: 60.00%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]18

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Work flow well. Formatted. You should spell out all acronyms first time used. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]64%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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