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[bookmark: _Toc228324313]1. Introduction
The operating system (OS) serves as the primary software layer, abstracting hardware complexities into manageable services for users and developers. Based on the Von Neumann architecture, the OS acts as a resource manager, orchestrating interactions among the Central Processing Unit (CPU), memory, and I/O devices [1].
 Without an OS, developers would be burdened with writing low-level machine code for each hardware component, leading to extreme fragmentation and instability.
This report examines the OS not merely as a user interface but as a critical infrastructure responsible for process execution, memory protection, and data integrity [2] .
The relevance of this study is underscored by the increasing complexity of cloud computing and virtualisation, in which understanding system-level interactions is vital for IT professionals. We focus on the two dominant ecosystems: Windows, characterised by its proprietary hybrid kernel, and Linux, which embodies the open-source Unix-like philosophy.
Core Objectives:
· Theoretical analysis of process scheduling and memory virtualisation.
· Practical mastery of Command Line Interfaces (CLI) for system administration.
· Automation through scripting to illustrate the transition from passive user to active administrator.
Evaluation of security models in both environments.

[bookmark: _Toc228324314]2. Key Functions of General Operating Systems: A Deep Dive
[bookmark: _Toc228324315]2.1 Process Management: Scheduling and Multi-tasking
A process is defined as an active entity representing a program in execution, equipped with its own address space and control blocks. Since CPU resources are finite, the OS must employ sophisticated scheduling algorithms to handle concurrent requests. [1].
· Scheduling Algorithms: Modern kernels use Multi-level Feedback Queues (MLFQ) or Completely Fair Schedulers (CFS). These ensure that high-priority tasks (like user input) receive immediate attention while background tasks are processed efficiently.
· Context Switching: This is the mechanical process of saving the state of a running process in the Process Control Block (PCB) and restoring the state of the next one. While essential for multitasking, frequent context switching introduces overhead [2].
· Inter-Process Communication (IPC): Processes often need to share data. The OS provides mechanisms like pipes, sockets, and shared memory to facilitate this while maintaining strict isolation.
[image: ] Task Manager / Resource Monitor
[bookmark: _Toc228324316]2.2 Memory Management: Virtualisation and Protection
Memory management is the task of coordinating the system's "working memory" (RAM). The OS provides an abstraction known as Virtual Memory, which allows programs to address more memory than is physically available. [3].
· Paging and Segmentation: The OS divides memory into fixed-size "pages." When physical RAM is exhausted, the OS moves inactive pages to a "swap file" (Windows) or "swap partition" (Linux).
· Address Space Layout Randomisation (ASLR): To prevent buffer overflow attacks, modern OSs randomise memory addresses, making it harder for malware to inject code [3].
[bookmark: _Toc228324317]2.3 I/O and File System Management
The File System (FS) is the logical structure used to organise data. It translates physical sectors on a disk into a human-readable hierarchy.
· NTFS (Windows): Uses a Master File Table (MFT) and supports advanced permissions (ACLs) and journaling. [3].
· Ext4 (Linux): A robust journaling file system that uses "inodes" to store metadata separately from actual data. [4].

[bookmark: _Toc228324318]3. Comparative Analysis: Windows vs Linux
The fundamental difference lies in their architectural philosophy and target audience.
	Characteristic
	Windows OS (NT)
	Linux OS (Unix-like)

	Kernel Type
	Hybrid (Performance + Modularity)
	Monolithic (High efficiency/Embedded)

	User Interface
	GUI-centric; Registry-based config
	CLI-centric; Text-based config

	File Hierarchy
	Drive letters (C:, D:)
	Unified root (/)

	Stability
	High (Consumer optimised)
	Exceptional (Server/Uptime optimised)


Windows is designed as a cohesive, integrated product. Its use of a central Registry provides a single point of configuration but can lead to "registry bloat." Linux, conversely, adheres to the "everything is a file" philosophy. This allows administrators to treat hardware devices and system processes as text streams, enabling powerful manipulation with standard tools such as grep and awk.  [3], [4].

[bookmark: _Toc228324319]4. Practical Application: Windows CLI Commands
Command-Line Interface (CLI) mastery in Windows (CMD and PowerShell) is essential for overcoming the limitations of the Graphical User Interface (GUI) [5].
[bookmark: _Toc228324320]4.1 Comprehensive Command Table (Windows)
	Command
	Category
	Function & Description
	

	systeminfo
	System
	Generates a comprehensive report on OS version, BIOS, and hotfixes.
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	tasklist /v
	Processes
	Provides a verbose list of all running tasks with memory usage.
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	ipconfig /all
	Network
	Displays all current TCP/IP network configuration values (MAC, DNS).
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	ping -n 5 8.8.8.8
	Network
	Tests connectivity and latency to a specific IP address.
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	tracert google.com
	Network
	Traces the path packets take to reach a destination.
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	netstat -an
	Network
	Displays all active connections and listening ports.
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	mkdir [Name]
	File Management
	Creates a new directory in the current path.
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	sfc /scannow
	Maintenance
	System File Checker: Repairs corrupted system files.
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	chkdsk C: /f
	Maintenance
	Checks the disk for errors and fixes the file system.
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	net user [name]
	Security
	Displays or modifies user account properties and privileges.
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	whoami /priv
	Security
	Displays the current user's security privileges.
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	schtasks /query
	Automation
	Lists all scheduled tasks currently set in the system.
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[bookmark: _Toc228324321]5. Practical Application: Linux CLI Commands
Linux administration is almost entirely performed via the terminal (Bash/Zsh). The power of Linux lies in piping—sending the output of one command into another. [6].
[bookmark: _Toc228324322]5.1 Comprehensive Command Table (Linux)
	Command
	Category
	Function & Description
	

	uname -a
	System
	Displays detailed information about the kernel and architecture.
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	uptime
	System
	Shows how long the system has been running and the load averages.
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	ps -aux
	Processes
	Shows every process running on the system with user ownership.
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	top / htop
	Processes
	Real-time interactive process monitoring.
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	ip addr show
	Network
	Modern tool to display and configure network interfaces.
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	ls -laSh
	File Management
	Detailed file list including hidden files, sorted by size.
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	chmod 755 [file]
	File Management
	Sets read/write/execute permissions (Owner: RWE, Others: RE).
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	df -hT
	File Management
	Displays disk usage and file system types in human-readable format.
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	grep "error" /var/log/syslog
	Diagnostics
	Searches for specific text patterns within system logs.
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	sudo adduser [name]
	Security
	Creates a new user account with administrative privileges.
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	id [username]
	Security
	Displays UID and GID for a specific user.
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	crontab -l
	Automation
	Displays scheduled tasks (Cron jobs) for the current user.
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[bookmark: _Toc228324323]6. Scripting and Automation: The Administrator’s Edge
Automation is what separates a user from a system administrator. By wrapping commands into scripts, we ensure repeatability and reduce human error. [5].
[bookmark: _Toc228324324]6.1 Windows Batch Scripting
A typical diagnostic script might automate the cleanup of temporary files and check network connectivity.
@echo off
echo Starting System Audit...
ipconfig /flushdns
tasklist /fi "memusage gt 100000"
echo Audit Complete.
pause
[image: ]
Figure 6.1: Windows Batch script for system diagnostics
[image: ]
Figure 6.2: Output of the batch script execution
[bookmark: _Toc228324325]6.2 Linux Bash Scripting
Bash scripts are used to manage server health.
Bash
#!/bin/bash
THRESHOLD=80
USAGE=$(df / | grep / | awk '{ print $5 }' | sed 's/%//g')
if [ $USAGE -gt $THRESHOLD ]; then
    echo "Disk space critical: $USAGE%" | mail -s "Alert" admin@domain.com
fi
[image: ]
The script checks disk usage and compares it to a predefined threshold. 
If the usage exceeds the limit, it generates a warning message; otherwise, it confirms normal operation.

[bookmark: _Toc228324326]7. Security and User Management
In the L4 context, security is viewed as a multi-layered approach (Defence in Depth).
· Authentication: Validating who the user is (Passwords, Biometrics).
· Authorisation: Determining what the user can do (Permissions/ACLs).
· Auditing: Logging what the user actually did (Event Viewer in Windows / Syslog in Linux).
Windows uses User Account Control (UAC) [3], and complex Access Control Lists to prevent unauthorised changes, while Linux utilises the Root (superuser) model [4], where administrative tasks require explicit escalation via sudo. Modern OS security also includes full-disk encryption (BitLocker/LUKS) and kernel-level protections like SELinux. [6].

[bookmark: _Toc228324327]8. Critical Evaluation and Conclusion
This investigation has demonstrated that while Windows and Linux differ in their architectural implementation, they share the same fundamental goals: managing hardware, providing security, and ensuring stable execution environments.
Through practical CLI exercises, it became evident that Windows provides a more standardised, "out-of-the-box" experience, whereas Linux offers unparalleled flexibility for customisation and server-side operations. The ability to automate tasks using PowerShell and Bash is not merely a convenience but a requirement for modern IT roles such as DevOps, Cybersecurity, and Cloud Administration.
In conclusion, a Level 4 understanding of OS architecture provides the necessary foundation for troubleshooting complex software-hardware interactions. Mastery of these systems ensures that the IT professional can maintain high system availability and robust security postures in any corporate environment.  [1], [2].
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PS C:\WINDOWS\System32> systeminfo

Host Name: ENVYYY
0S Name: Microsoft Windows 11 Home
0S Version: 10.0.26200 N/A Build 26200
0S Manufacturer: Microsoft Corporation
0S Configuration: Standalone Workstation
0S Build Type: Multiprocessor Free
Registered Owner: arik03052007@gmail.com
Registered Organization:
Product ID: 00342-21175-99301-AA0EM
Original Install Date: 08.10.2025, 18:38:12
System Boot Time: 25.04.2026, 2:47:26
System Manufacturer: Micro-Star International Co., Ltd.
System Model: Vector 16 HX Al4VFG
System Type: x6U4-based PC
Processor(s): 1 Processor(s) Installed.
[01]: Intel6d Family 6 Model 183 Stepping 1 GenuineIntel ~2200 Mhz
BIOS Version: American Megatrends International, LLC. E15M2IMS.96F, 15.01.2025
Windows Directory: C:\WINDOWS
System Directory: C:\WINDOWS\system32
Boot Device: \Device\HarddiskVolumel
System Locale: en-us;English (United States)
Input Locale: en-us;English (United States)
Time Zone: (UTC+00:00) Dublin, Edinburgh, Lisbon, London
Total Physical Memory: 32 469 MB
Available Physical Memory: 11 775 MB
Virtual Memory: Max Size: 47 829 MB
Virtual Memory: Available: 25 184 MB
Virtual Memory: In Use: 22 645 MB
Page File Location(s): C:\pagefile.sys
Domain: WORKGROUP
Logon Server: \\ENVYYY
Hotfix(s): 6 Hotfix(s) Installed.

[01]: KB5082417

[02]: KB5050575

[03]: KB5054156

[o4]: KB5059093

[05]: KB5083769

[06]: KB5088U67

Network Card(s): 5 NIC(s) Installed.

[01]: Realtek Gaming 2.5GbE Family Controller
Connection Name: Ethernet
DHCP Enabled: \CH
DHCP Server: 192.168.1.1
IP address(es)
[01]: 192.168.1.45
[02]: fe80::39ca:8b03:c3ea:1505

[02]: Bluetooth Device (Personal Area Network)
Connection Name: Bluetooth Network Connection
Status: Media disconnected

[03]: Norton VPN OpenVPN Data Channel Offload
Connection Name: Norton VPN OpenVPN Data Channel Offload
Status: Media disconnected
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PS C:\WINDOWS\System32> tasklist /v

Image Name PID Session Name Session# Mem Usage Status User Name CPU Time Window Title

System Idle Process 0 Services [¢] 8 K Unknown NT AUTHORITY\SYSTEM 331:29:42 N/A
System U Services 0 136 K Unknown N/A 0:46:53 N/A
Secure System 128 Services 0 113 480 K Unknown N/A 0:00:00 N/A
Registry U472 Services 0 56 312 K Unknown N/A 0:00:04 N/A
smss.exe 1056 Services 0 720 K Unknown N/A 0:00:00 N/A
csrss.exe 1596 Services 0 3 296 K Unknown N/A 0:00:06 N/A
wininit.exe 1704 Services 0 4 324 K Unknown N/A 0:00:00 N/A
services.exe 1780 Services 0 9 168 K Unknown N/A 0:03:19 N/A
Lsalso.exe 1792 Services 0 1 836 K Unknown N/A 0:00:01 N/A
lsass.exe 1808 Services 0 26 568 K Unknown N/A 0:01:31 N/A
svchost.exe 1932 Services 0 34 496 K Unknown N/A 0:01:11 N/A
fontdrvhost.exe 1940 Services 0 980 K Unknown N/A 0:00:00 N/A
WUDFHost . exe 2008 Services 0 3 456 K Unknown N/A 0:00:00 N/A
svchost.exe 1292 Services 0 16 480 K Unknown N/A 0:03:33 N/A
WUDFHost . exe 1040 Services 0 11 856 K Unknown N/A 0:01:11 N/A
WUDFHost . exe 1340 Services 0 8 684 K Unknown N/A 0:00:39 N/A
svchost.exe 2316 Services 0 43 812 K Unknown N/A 0:03:30 N/A

svchost.exe 2328 Services 0 29 176 K Unknown N/A 0:01:08 N/A
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PS C:\WINDOWS\System32> ipconfig /all
Windows IP Configuration

Host Name .

Primary Dns Sufflx
Node Type . . .

IP Routing Enabled
WINS Proxy Enabled. . .
DNS Suffix Search List.

Unknown adapter Norton VPN OpenVPN Data Channel Offload:

Media State . 5
Connection-specific DNS Sufflx
Description .

Physical Address.

DHCP Enabled. 5
Autoconfiguration Enabled 5

Unknown adapter Norton VPN Wintun:

Media State . 5
Connection-specific DNS Sufflx
Description .

Physical Address.

DHCP Enabled. 5
Autoconfiguration Enabled 5

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. 5
Autoconfiguration Enabled 5
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPv6 IAID . . . .

DHCPv6 Client DUID.

: Media disconnected
: Norton VPN OpenVPN Data Channel Offload

: No
: Yes

: Media disconnected
: Norton VPN Wintun Adapter

: No
: Yes

: lan

: Realtek Gaming 2.5GbE Family Controller
: D8-43-AE-34-D3-30

: Yes

: Yes

: fe80::39ca:8b03:c3ea:1505%18(Preferred)
: 192.168.1.45(Preferred)

: 255.255.255.0

: 28 kBiTHA 2026 p. 23:39:31

: 29 kBiTHA 2026 p. 23:39:31

: 192.168.1.1

: 192.168.1.1

: 349717422

: 00-01-00-01-2D-32-8F-0C-D8-U3-AE-34-D3-30
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PS C:\WINDOWS\System32> ping -n 5 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=2ms TTL=117
Reply from 8.8.8.8: bytes=32 time=3ms TTL=117
Reply from 8.8.8.8: bytes=32 time=2ms TTL=117
Reply from 8.8.8.8: bytes=32 time=3ms TTL=117
Reply from 8.8.8.8: bytes=32 time=3ms TTL=117

Ping statistics for 8.8.8.8:

Packets: Sent = 5, Received = 5, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 3ms, Average = 2ms
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PS C:\WINDOWS\System32> tracert google.com

Tracing route to google.com
over a maximum of 30 hops:
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Request timed out.
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PS C:\WINDOWS\System32> netstat -an

Active Connections

Proto
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e

o
[

[cNoNoNoNoNoNoNoNoNoNoNoNoNoNooNoNoNoNoNoNoNoNoNoNoNoloNoNoNoNoNolololNoNoNoNa)
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

PRRPRRPRPRRERRPRERRPRERRBRRERRPRERRPRRRERRERRRREPRR

[cNoNoNoNoNoNoNoNoNoNo N
[cNoNoNoNoNoNoNoNoNoNoNe]

el
NN -
=3

127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.

o
]

[oNoNoNoNoNoNoNoNoNoNoNo Ry
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNooNoNoNoNoNoNoNoNoNoNoNoloNoNoNoNoNoloNolNoNoNoN 3

=
M -
e RcEoNoNoNoNoNoNoNoNoNoNoNly

=
N
]

127.
127.
127.
127.
127.
127.

=
N
[cNoNoNoNoNoNoNoNoNoNoNoNoRR]

[oNoNoNoNoNoNoNoNoNoNoNoNo)

el
NN -
=3

127.
127.

=)

[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo N1
[l ol ol oMo No Mo No NoNoNoNo No Mo No Mo Nl NN NN N o No Mo lo Mo NoNoNoNoNoNoNo)

>
o
o
1
]
0
n

:51538
:56556
:56558
:56559
:56570
:56714
:56719
:56721
:578u2

162787
:56770
149810
149809

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED




image8.png
C:\Users\arik@>mkdir Project_Backup

C:\Users\arik0>dir
Volume in drive C is Windows

Volume Serial Number is FUUB-1A4A
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PS C:\WINDOWS\system32> sfc /scannow
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 106% complete.

Windows Resource Protection did not find any integrity violations.
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PS C:\WINDOWS\system32> chkdsk C: /f
The type of the file system is NTFS.
Cannot lock current drive.

Chkdsk cannot run because the volume is in use by another
process. Would you like to schedule this volume to be
checked the next time the system restarts? (Y/N) y

This volume will be checked the next time the system restarts.
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PS C:\WINDOWS\System32> net user arik@

User name

Full Name

Comment

User's comment
Country/region code
Account active
Account expires

Password last set
Password expires
Password changeable
Password required

User may change password

Workstations allowed
Logon script

User profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group memberships

arike
Yaroslav Tsirul

000 (System Default)
\CH
Never

08.10.2025 21:32:01
Never

08.10.2025 21:32:01
\CH

\CH

ALl

Never
ALl

*Administrators
*None

The command completed successfully.

*Users
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PS C:\WINDOWS\System32> whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

Shut down the system Disabled

SeShutdownPrivilege

SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeIncreaselWlorkingSetPrivilege Increase a process working set Disabled

SeTimeZonePrivilege : Change the time zone Disabled
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PS C:\WINDOWS\SysEem32> schtasks /auery

Folder: \

TaskName Next Run Time Status
1GoAud1oTaskSess1on N/A D1sabled
NahimicTask32 N/A Running
NahimicTaskéu N/A Running
NVIDIA App SelfUpdate_{B2FE1952-0186-U46C N/A Ready
OmApSvcBroker N/A Disabled
OneDC_Updater N/A Disabled

OneDrive Per-Machine Standalone Update T 29.604.2026 22:45:51 Ready
OneDrive Reporting Task-S-1-5-21-3830520 29.04.2026 23:27:45 Ready
OneDrive Startup Task-S-1-5-21-383052023 N/A Ready

Folder: \GoogleSystem
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available

Folder: \GoogleUser
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently ava1lable at your access level.

Folder: \Microsoft
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently ava1lable at your access level.

Folder: \Microsoft\Office
TaskName Next Run Time Status
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user@linux123:~/Desktop$ uname -a
Linux linux123 7.0.0-14-generic #14-Ubuntu SMP PREEMPT_DYNAMIC Mon Apr 13 11:09:53 UTC 2026 x86_64 GNU/Linux




image15.png
user@linux123:~/Desktop$ uptime
©1:59:52 up 3 min, 1 user, load average: 1.74, 2.07, 0.91
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user@linux123:~/Desktop$ ps -aux

USER PID %CPU WMEM  VSZ  RSS TTY STAT START  TIME COMMAND
root 1 2.1 0.4 25752 16936 ? Ss  01:56 0:05 /usr/lib/syst
root 2 0.0 0.0 o 67 s 01:56 [kthreadd]
root 3 0.0 0.0 6 o7 s 01:56 [pool_vorkque
root 4 0.0 0.0 o o2 I<  01:56 [kworker /R-rc
root 5 0.0 0.0 o o2 I<  01:56 [kworker /R-sy
root 6 0.0 0.0 o o2 I<  01:56 [kworker /R-kv
root 7 0.0 0.0 o o2 I<  01:56 [kworker /R-s1
root 8 0.0 0.0 o o2 I<  01:56 [kworker /R-ne
root 9 0.0 0.0 6 o7 I 01:56 [kworker/0:6-
root 10 0.1 0.0 o o2 I<  01:56 [kworker /0:6H
root 1 0.0 0.0 6 o7 I 01:56 [kworker/0:1
root 12 0.0 0.0 6 o7 I 01:56 [kworker /u44:
root 13 0.0 0.0 o o2 I<  01:56 [kworker /R-mm
root 14 0.0 0.0 6 o7 S 01:56 [ksoftirqd/e]
root 15 0.5 0.0 6 o7 I 01:56 [rcu_preenpt
root 16 0.0 0.0 6 o7 s 01:56 [rcu_exp_par_
root 17 1.3 0.0 6 o7 S 01:56 [rcu_exp_gp_k
root 18 0.0 0.0 6 o7 S 01:56 [migration/e]
root 19 0.0 0.0 6 o7 S 01:56 [kprobe-optin
root 20 0.6 0.0 6 o7 S 01:56 [idle_inject/
root 21 0.6 0.0 6 o7 S 01:56 [cpuhp/e

root 22 0.6 0.0 6 o7 S 01:56 [cpuhp/1

root 23 0.6 0.0 6 o7 S 01:56 [idle_inject/
root 24 0.0 0.0 6 o7 S 01:56 [migration/1
root 25 0.0 0.0 6 o7 s 01:56 [ksoftirqd/1
root 26 0.2 0.0 6 o7 I 01:56 [kworker/1:6-
root 27 0.0 0.0 o o2 I<  01:56 [kworker /1:6H
root 28 0.6 0.0 6 o7 s 01:56 [cpuhp/2

root 29 0.6 0.0 6 o7 S 01:56 [idle_inject/
root 30 0.6 0.0 6 o7 S 01:56 [migration/2]
root 31 0.6 0.0 6 o7 s 01:56 [ksoftirqd/2]
root 32 0.6 0.0 6 o7 I 01:56 [kworker/2:6-
root 33 0.0 0.0 o o2 I<  01:56 [kworker /2:6H
root 34 0.6 0.0 6 o7 s 01:56 [cpuhp/3

root 35 0.6 0.0 6 o7 S 01:56 [idle_inject/
root 36 0.6 0.0 6 o7 S 01:56 [migration/3]
root 37 0.6 0.0 6 o7 s 01:56 [ksoftirqd/3]
root 38 0.6 0.0 6 o7 I 01:56 [kworker/3:6-
root 39 0.0 0.0 o o2 I<  01:56 [kworker /3:6H
root 49 0.6 0.0 6 o7 s 01:56 [cpuhp/4;

root 41 0.6 0.0 6 o7 S 01:56 [idle_inject/
root 42 0.6 0.0 6 o7 S 01:56 [migration/4
root 43 0.0 0.0 o 07 S 01:56 [ksoftirqd/4;
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i
4940 user 20 0 9063212 558376 239984 S 106.5 16.1 3 gnonme-shell
6486 user 20 0 5368516 447952 190040 S 20.5 12.9 @ ptyxis
166 root 20 0 [} [l eI 0.3 0.0 0 kuorker /us3:2-events_unbound
752 root 20 0 [l (] 0TI 0.3 0.0 0: kuorker /us4:1-events_unbound
1 root 20 © 25752 16936 11724 S 0.6 0.5 O: systend
2 root 20 0 [l [} s 0.0 0.0 0: kthreadd
3 root 20 o0 [} [} 65 0.0 0.0 0: pool_vorkqueue_release
4 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /R-rcu_gp
5 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /R-sync_uq
6 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /R-kvfree_rcu_reclain
7 root 0 -20 [} [} 0T 0.0 0.0 0 kuorker /R-slub_flushwq
8 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /R-netns
16 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /0:6H-kblockd
11 root 20 0 [} [} eI 0.0 0.0 0: kuorker /0:1-rcu_gp
12 root 20 o0 [} [} 0T 0.0 0.0 0 kuorker /u44:0-ipv6_addrconf
13 root 0 -20 [} [} 6T 0.0 0.0 0 kuorker /R-mn_percpu_wq
14 root 20 0 [} [} 65 0.0 0.0 0: ksoftirqd/o
15 root 20 0 [} [} eI 0.0 0.0 0: rcu_preempt
16 root 20 0 [} [} s 0.0 0.0 0: rcu_exp_par_gp_kthread_worker/@
17 root 20 0 [} [} 65 0.0 0.0 0: rcu_exp_gp_kthread_worker
18 root rtoo [} [} 65 0.0 0.0 0: migration/o
19 root 20 0 [} [} 65 0.0 0.0 0: kprobe-optinizer
20 root -510 [} [} 65 0.0 0.0 0: idle_inject/e
21 root 20 0 [} [} 65 0.0 0.0 0 cpuhp/6
22 root 20 0 [} [} 65 0.0 0.0 0: cpuhp/1
23 root 510 [} [} 65 0.0 0.0 0: idle_inject/1
24 root rtoo [} [} 65 0.0 0.0 0: migration/1
25 root 20 0 [} [} 65 0.0 0.0 0 ksoftirqd/1
26 root 20 o0 [} [} 0T 0.0 0.0 0 kuorker /1:0-mm_percpu_wq
27 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /1:6H-kblockd
28 root 20 0 [} [} s 0.0 0.0 0: cpuhp/2
29 root 510 [} [} 65 0.0 0.0 0: idle_inject/2
30 root rtoo [} [} 65 0.0 0.0 0: migration/2
31 root 20 0 [} [} 65 0.0 0.0 0: ksoftirqd/2
34 root 20 0 [} [} 65 0.0 0.0 0: cpuhp/3
35 root 510 [} [} 65 0.0 0.0 0: idle_inject/3
36 root rtoo [} [} 65 0.0 0.0 0 migration/3
37 root 20 0 [} [} 65 0.0 0.0 0: ksoftirqd/3
38 root 20 0 [} [} eI 0.0 0.0 0: kuorker /3:0-cgroup_free
49 root 20 0 [} [} s 0.0 0.0 0: cpuhp/4
41 root 510 [} [} 65 0.0 0.0 0 idle_inject/4
42 root rtoo [} [} 65 0.0 0.0 0 migration/4
43 root 20 o0 [} [} 65 0.0 0.0 0: ksoftirqd/4
45 root 0 -20 [} [} eI 0.0 0.0 0: kuorker /4:6H-kblockd
46 root 20 0 [} [} s 0.0 0.0 0: cpuhp/s
47 root 510 [} [} 65 0.0 0.0 0: idle_inject/s
48 root rtoo [} [} 65 0.0 0.0 0: migration/s
49 root 20 0 [} [} 65 0.0 0.0 0: ksoftirqd/s
52 root 20 0 [} [} 65 0.0 0.0 0

cpuhp/6
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user@linux123:~/Desktop$ ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOHN group default qlen 1000
Tink/loopback 66:00:60: 0 brd 00:60:00:00:00:00
inet 127.0.6.1/8 scope host lo
valid_Lft forever preferred Lft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred Lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:80:5a:ff brd ff foff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enpos3
valid_Lft 85843sec preferred_Lft 85843sec
inet6 fd17:625c:f037:2:200:27ff:fes0:5aff/64 scope global dynamic noprefixroute
valid_Lft 85955sec preferred_Lft 13955sec
inet6 feso::a00:27ff:fes0:5aff/64 scope link noprefixroute
valid_lft forever preferred 1ft forever
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user@linux123:~/Desktop$ 1s -lash
total 8.8K

druxr-xr-x 2 user user 4.6K Apr 29 80:35 .
drwxr-x- 15 user user 4.0K Apr 29 01:58 .
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user@linux123:~/Desktop$ chmod 755 script.sh
user@linux123:~/Desktop$ s -1
total @

-rUXT-Xr-X 1 User user © Apr 29 62:09 script.sh
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:~[Desktop$ df -hT

user@linux123

Filesysten ~ Type  Size Used Avail Use% Mounted on

tpfs tmpfs  680M 2.1M 678M 1% /run

[dev/sdaz extd 256 6.4G 176G 28% /

tpfs tmpfs 176 0 1.7G 0% /dev/shm

none tmpfs  1.0M 0 1.4 0% /run/credentials/systend-journald.service
tnpfs tmpfs  1.76 8.0K 1.7G 1% /tmp

none tmpfs  1.0M 0 1.4 0% /run/credentials/systend-resolved.service
LTnux_all vboxsf 929G 624G 366G 68% /media/sf_LInux_all

tpfs tmpfs  340M 88K 346M 1% /run/user/1600

/dev/sro 1509660 51M 51M  © 100% /run/media/user/VBox_GAs_7.2.6
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user@Linux123:~/Desktop$ grep "error” /var/lod/sislog
grep: /var/lod/sislog: No such file or directory
user@linuxiz3:~/Desktop$ journalactl grep "error”
Comnand ' journalactl' not found, did you mean

comnand ' journalctl' from deb systend (259.5-6ubuntu3)
Try: sudo apt install <deb name>
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user@linuxi23:~/Desktop$ sudo adduser Student
New password:
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
passwd: password updated successfully
changing the user information for Student
Enter the new value, or press ENTER for the default
FULL Name []: 123
Roon Number []: 123
vork Phone []: 123
Hone Phone []: 123
other []: 123
Is the information correct? [v/n] 123
user@linux123:~/Desktop$ sudo adduser Student
fatal: The user ‘Student’ already exists.
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user@linux123:~/Desktop$ id Student
uid=1001(Student) gid=1601(Student) groups=1601(Student),166(users)
user@linux123:~/Desktop$
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user@linux123:~/Desktop$ crontab -1
no crontab for user
user@Linux123:~/Desktop$ [
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B New Text Document.md data.sqlite New Text Document.txt passwords.txt

File Edit  View

@echo off

echo Starting System Audit...
ipconfig /flushdns

tasklist /fi "memusage gt 100000"
echo Audit Complete.

pause|
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Dt =

Windows IP Configuration

Successfully flushed the DNS Resolver Cache.

Image Name PID Session Name Session# Mem Usage
Secure System 428 Services ¢} 113 480 K
Memory Compression 3852 Services 0 1 091 452 K
NortonSvc.exe 4692 Services [¢] 143 140 K
GameManagerService3.exe 8556 Services [¢] 167 usu K
aswEngSrv.exe 2964 Services ¢} 185 336 K
dwm.exe 1960 Console 6 220 360 K
explorer.exe 16416 Console 6 355 680 K
NVIDIA Overlay.exe 12232 Console 6 130 740 K
svchost.exe 2468 Console 6 195 720 K
StartMenuExperienceHost.e 25044 Console 6 156 608 K
SearchHost.exe 16800 Console 6 140 592 K
msedgewebview2.exe 6940 Console 6 114 528 K
msedgewebview2.exe 16580 Console 6 102 240 K
PhoneExperienceHost.exe 20060 Console 6 293 572 K
TextInputHost.exe 20348 Console 6 234 356 K
VirtualBox.exe 25980 Console 6 113 604 K
OneDrive.exe 30996 Console 6 218 388 K
RazerAppEngine.exe 16612 Console 6 131 792 K
OneDrive.Sync.Service.exe 13748 Console 6 119 400 K
wallpaper6d.exe 20196 Console 6 172 132 K
chrome.exe 12124 Console 6 330 856 K
chrome.exe 30400 Console 6 209 124 K
chrome.exe 24368 Console 6 165 896 K
chrome.exe 9088 Console 6 216 440 K
chrome.exe 13168 Console 6 459 636 K
chrome.exe 30712 Console 6 113 660 K
chrome.exe 24376 Console 6 196 268 K
chrome.exe 22228 Console 6 168 688 K
chrome.exe 20056 Console 6 208 940 K
chrome.exe 32020 Console 6 127 476 K
DCv2.exe 8308 Console 6 107 008 K
chrome.exe 22180 Console 6 108 9u4 K
chrome.exe 27860 Console 6 105 796 K
chrome.exe 18976 Console 6 137 308 K
chrome.exe 32432 Console 6 130 500 K
WhatsApp.Root.exe 2296 Console 6 220 796 K
chrome.exe 11328 Console 6 103 996 K
msedge.exe 25084 Console 6 116 728 K
VirtualBoxVM.exe 24192 Console 6 4 u48l 664 K
WINWORD.EXE 13024 Console 6 508 924 K
ShellExperienceHost.exe 22172 Console 6 114 576 K
chrome.exe 20228 Console 6 183 104 K
ShellHost.exe 2808U Console 6 151 172 K
Notepad.exe 15320 Console 6 209 352 K
WindowsTerminal.exe 21660 Console 6 119 980 K

Audit Complete.
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Disk usage is normal: 28%
user@Linux123:~/Desktop$ [
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[ Manager Q  Type a name, put

= Processes
g 7% | 7 62% 3% 0%
Name Neld CPU Memory Disk Network
> 12 VirtualBox Virtual Machine (3) 53% 42481 .. 7.5 MB/s 0 Mbps
D > @ Google Chrome (52) (5] 01% 23648.. 01MB/s 01Mbps
P ¥ Desktop Window Manager 01%  2426MB 0 MB/s 0 Mbps.
> . Microsoft Word 0% 236,4 MB 0MB/s 0,1 Mbps
& > Q Search(7) (5] 0% 141,0MB 0,1 MB/s 0 Mbps
> (%) RazerAppEngine (9) 0% 1167MB 0,1 MB/s 0 Mbps.
¥ Secure System 0% 1108 MB 0 MB/s 0 Mbps.
a > [@ WhatsApp (8) (5] 0%  1055MB 0 MB/s 0 Mbps.
> @&l Task Manager 01% 89,0 MB 0 MB/s 0 Mbps
P Microsoft OneDrive 0%  83MB  01MB/s 0,1 Mbps
Norton Antivirus engine server 0%  806MB  0,1MB/s 0 Mbps.
> & NVIDIA App (5) 0% 70,2 MB 0 MB/s 0 Mbps
¥ Windows Audio Device Graph... 0%  67,5MB 0 MB/s 0 Mbps.
P Windows Explorer 01%  642MB  01MB/s 0 Mbps.
> W Phone Link (2) 0,8% 59,5 MB 0 MB/s 0 Mbps
B SteelSeries Engine 0%  572MB 0 MB/s 0 Mbps.

@ Microsoft OneDrive Sync Servi... 0%  572MB 03MB/s  OMbps
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