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[bookmark: _Toc97807171]Task 1 - Building a virtual LAN using 2 type 2 hypervisor management software.


[bookmark: _Toc97807172]Objectives
A. Use Type 2 hypervisor as Oracle VirtualBox to create disconnected virtual networks.
B. The network will comprise of two Windows Servers, each with their own private LAN with a client machine running windows 10. 
C. Test connectivity using Pings

[bookmark: _Toc97807173]Task brief
In this task, 4 virtual machines are required. Server 1 and Sever 2 will deploy windows server 2019 essentials via a non-core install (GUI.) Client 1 and Client 2 will run windows 10 OS, and will connect to Sever 1 and Server 2 respectively using private virtual LANs.

1.1. [bookmark: _Toc97807174]VM Creation and OS Installation
1.1.1. [bookmark: _Toc97807175]Server 1
[image: ]
Creation of Server 1. Server 1 will be connected to the public network and private network 1. Server 1 will run windows server 2019.

[image: ]
Selecting 4GB of RAM memory, this is enough to run multiple programs alongside each other.
[image: ]
Creating a new virtual hard disk, this is because there isn’t as existing hard disk as the machine is newly set up.

[image: ]
Selecting Dynamically allocated to prevent bottlenecking in VM VirtualBox.

[image: ]
Server 1 has now been created.

[image: Graphical user interface, text, application

Description automatically generated]
Downloading Windows server 2019 essentials on to Server 1.

[image: ]
Installing windows server 2019 essentials on Server 1, with UK time zone, keyboard, etc.



1.1.2. [bookmark: _Toc97807176]Client 1
Client 1 creation is near identical to Server 1 set up, except OS version on Client 1 is windows 10.
[image: ]
Floppy disk is not necessary, therefore is unselected. System boot order will now prioritize optical and hard drive boot ups. 
[image: ]
Downloading Windows 10 OS onto Client 1.

[image: ]
Installing of windows 10 on Client 1.

1.1.3. [bookmark: _Toc97807177]Cloning
[image: ]
When generating Server 2, Server 1 is cloned. Similarly, Client 1 is also cloned to create Client 2. It is imperative that all adapters have unique MAC addresses because of local area networking protocols, such as address resolution protocol.



1.2. [bookmark: _Toc97807178]Virtual Network configurations
1.2.1. [bookmark: _Toc97807179]Public network
[image: ]
Creating an internal network, Public Network, for Server 1 and Server 2 to access.

On server 1, network connections, changing adaptor options:[image: ]
Renaming network to “Public Net” for clarity.

[image: ]
Accessing IPv4 address.
[image: ]
Entering the desired IP address and subnet mask for Server 1 on the Public network.

[image: ]
Server 2 is similar, with a its unique IP address, and same subnet mask on the public network.

1.2.2. [bookmark: _Toc97807180]Public Network Ping 
[image: ]
To check IP configuration, a ping is sent to server 1 from server 2. The ping received successfully; therefore, both servers are successfully connected to the public network.

1.2.3. [bookmark: _Toc97807181]Private network
[image: ]
Similarly, to the public network, another internal network is set up. Both Server 1 and Client 1 will be connected to Private network 1. This is set up similarly to the public network.


[image: ]
Server 1 is connected to private network 1 with a unique IP address and a subnet mask.

[image: ]
Client 1 is also connected to private network 1 with its unique IP address and the same subnet mask.

Private network 2 is set up in the same way with connection to Server 2 and Client 2 only.


1.2.4. [bookmark: _Toc97807182]Private Network Ping
[image: ]
Client 1 sends a ping to Server 1 and successfully receives 100% of packets, meaning connection is established.

[image: ]
However, as expected, Client 1 blocks the ping from Server 1 due to the firewall.
[image: ]
Here the firewalls are currently on.

[image: ]
Here the firewalls have now been disabled. This is usually not recommended, but due to the privacy of this internal network, and as this machine is not going to be used as a typical PC, it is acceptable.
[image: ]
Therefore, the ping from Server 1 to Client 1 is now 100% successful.

Nat is used to help mask the private IP address and allows communications with the internet. We did not use Nat because our virtual machines are not connected to the internet, rather than building an internal network with our own constraints using internal network.



Similarly, Private network 2 is set up the same as Private network 1.
[image: ]
Client 2 can successfully ping Server 2. As above, Server 2 loses all ping packets sent to Client 2 due to Client 2’s fire walls.
After turning the firewall off on client 2:
[image: ]
Server 2 can now ping Client 2 100% successfully.


[bookmark: _Toc97807183]Task 2 - Deploying a network directory service and creating and understanding active directory network objects.
The Active Directory is assigned to Server 2.

[bookmark: _Toc97807184]Objectives
A. Deploy the Microsoft Active Directory Network Directory Service
B. Understand essential network directory objects
C. Add an additional ‘failsafe’ admin account with account parameters and object attributes


2.1. [bookmark: _Toc97807185]Pre-requisite
[image: Graphical user interface, application

Description automatically generated]
Here it is clear that no DNS server is currently set up.



[image: Graphical user interface, text, application

Description automatically generated]Additionally, the firewall is visibly off.

[image: Graphical user interface, application

Description automatically generated]
Server 2, the active directory, has now been names as above for clarity.

[image: Text

Description automatically generated]
Host name has updated successfully.


[image: Graphical user interface, application

Description automatically generated]
Client 2 has also been renamed, as above, for clarity.




2.2. [bookmark: _Toc97807186]Deploying active directory as a role or feature based installation
[image: Graphical user interface, text, application

Description automatically generated]
DNS installation set up begins with selecting role-based or feature-based installation.
[image: Graphical user interface, text, application, email

Description automatically generated]
Selecting Server 2 as the destination.

[image: Graphical user interface, text, application

Description automatically generated]
Selecting active directory domain server (ADDS) as the server role.



[image: Graphical user interface, text, application

Description automatically generated]
A summary of the selection and beginning of installation.

[image: Graphical user interface, text, application

Description automatically generated]
A new forest is required, with the root domain name as “nosstask.msft”.


[image: Graphical user interface, text, application

Description automatically generated]
Both function levels are Windows server 2016, DNS server and GC are checked on, and a secure password is created. 
The default options were kept on the paths window. 
[image: Graphical user interface, text, application, email

Description automatically generated]
No changes were made on the review options page.
[image: Graphical user interface, text, application, email

Description automatically generated]
The above errors were not a concern and therefore the ADDS was then installed.


2.3. [bookmark: _Toc97807187]Creating user account objects using active directory users and computers snap-in console
[image: Graphical user interface, text, application

Description automatically generated]
The Domain controllers show Server 2, the ADDS, is listed as a nosstask.msft domain controller.
[image: Graphical user interface, text, application

Description automatically generated]
Currently, the only Admin user (with unrestricted access) is the admin.

[image: Graphical user interface, application

Description automatically generated]
Creating a new user account for Taylor Hodges @nosstask.msft. this will be the failsafe admin account.
[image: Graphical user interface, text, application

Description automatically generated]
This account has “user must change password on next login” checked off, and 2password never expires” checked on. User account has now been created.


Add new user to domain admin members: when viewing properties of admin group, the members tab showed there was only the admin. new user, Taylor, was added by search and was found.

2.4. [bookmark: _Toc97807188]Object attributes of interest
[image: Graphical user interface, text, application

Description automatically generated]
New user is now visible in admin members.

[image: Graphical user interface, application

Description automatically generated]
New account can sign in on server 2.


[image: Chart, waterfall chart

Description automatically generated]
User logon hours have only been permitted for this user between 10 am and 3 pm on Monday – Thursday, excluding 11 am – 12pm weekdays.

[image: Graphical user interface, text, application

Description automatically generated]
User also cannot change password as a security measure enforced at network admin level.


2.5. [bookmark: _Toc97807189]Adjoining the domain and testing user logins
[image: Graphical user interface

Description automatically generated with medium confidence]There are no computer accounts created for either client workstations.


[image: Graphical user interface, application

Description automatically generated]
Creation of a new computer, account name WS1-NWT, in domain nosstask.msft.

[image: Graphical user interface, text, application

Description automatically generated]
Confirmation of new account creation

[image: Graphical user interface, application

Description automatically generated]
Server 2 admin user, Taylor, can now login on Server 2 and Client 2.


[image: A screenshot of a video game

Description automatically generated with medium confidence]
Finally, the standard user account cannot sign into Server 2 as they do not have privileges to sign in here.


[bookmark: _Toc97807190]Task 3 – Observations (1500 words)

[bookmark: _Toc97807191]3.1. Hypervisors
Hypervisor is the way virtualization is hosted. This can be hosted on a standard PC, virtual machine, on the cloud, or on a dedicated machine or set of machines [1].

[bookmark: _Toc97807192]3.1.1. Type 1
Type 1 hypervisor are “run directly on the system hardware” [1] and are hosted on a dedicated machine such as a ‘Blade server’, or via the cloud on another dedicated machine such as Azure. 
A benefit of type 1 is that each virtual machine interacts directly with the RAM, this RAM is large and powerful meaning the virtual machines can run quicker [2].  
Unfortunately, this can be very costly, tens of thousands of GBP to construct the host machine and its content of RAM. Additionally, there is an elevated level of skill required to set up and maintain these dedicated machines, hence why most users do not choose to set up their own. 
Examples of type 1 hypervisor include: MS Hyper-V, Citrix Zen, and Azure.

[bookmark: _Toc97807193]3.1.2. Type 2
Type 2 hypervisor are stored on virtual machine software. 
This type of hypervisor is popular because the software is free and easy to install and use with no learning curve: “thus increasing the ease of system management.” [3]
On the other hand, these virtual machines compete for usage of the machines RAM with the OS and other machine programs, this makes them less powerful and slower. Furthermore, these can be less reliable as they rely on one host machine, which could lose the virtual machine data, and due to large file sizes backups are slow.
An example of type 2 hypervisor is Oracle VM VirtualBox.



[bookmark: _Toc97807194]3.2. Cloud Computing
Cloud computing the action of using, storing, accessing and other uses of data stored over the internet [4]. This method is typically used by large enterprises to offset resources; data is accessed online, whilst being stored in large data centres owned and rented by vendors such as MS Azure, Amazon Web Services, Google Cloud Platform.
Cloud computing has many uses especially for use of a devoted machine, its power and platform for networks, storage, programs, etc. 
There are various applications for cloud computing services such as, but not limited to:
· Software-as-a-Service (SaaS), e.g., Google Docs.
· Platform-as-a-Service (PaaS), e.g., IBM Cloud.
· Infrastructure-as-a-Service (IaaS), e.g., Microsoft Azure, Amazon Web services.
· Function-as-a-Service (FaaS), this is where hardware is only used and charged for when the program/file is executed. E.g., OpenFaaS.
Some benefits of cloud computing include: 
· Risk is offset to cloud provider, and their duty to secure their customer’s data.
· Users do not have to be an expert in how the cloud works.
· Organisations do not require expensive data centres or storage of data and backups, therefore lowing IT costs [5].
· High speed deployment
· Unlimited storage capacity
· Collaboration on work between employees
Despite these benefits and many more, there are still some drawbacks of them. Firstly, this is a paid service, there is additional risk of trusting a third party with classified data, some skills are required to use service, technical issues can lead to additional down time when severs or the internet goes down and no data can be accessed [6].



[bookmark: _Toc97807195]3.3. Domain Name System (DNS)
The DNS is referred to as “the phonebook of the Internet,” [7] in other words, it a name resolution system directory responsible for exchanging a websites memorable domain name, for its lesser known, corresponding IP address [8] [9].
[image: See the source image]
[bookmark: _Toc97807167]Figure 1: [10] DNS server diagram
As Figure 1 shows, the user searched the domain name. This request is sent to the DNS which returns the corresponding IP address to create a HTTP request, and providing an established internet connection, the HTTP response louds the website.
“Active Directory Domain Services (AD DS) is built on DNS” [11] AD uses DNS to power name resolution services for users to locate domain controllers and resources and communicate across a private network [12].


[bookmark: _Toc97807196]3.4. Critical Roles of Feature Based Installation
[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Toc97807197]3.4.1 Hyper-V
Hyper-V is Microsoft’s own hybrid hypervisor software platform, it “lets you run multiple OS as virtual machines on Windows.” [13] Hyper-V create software versions of a computer, called a virtual machine; it can also create e many more components including Operating Systems, hard drives, network switches, servers, etc [14]. 
Each virtual machine is isolated to its own location; therefore these machines can run in parallel without interrupting each other, and this means if one virtual machine crashes, it does not affect others [15]. 
[image: See the source image]
[bookmark: _Toc97807168]Figure 2: [15] Visualisation of the External Hyper-V Virtual Switch.



[bookmark: _Toc97807198]3.4.2 Dynamic Host Configuration Protocol (DHCP) Server
DHCP is a network management protocol that runs between client and server to automatically assign and maintain unique IP addresses, subnet masks, default gateway, DNS server, etc. [16] [17].
To configure an IP address for a machine that does not have one, the following four steps are taken between the machines and the DHCP server:
1. DHCPDiscover – looks for DHCP server. The machine sends out a broadcast message to all devices on the network looking for the DHCP server. Any devices that are not the DHCP server, drop the message.
2. DHCPOffer – The DHCP server offers an available address [18]. This address is sent out to the host. The first address the host receives, will be selected for its IP address.
3. DHCPRequest – The host requests to lease this address.
4. DHCPPACK – The DHCP server sends the IP address, subnet mask, default gateway and DNS server to the host. The least IP addresses are recorded on the DHCP server with their IP address, MAC address and lease expiration [18].
[image: See the source image]
[bookmark: _Toc97807169]Figure 3: [19] the DHCP server automatically assigns IP addresses form the available pool to required machines



[bookmark: _Toc97807199]3.5. Terminologies

[bookmark: _Toc97807200]3.5.1. Packet Internet Groper (Ping)
A ping an Internet control messaging protocol that tests connectivity and determines latency, or the amount of time taken for TCIP payloads to be sent across a network to another machine and returned [21]. 
Minimal latency means data transfer is prompt, and all data packets were received successfully. If pings are lost, it is likely that one or both participants are not connected to the network or are blocking communications.

[bookmark: _Toc97807201]3.5.2. Server management
[image: Graphical user interface, text, application

Description automatically generated]
The server manager is the hub of functionality, used to add and maintain roles and features to servers and is responsible for maintaining peak performance of servers. E.g., in the practical, server manager was used to install the active directory on to a server.
The server manager also manages hardware, software, security, and backups [22].

[bookmark: _Toc97807202]3.5.3. Firewall
Firewalls control the access of traffic through ports to and from a device, like a security guard. Usually, most traffic flows from the device to the network, with minimal traffic in return: “There's rarely any legitimate reason for other devices to need to connect to your device, or home network, unsolicited” [23] 

[bookmark: _Toc97807203]3.5.4. PAE/NX
PAE (Physical Address Extension) is the VirtualBox setting for optimizing host CPU access, it allows the virtual machine to utilise the hardware of the host machine, therefore increasing the bit process or enabling the use of more RAM and giving the virtual machines higher priority over other background programs. 
“OSes, such as Ubuntu Server, require PAE support from the CPU and cannot be run in a virtual machine without it.” [24]

[bookmark: _Toc97807204]3.5.5. Out-of-box experience (OOBE)
OOBE is a vanilla/fresh installation of a windows OS with no data, profiles, or customised settings; the machine is set up as a new installation. As part of this new installation, the user is presented with a series of screens with set up options, set up account or login, requiring acceptance of the terms and conditions, connection to the internet, etc [25].


[bookmark: _Toc97807205]3.6. Reflection
During the practical element of this project, the writer of this report set up four virtual machines, two servers connected through a public network, and two clients each connected with a private network to their respective server.
This process used type 2 hypervisor in the form of Oracle VM VirtualBox. This process came with a learning curve; however, the interface was simple, and learning was quick. Some minor user errors were occurred such as naming machines and accounts incorrectly and not selecting the correct windows OS for the servers; however, the issues were cosmetic, and did not influence the practical.
There were three LANs connected to various machines, to work with this as smoothly as possible, all connected LANs were named accordingly for clarity: PublicNet, PrivateNet1, PrivateNet2. The writer of this report acclaims this small step as it removed confusion on machines connected to multiple networks.
All machines had an OS set up for them. Client machines ran Windows 10 OS, one of the most recent Windows Oss, this was fine, however, there may have been more customisation available on machines running windows 7. On the other hand, Servers ran Windows Server 2019; while I have not used any other Windows server, I did find this edition simple enough to use and rather quick being one of the latest of Windows server OSs.
Additionally, the writer also first encountered server manager and the Roles and Features available; the practical use and set up of AD and DNS was a new process, and was complicated, however, no problems were encountered during this set up.
Finally, the few issues encountered during this project were mostly due to lack of permissions and were simple top resolve. One example of this is when the Client 1 firewall was blocking pings from Server 1, rectified by turning the firewall off.
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