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Worksheet 1
Task 5: Additional Observation Tasks: 
· Ensure these tasks are answered in appropriate detail and the sources and source materials are referenced using the IEEE Referencing system.

Identify the benefits of Type 1 Hypervisor software services and briefly evaluate some suitable products. 
Type 1 hypervisors allow one to run one or more operating system instances of the same or differing types pretty much on the ‘bare metal’ meaning with only a skeletal software system providing the necessary, very thin layer of abstraction and mediation between the host hardware and the hosted Operating System(s) (OS(s). Thus, they can run pretty much as quickly as a directly installed OS. One could run instances of Window and a Linux distro simultaneously, or two or three Windows instances of the same or differing flavours, as is called for in these exercises or throw Mac OSX or a flavour of BSD into the mix all of these could be run at the same time and networks created between them, if that was wanted.
Also, since this software layer presents an emulation of a hardware environment to the hosted OS,  the layer of abstraction can be mediating to various different underlying hardware configurations and making them look like ‘a host machine’ to a hosted OS or connected system of OSs [1], For example, this researcher understands from conversations with staff at this university that the VMM being used for this module runs on a failover cluster called Tesla, which is a system of two interconnected machines called Von Neumann and Babbage. This complexity is hidden from the software systems running in the hypervisor.
Due to the level of control over the environment in which a host OS runs, software can be better isolated for safety reasons and examined. Critical operations can be kept compartmentalised and relatively safer from attack. Of course there is the possibility of an attack on the VMM software itself [1].
The hypervisor being used for this module is Microsoft’s Virtual Machine Manager. Other products are:
Xen Hypervisor – this is an open source project of the Linux Foundation [2] which has the ability to run on a wide range of physical architectures and to run a wide range of Oss including all of the *nixes [1]. It’s website claims the security of its environments as a key strength due to a number of their technologies. They say its been used to uncover ‘military grade cyber weapons’ [2]
KVM – is another open source project that can run multiple Oss in parallel. It is partly based on a module for the Linux kernel. [3] It has a long list of features. Their FAQ states that because KVM is part of the Linux kernel, it can use kernel level components such as the scheduler and memory management, making it lighter that Xen, which they describe as being an ‘external hypervisor’, taking control of the host machine. Unsurprisingly it only runs on the Linux kernel. Also it only runs on a limited set of architectures[4].
VMware vSphere– This is owned by Dell [5], so is a very mainstream, closed source technology offering a number of different packages with varying price tags. It runs Windows as well as well as Linux and can run multiple instances of the same or different Oss in parallel.
Microsoft Windows Server 2012 Hyper-V - 


Define the role of Routers in the Network Architecture, what types can be used?
Network traffic consists of packets consisting of a header containing 1) the information needed to route information from destination to source and 2) a payload of data. Routers direct network traffic from one network to another according to the information in the packet headers. They choose the best, most efficient path for the packets to travel according to routing algorithms such as those of Dykstra and others. There are rules to prevent situations like packets being caught in infinite loops, etc.
There are hardware routers which perform routing only and software routers which perform other tasks as well.  Routers are also known as layer 3 switches [6] [7].

Identify and discuss the usage of common Routing Protocols, what are the associated benefits of using Routing Protocols?
Routing protocols such as RIP, IGRP, EIGRP [8], and OSPF [9] give a structure to how routers communicate with one another. They facilitate the transmission of data packets along the internetwork to where they want to go by implementing routing algorithms [10]. They define the steps agreed as a standard for how such communication takes place. Based on this structure, software and hardware can be built to implement network communication.
There are two widely used models defining the layers of encoding and decoding that govern how information is defined into packets, wrapped in the headers needed to direct them where desired and facilitate the conversion of this information into actual electrical or optical pulses that travel on copper or glass fiber and then back into abstract information useful to a receiving computer. These are the OSI Model [11] and the TCP/IP model. Both define series of layers that take data from the applications that originate it and process it through layers that prepare that data for physical transmission [7].
At the receiving end the process is undergone in reverse ending up with data in a form usable to the application which is its intended recipient.
[image: ]The OSI Model will be described here. The TCP/IP model is functionally similar but combines some of the layers together so that they are fewer, but possibly less cohesive. Before these models’ advent, the different vendors had their own bespoke solutions to network communications that could not speak easily to each other. The standardisation of protocols supported by the ISO (International Organisation for Standardisation) solves this problem. Organisations  can develop new solutions, but they have to communicate with the OSI model layers above and below them in a standardised way [11].Figure 1 OSI Model layers and data flow [9]

Each layer does something different. They all wrap the data received from the layer above and add their own header (on the sending side) or unwrap data received from the layer below (on the receiving side) [11]. There are different protocols in use at each layer [12] which are used by the corresponding layer on the complementary process stack . There are many different protocols implemented at the various layers of the OSI model.
However in reality, there seems to be more interconnection and interdependence than fits the OSI Model neatly [13]. For example, the Routing Information Protocol (RIP) runs over UDP, a transport layer protocol. Some authors consider it an application layer protocol although its function is to route packets. It contains information such as the network address of the start of the network, the netmask to indicate network size, the address of the next router on the optimal route and the number of hops necessary to traverse the network [14].

Define the role of Routing Tables, what are they.  Breakdown and analyse the information a Routing Table provides us with.
Routing tables are sets of information (routes) created and updated by routing protocols such as RIP and OSPF (Open Shortest Path First) [15] that hold information about the network IDs in the internetwork [16] [7]. Using the information in these tables routers make decisions about where to send data packets to further them along to their destinations.
Considering the IPv4 routing table shown in the figure below, column names include ‘network destination’, netmask’, gateway and interface.
[image: ]Figure 2 IPv4 routing table for the author's laptop on his home network

Every router has interfaces to at least two network segments. The information in the routing table is used to determine whether the destination is in the network that it has not just received the packet from, or if it must forward it to another router (gateway)possibly to be forwarded on yet again. The network destination column contains IP addresses of the possible destinations on the connected network [15] [7] [17]. The subnet mask provides filtering of the IP address to determine the network ID. The default gateway is the router that functions as a computer’s link with the internet [18]. The metric is a value assigned to a route that represents the cost of using that route. It is determined using a routing algorithm. There are various types of information that it could represent including time delay, hop count or link speed [19].


What is the Subnet Mask, what is the significance of this in the Routing Table?
The subnet mask is a series of 4 decimal numbers separated by dots that are usually 255 or 0 in decimal (base 10). It can also be expressed in binary where the decimal numbers are converted to binary. As the highest number possible in the mask is 255 in decimal, there are 4 times eight bits in a subnet mask. It is used by the router to separate out the network address from host address.
By ‘^’ing (‘and’ing) it with the IP address in binary form, we get the network address [20]. See figure below. 

[image: ]
Figure 3 example of using the subnet mask to obtain the network address from an example IP address [20]
Worksheet 2
Task 6
Observational Tasks:

Q1). Describe (using appropriate illustrations) how the ARP process operates in Networking Contexts?

ARP or Address Resolution Protocol resolves an IPv4 address into a MAC address or physical address. It plays an integral part in sending IP packets over an ethernet network.
When packets are sent from one computer to another via ethernet, the OSI model layer that implements this is the Data Link layer or layer 2. This is only concerned with delivery of a packet on the same subnet:
· from a computer to its default gateway
· from one router to another
· or from the default gateway of the ultimate destination computer to that computer [21].
As the packet makes its way down the OI stack it is wrapped in layer upon layer like a Fabergé egg. At the Data-Link layer, the Layer three (L3) packet is wrapped in an ‘L2 Frame’.  These do not cross network boundaries. In other words, routers do not pass them from one network segment to another. Instead, the frames are unwrapped, the L3 packet header containing the IP address of the data’s true destination is read and use by the router to determine the best next hop for it. It is then wrapped again in a new L2 Frame and sent on its way  [21] [22] [23].

[image: ]So L2 Frames contain the logical (IP) addresses of the packets new source and next destination. To deliver a Frame between devices, L2 Frames need to also contain the source and destination MAC addresses as this is the information actually used for packet transport. Routers maintain ARP tables containing the IP addresses and corresponding MAC addresses of devices they are in direct Figure 4 the ARP table on the author's laptop on his home network

communication with. These are compiled by sending out ARP broadcast requests.
[image: ]If the destination’s MAC address information isn’t in a router’s ARP table, it sends out an ARP request message. ARP messages have a particular format shown in the figure below. For a broadcast, destination MAC address is ff:ff:ff:ff:ff:ff. All machines on the network segment receive it and check if he destination IP address is theirs. If not, they ignore it but the one machine which is a match replies with its MAC address in an ARP reply in the same format but with the OP code field as 2 for reply instead of 1 for request [23]. The necessary information to forward the packet on to the next leg of its journey has been [image: ][image: ]found.Figure 5 Address Resolution Protocol Message Format
Figure 6 role of ARP in IP routing [19]

Q2). What is Packet Filtering? In our context, why is Packet Filtering termed ‘IP Packet’ Filtering? Why would you use Packet Filtering in your Network? What are the perceived benefits?
Packet Filtering is the process of specifying what packets (network traffic) can or cannot gain access to a router and therefore to the network boundary that it controls [24]. It is the job of the firewall and as that name suggests it is a bulwark, a defense. It is used to implement network security policies. The primary goal is to prevent unauthorised access while not hindering authorised access to the network [25] and that is why one would use it in one’s network. Packet Filtering takes place at Level three of the OCI model, which is the Network Layer. The main protocol here is Internet Protocol (IP) and so Packet Filtering is called IP Packet Filtering [26]. Enterprise level firewall rule formulation such as that found on Windows Server 2012 allows fine grained formulation of rules, so Packet Filtering can effectively implement Routing policy.
Q3). Why is it possible for contradictory filters to occur when you use packet filtering? Give an example of a Contradictory Filter:
Inbound and outbound filter rules are set up independently of each other. Placing constraints on their formulation might, for example, prevent guarding against an unforeseen attack vector. It is up to the network administrator to make sure that the rules don’t contradict. An example of contradictory rules might be one rule which disallows all but FTP traffic in over ports 20 & 21 while another allows all but FTP traffic in over ports 20 & 21.
Q4). FTP Server is just one Role/Service we can configure our Server to provide? What other roles can the Server provide that would benefit our Infrastructure in both a local and remote context?
Roles/Services that servers provide include: serving web pages, back up, network controlled storage, email serving, dedicated print service control, database storage and DBMS, domain control, DNS serving, DHCP server, media streaming etc [27]. The author is completing this report at home and doesn’t have access to the server to see what services are in the list.


Worksheet 3
Task 6
Observational Tasks:
Q). Define the role of the DHCP Server in your Network? 
It dynamically assigns IP addresses (from the pool of them that it is allocated) to machines connecting to the network. IP addresses are assigned in a lease system which makes sure that addresses no longer being used are returned to the pool for re-assignment. The lease system can be circumvented where necessary by reserving an IP address for a client machine, say a printer for which a permanent connection is needed. The DHCP server itself must have a statically assigned address [28].
Q). What happens when we have dynamically configured TCP/IP for our NIC, but then consequently cannot contact a DHCP server?
In that case, an address is self-allocated from a range of IP addresses called Automatic Private IP Addresses (APIPA) and broadcast to the network using ARP [29]. If the address picked is already in use locally, the machine using it will send out a packet stating so. Then another address from the range is tried. The range is 169.254.0.1 to 169.254.255.254 [29]. Since an address in this range is only assigned when there has been a failure to communicate with the DHCP server, receiving one is a good indicator that something has gone wrong [30].
Q). Illustrate (with illustrations!!) the 4-stage process involved when DHCP clients look to obtain an IP address via DHCP?
[image: ][image: ]Figure 7 Process of getting an IP address from DHCP [28]
This figure was shamelessly stolen from Dr. Tim Bashford



The acronym DORA is a mnemonic for the DHCP address acquisition process.
· D – DHCP Discover packet. A client requesting an IP address broadcasts one of these (destination address ff:ff:ff:ff) over UDP to indicate it needs an IP address. It then enters a Select state.
· D – One or more DHCP servers are listening for the Discover and respond with a DHCP Offer.
· R - The client receives this (these) and responds with a DHCP Request for (one of) the offered address(es). If multiple offers, the other DHCP servers withdraw their offers upon receipt of the request. They know to do this as the request contains the IP address from the offer from the server selected by the client.
· A – The server broadcasts (the client doesn’t yet have an official IP address to TCP to) a DHCP Ack(nowledgement) of the request. It also assigns DHCP options now. The client can now use the IP address and finish its startup  or continue to use it if the process was for a lease renewal [31].
The Server then considers the IP address assigned and removes it from the pool of free ones  [32]. There are other possible scenarios. The request might be denied by the   server or the offer turned down by the client, both for various reasons [31].



Q). Describe the advantages of using a relay agent. Explain (with descriptions and illustrations) how and why we would setup the Relay Agent on our Router?
As written, the above scenario implies a DHCP server for each subnet as, since they are broadcasts, the DHCP messages won’t be forwarded across subnets (browsers don’t forward broadcasts [33]). An internetwork can be set up so that the DHCP servers are centralised. This becomes possible by setting up a router as a relay agent to forward requests across from the client’s subnet to the one the DHCP server is on. The relay agent forwards the request as a unicast packet. It also includes a field called Gateway IP Address (giaddr) in the DHCP packet. This field lets the DHCP server know which pool to select an IP address from. Because the DHCP server serves multiple subnets, it keeps multiple pools [33].

To set up a relay agent on our router we should:
· open ‘Routing and Remote Access’
· right click on the server nod to configure and enable Routing and Remote Access
· click custom configuration and enable LAN routing
· verify config settings and finish
· start the service
Then install the DHCP relay agent routing protocol:
· open ‘Routing and Remote Access’
·  in the expanded ‘IP config’ node right click the general node
· Select new routing protocol>DHCP relay agent
· Then configure the agents properties with the IP address of all the DHCP servers
Enable the agent on the router interface by:
· opening its ‘Routing and Remote Access’ console
· expanding the IP routing node
· right clicking the DHCP relay agent node > new interface
· select the interface on the subnet that is to be relayed from
· In the DHCP relay properties, select DHCP relay packets checkbox
· Set hop count threshold and boot count threshold values [34]


Worksheet 4
Task 4:
Observational Tasks
Q). What steps does a client take (what is the process involved) when trying to resolve a Name to an IP address?

If the Fully Qualified Domain Name (FQDN) in known, the first step is to check the hosts file, which is a database locally stored, for the appropriate mapping [35]. If its not there, the client can try a series of options each to be tried if the previous doesn’t work. From first to try to last:
Send DNS request >> query NetBIOS >> WINS >> broadcast >> Lmhost File [36]
DNS names are arranged hierarchically. Top level domains are .com, .org, .net, .gov etc. Above these is the root domain.
[image: ]Figure 8 Domain namspace heirarchically diagrammed, another shameless theft [36]



So to take ‘technet.microsoft.com’, .com is the top level domain, the 2nd level domain is .microsoft, then the subdomain is technet [37].
A DNS request, a recursive query, is sent to a DNS Resolver. The recursive nature of the query (it calls itself over and over (obtains referrals) until an answer is returned ) works well with the hierarchical organisation of the domains as it sends the request up to the top of the tree and then it searches down so that the name can be found and then resolved in relatively few steps considering how many DNS  names and IP addresses there are on the internet [38].

Q). Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?
[bookmark: _GoBack]A recursive query is described above. It will only return a definitive answer or an error. An iterative query can return a best guess based on cache or zone data [39].
Q).  Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?

Q).  We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:

(1). What is the exact FQDN for this host.
(2).  Illustrate how the Domain Name System breaks up this FQDN into Host and  
             Domain Namespace.

Q).  Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple 
       zones and how these can be used to manage resource records of domains.  What 
       important factors/characteristics do we need to be aware of?
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Worksheet 2
Task 6: Observational Tasks
Q1). Describe (using appropriate illustrations) how the ARP process operates in Networking Contexts?



Q2). What is Packet Filtering? In our context, why is Packet Filtering termed ‘IP Packet’ Filtering? Why would you use Packet Filtering in your Network? What are the perceived benefits?



Q3). Why is it possible for contradictory filters to occur when you use packet filtering? Give an example of a Contradictory Filter:



Q4). FTP Server is just one Role/Service we can configure our Server to provide? What other roles can the Server provide that would benefit our Infrastructure in both a local and remote context?
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