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Scenario 1

1. Introduction
Virtualization of data center to centralize all the computing and communication services for an organization is modern demand to provide the efficient data and information services to the users. This also reduces the overall cost related to the procurement of different software and hardware to facilitate the information technology and computing services to the users. Advancement of Information technology and its equipment, virtualization becomes the cost effective and scalable services to the organization.
UWTSD is educational university, so that it is beneficial to it to virtualize its central information technology infrastructure. This is due to fact that the department based information technology infrastructure requires to much cost for hardware and software including the staffing for management and services. The virtualization provides the reduction of overall operational costs and also other costs which incurs with the management of the decentralized information technology infrastructure. 
A process under the cloud computing environment is followed to create the virtual version of servers and information technology infrastructure by using the software to enable multiple operating systems and applications to run simultaneously on single or more supporting hypervisors. The main aim of the virtualization is to centralize all the IT related administrative tasks and reducing the hardware and software costs along with improving the scalability with workloads. A single physical server is being logically configured with multiple logical servers having the capability to run operating systems and application independently. 
2. Process to Virtualize UWSTD Central IT Operations to Virtualize Data Center
Virtualizing the central information technology operations and to build the virtualized data center to UWSTD’s servers and services following processes have to be followed.
2.1 Consolidations of Servers and Applications
The UWSTD IT Infrastructure unutilized servers, such as hypervisors workloads can be consolidated to framework the virtual machines with single physical entity [1]. The benefit of this consolidation is reduction of hardware and software costs and others like environmental, administration and management costs. All the existing legacy applications of UWSTD can not run on the newer hardware or operating system so that the virtual machine serve to run the legacy applications. Virtual machines give the security, isolated sandboxes to run the entrusted applications of UWSTD. Therefore, existing decentralized IT infrastructure such as servers etc are consolidated first to make the virtual environment by virtualizing the server on single physical existing hardware for the legacy applications. 
2.2 Creation of Multiple Execution Environment
The operating system and application execution environment are required to be created by the use of virtual machines. This provides the guarantee to manage the resources by the help of schedulers of the resource management even if there is limitations of the resources with IT infrastructure of UWSTD. The design should be the illusion of hardware configuration like SCSI devices and simulation of the network independent computing resources are provision through the virtual machine under the multiple execution environment [1][2]. Also, the performance monitoring and powerful debugging tools are well supported by virtual machines so that under the multiple execution environment it provides ease to monitor the executions and workload of the different applications. 
2.3 Migrating Software and Hardware
The legacy and any new software and hardware are required to be migrated to virtualized environment by proper methodologies. The application and system mobility is supported by virtual machines which provides the support to migrate the software and hardware onto the different virtual machines. This enables the sharing the proper utilization of the existing resources of the UWSTD information technology infrastructure with centralized solution under the virtualized environment of servers and IT resources. The large applications of UWSTD is required to be treated as appliances through the help of packaging and run to each of the different virtual machine. The resource sharing is the great benefit by virtualization of Information technology assets of the UWSTD to get the maximized utilization of the resources through the centralized solution. 
2.4 Enforcing Manageability and Reusability
The process of retrofitting the new features with existing operating systems of IT infrastructure of UWSTD is required to perform to get the migration of system, configuring the backup and recovery easier and making more manageable as per the running environment of virtual machines and systems under the central interface of UWSTD IT platform as per the requirement. This provides the binary compatibility to all the hardware and software systems and finally provides the efficient manageability to the different components related to the process and procedures of the virtualization [2]. 
3. Process of Virtualization Implementation
An transparent plan which is visible to management bodies of UWSTD must be frame worked first before implementation of virtualization of data center before implementing the server virtualization to centralize the IT resources. Also, the risks related to virtualization of the servers of UWSTD must to considered and their mitigation methodologies proposed to reduce the damage during the production processes. The important factor such as for the data center is there necessary infrastructure available to handle the requirement of increased power and associated colling densities which comes into existence due to deployment or implementation of virtualization. Further, the consideration for failure of single consolidation server which handling the workload of more than one applications in virtualize environment should also be figure out before implementation of virtualization [3].  Some of the questions must be briefed before the implementation of virtualization of IT infrastructure of UWSTD. These are like why virtualization is required? Is this improves the processes associated with UWSTD? Cost and benefit ration related to virtualization? New challenges after virtualization. Structure of virtualization solution which is being implemented. These all questions are very important to addressed before the implementation of virtualization of data center under UWSTD. 
3.1 Innovation procedure
The inventory of all the required servers, applications, resources for the servers, available resources and their workloads for data center of UWSTD is required to be created. This is phase which is called innovation phase for the implementation of virtualization for the data center. Following detailed information are required to be ascertained during the innovation phase of the implementation of virtualization. 
· Determining the manufacturer and model of the processing elements of the virtual servers.
· Processing elements types like sockets, cores, threads, and cache available in bytes.
· Determination of the size of the random access memory and its speed in FSB.
· Determination of the types of network having number of ports, speed associated with each of the available ports.
· Determination of local storage space having number of disk drives, their capacity and Redundant Array of Disks availability.
· Availability of the operating and patches of available operating system including the level of services.
· All the applications those are installed on the servers.
Above all the hardware components for the virtual servers for data center of UWSTD are analyzed and determined in the innovation phase of the virtualization. Also during this phase the identification and analysis of the UWSTD network infrastructure are taken before the implementation of virtualization. To identify and analyze following processes and procedures are required to be followed to complete the innovation phase of virtualization of data center of UWSTD.
3.1.1 Inventory Procedure
As it is known fact that a data center is very big entity which consists of different components and devices those perform many different tasks to provide the need of the different user needs as per the UWSTD businesses of education system. These all resources are required to be differentiated under measurable pools of the resources as per the workload of execution. In this inventory procedures of innovation phase of virtualization, identification and classification of the all the components of the proposed data center are classified as per the different parameters such as use of energy, emission of carbon, utility ration, equipment type and life time span [4]. This can be performed by use of different categories tools available with vendors to analyze initially to UWSTD. Some of the common tools such as Microsoft Baseline Security Analyzer, supports information like addressing, operating system, all installed applications frameworks, and security and vulnerabilities to the scanned systems. 
After analysis, the values of different parameters as mentioned are taken to be linked with Microsoft Visio to get the overall diagram of inventory for the components and details of the utilizations of the components. The network resources of UWSTD IT infrastructure can be analyzed by employing the tool like Microsoft Assessment and Planning. The remote registry services having the simple network management protocol of application layer of OSI reference model is used to identify all the systems on the network. The components of data center which are required to identified and analyzed are as follows for UWSTD.
· Servers, Storage Devices and Disk Drives, Uninterrupted Power Supply Units.
· Switch gear Chillers, Air Conditioner for Colling, Direct Expansion Units.

3.1.2 Classification of Server
The servers such as Email Server, File Server, Communication Server, Application Server, Student Database Server, Employee payroll server etc are categorized as per associated resources and workloads under the IT environment of UWSTD. This is important due to fact that it avoid the any type of technical, security, privacy and regulatory concerns related with the data center IT infrastructure and sharing of the resources for virtualized environment. After performing the analysis of classification of the different servers and their roles with workloads, the categorization of the server roles into the groups is performed as per the service types which are given below.
· Server associated with the network infrastructure of UWSTD data center
· Server associated with the identity management for UWSTD Data Center
· Terminal Servers which perform the specific user services
· File and print servers for users 
· Application server that 
· provides the application services to users of UWSTD.
· Web servers that provide the web services to all the stakeholders of UWSTD.
· Database server that provides the record management services to the users of UWSTD.
3.1.3 Categorization of Application Resources
Categorization of application resources for UWSTD Data center servers under different resource pools with the following criteria is performed in this sub phase of inventory [4].
· Determining the category of applications commercial verses in house.
· Customized application category.
· Updated and legacy applications categories
· Applications related with the infrastructure of the IT.
· Educational business application and support categories.
· All applications that are mission critical in nature.
3.1.4 Allocation of Computing Resources
When the categorizations of applications, servers and their workloads are done, thereafter the computing resources are required to be allocated as per the different workloads requirements under the arranged and normalized forms [4]. The consideration to utilized the processing elements of the servers of data center is being focused to 50 percent or more. The nomination of workload to utilize and achieve the efficiency with respect to energy, utilization and cost should be maximum at any extent. 
3.1.5 Apply to Implement Virtualization
After finalizing the above-mentioned phases of inventory process the defining the virtualization in detail is taken out in this sub phase. This also needs one of more concepts including technologies like partitioning the hardware and software time sharing, complete and partial machine simulation, quality of service and emulation and many other parameters related to the virtualization of data center of UWSTD. This is being applied by software, hardware and both software and hardware for desktop system and as well for server system. The implementation is taken properly layer based having five layers. Each of the layer defines the processes to treat the challenges faced by data center managers of UWSTD to manage virtualization efficiently to get the optimum and desired objectives of the centralize IT solution with virtualization of data center. The proposed virtualization of data center of UWSTD is such a way structured and designed to fulfill all the necessary requirements and must be within the scope of the infrastructure boundary of the organizational installed data center. 
4. Maximize hardware
Basically, in data center the virtual servers are main consumers of the energy as this is the device which process all the applications and requests. It also handles the multiple virtual workloads, there it can be possible that available hardware for the virtual servers are not sufficient to handle all the virtual workloads [5]. If any change is required then installation of new hardware to support the performance and processes of virtual workloads timely. It is recommended to use the 64 bit architecture of the processors of the virtual server to avoid the performance maximization of the hardware of the virtual server of UWSTD. A single point of failure should be considered whenever there is one physical server carrying the workloads of all virtual space in data center of UWSTD. Therefore to avoid such condition of single point of failure, it is mandatory to use the redundant and clustering services to protect the virtual loads. 
5. Architecture and management of System
Management of virtualized data center and all the relevant processes must be supervised time to time to cater the better utilization of components of virtualization to gain the desired objective of UWSTD. There two phases with continuous processes being implemented to manage the system. In first phase the requirements those are required for proper implementation of virtualization must be monitored and being managed effectively from time to time.  In other hand in second phase management process continue after implementing the virtualization of data center of UWSTD. This second phase manage and monitors the applications, applications workloads, processes and the available resources to meet the defined objectives of the data center virtualization. 
6. Own Data Center Verses Outsourced Data center
As per the current IT infrastructure availability under the university, it is found that servers, applications, operating systems and other required artifacts are present. Therefore, there is only need of the identification and analyzing the inventory by following all four phases of inventory process of virtualization to implement the virtualized data center of UWSTD. The migration from stand alone system to virtual environment is cost effective and optimal solution with respect to the current states of the IT infrastructures. 
In case of outsourcing the virtualized data center by service providers such as AWS, Google Cloud and Microsoft Azure and any other required to scrape the existing IT infrastructure of UWSTD. Therefore, it is recommended to go with the migration from existing IT infrastructure to virtualized environment through the migration process with existing hardware and software infrastructure.
7. Conclusion
Server virtualization to create the virtualized data center is one of the primary focus to all the service and development based organizations around the globe. The benefits behind the virtualization is that it maximally utilized the hardware and software resources to reduce overall hardware, software, administrative and other associated cost to manage the IT infrastructure of the organization. It also centralize the IT infrastructure and its solution which further reduces the cost incurs in staffing and management of the IT infrastructure of the organization. UWSTD is an university, and its IT infrastructure is not virtualized and no currently virtualized data center. In this report all the procedural processes are detailed to virtualize the data center of UWSTD.
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Scenario 2

1. Introduction
Security and privacy is one of the critical requirement to the cloud based data centers. ABC data limited has three physical data centers those offer the single reliable data center using the virtualization technology to produce the virtualized data center. The virtualized data center of ABC Data limited offers the cloud storage service for its fee paying customers. Also, the physical locations of physical data centers of ABC Data Limited are being connected through the fiber based high speed data connections. The data storages of each of the physical data centers of mirrored for providing the resiliency. Providing the safe and secured storage service of customers of ABC Data Limited the design of the security, hardware services and storage systems are required.
Storage Area Network (SAN) is a special category of high speed network which gives the block level accessibility to the storage system. This SAN is composed by hosts, network switches, elements related storage system and device of storage. This SAN is very beneficial due to fact that it provides the span onto the multiple sites and maintains the resiliency among the networked data storages to provide the abundant space to store the customers and other data in virtualized data centers. 
There is no direct control of data to customers when the data is stored in virtualized data center storage. The full control of the data is under the ABC Data Limited, therefore, it is possible that the staff members of ABC Data Ltd can do the malicious activities with the customer data those are stored in virtualized storage environment of data center. The malicious activities such copying, destroying and modification of data may be performed. Encryption of data under the virtual storage environment is not full proof solution to the data of customers. 
2. Importance of Security Policy
Security policy is one of the primary need to protect the sensitive customer data from unauthorized access and misuse. Security policy defines all the aspects related to secure the data and accessibility of data by authorized users [1]. The security policy includes all the security tools and techniques to secure the customer data stored in virtualized storage system of ABC Data Ltd. There are many artifacts related to security policy those are mentioned as follows with their importance
2.1 Physical Security
Physical security is also a keen requirement to secure the physical systems such as hardware and other IT resources from physical hazards.
Fire Detection and Suppression – The data center of ABC Data Ltd must be deployed with automatic fire detection and suppression system. This system ensures the minimization of physical damage to IT resources by the fire.
Power Management – The electricity power management must be in place through uninterrupted power supply units to prevent the power outage. This system ensures the 24 x 7 services of data center of ABC Data Ltd.
Climate and Temperature Management System – The air-conditioning equipment’s etc must be in place to ensure the proper cooling to the hardware system of data center to prevent the malfunctioning and shut down due to heat.
2.2 Network Security
Network Security is another important aspect to secure the customer data from attacks, unauthorized access, unauthorized disclosure and abuse, Denial of Service Attack and many more network issues [2].
Deploying Logical Cage Model by Trusted Virtual Domain – Virtual Machines of for specific customers in virtualized data center are combined together which are being spread over the multiple physical locations under the trusted virtual domain. Further the domain-based security policy is employed over the data center to simulate the physical separation of data center customer.  The important of this security technique is that it logically separates the virtual machine, storage and the users the virtual device interface from the one customer to other [2]. 
Network Hardware Firewall – A network firewall provides the logical solution to filter out each of the incoming and outgoing network traffic from virtual data center. This catches and drops the spurious and malicious network traffic so that firewall should must be deployed to secure the network resources and customer data from unauthorized access by hackers and cyber criminals [3].
Virtual Private Network Solution – The security policy to secure the virtualized data center must include the deployment of virtual private network. For customers it must be remote VPN and for the virtualized data center physical locations it must be site to site VPN. This ensures the high level network traffic security by tunneling and encrypting the outgoing and incoming network traffic from customers to virtualized data center storage system and vice versa.
Data Access and Authentication – Accessibility of data by customers of ABC Data Ltd must be after authentication. The authentication process should to based on two factor to enhance the security related to access of the data from virtualized data storage system of data center of ABC Data Ltd. This authentication system provides the security and privacy of customer data from insider intruders such as ABC Data Ltd Staff members and also from outsiders such as hackers and network attackers [3].
Hypervisor Security – Hardware token should be possessed by the administrator of data center of ABC Data Ltd to secure the authorized access. Also this technique ensures the security elements under the software and also be updated to update the security features of hypervisor all the time to prevent the attacks [4].
Guest Operating System Security – the guest operating system which runs in virtual machine must be configured with the security controls and measures. Also the communication between the guest operating system and hypervisor must be secured and the abstraction which is provided by hypervisor of data center of ABC Data Ltd have to be deployed. 
Security of Image Management – Storage encryption along with strong network security should be implemented to ensure the non leak of the images and secure the transportation. This provides the management of virtual machine storage, transportation with the virtualized data center of ABC Data Ltd.  
Virtual layer Security – This security is important to secure the monitoring, integrity, authentication and transportation of images. This is deployed by securing the communication between virtual machines and virtual private network of ABC Data LtD [4].
Security on Virtual Layer: Virtual layer security is achieved by securing communication 
between VMs and hypervisor in a virtual network. Virtual Private Networks are commonly 
created to take advantage of a virtualization infrastructure. The virtual nature of network 
makes features like monitoring, access control, integrity, encryption, authentication, and 
transportation of VMs can be easily implemented in the network.
3. SAN and Protection from Data Corruption
Storage area network is dedicated network which connect all the storage systems of physical locations under the virtualized data center. SAN provides many services to the data center and its components. All the storage systems are connected through the network and thus the redundancy, resiliency and other needs are provisioned by it. Storage subsystems in SAN are connected through the fiber optic channel. SAN provides the server less backup system so that load on the server is removed and also there is no need of the network traffic during the data backup. The disaster recovery plan always relies on the implementation of the backup system and SAN provides a good solution of array of storages to backup the data without intervening the network traffic and requirement of any server [5].
Disaster recovery system ensures the business continuity and this system must be planned with the virtualized data center to be fully functional all the time for the services of ABC Data Limited. SAN connected all the storage systems either for regular data store and backup data store under the virtualized data center. Therefore, SAN is good for the disaster recovery because it supports the backup of data simultaneously and recover when trigger due to disaster to continue the services to the customers remotely. Disaster recovery in general can be supported by employing the cold site, but in case of SAN the array of disk connected with distributed fashion under the SAN supports the recovery to damage due to disasters. 
4. Conclusion
Virtualized data center is capable to connect all the physical data centers of an organization. The benefit to virtualize the data centers with data store is that it provides the anonymity of the physical location to end users and resiliency to the storage systems. In this report, the basic security and privacy requirements to secure the virtualize data center for ABC Data Limited are discussed in detail. All the requirements for enhance and manage the security to the customer data are discussed. Further, the SAN and disaster recovery options are discussed with all the features and provisions. The benefits of SAN in case of disaster recovery and management of virtualized data center for ABC Data Limited are presented with benefits. 
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