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YOUTUBE LINK: https://youtu.be/Fm7L807z_Rk


VM resources
Azure Resources, Virtual Machines (VMs) aim is to emulate physical computers. Defined as a “compute resource that uses software instead of a physical computer to run programs and deploy apps” [1], a VM operates in an isolated, virtual environment that mirrors the functionality of a physical computer. Even though a VM is a virtual device it simulates the core elements of a computer, including its own operating system (OS), Central Processing Unit (CPU), memory, and storage.
Within the Microsoft Azure environment, VMs are on-demand, and scalable computing resources. They enable organisations to simulate their computing infrastructures, thereby expanding their capacity while keeping the operational characteristics of a physical computer.
Among the crucial resources that make up a VM, Virtual Hard Drives (VHDs) are one of the most significant. Acting as the disk storage of a VM, VHDs can be created in two distinctive formats, fixed size and dynamically expanding. Fixed size VHDs are described by a rigid storage space that remains unchanged over time. Dynamically expanding VHDs are a flexible storage system that can be amplified as per the requirements, within a specified upper limit. Housed within the Azure Blob storage, each VM can be linked with multiple VHDs, thereby improving storage capacity.
The CPU of a VM is the processing ability and what enables it to execute instructions. Microsoft Azure provides an array of VM types, informally known as VM sizes [2]. Each of these sizes corresponds to a varying number of virtual CPUs (vCPUs), which essentially dictate the processing prowess of the VM.
Network Interfaces (NICs) provide the necessary platform for a VM to establish communication with network resources. Every VM within the Azure platform has a minimum of one vNIC linked to it. This vNIC is essentially associated with a Virtual Network (vNet), providing the needed network interface for the VM to interact with Azure services, and other resources within the same Virtual Network [3]. The vNIC allows a VM to participate in a network, much like a physical computer's NIC allows it to connect to a physical network. In Azure, a vNIC has one or more IP addresses assigned to it:
Private IP address: This is a non-routable IP address [4] that’s used for communication within an Azure vNet. Every vNIC has a primary private IP address, and you can assign additional private IP addresses.
Public IP address: This is a routable IP address that's used for communication with the internet [5], including Azure public-facing services. Assigning a public IP address to a vNIC exposes the associated VM to the internet. If the vNIC doesn't have a public IP address, the VM can't initiate communication to the internet, but it can respond to incoming requests if an inbound rule on a Network Security Group allows such traffic.
In terms of security, vNICs are often related with Network Security Groups (NSGs). An NSG contains a list of security rules that allow or deny network traffic to the vNIC. The security rules can be configured to filter both inbound and outbound traffic based on parameters like source and destination IP address, port, and protocol [6].
Memory or Random Access Memory (RAM) is another vital component of a VM. It is used to store data that is being actively processed by the CPU. Similar to the CPU, the volume of RAM is influenced by the size of the VM, aligning the memory capacity with the overall operational capacity of the VM, a benefit of using a VM allows for dynamic growth of resource to match service demands. 
In summary, VMs in the Microsoft Azure environment emulate the core parts of a physical computer, delivering versatile and scalable computing resources. By providing critical resources like VHDs, CPU, Memory, and NICs, VMs can effectively mimic physical computers, offering a complete computing solution in the virtual world. 


VM Images: 
Images in Microsoft Azure, when in the configuration stage of virtual machines (VMs). An image is selected, dependant on the purpose of the VM will determine the image used. In Azure an image is a template that's used to create new disks for virtual machines. this includes the operating system.
Azure provides a wide selection of pre-configured images for various purposes, including different versions of Windows Server, Ubuntu, SQL Server, Nginx as used in the demonstration as follows and more. These are referred to as Marketplace images, these images can be found on the Azure Portal [7], and they can be used to quickly deploy VMs with pre-configured settings. Many organisations operate off custom images, custom images are created to suit specific needs. For instance, if your application requires a particular software stack installed on the OS, you can configure a VM with all the necessary software, capture an image of it, and then use this image to create identical VMs in the future. VM images and virtualisation, contribute significant benefits including consistency, ease of deployment, scalability, and recovery. They guarantee uniform environments across multiple VM instances, ensuring each VM created from an identical image begins with a consistent configuration. This uniformity proves critical when deploying large-scale cloud applications demanding a consistent environment across all instances . [8] Scalability, In terms of scalability, VM images are required. In an environment where application demands fluctuate, images enable rapid scale-up by facilitating swift VM deployment. Also, in a disaster recovery scenario, images assist in reducing downtime. In case of a VM failure, an image can quickly generate a new VM or work as a failover, ensuring service continuity.
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Appendices: 
YouTube Video for guidance on Azure: Azure Virtual Machine Tutorial | Creating A Virtual Machine In Azure | Azure Training | Simplilearn - YouTube

List of commands to achieve Tasks: 
1. az network private-endpoint create -g my-r-group2 --name myprivate-endpoint --connection-name myConeection --private-connection-resource-id $straccid --subnet mysubnet --group-id $groupId --vnet-name myVnet
1. echo $groupId
1. groupId=$(az network private-link-resource list --id $straccid --query [].properties.groupId -o tsv)
1. groupid=$(az network private-link-resource list --id $straccid --query [].properties.groupId -o tsv)
1. az network private-link-resource list --id $straccid --query [].properties.groupId -o tsv
1. echo $straccid
1. az network private-link-resource list --id $straccid --query [].properties.groupld -o tsv
1. az vm create -g my-r-group2 --name myVM1 --image UbuntuLTS --admin-username azureuser --generate-ssh-keys --vnet-name myVNet --vnet-address-prefix 10.1.0.0/16 --subnet mySubnet --subnet-address-prefix 10.1.1.0/24 --public-ip-address myPublicIP
1. az storage share-rm create -g my-r-group2 --storage-account $strAccName -n mynfsshare --quota 300 --enabled-protocols NFS
1. straccid=$(az storage account show -g my-r-group2 -n $strAccName --query id -o tsv)
1. az storage account create -g my-r-group2 --name $strAccName -l uksouth --kind FileStorage --sku Premium_LRS --enable-large-file-share --https-only false
1. strAccName="mystorageacct$RANDOM"
1. az group create --name my-r-group2 -l uksouth


1. az group create --name my-r-group1 --location uksouth
1. az group create --name my-r-group2 --location uksouth
1. az network vnet create --resource-group my-r-group1 --name myVnet --subnet-name mySubnet
1. az network nsg create --resource-group my-r-group1 --name myNSG
1. az network nsg rule create --resource-group my-r-group1 --nsg-name myNSG --name myNSGRuleBastion --protocol tcp --direction inbound --priority 100 --source-address-prefix "Internet" --source-port-range "*" --destination-address-prefix "*" --destination-port-range 22 --access allow
1. az vm create --name myVM3 --image UbuntuLTS --vnet-name myVnet --subnet mySubnet --nsg myNSG --public-ip-address myPublicIP1 --generate-ssh-keys
1. az vm create --resource-group my-r-group1 --name myVM2 --image UbuntuLTS --vnet-name myVnet --subnet mySubnet --nsg myNSG --public-ip-address "" --generate-ssh-keys
1. az vm show --resource-group my-r-group1 --name myVM1 --show-details --query [publicIps] --output tsv
1. ssh < 4.234.152.66>
1. sudo apt update
1. sudo apt install nginx -y
1. exit
1. az vm show --resource-group my-r-group2 --name myVM2 --show-details --query [privateIps] --output tsv

1. I 
1. ssh < IP ADDRESS 2>
1. sudo apt update
1. sudo apt install postgresql postgresql-contrib -y
1. exit
1. exit
1. ssh  4.234.152.66
1. ssh 10.0.0.4
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