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1. Purpose
This risk register documents the principal information security risks facing FinSure Bank, assessed using both qualitative classification (aligned with Table 2 of the main report) and quantitative analysis using the Factor Analysis of Information Risk (FAIR) methodology. FAIR provides a probabilistic, financial model that translates risk assessments into defensible monetary terms, enabling data-driven prioritisation of security investments within FSB’s 13.2% security budget allocation.
2. FAIR Methodology Overview
FAIR decomposes risk into two primary factors: Loss Event Frequency (LEF) — how often a threat event is expected to occur — and Loss Magnitude (LM) — the probable financial impact when it does. These are further decomposed into Threat Event Frequency, Vulnerability, Primary Loss, and Secondary Loss. Each factor is estimated using a calibrated range (minimum, most likely, maximum) to produce a Monte Carlo-simulated Annual Loss Expectancy (ALE).
	FAIR Component
	Definition
	Data Source for FSB

	Threat Event Frequency (TEF)
	How frequently a threat agent is expected to act against an asset
	Threat intelligence feeds; historical incident data

	Vulnerability (Vuln)
	Probability that a threat event results in a loss event, given existing controls
	Penetration testing results; control effectiveness audits

	Loss Event Frequency (LEF)
	TEF × Vuln = expected annual frequency of successful attacks
	Calculated

	Primary Loss Magnitude
	Direct costs: incident response, system restoration, regulatory fines
	IBM Cost of a Data Breach Report [23]; GDPR fine precedents

	Secondary Loss Magnitude
	Indirect costs: customer churn, brand damage, share price impact, litigation
	Industry benchmarks; FSB customer base valuation

	Annual Loss Expectancy (ALE)
	LEF × (Primary + Secondary Loss) = annualised financial risk
	Monte Carlo simulation (10,000 iterations)



3. Quantitative Risk Register
The following register presents each risk with both qualitative ratings (for stakeholder communication) and FAIR-derived quantitative estimates (for investment prioritisation). Financial estimates are calibrated using the IBM Cost of a Data Breach Report 2024 financial services average of $6.08M and adjusted for FSB’s operational scale.

RISK-001: Cloud Infrastructure Misconfiguration
	Attribute
	Detail

	Risk ID
	RISK-001

	Threat Source
	External attacker exploiting misconfigured cloud resources (open S3 buckets, overly permissive IAM roles, exposed management APIs)

	Affected Assets
	Customer PII databases; core banking APIs; payment processing infrastructure

	Qualitative Rating
	Likelihood: HIGH | Impact: CRITICAL

	TEF (Annual)
	Min: 8 | Most Likely: 15 | Max: 30

	Vulnerability
	Current (No CSPM): 60–80% | Target (With CSPM): 5–15%

	Primary Loss Range
	£250K – £2.5M per event (remediation, forensics, regulatory notification)

	Secondary Loss Range
	£1M – £5M per event (customer churn, FCA enforcement, brand damage)

	ALE (Current State)
	£6.0M – £18.0M (90th percentile: £12.4M)

	ALE (Target State)
	£180K – £900K (90th percentile: £620K)

	Risk Reduction
	~95% reduction in ALE through CSPM + CIEM deployment

	Primary Control
	CSPM agentless scanning (Phase 1); CIEM least-privilege enforcement (Phase 2)

	Framework Mapping
	CSA CCM IVS-01; ISO 27017; NIST PR.IP-1



RISK-002: Insider Data Exfiltration
	Attribute
	Detail

	Risk ID
	RISK-002

	Threat Source
	Malicious or negligent insider (employee, contractor) exfiltrating sensitive customer data or intellectual property

	Affected Assets
	Customer financial records; proprietary algorithms; strategic business data

	Qualitative Rating
	Likelihood: MEDIUM–HIGH | Impact: CRITICAL

	TEF (Annual)
	Min: 2 | Most Likely: 6 | Max: 12

	Vulnerability
	Current (No DLP/PAM): 50–70% | Target (With CASB+DLP+PAM): 8–20%

	Primary Loss Range
	£500K – £4M per event (regulatory fines, forensic investigation, legal costs)

	Secondary Loss Range
	£2M – £8M per event (customer trust erosion, competitive disadvantage)

	ALE (Current State)
	£3.0M – £16.8M (90th percentile: £9.6M)

	ALE (Target State)
	£200K – £1.9M (90th percentile: £1.1M)

	Risk Reduction
	~88% reduction in ALE through layered CASB, DLP, and PAM controls

	Primary Control
	CASB + DLP (Phase 2); PAM with JIT access (Phase 3); UEBA analytics

	Framework Mapping
	ISO 27001 A.8.3–8.12; NIST PR.AC, PR.DS; DORA Art. 9



RISK-003: Ransomware / Extortion Attack
	Attribute
	Detail

	Risk ID
	RISK-003

	Threat Source
	Organised cybercriminal group deploying ransomware via phishing, supply chain compromise, or exploited vulnerability

	Affected Assets
	Core banking ledger; customer databases; internal systems; backup infrastructure

	Qualitative Rating
	Likelihood: HIGH | Impact: CRITICAL

	TEF (Annual)
	Min: 3 | Most Likely: 8 | Max: 18

	Vulnerability
	Current (No CWPP/ZTA): 40–65% | Target (With CWPP+BCP/DRP+SOC): 5–18%

	Primary Loss Range
	£1M – £8M per event (ransom consideration, system rebuild, regulatory penalties)

	Secondary Loss Range
	£3M – £15M per event (operational downtime, customer exodus, market confidence)

	ALE (Current State)
	£4.8M – £26.9M (90th percentile: £14.7M)

	ALE (Target State)
	£400K – £3.7M (90th percentile: £2.1M)

	Risk Reduction
	~86% reduction in ALE through defence-in-depth and rapid recovery capability

	Primary Control
	CWPP runtime protection (Phase 2); BCP/DRP with <30min RTO (Phase 1–2); SOC monitoring (Phase 4)

	Framework Mapping
	NIST DE.CM, RS.RP; ISO 27001 A.5.24–5.28, A.8.7; DORA Art. 11–14



RISK-004: BYOD Data Leakage
	Attribute
	Detail

	Risk ID
	RISK-004

	Threat Source
	Data leakage through unmanaged personal devices: malware on BYOD endpoints, accidental data sharing, lost/stolen devices

	Affected Assets
	Corporate communications; customer PII accessed via mobile apps; authentication credentials

	Qualitative Rating
	Likelihood: MEDIUM | Impact: HIGH

	TEF (Annual)
	Min: 5 | Most Likely: 12 | Max: 25

	Vulnerability
	Current (No MAM/Enclave): 35–55% | Target (With Secure Enclave+MAM+DLP): 3–10%

	Primary Loss Range
	£100K – £1.5M per event (device wipe, data recovery, GDPR notification)

	Secondary Loss Range
	£200K – £2M per event (employee trust, regulatory scrutiny)

	ALE (Current State)
	£630K – £4.8M (90th percentile: £2.9M)

	ALE (Target State)
	£45K – £350K (90th percentile: £210K)

	Risk Reduction
	~93% reduction in ALE through enclave isolation and MAM

	Primary Control
	Secure Enclave + MAM (Phase 1–2); Remote wipe capability; BYOD AUP enforcement

	Framework Mapping
	ISO 27001 A.6.7, A.8.1; GDPR Art. 32; NIST PR.DS



RISK-005: Third-Party / Supply Chain Breach
	Attribute
	Detail

	Risk ID
	RISK-005

	Threat Source
	Compromise of a Cloud Service Provider, SaaS vendor, or open-source dependency leading to cascading breach of FSB systems

	Affected Assets
	All cloud-hosted infrastructure; API integrations; payment processing chains

	Qualitative Rating
	Likelihood: MEDIUM | Impact: HIGH

	TEF (Annual)
	Min: 1 | Most Likely: 3 | Max: 8

	Vulnerability
	Current (No TPRM): 30–50% | Target (With SLA+CIEM+Audit): 8–18%

	Primary Loss Range
	£500K – £5M per event (forensics, vendor transition, regulatory reporting)

	Secondary Loss Range
	£1M – £7M per event (service disruption, regulatory sanctions, litigation)

	ALE (Current State)
	£450K – £9.6M (90th percentile: £4.8M)

	ALE (Target State)
	£72K – £1.7M (90th percentile: £940K)

	Risk Reduction
	~80% reduction in ALE through vendor governance and exit planning

	Primary Control
	SLA enforcement with audit rights (Phase 1); CIEM (Phase 2); Vendor security scoring; Exit strategy testing

	Framework Mapping
	FCA SYSC 8; DORA Art. 28–30; ISO 27001 A.5.19–5.23; ISO 27036



4. Risk Investment Summary
The following table summarises the total annualised risk exposure before and after the proposed security architecture implementation, demonstrating the financial justification for the phased investment programme:
	Risk
	Current ALE (90th %ile)
	Target ALE (90th %ile)
	Reduction
	Deployment Phase

	RISK-001: Cloud Misconfiguration
	£12.4M
	£620K
	95%
	Phase 1–2

	RISK-002: Insider Exfiltration
	£9.6M
	£1.1M
	88%
	Phase 2–3

	RISK-003: Ransomware
	£14.7M
	£2.1M
	86%
	Phase 2–4

	RISK-004: BYOD Leakage
	£2.9M
	£210K
	93%
	Phase 1–2

	RISK-005: Supply Chain
	£4.8M
	£940K
	80%
	Phase 1–2

	TOTAL (90th Percentile)
	£44.4M
	£4.97M
	89%
	—



The aggregated analysis demonstrates that the proposed architecture reduces FSB’s annualised loss expectancy from approximately £44.4M to £4.97M at the 90th percentile — an 89% risk reduction. Given FSB’s estimated security budget of approximately £3–5M annually (assuming a total IT budget of £25M–£38M, of which 13.2% is allocated to security [2]), the investment delivers a compelling return by reducing potential losses by approximately £39.4M per year.
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