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[bookmark: _Hlk173444472]Introduction
This is my research paper on Security Technologies within modern IT environments in organizations, and why those organizations need to prioritise the creation of an environment that keeps the data of both its staff and any of its customers safe and secure. I personally work in the NHS, so I will likely be viewing it from the perspective of that sort of environment, where the most essential things are keeping our various services up and running and the security of patient data.




Task 1: Security Technologies
Security Technology: Fundamentals and Applications
Security technologies are an integral part of any serious IT infrastructure. Security technologies are comprised of a variety of different software and hardware that work with different aspects of an IT environment (or other security technologies) to maintain security. Some examples of security technologies are: [1]
· Firewalls – Cisco.com, one of the most widely trusted and used security and network infrastructure companies, defines a firewall as a “network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules.” It describes said firewalls as the first line of defence in network security that act as intermediary between the internal network and the outside network/internet. Firewalls can be hardware, software, software-as-a-service (SaaS), public cloud or private cloud. [2] 
· Encryption Services- Encryption is an essential part of any security strategy. It is the process of encoding digital information in a way that only enables approved parties to access it [3]. There are lots of different kinds of encryption, and different strengths of encryption. For example, a 256-bit encryption will be stronger than a 128-bit encryption. Often, encrypted data comes with a password, or ‘key’ that enables one to unencrypt the data.
· Multi-Factor Authentication (MFA)- Multi-Factor Authentication is a form of security technology widely used for increasing the security of accounts. There are several forms of multi-factor authentication. They often utilise a generated code, which can be stored on a physical token and used when needed or sent to an authenticator app or email address. Another method of MFA is biometric verification, which often works in tandem with authenticator apps or physical security technologies.
· Ransomware Detection- According to CrowdStrike, another of the world’s biggest cyber security companies, ransomware detection works by “identifying unusual activity and automatically alerting users”. These alerts, in conjunction with good, quick decision making and well classified assets (mainly what is and isn’t a critical asset) can allow an organization to quickly isolate a problematic device and prevent ransomware from ever spreading across a network [4]. The activities associated with ransomware (and other types of malicious programs, for that matter) are constantly evolving as cyber security professionals and malicious actors participate in what is in essence, a digital arms race. Both sides of the industry are required to continually evolve and adapt to the ever-changing cyber landscape.
· AI Data Analytics Systems- AI is a swiftly growing aspect of our lives, and cyber security is no different. AI can offer organizations 24/7 threat analysis and detection, and can leverage real-time analytics with speed and scale outside what is normally conceivable to detect threats that traditional anti-virus or security analysts may miss. As most are aware, AI’s greatest strength is its ability to constantly learn, which likely means that the prominence of AI in cyber security, both offensively and defensively, is going to continue to rise. AI also opens the door to automated AI based response procedures, which can go a long way in reducing or even eliminating the impact that cyber attacks have on organizations. [6]
· Anti-Virus Software- Anti-virus software is the most well known and most basic types of security technology. They work by identifying malicious, or suspicious processes or files, and preventing them from damaging or tampering with an endpoint.
 “Antivirus products work by detecting, quarantining and/or deleting malicious code, to prevent malware from causing damage to your device. Modern antivirus products update themselves automatically, to provide protection against the latest viruses and other types of malware.” – NCSC’s guidance on Anti-virus products [7]
The capabilities of modern anti-virus software such as Microsoft Defender stretches considerably wider, but that is the most common purpose for which AV software exists.
· Electronic Locks- electronic locks are an example of physical security. They work in tandem with various forms of verification, often using physical verification such as ID cards or biometric verification.
· VPN- A VPN, or virtual private network, is a type of security software that creates a digital connection between an endpoint and a remote server [8]. This connection acts as a secure tunnel, encrypting data sent over the network. This is used by some organizations to enable remotely working employees to connect to their network and enables them to work as if they were on site. VPNs are also frequently utilised for personal use, enabling users to circumvent firewalls or country blocks on things like online TV shows or films or mask their IP for when using untrusted/public networks.
· Cloud security services- cloud security acts as a proxy between an endpoint and the internet. Traffic is passed through the proxy, which typically performs a variety of functions such as allow lists block lists for domains or specific URLs, TLS decryption, and file blocking.
· Vulnerability scanners- Vulnerability scanners scan a selected network for outstanding vulnerabilities, which builds up a list for a security team to work through. Listed vulnerabilities will ideally be remediated or mitigated. Some vulnerability scanners will also offer functions such as port scanning for open ports or detecting endpoints for compliance’s sake.

One important type of security software is access controls. These dictate permissions for each individual user. One form of access control is group policy, utilizing active directory member groups for users. AD groups, as I will be calling them henceforth, are very flexible in that they can dictate the permissions for all manner of things. They can vary from simple things like file directory permissions to more advanced things like software license allocation. For the purposes of this research paper, I will be focusing on the aspects of AD groups that correlate with security. 

Some examples of these groups that I have seen in my own line of work are specified “admin” groups, which enable escalated permissions for that user in different areas of the environment. For example, a group called Admins_Local may add each user within that group to the “Local Admin” member group of any machine they log into, simplifying work that might require administrative privileges. These are also very useful in that they enable the creation of both privileged and non-privileged accounts. Separating these two types of accounts hosts a myriad of benefits, but it essentially prevents privileged accounts from being exposed to the elements that would be present on the standard use account of a staff member, such as emails, which as any security professional should know, is the fast track into the environment of an organization from an attacker’s point of view [9]. Access controls like these are an essential building block in the creation of any environment that takes its security seriously.

Legal Standards for Adequate Security
It is essential for any organization, private or public, profit oriented or charity, to consider security as a very high priority. UK Gov’s website states that:
“Half of businesses (50%) and around a third of charities (32%) report having experienced some form of cyber security breach or attack in the last 12 months. This is much higher for medium businesses (70%), large businesses (74%) and high-income charities with £500,000 or more in annual income (66%).” [10]
[bookmark: _Int_LnYrSktE]The detractor is clearly that security is an often expensive and time-consuming investment, that requires constant upkeep, maintenance, and usually a dedicated team. However, the cost of this investment in security pales in comparison to the amount of capital that will be lost due to an inevitable cyber attack, along with the often severe damage to an organization’s reputation. 
Aside from the potential monetary and reputational aspects of security, there are also general standards for organizations based in the UK on how they manage their security and the data of their employees and customers. The following is an excerpt from the Information Commissioner's Office’s (ICO) article on security requirements for organizations based in the UK:
“For example, under the UK GDPR (and if appropriate for your circumstances) we would already expect you to:
· have an overall information security policy, along with specific organisational policies governing risk, data security, human resources, security of operations, encryption, etc., and ensure such policies are implemented by appropriate technical measures
· take into account physical and environmental security when implementing appropriate technical and organisational measures
· have both technical and organisational access control systems in place to ensure that such access is authorised and restricted to those who need it.” [11]
The page also specifies that organizations should consider the below aspects in terms of systematic management:
“
· risk analysis
· human resources
· security of operations
· security architecture
· secure data
· system lifecycle management
· encryption, where applicable [11] [12]
“ 

AI in Security
As briefly mentioned previously, AI currently has a quickly growing and quite controversial position in cyber security. So as not to re-tread the same ground, I will cut immediately to the most concerning aspect of AI from a data security point of view.
AI tools pose a significant risk to the data security of an organisation. By nature, AI will store and re-use inputted data, which in extreme cases could end up being displayed to individuals to the organisation or those without the access rights to that data. Currently, this can done easily through a method called “jailbreaking”. Jailbreaking is not a new term and has been previously used for things like phones to evade certain security measures placed on them. With this technique, anyone can ask an AI model, like ChatGPT, to generate the full code needed for malware. In some extreme examples, jailbreaking ChatGPT can enable it to generate all the code needed for an entire cyber attack, generating programs capable of data encryption or lateral movement across a network. [13] [14]

Even if its data ingestion is limited, human error over time will almost certainly guarantee that personal data will be inputted into the AI platform. As such, any organisation intending on using an AI model such as Microsoft’s Co-Pilot must ensure that the AI platform meets all regulatory requirements.
An example of sensitive data being inputted into AI is an incident that occurred in April-May last year. An engineer working for Samsung utilised ChatGPT to trouble shoot some issues with some of their source code for a new program, and through this, sensitive information was leaked into the AI model. In line with its nature of retaining inputted data for education purposes, ChatGPT retained the data provided by the engineer, which means that OpenAI, the developers behind ChatGPT, now have access to some of Samsung’s valuable and confidential information. In conjunction with the Jailbreak method mentioned previously, this may also have meant that other users with the knowledge to do so may have also had access to this data. [15]
Following this incident, Samsung have blacklisted ChatGPT for use among its staff, and are working on their own in-house model to use in its stead. [15] [16]
Another issue with Co-Pilot specifically from an organisational point of view is it commands a hefty price for its use, so will require additional justification on why its services are needed.



Network Security Technology
[bookmark: _Hlk173586461]In my opinion, network security is the most important kind of security available to an organisation. Phishing is the most common way that an adversary will get into an environment, but for the sake of impact they need to use network. As such, security technologies that can monitor, scan, or protect your network are very valuable. I’ve created an example diagram to try and help me describe just how essential and omnipresent network security is.
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As you can see in the diagram, there are several points at which there is the potential for an attack to be stopped. These come together and strengthen the overall security of the organization. Most of the detail on the diagram is anecdotal evidence from myself based on my time in security and my exposure to the different elements of security.



Task 2: Information Security Unit Report

Organisation Structure, Risk vs Security
The structure of our organisation is pivotal to the development of a new information security unit. The structure will define our goals, policies, and procedures, and will decide to what extent we can enforce them. I believe it to be in the best interest for the company to prioritise our information security highly. The volume of annual cyber attacks has been rapidly increasing as of late, and with that comes an increasing cost of cyber crime [17]. Thus, in order to minimise the risk of a potential incident, I believe we should enforce a zero-trust strategy in our environment, while trying to avoid over complexity. Over complexity often introduces new risks which can cause issues down the line. [18] I believe that lots of the issues rooted in the idea that good security compromises on usability come down to vast over complexity. With a good security team and good leadership, it is possible for an organization to achieve both excellent security and usability for employees. 

“There is nothing wrong with a zero-trust strategy; it can be a practical approach in many ways. Still, there are potential complications, specifically with production. If every employee must adopt strict security practices, it inevitably slows down performance due to the added steps.” [20]- Compyl.com

The key to an effective information security unit is good management and efficient use of resources [20]. These resources are comprised of things like security tools such as AV monitoring solutions or endpoint discovery tools, and other teams within the organisation. This is incredibly important for security, as the security team will often not have the means, knowledge or access to preform some of the tasks required to maintain security. Thus, the help of other teams must be employed. From personal experience, I have found myself working frequently with infrastructure and desktop focused teams, as they often need to process and handle requests for new software and hardware, which will be passed through security for the purposes of analysis and verifying that the software is within regulations. 
Another point that is worth bringing up is that the actual existence of a security team at all is an enormous step in the right direction. According to comply.com, in 2023 86.6% of organisations were not able to maintain a strong security strategy or team, which makes them a prime target for threat actors looking to take advantage of their weakness for profit [20].


Policies and Procedures
Another very important aspect of a secure environment are policies and procedures. They are varied in their application, but generally exist to protect sensitive data, maintain workplace efficiency, and restrict potentially malicious software or actors from using our environment for their own gain. Our organization would need a policy that prevents inappropriate use of internet and emails. This can be implanted in a few ways- Defender for example, has a custom network indicator function that enables it to detect and block connections to specified sites, or this can also be achieved with a cloud security solution, with which we can monitor and block connections too. We could also add it as a block on our firewall. 
Ideally, we will use a multi-layered approach to block the same thing on multiple levels- realistically we will not have 100% coverage for our tools on all devices for our tools.
We will need policies for a variety of things to protect the integrity of our data. An example of this is a policy that dictates circumstances which must be fulfilled in order for sensitive data to be transferred outside of the org, such as to third parties, or how confidential data will be disposed of. This policy should also cover who can access this confidential data. Another policy we will need to ensure our data’s safety is to ensure basic cyber security and data security training is mandatory. Regardless of how much we build up our defences within the realm of cyber security and data security, human error is likely to remain the single most prevalent cause of attack. An attacker only needs to find the weakest link in our chain, and they will be able to access our environment. This is why phishing email campaigns are so effective. [21]
We should also establish a rule in our policy that sets a legal standard for our staff regarding carelessness. This would cover our backs in the case of a staff member being unreasonably careless with confidential data, which in extreme cases, could lead to the persecution of our organisation. This policy will help in establishing the fault in the matter by dictating what is and isn’t acceptable behaviour for our staff. [21]
Another policy we will need is a network security policy. This policy will dictate who is responsible for the various hardware and will describe the requirements that must be fulfilled when storing said hardware. For example, our servers would likely need to be kept in an area that was isolated from the rest of building, have access to an emergency power supply, and be closely monitored to check for issues such as humidity or temperature. They will also need to ensure that physical security is applied in the form of cameras, locks, and possibly more advanced physical security such as biometric verification. Additionally, a network security policy would need to cover our stance on third party connections from our organisations that we work with [21]. This should go without saying, but information security is closely linked to general cyber security as an attacker who is proficient within our network will be able to get access to our valuable data and take advantage of it.
Procedures will also be needed for our organization to operate effectively. As an example, one procedure that will be necessary, will be a risk assessment procedure. This will be used to classify and evaluate threats based on:
· Cause- this is important as the cause will define whether the risk is likely, whether it can be remediated, whether it is likely to occur repeatedly, etc.
· Impact- impact defines how the risk will impact our organization and our services. Examples include reduced quality of service, danger to employees, or reputational damage.
· Event- what entities will be impacted by the event? 
Similarly, we also need to prepare pre-written procedures in the case of other eventualities, but this will be covered later in the “Contingency Planning” section.


Data Protection Compliance
This section of the report will cover the steps we must take in order to ensure we are compliant with the UK GDPR. I will primarily focus on the seven key principles outlined in article 5 [22], and what we will need to do to ensure we are compliant. 
“Article 5(1) requires that personal data shall be:”
“(a) processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’);” [22]
To achieve compliance for part a, we will need to be completely transparent with our customers on what we will be using their data for, in a way that is compliant with the law. We must not use data in a way that could potentially harm the customer, and they must be notified ahead of time when we intend to disclose their personal information if need be.
“(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’);” [22]
This means we must be responsible customer data and not use it in any way that may be harmful to the customer or be entirely separate to the explicit reason we were provided with the data originally.
“(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);” [22]
To achieve this, we must be sure to gather only data that is needed, and to not gather excess data with intent to use it. For example, we could not gather data for a customer based on an optional feature or product, unless they have explicitly expressed interest.
“(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);” [22]
We must ensure all data is accurate to the utmost of our ability. This can be done by verifying details with the user after a period of time, and if data is found to be inaccurate, our records must be adjusted to include the correct data.
“(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’);” [22]
To ensure compliance with this part of the GDPR, it is important that we remove customer data that we do not intend to use anymore. The methods of achieving this can be complex and vary case by case, but as a general rule we should establish how long we retain customer data for based on the services or products provided to the customer that necessitated the data originally.
“(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).” [22]
To be compliant with this aspect of the UK GDPR, we need to ensure two things:
i. Data is kept secure to prevent unauthorised access for any reason.
ii. Data is stored in a way that will minimise the risk of lost or destroyed data.
The first cannot be completely mitigated- there will always be a risk of security breach. However, with good cyber security and physical security we can minimise that chance as much as it realistically possible. We can also utilise encryption to further reduce the risk of unauthorised access. More on that in the risk management section (Risk vs Security). The second part can be achieved with contingencies to prevent loss of data. This includes backups, emergency power supplies, offline access to essential information, and ensuring employees are trained sufficiently on how to securely store data.
Security Standards
Our organisation will need to be compliant with the 2018 NIS Regulations. NIS, or network and information systems, was created to establish a common level of security for network and information systems [23]. It covers both cyber security and physical security. We are considered an RDSP in this instance, which means that the ICO may be able to fine us up to £17 million, so it is important that we are compliant [23].
NIS, as its name implies, is focused on network and information systems and their security [24]. It states that RDSPs must “identify and take appropriate and proportionate measures to manage the risks posed to the security of network and information systems” [25]. The measures highlighted must provide a level of security appropriate for the risk involved and meet requirements specified in the DSP regulation [25]. 
RDSPs must consider:
“take into account the following elements as specified in Article 2 of EU Regulation 2018/151:
(i) the security of systems and facilities;
(ii) incident handling;
(iii) business continuity management;
(iv) monitoring auditing and testing; and
(v) compliance with international standards.” [25]
“Security of systems and facilities” refers to the security of our internal information systems and networks, and their environment physically [25]. This will be covered by our security strategy, in which we employ a variety of security tools and services to maximise our security according to the risk posed. The methods used to cover these has been/will be covered in various parts of this report.

Incident handling another important aspect of security that our team must take into account. It involves how we will detect, analyse, contain, and respond to an incident. There are specified requirements for incident handling in the DSP regulation[25]. Our organization must have processes and procedures for incident detection, incident reporting, response, and assessment.
We must also ensure our security is tested regularly, to ensure it is up to standard and to look for any overlooked vulnerabilities in our environment. This includes penetration testing from external organisations, or services such as external open port scans from organisations like Shodan.
Contingencies Planning
First, I will cover physical emergencies we must take pre-cautions for. According to Donn  B. Parker, there are seven major sources of physical loss [26]. These are:
· Extreme Temperature: These would be extreme heat or extreme cold. These will be reasonably protected against- our server room (which is where the majority of our digital documents will be stored) will be well ventilated and monitored closely. Our physical documents, which will likely be stored in paper, will be stored in fireproof cabinets where possible.
· Gases: This includes substances like war gases, commercial vapours, humidity in the air etc. These will be mitigated by good ventilation.
· Liquids: To prevent liquids from coming into contact with important documents/servers, we can provide routine checkups on the integrity of the building they are housed in, to ensure no water will be able to seep through and come into contact with the documents/servers. We will also need a policy for those entering the area which the documents/servers are contained in which will prevent them from taking in any liquids, foods, or other potentially hazardous substances.
· Living organisms: The main organisms that may threaten the integrity of our data will be people, animals, and insects. Viruses and bacteria also fall under this category, however, these currently do not pose a threat to our data. Insects, especially in large quantities, can damage physical documents, so it is important we ensure that there are no holes or cracks in the document housing that may risk insects entering the building. We also need to check for potential infestations of insects such as termites, that may damage the building. Animals are similar but can be largely mitigated with good access controls. People, or as I will refer to them henceforth, humans, are the larger issue. They present a unique threat and the best way to mitigate this is good physical security. We will need to ensure the housing for the data is isolated from the rest of the building, has access controls, electric doors, cameras, and strong walls made of durable materials to prevent brute force methods.
· Projectiles: This should not be an issue for our data.
· Movement: All cabinets or servers should be bolted down to prevent them from tipping over. This will prevent the vast majority of loss via movement.
· Energy anomalies: electrical surges will be mitigated by modern electrical systems, and electrical failure will be mitigated by emergency power sources. The data will also be kept away from natural sunlight.

Next up is continency planning for cyber security. These would cover contingencies for common cyber incidents such as malware, phishing campaigns, compromised users, ransomware, compromised 3rd party vendors, power outages, etc. 
· Malware- in the case of malware, it is important that we first evaluate the risk and scope of the incident. Has the malware been contained? Do we know what kind of malware it is? Has the asset that the malware was discovered on been classified as critical? All of these factors cause most malware incidents to different levels of severity. If malware has been contained, it is important that we document that and attempt to close the vulnerability that allowed the malware to enter our environment originally. If the malware is particularly dangerous, attempting to encrypt files, or attempting to create a Command and Control (C2) beacon, then we must treat the incident much more seriously. In most cases, we can isolate the device to prevent further spread. If the malware has already spread through the network, we will need to escalate to an established head of security or digital service, or possibly contact a retainer to help with the containment.
· Phishing campaigns- Failed phishing campaigns will be analysed and learnt from so that we can effectively block similar ones in future and delete dangerous emails. Successful ones can have a large variety of impacts. We will employ other contingency plans in conjunction with this one for those.
· Compromised users: Instant password reset, account lock, and potentially account disable. It is essential that we respond to these as soon as possible, and then investigate any activities from that user, or any assets associated with them.
Governance and Strategic Planning
Governance is an important part of information security. It dictates how our devices and users should behave in order to accomplish our goals, which in this case, are related to the integrity and security of data. To that end I have described some of the aspects of governance we will need to apply to user and device governance below:
· User governance- users should only have access to data that they need to perform their duties at any given time. They should not access their own records, nor the records of any family members or friends, unless it is necessary for their duties to be fulfilled. An audit log of user activities within any relevant services should be kept in detail, for as long as is realistically possible for the organisation. Users should be educated on good data integrity practices, along with what is and what isn’t acceptable to share (i.e, what is and isn’t confidential data.) Users should not utilise company resources (computers, storage space, etc.) for personal use to an unrealistic degree. These rules should be audited and monitored for our users where possible to ensure that governance is being adhered to.
· Device governance- devices should be closely monitored for malware or unauthorised programs or files. This can be done with modern endpoint security solutions such as Defender for Endpoint or CrowdStrike. Similarly, it is very important that we enable good endpoint discovery tools to ensure that our devices are being used in a secure manner. This includes checking for compliance with designed endpoint security solutions for our organisations, such as AV, web proxies, etc.
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