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1. Review complex types of internet-dependent crimes. (2000 words)
This essay will review the complex types of internet-dependent crimes by identifying the difference between cybercrime and cyber-dependent crime, how cyber-dependent crime is carried out and what the most complex cyber-dependent crimes are. The Crown Prosecution Service (no date) states that cybercrime takes place online, hence the use of the word ‘cyber’ these crimes can also be committed in person but are increased in scale by using computers. However, cyber-dependent crimes can only be committed through the use of online devices using a computer, computer networks or different forms of Information Communications Technology (ICT)  (Easten Region Special Operations Unit, n.d.) requiring the internet or access to the internet to commit this type of crime. Devices are used as the tool to commit the crime, but also are the target of the crime. Whilst technology is developing with the recent times so are the cyber-attacks, with cyber security scams becoming one of the major problems of the recent web world (Ohri, 2021). 
Many organised crime groups and individuals have now moved their illegal activities online, this is down to the rewards (usually financial gain) being greater and they are less likely to be detected with an online crime due to the barriers that can be placed up – such as being anywhere in the world when carrying it out and not being traceable (Bryant & Bryant, 2020).
McGuire and Dowling (2013) have researched cybercrime and have found that cyber-dependent offenders have been categorised based on their skill level. A pyramid illustration was made by (Holt & Kilger, 2012) which show that there is a top tier group who are skilled enough to undertake attacks on their own and do not require any help. They are able to create what is required before implementing it. The next group are semi-skilled, they are unable to create their own work but are able to use others works to complete their task. The biggest group in the pyramid is at the bottom – these people are either unskilled or have very limited skills. These people are unable to build their own tools or understand the techniques behind the attacks but are still able to produce small things and breach security on electrical devices.  
	Online fraud is becoming frequent, with more reported cases of online fraud happening every day. Fraud is moving online, and the act of fraud is being conducted solely online to prevent detection for full financial gain. A common type of online fraud is identity fraud (National Crime Agency, no date). Identity theft is when a person obtains your personal data and personal information regarding who you are, whether that be address, name, DOB, bank details or any other forms of identification. Identity fraud is then when the person who has obtained tour details uses them to conduct an action on your behalf, such as taking out a bank loan, open new credit accounts or to empty your bank account (Belcic, 2020). 
Belcic (202) goes onto explain that cybercriminals have many different tools at their disposal, and can obtain someone’s identity in many different ways, such as hacking into a personal electronic device or using malicious software, phishing attacks and using unsecure documents or web pages when downloading files. 
Whilst fraud is detrimental to any individuals details it isn’t a complex crime to commit, however it does coincide with other crimes which may require more skills such as being able to access other persons devices in the first instance before being able to gather their personal data. Fraud has been around for a long time, but cyber fraud has evolved due to the ongoing development in technology (Blakeborough & Giro Correia,2018). It can have a lasting effect on the victims’ financial record and credit score with a knock-on effect of no mortgage, being unable to lend credit (car finance, car insurance). This can then lead to mental health and financial problems. The ongoing effects identity fraud has is traumatising on victims, most of which never rectify their credit problems and have an ongoing battle most days with collection agencies. 
	Yorkshire and Humber Regional Organised Crime Unit (no date) explain that cybercrime is a criminal offence under The Computer Misuse Act (CMA 1990). Even the smallest of incidents in which teenagers or young adults could see themselves doing is illegal, such as using your friend’s password to access their phone and downloading their photos – 2 years in prison if found guilty of this offence or even when playing online gaming with your friend and you use a ‘booter tool’ to remove them from the online game – this could be up to 10 years in prison, from something that seemed as though it was a ‘prank’ or a ‘mess around’ and harmless. Also just downloading a product to use malicious software and not even getting the chance to use it is 2 years in prison.
Hacking is referred to the act of unauthorised access to or use of a computer network, handheld device, phone or tablet or computer device without the permission or knowledge of the legitimate user (The Crown Prosecution Service, 2019). It is a form of trespass and it is done by bypassing security systems using sophisticated technology or using passwords which were illegally obtained. Hacking can be used to gather personal data or information or disruption of computer networks, deface websites causing financial loss and embarrassment to companies and it can be used as part of a DDOS attack. Although hacking alone is a offence, it is what the cybercriminal does with the information they have received that could prove them liable to investigation and prosecution. 
DDOS attack or ‘booting’ is an attempt to make a service unavailable to others by means of removing the individual (booting) them from the online server or by overwhelming a service with internet traffic making it unavailable. As mentioned previously, booting is against the law and if convicted comes with a prison sentence as it is against the CMA 1990. 
Malware is malicious software that has been made by an individual, it is then implemented into your electronic device such as your laptop, tablet or mobile phone. Malware can come in many different forms and is known by several names such as a virus, trojan horse, spyware. Malware can access your device in several different ways, by clicking links in emails that aren’t genuine – as soon as the link is clicked the software is released and taking over the device or by downloading something from the web where someone has put spyware software into the file, this then downloads onto the computer and spreads throughout the memory (Action Fraud, no date). Most malware can live in your device undetected until the individual wants it to work, or it can work instantly but again remain undetected. It can also share things to your device and make it stop working. The software that is implemented can harvest data from the device and this can then be used or shared, dependent on the cyber criminals needs for this information. Regan & Belcic (2021) show how the first recorded malware was in 1971 and the most recent worldwide infection was just 2020, it has a whole history of viruses spread worldwide. Malware can be removed by using a known and trusted tool from a trusted supplier and then installing this, followed by scanning the device, but it can also be prevented by having security on laptops and other devices.
Ransomware emerged in the 2010’s and is still a serious threat. Ransomware is when cybercriminals launch a cyber attack and they either encrypt files on the device or remove the files from there, they then attempt to negotiate with the victim to return these files for a fixed sum of money. Businesses pay these ransom fee’s as they are normally at a smaller cost than the detrimental impact it would have on the business.
Attackers sell their ransomware abilities as a service, which means any person can carry out an attack, you do not need to have high skills in order to make the attack successful.  There are also jobs in ransomware as a negotiator for when people attempt to sell the files back to the victim for money – this is how much it has developed as a sophisticated crime over the past 11 years (Regan & Belcic, 2021). 
	There are a few different ways in which data can be abstracted from electrical devices to be used for evidential purposes when investigating types of cyber-dependent crime. Within the force are specially trained ‘XRY’ officers, this is when an officer will take a mobile phone and use a device to enter the phone and abstract data from it, this data could possibly lead to identification of the offender or further investigation and intelligence into an ongoing cybercriminal (MSAB, no date). 
The Hi-Tech Crime Unit will do the same, but with other electrical devices which cannot be accessed by trained XRY officers, again in the hope for identification or investigation purposes. The relevant submission form must be completed before being submitted where the items will be graded and examined when it is their time to do so (Gwent Police, 2020).
There is also a company which holds data relating to the use of phone networks and if the phone is related to an individual person then it will show on their records. A complex form is completed for this process to take place and can only be completed by a police officer or for legal reasons – this cannot be accessed by members of the public – within the form there is also a specific part regarding privacy of an individual, so sufficient grounds are required for breaching their privacy to obtain their details, further investigation and identification of a suspect / individual who we would be looking to speak with. 
Digital data can also be accessed from bank accounts if enough details of these accounts are given to the victims, if there was financial loss / reasoning behind the cybercrime, this is done by an officer via a data request form. There are such cases where these accounts were opened with falsified details and subsequently emptied and closed on the day of deposit (Financial Ombudsman Service, 2021).
Whilst there are many complex cyber-dependent crimes, it is about staying secure in the digital world. Cybercriminals, until they are caught, will continue to use technology to advance their ways and means of accessing online information that can enhance their financial gain. By looking at the two different types of cyber-dependent crime, hacking and malicious software) it can be seen that these are complex types of crime that cannot be done by an average member of the public. These are sophisticated crimes that have been purely thought up by highly skilled individuals who know their way around technology and its uses. 
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2. Evaluate the disruption options available to target criminal activity on the road network. (2000 words)
This essay will assist in evaluating the impact of the options which are available today to the police force that are used to enable officers based in specific areas of policing to target criminals, specifically ones who are using the Strategic Road Network to carry out criminal activity or further their criminal activities into other Force areas.
	The Strategic Road Network (SRN) and Primary Road Network (PRN) form the main roads across the country. The SRN includes all larger roads, such as motorways) that are used for the national distribution of services and public travel. The PRN is used for transport on a regional or county level but feeds into the SRN for longer journeys (Bryant & Bryant, 2020). Collins Dictionary (2021) defines criminal activity as a situation in which a lot of things are happening or being done that are connected with crime or linked to crime. 
There are a number of disruption options available to target criminal activity on the road network, such as CCTV cameras, Automatic Number Plate Recognition cameras (ANPR), speed camera mobile and fixed units, average speed cameras, and specialist offers trained in pursuits and tactical manoeuvres. 
The Road Traffic Act states that an officer can stop any vehicle using the public highway under Section 163 of the Road Traffic Act, this also covers commercial vehicles (vans, lorries buses and coaches). Spot checks can then be conducted to ensure that the vehicle is road worthy and prohibition notices can be issued to either prevent a vehicle from being used until it is rectified and made safe, or to allow a driver 10 days to rectify the unsafe parts of the vehicle. Officers and the DVSA (Driver and Vehicle Standards Agency) can also check tachographs to ensure that drivers are abiding by the driving hours rules – keeping them and other road users safe, load weights and types of loads and valid occupational driving licenses (Gov.UK, no date). Warwickshire Police (2020) implemented an operation ‘Tramline’ which saw a Commercial Vehicle Unit (HGV Cab owned by Highways England) used on the county’s motorways to detect ongoing crime and unsafe driving methods. The CVU was used to film drivers who were breaking the law, they would then be pulled over by police vehicles to issue Fixed Penalty Notices to these drivers. Due to the height of the CVU it was also used to detect road offences committed by HGV drivers and van users also, as these can sometimes not be detected by Roads Policing due to the limited view. Over the 5-day operation, 136 offences were detected, these included no seatbelts, using a mobile phone, excessive speed, not being in proper control of the moving vehicle and one was stopped as they travelled down a motorway without their child appropriately strapped into the vehicle. This operation showed how many driving offences are carried out every day which is why it is necessary and important to police them effectively every day to disrupt these persons in their activity and prevent any RTC’s or fatalities from occurring. Since 2019, the CVU has detected over 600 offences committed by road users, which may of not have been detected if the operation wasn’t implemented or limited would have been detected by Road Policing Officers. 
Automatic Number Plate Recognition is another way to disrupt criminal activity on the roads. It scans the vehicle registration number (VRN) of each car that passes an ANPR designated camera, it then identifies the numbers and letters on the number plate and stores this in a central database which is only accessed by specific individuals for legal reasons. ANPR cameras are on most major routes into and out of large town areas and roads that cross into other countries. They are currently being utilised all over the United Kingdom with thousands already installed and in use (ANPR, no date).
The use of ANPR disrupts criminal activity by providing valuable information regarding the target vehicle, just by doing a basic number plate search on the ANPR system it can identify what time and in what direction the vehicle went passed an ANPR camera by utilising this technology for an investigation it can produce immediate results which may enable officers to prevent crimes from happening.
ANPR may also be required when gathering intelligence on local Organised Crime Gangs who may be involved in County Lines or Human Trafficking, again by putting the number plates of any known intelligence vehicles into the database it is able to reveal how often, which routes and in which direction the vehicle appears to be travelling. By working out a pattern, officers are able to intercept the vehicle and conduct searches on these to prevent any further crimes arising, arresting individuals to aid with further intelligence or to look to seize any evidence of drugs / trafficking to aid with an investigation and disrupt the group from their criminal activities (College of Policing, 2020).
Images are kept accessible for officers and staff of the ANPR system for 90 days, after this a supervisor is required to access the records. Photographic proof is kept for up to 1 year of the vehicle and the record of the car passing the camera is kept for 2 years before it is destroyed (Dorset Police, no date) which is useful if gathering intelligence for warrants and requiring to see previous data which may prove evidential in acquiring the warrant. 
Whilst ANPR appears to be a useful tool to aid disruption of criminal activity, it does also have its downsides (Dorset Police, no date), such as when it will alert due to no tax or no registered keeper with the DVLA. Whilst Officers, especially the RPSO’s, wouldn’t mind catching these people who think they are above the law, it just isn’t possible. There are not enough officers to deal with the amount of ANPR hits, and more prevalent crimes such as ones that endanger life (drugs, kidnap) will take priority over others as that is where resourcing is required. 
However, there has been an increase in cars stopped and seized from persons who should not have been driving them due to disqualification or no license which means they are not insured – thus keeping our cars safer on the roads and keeping insurance claims to a minimum, meaning less expense also. Officers who are on APNR operations arrest up to 5 times the number of offenders that Patrol Officers would normally catch in a year, thus showing that ANPR is a valuable part of technology used today in roads policing (Dorset Police, no date).
ANPR can also be fitted into Police vehicles and traffic vehicles, this is then used when officers are on routine patrol which will alert when a vehicle that they have come into contact with has markers for stolen, drug intelligence or has no tax or insurance. This tool then enables the officers into stopping the vehicle to prevent any further crime and to run appropriate checks on the vehicle and the driver. 
	CCTV can be used to detect hot spots used by criminals and can also be implemented to prevent hot spots ongoing criminal activity. By providing images and vehicle descriptions and VRN’s we are able to identify these persons, submit intelligence on the vehicle or persons and monitor the hot spots for further activity. Council CCTV can also help with identification of vehicles within an area which may not have further ANPR cameras (as these are usually on major roads in and out of towns, rather than streets). College of Policing, (2021) have reported, after a review on CCTV was undertaken, that whilst there is evidence to suggest it had reduced crime, there is also evidence that crime has increased. Vehicle and property crime decreased by 14% in places with CCTV, which could then disrupt continued criminal activity on parked cars within the area during specific times of the day. However, whilst CCTV is useful for identifying offenders and patterns, it is not everywhere. Criminalists may just commit their crimes elsewhere to prevent detection. The report also notes that Police then become reliant on cameras and are not actively patrolling the areas anymore, reducing vigilance in crime detection. 
Speed cameras are usually implemented due to the road or area being a hot spot for criminal activity – usually being speed, which has contributed to the rise of Road Traffic Collisions on that specific part of the road and relate also to the road safety at that area (Go Safe, no date). Looking at statistics on Go Safe (no date), based on a heavily used A road within my policing area 22573 vehicles passed the Go Safe camera situated on that road in 1 day. Out of the 22573 vehicles 36.8% were exceeding the speed limit, which is over a third of the number of vehicles passing through. This road has houses either side and a crossing situated on it, with a blind bend onto a roundabout, 2 reported collisions for death or serious injury and 5 casualties from these collisions also, for over a third of the vehicles to be using excessive speed these statistics show how Go Safe mobile and fixed cameras are a leading tool by proving they are necessary with lowering the road speeds. 
Road Safety Wales (2020) has provided further statistics to show that 13 fewer individuals were killed during an RTC during 2019 which is 12% lower than 2018 and 16 fewer were slightly injured – this could be related due to an increase of Go Safe speed cameras and implementation of Average Speed Cameras around the force area in Gwent Police and South Wales, but the statistics do not specify why the decrease. There has however, been further decreases due to the limited number of vehicles on the road during 2020 whilst the on-going pandemic prevented travel. 
	Another tool used to disrupt criminal activity on the roads are the Officers who are specifically trained to do so. Roads Policing Specialist Officers (as known in Gwent Police) undergo vigorous training over a number of weeks to prepare themselves for their role as traffic officers. Part of this intense training is pursuit training. A pursuit is when a driver or motorcyclist does not have any intentions of stopping for the police and the police driver is aware of the drivers behaviour in the offending vehicle and continues behind that vehicle to report its progress or to stop it further ahead when other officers are available or when it is safe to do so (College of Policing, 2021). Due to the risk to other road users, pedestrians and both the driver and police officer involved in the pursuit – only trained officers are able to pursue vehicles, using and referring to the NDM whilst doing so at all times. The roles of these officers are to safely pursue a vehicle whilst keeping risks to the general public to a minimum. Their responsible for relaying all information back, including accurate speeds and locations of pursuit for other officers looking to engage. 
College of Policing (2021) goes on to say that there are different vehicles used by RPSO’s including marked and unmarked police cars. Unmarked police cars are used for compliant stopping a vehicle and can be used in pursuits – however they pose a greater risk to the officer and public due to their limitations. Marked and unmarked cars are fitted with audio and visual warning equipment which is used for tactical pursuit and have a radio system so that their pursuit can be relayed at ease whilst following the vehicle – to the Force Control Room or other officers. 
There are also 4x4 vehicles which can be used in tactical pursuits depending on what the force has in its fleet, vehicles prohibited from pursuits are large vehicles such as carriers or large vans due to their size, unmarked vehicles without warning equipment and motorcycles being ridden by untrained officers. 
Whilst this is their role they are trained for; there are risks to life and injuries for the officers should they crash and also cost effective to the force when having to replace vehicles following a POLAC or an engaged tactical stop. 
The first principle of policing is to protect life, and almost all crashes that happen on the roads occur due to human error. The only way to provide a safer road environment is the implementation of our Roads Policing Specialist Officers and education to those who use the roads, whether that be every day or frequently. Whilst there are statistics to show that road crime is dramatically being reduced, this also doesn’t account for the offences that still go undetected. Visible road enforcement on the roads at a higher level will ensure the increased level of detection of crime and prevent road traffic collisions and injuries / casualties on the road. Whilst the RPSO officers are a useful tool on the roads, ultimately it is the detection equipment which aids with detection and disruption of criminal activity, and the vast and developed technology will continue to aid Police and road users to ensure safer roads and improved road user behaviour.
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