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Abstract.
This report develops a comprehensive cybersecurity and data governance framework for SteelForm Manufacturing Ltd (SFM), addressing emerging threats from IoT-enabled manufacturing systems, supply chain connectivity, and evolving cyber-attack tactics. It finds internal and external threats, proposes aligned security policies, realistic mitigation measures, and outlines monitoring, incident response, and staff training programmes aligned with ISO 27001, NIST, and GDPR standards. The findings show that a layered, risk-based approach can reduce exposure to ransomware, phishing, and industrial espionage while fostering an organisational culture of security awareness.

1.Introduction.
Industry 4.0 has transformed manufacturing through IoT connectivity, automated machinery, and cloud-based management systems, yet this integration expands the cyber-attack surface and introduces unprecedented vulnerabilities. SteelForm Manufacturing Ltd (SFM), a mid-sized automotive and aerospace part producer, has adopted smart manufacturing technologies but faces growing risks: recent incidents include malware infections, phishing attacks, and unauthorised network access, placing production continuity, intellectual property, and commercial reputation at risk.


This report fulfils the requirement to design a cybersecurity and data governance framework tailored to SFM’s operational context. It systematically finds threats, develops security policies aligned with international standards, proposes actionable mitigation strategies, proves monitoring and incident response protocols, and outlines a structured training programme. Recommendations are grounded in industry best practice, academic research, and regulatory obligations, with the dual goal of strengthening technical defences and building organisation-wide security awareness.



2. Problem Deconstruction.
SFM’s cybersecurity challenges arise from the convergence of operational, technological, and human factors, each creating distinct risks that demand targeted analysis. Technologically, the adoption of IoT sensors, automated production machinery, and cloud-based management systems creates multiple points of potential compromise. Many industrial control systems were not designed with robust security capabilities, and their integration with corporate networks allows attackers to move from low-risk endpoints to critical production infrastructure. Supply chain connectivity amplifies this risk: as SFM shares operational and design data with partners, it becomes vulnerable to third-party breaches, where weak security at one supplier can compromise SFM’s entire environment.

Operationally, SFM handles extremely sensitive information including proprietary part designs, production schedules, and procurement data. This makes the organisation an attractive target for industrial espionage, ransomware operators, and state-aligned threat actors looking for competitive or strategic advantage. Ransomware has evolved from simple data encryption to exfiltrating information and threatening public disclosure, creating dual risks of operational downtime and data breach liability under legislation such as the UK GDPR.

Human factors stand for an equally critical vulnerability. Recent phishing incidents targeting procurement staff prove that even technically robust defences can be bypassed through social engineering, which exploits trust rather than technical flaws. Without consistent guidance, staff may struggle to recognise threats, follow secure procedures, or understand their legal and ethical obligations when handling sensitive data. Internally, risks also include accidental data exposure, misuse of access privileges, and inadequate oversight of third-party contractors, all of which can create security gaps regardless of external threats.
Complicating this landscape is the need to balance security with operational efficiency: overly restrictive policies may disrupt production workflows, while insufficient controls leave critical assets unprotected. Effective solutions must therefore be risk-informed, proportionate, and capable of evolving alongside emerging threats such as AI-enhanced phishing, increasingly sophisticated ransomware variants, and new IoT vulnerabilities.
 
3. Identified Internal & External Threats.
3.1 External Threats.
• Ransomware & Malware: Targeted attacks on industrial control systems to encrypt operations or exfiltrate data; recent manufacturing sector incidents show average downtime exceeding 48 hours and recovery costs running into millions of pounds.
• Supply Chain & Third-Party Risks: Compromised partner networks, insecure supplier connections, or compromised
software updates providing an entry point into SFM’s environment.
• Industrial Espionage & State-Aligned Actors: Targeted theft of intellectual property, proprietary designs, and commercial data, a growing risk to high-value manufacturing sectors.
• Social Engineering & Phishing: Credential theft and malware delivery via targeted emails, with procurement and administrative staff often targeted.
• Network Intrusion & IoT Vulnerabilities: Unsecured IoT sensors, outdated firmware, and open network ports exploited to gain persistent access and monitor production activity.






3.2 Internal Threats.
• Human Error: Accidental data leaks, misconfigured cloud storage, or unsafe computing practices creating unplanned vulnerabilities.
• Insider Risk: Privilege misuse, unauthorised data access, or deliberate data exfiltration by current or former employees.
• Inconsistent Access Management: Overly broad user permissions, orphaned accounts, and inadequate password controls.
• Legacy Systems & Configuration Gaps: Unpatched machinery, inconsistent security settings, and limited visibility into device activity across the production environment.

4. Proposed Security Policies
Policies are aligned with ISO 27001 information security principles, NIST cybersecurity framework, and UK GDPR requirements, balancing protection with operational practicality.
• Asset & Data Classification Policy: All data and systems are classified Public, Internal, Confidential, or Restricted. Restricted data (designs, commercial information) requires encrypted storage, controlled access, and audit logging, in line with confidentiality principles of the CIA Triad.
• Access Control Policy: Least-privilege access enforced; role-based permissions, multi-factor authentication for all administrative and remote connections, and quarterly access reviews.
• Network & IoT Security Policy: Segregated operational technology (OT) and information technology (IT) networks; IoT devices isolated from core systems, regularly patched, and checked for unusual activity.
• Acceptable Use & Remote Work Policy: Approved devices and secure connections only; restrictions on transferring sensitive
data to personal devices; mandatory encryption for all remote access.
• Supply Chain & Third-Party Security Policy: Security assessments needed before partner network access; contractual obligations equivalent to SFM’s own standards; annual reviews of supplier security performance.
• Incident Reporting & Response Policy: Mandatory reporting of suspicious activity within one hour; defined roles, communication procedures, and escalation pathways for security incidents.





5. Mitigation Measures.
• Technical Controls: Deploy endpoint detection and response (EDR) tools; enable automated firmware and security updates where operationally safe; implement email filtering and anti-phishing protections; encrypt all Restricted data in transit and at rest.
• Administrative Controls: Support a central asset register; conduct quarterly vulnerability scans and annual penetration testing; review and update access permissions quarterly; audit all high-risk data access activity.
• Operational Controls: Backup critical data offline and offsite following the 3-2-1 rule; test restore capability quarterly; set up secure partner file transfer protocols 
remove unnecessary services and ports from all connected devices.
• Risk Prioritisation: Address critical vulnerabilities within 72 hours, high-risk issues within 30 days, and medium/low risks as operational schedules permit, ensuring security measures stay achievable alongside production priorities.






6. Monitoring & Incident Response Plan.
6.1 Continuous Monitoring.
• Keep 24/7 visibility across core networks and critical systems; generate automated alerts for unusual activity such as unauthorised access attempts, large data transfers, or connections from high-risk locations.
• Conduct daily reviews of high-priority alerts; weekly summary reports for operational management; quarterly comprehensive security reviews for the Board.
6.2 Incident Response Workflow.
Detect → Verify → Contain → Assess → Eradicate → Recover → Report → Review
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Cybersecurity Policy & Protection Framework for SteelForm Manufacturing Ltd.
encrypt all Restricted data in transit and at rest.
• Administrative Controls: Support a central asset register; conduct quarterly vulnerability scans and annual penetration testing; review and update access permissions quarterly; audit all high-risk data access activity.
• Operational Controls: Backup critical data offline and offsite following the 3-2-1 rule; test restore capability quarterly; show secure partner file transfer protocols; remove unnecessary services and ports from all connected devices.
• Risk Prioritisation: Address critical vulnerabilities within 72 hours, high-risk issues within 30 days, and medium/low risks as operational schedules permit,
ensuring security measures are still achievable alongside production priorities.



7. Training & Awareness Programme.
• Induction Training: Mandatory cybersecurity and policy overview for all new starters within two weeks of joining, covering threats, policies, and reporting procedures.
• Role-Specific Training: Procurement and IT staff receive advanced phishing and supply chain security training; engineers and production staff cover IoT and operational system security.
• Continuous Awareness: Quarterly awareness modules and simulated phishing tests; monthly security reminders highlighting current threats and best practice.
• Management Briefings: Bi-annual updates for leadership on emerging risks, policy changes, and security performance to support informed strategic decision-making.

8. Proposed Solutions & Explanations 
The framework outlined above is designed to be realistic, cost-effective, and fully aligned with SFM’s operational context, drawing on established standards and evidence-based practice.
The threat assessment prioritises risks that directly affect manufacturing operations, recognising that ransomware and supply chain incidents are currently the causes of severe disruption. Recent analysis shows that 70% of manufacturing organisations experienced a ransomware attack in 2024, with attacks on OT systems causing disproportionately prohibitive costs and recovery delays. By showing both external threats and internal vulnerabilities, the framework avoids over-reliance on technical controls alone, acknowledging that human factors and process gaps are equally common root causes of security incidents.
The security policies are built on the CIA Triad—Confidentiality, Integrity, and Availability—to ensure consistent, defensible decision-making. For example, data classification ensures that protection is proportional to risk: applying the highest security standards only to Restricted data reduces operational friction while safeguarding SFM’s most valuable assets. This approach is reinforced by ISO 27001, which requires security controls to be selected based on a formal risk assessment rather than applied uniformly without consideration for business impact. Network segmentation, meanwhile, addresses a well-documented weakness in smart manufacturing: once attackers gain access to one device, they can often move freely across unsegmented networks to reach critical systems. Separating IT and OT environments limits lateral movement and ensures that even if one area is compromised, production machinery and proprietary designs remain protected.
Mitigation measures are selected to be achievable within SFM’s resources, avoiding solutions that require disproportionate capital investment. For instance, the 3-2-1 backup strategy is widely recommended as the single most effective defence against ransomware, yet it requires no expensive hardware or specialist ability to implement [6]. Similarly, multi-factor authentication—estimated to prevent over 99.9% of automated account compromise attacks—delivers exceptional risk reduction compared to cost and implementation effort. Where legacy machinery cannot be patched or updated, compensating controls such as network isolation and strict access rules provide equivalent protection without requiring costly equipment replacement.
The monitoring and incident response plan ensures that SFM can detect and hold threats quickly, reducing both downtime and monetary loss. Research consistently proves that organisations with defined response plans recover twice as quickly and pay 50% less on average following a major incident than those without formal procedures [1]. The plan is intentionally straightforward, with clear roles and decision pathways, ensuring it is still effective even during high-pressure events. Regular testing and review ensure procedures are still practical and reflect lessons learned both internally and from wider industry incidents.
The training programme addresses the reality that technical controls alone cannot fully mitigate social engineering, which is still the most common first attack vector across all sectors. By combining induction training, regular updates, and realistic testing, the programme builds incremental awareness rather than relying on one-off training that is quickly forgotten. Role-specific modules ensure that staff receive guidance relevant to their daily work, improving engagement and helping to embed security as a shared responsibility rather than an IT-only concern.
Overall, this framework does not eliminate cyber risk—no set of controls can achieve this—but instead reduces risk to acceptable levels while ensuring resilience and rapid recovery when incidents do occur. All recommendations are consistent with UK GDPR requirements, particularly the obligation to implement proper technical and organisational measures to protect personal and commercial data. As threats evolve, the framework itself should be reviewed annually and updated to reflect new risks, technological changes, and emerging best practice, ensuring it stays effective as SFM continues to grow and adopt modern technologies.
9. Conclusion.
SteelForm Manufacturing Ltd uses in an increasingly high-risk environment, where smart manufacturing capabilities bring efficiency alongside significant cybersecurity challenges. This report has proved that these risks can be effectively managed through a structured, risk-based approach combining clear policies, targeted mitigation, robust monitoring, and ongoing awareness.
The threats facing SFM—ransomware, supply chain compromise, social engineering, and insider risk—are well understood and highly preventable with proportionate, well-designed measures. By adopting the proposed policies and controls, SFM will not only strengthen its technical defences but also build a culture where every staff member understands their role in protecting the organisation. The framework is fully aligned with international standards and regulatory obligations yet is still practical enough to implement without disrupting production or imposing unnecessary costs.
Cybersecurity is not a one-off project but an ongoing commitment. As SFM continues to innovate and expand, its security posture must evolve in step. The recommendations in this report provide a sustainable foundation: one that protects the company’s assets, reputation, and operational continuity, while supporting rather than hindering future growth.
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Slide 1 — Title Slide.
Cybersecurity & Data Governance Framework Proposal
SteelForm Manufacturing Ltd
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Slide 2 — Executive Summary.

• Goal: Reduce cyber risk, ensure compliance, and build resilience
• Key Risks Identified: Ransomware, supply chain gaps, phishing/IoT vulnerabilities, human error
• Proposed Approach: Risk-based • Layered • Standards-aligned (ISO 27001, NIST, GDPR)
• Outcome: Stronger security + minimal operational disruption
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Slide 3 — Current Landscape & Risks.
External Threats
• Ransomware & malware targeting OT systems
• Supply chain & third-party vulnerabilities
• Industrial espionage & IP theft
• Phishing & social engineering
Internal Vulnerabilities
• Unsegmented IT/OT networks
• Inconsistent access controls
• Limited staff awareness
• Legacy device security gaps
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Slide 4 — Proposed Security Policies.
Built on the CIA Triad: Confidentiality • Integrity • Availability
1. Data Classification — 4 levels: Public → Internal → Confidential → Restricted
2. Access Control — Least privilege, MFA, quarterly reviews
3. Network Security — IT/OT separation; IoT isolation & monitoring
4. Acceptable Use — Secure remote access; no sensitive data on personal devices
5. Supply Chain — Security assessments + contractual standards
6. Incident Response — Mandatory reporting within 1 hour
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Slide 5 — Mitigation & Technical Controls.
	Area
	Action
	Benefit

	Endpoints
	EDR + automated updates
	Block & detect malware

	Data
	3-2-1 encrypted offline backups
	Recover from ransomware

	Access
	MFA + least-privilege rules
	Block 99.9% of account attacks

	Network
	Segmentation + filtering
	Limit breach spread

	Supply Chain
	Security assessments
	Reduce partner risk
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Slide 6 — Monitoring & Incident Response.
Workflow: Detect → Verify → Contain → Assess → Eradicate → Recover → Report → Review
• 24/7 visibility; daily high-priority alert reviews
• Goal: Detect & confirm within 1 hour; hold within 4 hours
• Post-incident reviews within 30 days to strengthen defences
• Full Draw.io flowchart provided in report Appendix
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Slide 7 — Training & Culture.
• Induction: Mandatory policy overview for all inexperienced staff
• Role-Specific: Procurement → phishing; engineers → IoT security
• Ongoing: Quarterly modules + simulated phishing tests
• Leadership: Bi-annual risk updates
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Slide 8 — Compliance & Standards Alignment.
• ISO 27001 — Risk assessment & control choice
•  NIST CSF — Identify → Protect → Detect → Respond → Recover
•  UK GDPR — Confidentiality, integrity, breach reporting
•  Industry best practice — 6 academic/professional sources
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Slide 9 — Implementation Roadmap.
	Phase
	Timeline
	Focus

	1 — Immediate
	0–30 days
	MFA, backups, password policy, critical patching

	2 — Short-term
	30–90 days
	IT/OT segmentation, supplier assessments, training rollout

	3 — Ongoing
	Quarterly+
	Reviews, audits, testing, policy updates
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Slide 10 — Conclusion & Recommendations.
• Cyber risk is real and growing in manufacturing
• Threats are preventable with proportionate, standards-based action
• Recommend approval of this framework
• Next step: form working group → begin Phase 1 within 30 days
• Questions welcome
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Conclusion & Recommendations

Conclusion

* The assignment has highlighted the main issues and
key findings related to the chosen topic.

« The findings show that effective planning, good
practice and appropriate use of resources are important
for achieving positive outcomes.

* Overall, the evidence supports the need for
continuous improvement and responsible decision-
making.

Recommendations

« Review current practices and identify areas that
need improvement.

« Provide appropriate training, guidance and support
where required.

« Use reliable evidence and feedback to monitor
progress and make improvements.

* Regularly evaluate outcomes to ensure the
recommendations remain effective.

Key message: Apply the findings, improve current practice, and review progress regularly.
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