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For this part of the assignment we worked closely as a team and we all played an important role in its completion. Therefore, the consensus of the team was that we should all have the same score.
Student 1: Iwan worked with Cristian to write the annotation for the screen shots that the team included for part 1 – which included the research for the explanations.


Student 2: Joshua is a cyber/network student and it only due to him that the team was able to complete task 1 and 2 that made up part 1 of this assignment.
Student 3: Karen completed tasks 1and 2 and took the necessary screen shots and worked on the annotations.

Student 4: Cristian worked alongside Iwan to complete the annotations of the screen shots.
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Systems and network security have never been more essential than they are today. Perpetrators continue to reveal new exposures and exploit them as fast as new applications, technologies, and security approaches are established. Windows Active Directory and Linux Directory Service are used by the government, organizations, and company depending on their needs. Some prefer Windows Active Directory, and other use Linux Directory Service [1]. 
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All servers have been created with a standard setup. These will be enough for standard usage on a LAN (local area network). This configuration has enough memory, and processing for most operations on a smaller LAN. The Sata port has been configured to allow for enough memory to host windows server and basic storage. 
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The client has been created with a lower specification to the server as it would not be hosting users. The Sata port has been created with a smaller storage amount as it is not hosting any clients. It has enough storage space for windows 10.
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Windows 10 is the most recent operating system available on the market. This would ensure that the most recent security patches would be applied. Windows 11 would also support the most recent version of all software needed for most operations.
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Checks were performed to ensure that the user would be able to logon to the operation system with the specified passwords.
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	The SATA enables communication between storage devices and the motherboard using high-speed serial cable over 2 pairs of conductors.
For the best compatibility settings windows 10 has been used on the client devices as well as the servers. The SATA port has a lower storage capacity due to the fact it is a client machine and will not be hosting multiple users. The storage space will be able to host windows and also be able to store basic data. 
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Window 10 pro was installed on the client machines and checks were performed post installation to ensure that the OS had been installed correctly and that the user was able to logon on the account.
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The network configuration for the LAN which is being set up is called “PublicNet.” As a local area network the server should be attached to an internal network and network access should be enabled otherwise it would be impossible for a connection to be made. 
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Two networks have been created within Server1: PrivateNet1 and PublicNet. One of these networks is a publicly discoverable and another one is private. The private network is a secure network which will need to be set up in a specific manner to allow devices and users to be able to connect to it. 
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The client has been setup to allow access to the PrivateNet1.

[bookmark: _Toc129350534]Firewall deactivation of Server1 and Client 1

	[image: A screenshot of a computer

Description automatically generated]
	[image: Graphical user interface, text

Description automatically generated]



For the connection to be successful the firewalls need to be deactivated on both sides to allow data transfer between the two devices. Private networks are not automatically joined and therefore need extra configuration to be able to set up a successful connection. 
The easiest way to ensure a connection can be successful is by turning off the windows firewall. This can be problematic for security reasons with clients connected to an external network. However as this is a local area network it should not be an issue. 
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A successful ping between two devices shows a connection has been made over a network. This can be done using the following command within command prompt: ping <device IP address>. The ping command will send four packets to the specified IP address. If they are returned then it can be considered a successful ping. 
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The  ipconfig /all command was used to verify that the static IP that was assigned was pulling through to the network adaptor.
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Nslookup was used to verify that the DNS was configured correctly.
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Active directory is an essential software which handles security and group policy management across entire network estates. It ensures users and devices are managed by groups, this is essential for larger network estates with multiple users as managing these devices or users individually can get unmanageable quickly. 
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The active directory installation wizard will specify the paths of the database and the log files. These will hold the policies, users, devices and groups in a secured database at the specified path. 
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The domain controllers handle authentication requests from other devices trying to access a network. This is mostly common to active directory but can be used with other software. The domain controllers need to be specified in order for their permissions to be elevated to handle these requests. 
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Users can be added to domains which will allow them to be managed within active directory. Users within a domain can be assigned to security groups. These users will then inherit the permissions and access granted to that group. This could be access to file shares, servers, data, software or networks among many other things.   
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To connect to a created domain. Once the users have been given the required access, the domain will need to be set on the client device within system properties. This indicates to the client device which domain it should attempt to make a connection with. Any policies which have been applied to that domain will then be carried across to the device after a successful connection.
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Active directory allows for users to be given limited timeframes to log into devices. This can be to limit the number of users which are connecting to a network at any one time. This could be for bandwidth issues or due to lack of resources available on a network or server. 
Logging on as Karen Windsor
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Accounts without limitations specified by active directory will be able to log into the network at any time. These rights on a limited network could be limited to administrators of the network or users which would require elevated permissions. 
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Final check to verify the user’s name.
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Oracle Virtual Box is a type 2 Hypervisor meaning that it runs as a software layer on top of the machine operating system being, for instance my colleagues used a Windows Machine while myself I’m using a MacOS system. Type 1  Hypervisors relies on the machine physical hardware, most of the time requiring a separate management machine and/or hardware acceleration software in order to manage multiple Virtual Machines and the host computer hardware. Also, one other important factor is that a Type 1 Hypervisor is a big resources consumer and managing multiple VMs simultaneously is extremely intensive for the host machine. On the other hand, the Type 2 provide an easy setup process, quick switch between the guest and host machine. Type 2 because it doesn’t have access directly to the host hardware but have to do that using the OS layer can lead to a high latency, hence you’ll observe a slow speed in running a VM. 
Some of the drawbacks of using Hypervisor are:
· Resource Overhead: Because hypervisors are the managers of their virtual servers, some of the resources of the physical server will be used by the hypervisor, so the virtual servers will not be able to use 100 percent of the resources of the physical servers.
· Learning Curve: Managing servers in a virtual environment is different from a traditional environment, as you need to learn how to use the hypervisor itself to manage the virtual servers. This can mean additional training for some technicians.
· Additional Security Concerns: Every piece of hardware and software on your server represents a possible attack vector for hackers. Adding virtualization can therefore add security risk through additional attack surface(s).
[2]

[bookmark: _Toc129350550]DHCP (Dynamic Host Configuration Protocol)
DHCP server is a network server that automatically provides and assigns IP addresses, default gateways and other parameters to the clients. The advantages of using DCHP Server to manage the IP addresses in a network or multiple networks is that the user management is very reduced. Let’s take as a sample a private network of Class C 192.168.5.x.  which can have up to 254 hosts. This can be a simple small office network with a few tens of stations all across the premises. It would be hard to manage even let’s say only 50 hosts because assigning same IP address to 2 or more devices would create a conflict in the network and neither one of the devices will be able to use the network. Most of the routers have these days the ability to provide the DHCP server support as following:
· A client can request and obtain/lease a valid IP address 
· Have a reserved IP list associated with DHCP clients
· Manage the lease duration
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Using a DHCP server, the network infrastructure will benefit of:
· Reliable IP address configuration
· Reduce network administration
· Centralized and automated TCP/IP configuration.
· The ability to define TCP/IP configurations from a central location.
· The ability to assign a full range of additional TCP/IP configuration values by means of DHCP options.
· The efficient handling of IP address changes for clients that must be updated frequently, such as those for portable devices that move to different locations on a wireless network.
· The forwarding of initial DHCP messages by using a DHCP relay agent, which eliminates the need for a DHCP server on every subnet. [3]
Active Directory
Active Directory (AD) is a database and set of services developed by Microsoft for Windows Domain Networks and helps administrators to manage the permissions, users and control access to different network resources.
 In Active Directory, data is stored as objects, which include users, groups, applications, and devices, and these objects are categorized according to their name and attributes. [4]
Active Directory Services:
· Active Directory Domain Services (AD DS) are the core functions of AD and manages users, computers, permissions, provides security certificates, LDAP, provides Single Sign-On and access right management.
· Lightweight Directory Services (AD LDS) is a Lightweight Directory Access Protocol (LDAP)
· Certificate Services
· Active Directory Federation Services
· Rights Management Services

[bookmark: _Toc129350551]Windows Firewall
Windows Server 2019 is a very complex and customizable Firewall Application compared to firewall apps you can find on devices. For instance in Windows Firewall app you can set rules to allow only certain ports and protocol (TCP/UDP) to be open for incoming connections.
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Or opening the incoming ICMP requests, so we can run ping and get a response from the device:
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On the regular devices most of the time we will find Firewall apps with very few options to be customisable, most of them coming with rules in place already based on vulnerabilities lists available. MacOSX is coming out of box with a Firewall app with just a few options to activate/deactivate and the possibility to limit/allow certain apps to accept/make requests:
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When an application want to accept incoming connections, a window pop-up to ask the user whether allows it.[image: Graphical user interface, text, application, chat or text message
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All servers have been created with a standard setup. These will be enough for standard usage on a LAN (local area network). This configuration has enough memory, and processing for most operations on a smaller LAN. The Virtual Hard Drive has been set to 25GB to satisfy the minimum requirements for Windows Server 2019 of 14515MB
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For both Server and Client VMs, the OS installation images have been mounted to the virtual DVD unit so we can boot the setup by there.
Windows Server 2019 is the 19th version of the Windows Server operating system. The Essentials version used for installation on our Virtual Machines is having certain limitation such as: a max of 25 employees/users. Window 10 Consumer Edition was installed on the client machines, the Pro version being chosen at the time when that has been requested. 
It is very important to double check that the right netmask has been set for both Private and Public Networks so: 
· The public network IPs provided 10.10.10.1 and 10.10.10.2 belongs to the Class A network 10.x.x.x and the netmask is 255.0.0.0
· The private network IPs provided belongs to the Class B network 176.16.x.x so the correct netmask is 255.255.0.0

By default, the windows machines both server and client are coming with the Windows Defender Firewall which is preventing the incoming ICMP requests. Since we are using ping networking utility which relies on ICMP protocol, in order to Allow the inbound requests, we have either to disable the Firewall which in a real case scenario is not advisable to be done. The best way to control what we allow/deny is to add an Inbound rule in Windows Defender Firewall for the ICMP protocol:
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However, on a public accessible network, is strongly advisable to DISABLE the ICMP requests as that’s the easiest way for an attacker to mitigate a DDoS (Distributed Denial-of-Service) attack and this kind of vulnerability is still sitting on OWASP Top 10 vulnerabilities.












Bibliography

[1] 	O. Bamidele and K. Aboubakar, “https://www.researchgate.net/publication/367077101_Windows_Active_Directory_vs_Linux_Directory_Services,” January 2023. [Online]. Available: https://www.researchgate.net/publication/367077101_Windows_Active_Directory_vs_Linux_Directory_Services.
[2] 	D. Richards, “What is a Hypervisor?,” August 2022. [Online]. Available: https://www.liquidweb.com/blog/what-is-a-hypervisor/#:~:text=While%20a%20Type%201%20hypervisor,not%20require%20separate%20management%20machines..
[3] 	“Dynamic Host Configuration Protocol,” Microsoft, 07 2021. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-top.
[4] 	J. Coggins, “What Is Active Directory and How Does It Work?,” August 2022. [Online]. Available: https://www.lepide.com/blog/what-is-active-directory-and-how-does-it-work/.




image3.png
39 Oracle VM VirtualBox Manager -

Fie Machine Hel

e AP A Ap
=) General
Neme: Cientt
‘Operating System: Windows 10 (64+6it)
[=] system

Base Memory: 4096 VB
Fioppy, Optica, Hard Disk
Nested Paging, PAEINX, Hyper- Paravirtualization

128
Grphics Conroler:  VBoxSVGA
Clienty = Remole Destop Server: Diabled
Recordng: Destled
@ storage
Contoler: SATA
SATAPort0:  Clientl.vdi (Normal, 20.00 GB)
SATAPort1:  [Optical Drive] Empty
2 Audio

HostDriver:  Defaut
Controler:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  xHCT
Device iters: 0 (Dactive)

[ shared okders
None

© oescrs
None

1
*
H O Type here to search **





image4.png
39 Oracle VM VirtualBox Manager

Fle Machine Hep

e AP A Ap
=] General

Name: Gentz

Operating System:  Windows 10 (63411
[®] System

Base Memory: 4096 VB
Fioppy, Optica, Hard Disk
Nested Paging, PAEINX, Hyper- Paravirtualization

128
Grphics Conroler:  VBoxSVGA
Reots Deskiop Servers Disebled
Recordng: Destled
@ storage
Client2. = Controller: SATA-
SATAPort0:  Client2.vdi (Normal, 20.00 GB)
SATAPort1:  [Optical Drive] Empty
2 Audio

HostDriver:  Defaut
Controler:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  xHCT
Device iters: 0 (Dactive)

[ shared okders
None

© oescrs
None

1
*
H O Type here to search **





image5.png
gl Server] [Running] - Oracle VM VirtualBox
e Machine View Input _Devices _Help

o Windows Setup

/ Copying Windows fie
Getting filesready for instalation (38%)
Instaling festures
Instaling updtes
Finishing up

)l &
Mouse integration ...
Auto capture keyboard ..

| & comments | | ¢ Editing ~

1O | & piaae 5]

L= Transcribe

ting Edior | Reuse
T ) Resd Aloud Files
Voice Editor  Reuse Files v
[ ——'%
2125
°C .u] Q) E




image6.png
il Server2 [Running] - Oracle VM VirtualBox

Machine View _Input _Devices _Help

G Windows Setup

Installing Windows

Status

Getting files ready for installation (0%)
Installing features

Instali

Finishir

Mouse integration

Auto capture keyboard

658)

5 preview

10:07
07/02/203




image7.png
r1 [Running]

in] B¢ @

Mouse integration

Tl
Press Ctrl+Alt+Delete to unlock SEESe=mr =

B QL& o EREI@Hrotcri
Mm@~ Fa2PR GO QS drc AOFawEY Me B0 O





image8.png
Recycle Bin =) Preview





image9.png
§ Oracle VM VirtualBox Manager -
e Machine  Help.

Controlr: SATA.
‘SATAPort0:  Clentvdi (Norma, 20.00 GB)
SATAPort 1:  [Optical Drive] en_windons_10_consumer_editions_version_20h2_x64_dvd_abbe3e0a - Copy i (5.73 GB)

‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
(0 uss

USB Controller:  xHCT
Device iters: 0 (Dactive)

[ shared okders
None

© oescrs
None

ﬂ P Type here to search . gé ’_5]_' 07/02/203




image10.png
Wl Client] [Running] - Oracle VM VirtualBox

Fie Madine View Input Devices _Help

indows Setup

Installing Windows

indows files
Getting files ready for installation (0%)
Installing features

Installing updates

Finishin

H P Type here to search

Mouse integration

Auto capture keyboard

J e

=] Preview

3 c8)

) Rioht Col

&Bs5C "Samz»

ENG

213
o R




image11.png
& Client1 [Running] - Oracle VM VirtualBox - X
Fle Madine View Input Devices Heb

Mouse integraton .

Auto capture keyboard ..

RE/cleBint

3 1348

R e





image12.png
Server1
© Ponersd OFF

Serverz
© Ponersd OFF

Client1
© Ponersd OFF

 Hew group

7 Ubuntu_Cyberess_1
B saved

@& oD

New Add  settngs Decxd Show
= General = preview

(& Client2 [Running] - Oracle VM VirtualBox
File Madine View _Input _Devices _Hep

o Windows Setup

/ Copying Windows files
Getting filesready for nstalation (0%)
Instaling festures
Instaling updtes
Finishing up

———
1 Collecting information 2 Installing Windows

1352
07/02/203




image13.png
i Client2 [Running] - Oracle VM VirtualBox - X
Fle Madine View Input Devices Heb

! = @@

Mouse integraton ...

Auto capture keyboard ..

Productivity

c
B coevor ®

Caendir MicosotEtge  Phtos

Camera Explore.

1]

Feedback Hub Microsolft Store

N

135
oones S

2 [iype here to search om 1 ) ENG

Saved to this PC

@ 0B G @ @ whtcr
1435

07/02/2023




image14.png
Serverz
© Ponersd OFF

Client1

 Hew group

EJP Ubuntu_Cyberess_1
B saved

9] General =) Preview
@ Server! - Settings - o X
| ceneral Network
| system Adspter 1| Adapter2 | Adepter3 | Adapter
Display Enable Network Adapter
Attached to: [Interal Network
storage
Name: [pubiciet <
Audo advanced
) Network
D serlrorts
9 s
Shered Folders o (4,65 G8)
User Interface
Concel Heb
Shared folders
Noe
) Description
Noe

07/02/203




image15.png
8 =

H P Type here to search

GQde @ O P

New Add | Settngs Dscard Start
[] General

@ Clent2 - settings

M| oo | Metwork
] sren Mgt pioter2 | Adoter3 | Adepter 4
W o bl Hetvork Adter

G s Atached to: iniemal etk

Neme: [PrivateNetz]

Do audo N

iso (5.7368)

Client2





image16.png
il server1 [Running] - Oracle VM VirtualBox

< Network and Internet > Network Connections
Organize ~

PrivateNet1

2items.

st
ooz T

L Type here to search @ 7 b)) ENG




image17.png
08 e
B

B chents
© Powered O
B chent2
© Pomered O

S Ubuntu_Cybertss_1

e

H P Type here to search

8 Network Connections

I < Network and ntemet > Network Connections v

Organize = Disablethis network deice  Disgnose this connection  Rename this connection

Prvatehierz Aoy e

=z

NG

1314
oo





image18.png
Oracle VM VirtualBox Manager - o x

£ il | S22, =0\

Client1 [Running - Oracle VM VirtualBox - o x

8« Network and et > Network Connections - e e

e

£ Type here 1o search





image19.png
Z Client2 [Running] - Oracle VM VirtualBox

RESVEISE R

g
o E

Organize ~

Network Connections
1 [ < Network and Intemet > Network Connections >

Disable this network dev nnection

Diagnose th

PrivateNet2
entified r
PRO

MTD

G Intel(F

v~ o

Rename this connection

£ Type here to search

P Type here to search

Mouse ntegration .. &

Auto capture keyboard

137
ooz T




image20.png
HHV £ o PN

P Windows Defender Firewall - o x
4 < System and Security > Windows Defender Firewall

Comtror Panet Home Help protect your PC with Windows Defender Firewall

) Windows Defender Firewsll can help prevent hackers or malicious software from geining access
or feature P trough the Intermet or 3 network
Windows Defender

vall settings N
Windows Defender Firewall s not using the T
recommended settings to protect your LI =

Advanced settings

) Private networks Not connected

F Ubuntu_Cybertss_1 € Guest or public networks Connected

Windows Defender Firewall state: ofr

ncoming connections: Block all connections to apps that are not on the
Tt of allowed apps

Active public networks: Unidentified network

Notification state: Do not notify me when Wind
Firewall blocks & new app

Defender

Network and Sharing Center

z . 1
= 7 D) NG ooy





image21.png
§ Orecle VM VirtuslBox Manager - o x

8 =

£ olla| S22 b O\

Client1 [Running] - Oracle VM VirtualBox - o X

P Customize Settings. -

« < 4 @ < Windows Defender Firewall > Customnize Settings arch Control Panel
Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
@) O Torn on Windows Defender Firewall

Notify me when Windows Defender Firewall locks 2 new app.
) © Turn off Windows Defender Firewal (not recommended)

Public network settings
@) O Turn on Windows Defender Firewall

€ © Turn off Windows Defender Firewal (not recommended)

£ Type here to search

14
09/02/202

@) ENG





image22.png




image23.png




image24.png
B JBE

B B





image25.png
Administrator: Command Prompt

Microsoft Windows [Version 16.6.17763.737] ~
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig /all

windows IP Configuration

Host Name . .. WIN-aNeVe1EQFGC
Primary Dns Suffix

Node Type . . . . . Hybrid

1P Routing Enabled. No

WINS Proxy Enabled. No

Ethernet adapter PublicNet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.

DNS Servers .

Intel(R) PRO/1006 MT Desktop Adapter
: 68-60-27-12-4C-52

No

Yes

: fe80::bc52:3e72:d90:70bd%7 (Preferred)
10.10.10.1(Preferred)

255.0.6.0

101187623
©6-01-00-01-28-76-BD-71-68-60-27-12-4C-52
: fec8:0:0:FFFF::1%1

feco

Feco:0:0:FFFF::
NetBIOS over Tcpip. . . . . . . . : Enabled v

1609

, o S m B oy B

m

NG 1609
£ @ 5 Mostysumny A G B F R





image26.png
Yo kgt i o e T e o i ity gy o b e s e e e s e s e, e i i e i W o)

o e o it 5 ' s e e 5 et 5415 e et o3 11y 0 70 i s o e 5 e e i e . ey o b s o, 15

855 80]@Brnc





image27.png
By s [Ruring] - Ovacte

)

P——
R

= b el 0. e ety e e ety e, @)

el protect yous PC it Windos Deendes Firwel
I o

WO rrerenons e comeced
WD ocstorpuicnetwons Cometed
[PC——




image28.png
il server1 [Running] - Oracle VM VirtualBox

(XX

P Type here to search

Control Panel Home

Device Manager
Remote settings

Computer Name/Domain Changes =

Control Panel > System and Security > System

v basic in

Windows edition

dows Server 2019 Essentials

You can change the name and the membership of this omputer

computer. Changes might affect access to network resources.

Computer name:

pucinT

Full computer name:

DMCINT

Member of

&y

More. Enoe

O m o m &« ~ R

>rmation about your computer

Mouse integration

Auto capture keyboard

Windows Server- 2019

s

(TM) i7-4600U CPU @ 2.10GHz 2.69 GHz

ting System, x64-based processor
juch Input is available for this Display

Htings

©c

o0
o T




image29.png
i server1 [Running] - Oracle VM VirtualBox
[

Server Manage

s Add Roles and Features Wizard

> Dashboart

B Localsi |nstallation progress DwcaNT

& All Sery|
W File and

View installation progress

@ Festure instaliation

nstallation started on DMC1-NT

Active Directory Domain Services

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
Page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Close

Performance Performance

BPA results BPA results

7 Q)

Hide

o7:52

16/02

NG

P Type here to search




image30.png
il Server! [Running] - Oracle VM VirtualBox -

R

Server Manag > Dashboard Manage

WELCOME TO SERVER MANAGER

B Local Server | e——
All Servers s Active Directory Domain Services Configuration Wizard — o <
AD DS
- TARGET SERVER
File and Storage Sel  Pgths s
Deploy Configuration
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controlier Options -
stabase folder AWindows
DNS Options Dt fold C:AWind S\NTDS
Log files folden: CAWindows\NTDS
SYSVOL folder: CAWindowa\SYSVOL

Hide

More about Active Directory paths

< Previous Next > :

Cancel

P Type here to search





image31.png
[ |} Por

(ORENGTERISWESE2ip) ) Driving)
liceheeD

-
Word | HP Smatt

& server! [Running] - Oracle VM VirtualBox

T3 Active Directory Users and Computers

File Action View Help
| zm & 0%
3 Active Directory Users and Com)
(3 Seved Queries
> itin
Computers
151 Domain Controllers

oreignSecurtyPrincipal]

Managed Service Accou
(5 Users

H P Type here to search

O HMm L uEmYds
Name Type bCType site
MEDMCI-NT  Computer sc Default-Fiest-Si

Description

Auto capture keyboard





image32.png
)

File

Undo

Home Insert

Paste
M
Clipboard 1

Page 160116 120words

Draw Design Layout References Mailings Review View Help RCM

| © comments | |¢ Editing ~

[catbr

o

& Server! [Running] - Oracle VM VirtualBox

File Action View Help
| zm £ O
3 Active Directory Users and c|
(1 Saved Queri Members
cootaskmatt Name Active Directory Doman Senvices Folder

2, Admesctrtor  aceatask mef/Users
2 Koren Windsor  accatask mef/Users

Domein Admins Properties

Genersi | Members  Member Of | Managed By

Buitin
Computers

(1 Managed service Acd
) Users

English (United Kingdom) B Bk Accesibility: Investigate

H P Type here to search

- o

X





image33.png
i ef @ o

Settings _Discard_Show

& Server! [Running] - Oracle VM VirtualBox

File Action View Help
= ml & o)
3 Active Directory Users and c|
(1 Saved Queries
Buitin
Computers
Domain Controllers
ForeignsecurtyPrincy
Managed Service Acd
Users

Home  smare  view | Snomeuttoois N
25 > Control Panel > System and Security » Administrative Tools

Genersl | Members | Member Of | Managed B

Acve Directory Doman Services Folder

accatask mett/Users
sccatask met/Users
ccstask maft/Users

o] 8 &

Mouse ntegration .. &

Auto capture keyboard ...

®

®

1021

o T




image34.png
(& Client1 [Running] - Oracle VM VirtualBox

You can change the name and the membershi o this fomouter
o ar Ch g g sfoct Sccess ts retwo resources

Juct key or upgrade your edition of Windows

Computor name: e

frosoft Services Agreement that applies to our services k P

rosoft Software License Terms

Mors. ™S

Mambarof
s Computer Name/Domain Changes x

oK Cancel Bem settings

= Sstorage Rename this PC (advanced)

B Tablet
@ Gethelp

Hi Muttitasking £ Give feedback

O Type here to search : NG 16/02/2003 KR

1406

o FE




image35.png
@
file  Home ents | (£ Editing - | (ERER
5

Paste.

Undo | Clipbo: Editor  Reuse Files

Other user

Sign in to: ACCATASK

How do 1 sign in to another domain?

Admin

Other user

DR English United Kingdom) B Acces 5 [
W g
16/02/203 N8

h . 5w @ = 7z P ENG




image36.png
@
file  Home ents | (£ Editing - | (ERER
5

Paste.

Undo | Clipbo: Editor  Reuse Files

Other user

Your account has time restrictions that prevent you from

time. Please try again later.

Time restrictions set for user NT-ID

DR English United Kingdom) B Access 5 =
W g
16/02/203 N8

h & = Z 9 N




image37.png
Karen Windsor

i " Welcome

w20
o FE

= Z 9 N




image38.png
erts | (st
&
ter

Editor  Reuse Files

Microsoft Edge  Microzoft Store

Karen Windsor

»

Documents
Pictures
Settings

Power

N D@ D) NG g0y B

DR English (United Kingdom]
un g
16/02/2023 VA

Boc ~nFaB®ED




image39.png
deco
& o comnected

DNS
WINS
802.1X
Proxies
Hardware

Configure IPv4
IP address.

Subnet mask

Router

DHCP lease

DHCP client ID (if required)
Configure IPv6

Router

Forget This Network...

Using DHCP ¢
192.168.68.104
265.265.265.0

192.168.68.1

Renew DHCP Lease

DHCP client ID

Automatically &

Router





image40.jpeg
M New Inbound Rule Wizard

Rule Type

Selectthe ype of firewal e to create.

Steps:
o RuTipe

@ Protocoland Pots
* hoton

o Puolie

@ Name

What tpe of e would you ik to creste?

O Progiam
Fule that cortrols connections ot a program.

@ Port

Fule that cortrols connections fo a TCP or UIDP patt

O Predefined:

Alloyn Fiouter
Fule that corirols connections for a Windows evperience.

O Custom
Custom e

<Back

Neit>

Cancel





image41.jpeg
9 New Inbound Rule Wizard

Protocol and Ports
Speciy the protocols and pots to which tis e appliss.

Steps:
P —— Does tis e apply to TCF o UDF?

& Protosol and Pors ® e

o deton O uop

o Pufie

@ Nee Does this rule apply to all local ports or specific local ports?

O All local ports.

® Specific local ports:  [&]

Evample: 80, 443, 50005010

<Back Neit>

Cancel





image42.jpeg
9 New Inbound Rule Wizard

Action
Speciy the actian o be taken when a connestion matches the coniions specified inthe .

File node,

O Block the connection

<Back

Neit>

Steps:
o RueType ‘What actian shauid be taken uhen a connection malches the speified condiions?
@ Progem
@ Allow the connection

S This includes connections that are protected with IPsec as wellas those are not
@ Polie

% O Allow the connection if it is secure.
e This includes crly connections that have been authenticated by using IPsec. Connections

il be secred using the setlings n [Psec properiss and rles n the Cornection Secuty

Cancel





image43.png
pmr—r—

o [

e

il

T T T T

i

ST

§

fifs

f

It

if

fiff

o ———
o tanenis
X o





image44.png
Block all incoming connections
Blocks all incoming connections except those required for basic
internet services, such as DHCP and IPSec.

No applications
=

Automatically allow built-in software to receive incoming [ o)
connections.

Automatically allow downloaded signed software to receive @)
incoming connections

Allows software signed by a valid certificate authority to provide

services accessed from the network.

Enable stealth mode O
Don't respond to or acknowledge attempts to access this computer
from the network by test applications using ICMP, such as Ping.

Cancel





image45.png
Do you want the application
“Google Chrome.app” to accept
incoming network connections?

Clicking Deny may limit the application’s
behaviour. This setting can be changed
in the Firewall pane of Network Settings.

Automatically allow downloaded signed software to receive
incoming connections.

Allows software signed by a valid certificate authority to provide
services accessed from the network.

Enable stealth mode «©
Don't respond to or acknowledge attempts to access this computer
from the network by test applications using ICMP, such as Ping.

Cancel





image46.png




image47.png




image1.png
¥ Oracle VM VirtualBox Manager
Fie Machne Hep
bl A A
=] General
Name: Servert

Operatng System: _ Windows 2019 (64-b1)
—  [E system

Base Memory: 4096 VB

Fioppy, Optica, Hard Disk
Nested Paging, Hyper-V Paravirtuaization

128

Grphics Conroler:  VBoxSVGA

Reots Deskiop Servers Disebled

Recordng: Destled

@ storage

Contoler: SATA
SATAPort0:  ServerLvdi (Normal, 25.00 GB)
SATAPort1:  [Optical Drive] Empty

2 Audio

HostDriver:  Defaut
Controler:  Intel HD Audio

& Network
‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
(0 uss

USB Controller:  xHCT
Device iters: 0 (Dactive)

[ shared okders
None

© oescrs
None

1
*
H O Type here to search **





image2.png
39 Oracle VM VirtualBox Manager
File Machine Help

H P Type here to search

-t AP A Ap
=] General

Name: Server2

Operating System:  Windows 2019 (645i)
[®] System

Base Memory: 4096 VB
Fioppy, Optica, Hard Disk
Nested Paging, PAEINX, Hyper ¥ Paravirtualization

128

Grphics Conroler:  VBoxSVGA

Reots Deskiop Servers Disebled

Recordng: Destled

@ storage

Contoler: SATA
SATAPort0:  Server2.vdi (Normal, 25.00 GB)
SATAPort1:  [Optical Drive] Empty

2 Audio

HostDriver:  Defaut
Controler:  Intel HD Audio

& Network
‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
(0 uss

USB Controller:  xHCT
Device iters: 0 (Dactive)

[ shared okders
None

© oescrs
None





