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[bookmark: _Toc224439812]Introduction
This assignment focuses on setting up and testing a virtual network using a hypervisor. The aim is to install different operating systems, configure IP addressing, and verify network connectivity between devices. Through this process, I developed practical skills in virtualization, networking, and troubleshooting.







[bookmark: _Toc224439813]Task 1
Research on Hypervisor: 
A hypervisor is a software that allows multiple virtual machines (VMs) to run on a single physical computer. There are two main types of hypervisors: Type 1 and Type 2. Type 1 hypervisors, also known as bare-metal hypervisors, run directly on the hardware. Examples include VMware ESXi and Microsoft Hyper-V. They offer better performance and security because they do not rely on a host operating system. Type 2 hypervisors run on top of an existing operating system. Examples include Oracle VirtualBox and VMware Workstation. These are easier to install and are commonly used for learning and testing environments. For this project, I chose a Type 2 hypervisor (Oracle VirtualBox) because it is free, easy to use, and suitable for running both Windows Server 2022 and Debian Server on the same machine. My computer has limited resources, so using VirtualBox allows me to manage multiple systems efficiently. Additionally, VirtualBox supports different networking modes, which is important for simulating real network environments. It also provides good security and compatibility for both operating systems. Therefore, VirtualBox is the most suitable option for this topology due to its flexibility, low cost, and ease of use.[1]


Research on IP Addressing: 
IP addressing is essential for communication between devices on a network and the internet. Each device is assigned a unique IP address, which allows data to be sent and received correctly. Data is transmitted over the internet using packets, and each packet contains the source and destination IP address. Routers use these addresses to forward the data to the correct destination, while switches help manage communication within the same network. IP addressing ensures that data flows efficiently between different networks and allows devices to locate each other.[2] There are two main versions of IP addressing: IPv4 and IPv6. IPv4 uses a 32-bit address format, such as 192.168.1.1, but it has limited address space. IPv6 uses a 128-bit format, providing a much larger number of addresses. Subnetting is used to divide a network into smaller parts, improving performance and security and allowing better use of IP addresses. In real-world applications, IP addressing is used in home networks, businesses, and the internet to manage communication between devices.


Research on Routing: 
Routing is the process of directing data from one network to another. Routers are responsible for deciding the best path for data to travel. There are two main types of routing: static and dynamic routing. Static routing is manually configured by the network administrator and is simple but less flexible. Dynamic routing automatically updates routes using protocols such as RIP or OSPF, making it more efficient in larger networks. In this topology, static routing can be used because the network is small and easy to manage, allowing more control over how data moves between networks. The Debian Server can act as a DHCP relay, helping assign IP addresses to devices in different networks, while the Windows Server can manage network services and ensure connectivity. Routing ensures that devices in different networks can communicate, making it a key part of network design.

Research on Network Services: 
Network services are essential for managing and securing a network. Some important services include VPNs, DHCP, Active Directory (AD DS), and Certificate Authorities. DHCP automatically assigns IP addresses to devices, making network management easier and reducing manual configuration errors. Active Directory is used to manage users, computers, and permissions within a network environment. VPNs allow secure remote access by encrypting data, which helps protect sensitive information. A Certificate Authority issues digital certificates that ensure secure communication between devices. In this topology, Windows Server can be used to run Active Directory and DHCP services, while Debian Server can support additional services such as DHCP relay. These services improve network security, management, and performance, making them essential in modern IT environments.
[bookmark: _Toc224439814]Task 2
[bookmark: _Toc224439815]2.1. Choose your Hypervisor: 
At the beginning of Task 2, the first step is to choose a hypervisor. In this project, I selected Oracle VirtualBox because it is free, easy to use, and compatible with both Windows Server and Debian. It is suitable for students and allows multiple virtual machines to run on one computer. After choosing the hypervisor, the next step is to download the required systems. This includes Oracle VirtualBox, a Linux operating system such as Debian or Ubuntu, and Windows Server. All downloads should be done from official and reliable sources. It is important to take screenshots during the download process and ensure they include a visible timestamp, as this is required for assessment. After downloading, the next step is to create the virtual machines using VirtualBox. I created separate virtual machines for Windows Server and Linux. Each virtual machine was configured with appropriate RAM, storage, and the correct ISO file for installation. The operating systems were then installed on each virtual machine. Screenshots with timestamps were taken during this process. Finally, the network setup was prepared by selecting the appropriate network mode, such as Internal Network or Host-Only, and connecting both virtual machines to the same network in preparation for IP addressing and connectivity testing.














[bookmark: _Toc224439816]2.2. Download and Setup: 
[bookmark: _Toc224439817]2.2.1 Evidence of Download and installation.
1. Creation of Virtual machine windows 1 and 2 

[image: ]
I created two virtual machines using Oracle VirtualBox, one for the Windows Server and one for the client system. Both machines were configured with appropriate resources and prepared for network setup and testing.










1. Creation of Virtual machine Linux Debian 1 and 2

[image: ]
I created two virtual machines using Oracle VirtualBox, one for the Linux Server and one for the client system. Both machines were configured with appropriate resources and prepared for network setup and testing.












Installation of windows and Linux OS 

[image: ]
I installed and configured Windows Server on the virtual machine and accessed the Server Manager dashboard. I verified the system settings, network configuration, and ensured the server was running correctly for further network setup.

[image: ]

I installed windows10  and started the client operating system on a separate virtual machine. The system is running correctly and ready to be configured for network communication with the server.
[image: ]
I installed and started the Debian server virtual machine and reached the login screen. This confirms that the system was successfully installed and is ready for further configuration.

[image: ]
I successfully started both Debian virtual machines for the server and client and reached the login screen on each system. This confirms that both systems are installed correctly and ready for network configuration and testing.



[bookmark: _Toc224439818]2.2.2 Deploy your network as per the given topology:
1. Creation of Network with NAT Network1 for windows 

I configured NAT networks in VirtualBox to create separate network segments for the virtual machines. Each network was assigned a different IP range to support proper network communication and testing.[image: ]











1. Creation of Network with NAT Network 2 for Linux 

I created a second NAT network with a different IP range (192.168.200.0/24) to separate the virtual machines into different networks. This setup allows testing communication within and between networks for the assignment.[image: ]













1. Evidence of 2 Windows PCs are connected with NAT Network1 

[image: ]
I configured the network settings of the server virtual machine by connecting it to a NAT network. This allows the server to communicate with other virtual machines within the same network.




[image: ]
I configured the network settings of the client virtual machine by connecting it to the same NAT network as the server. This ensures both machines can communicate within the same network for testing purposes.


1. [image: ]Evidence of 2 Linux PCs are connected with NAT Network2

I configured the network settings of the Debian server virtual machine by connecting it to a NAT network. This allows it to communicate with other virtual machines within the network for further configuration and testing.



I configured the network settings of the Debian client virtual machine by connecting it to a different NAT network. This allows testing communication between different networks in the assignment.[image: ]






[bookmark: _Toc224439819][image: ]2.2.3 IP addressing :

This diagram shows the IP addressing scheme used in the network topology, dividing the network into two locations: Birmingham and London. Each network has its own IP range (172.16.1.0/24 and 172.16.2.0/24), and the servers are connected using a separate network (10.0.0.0/30) to allow communication between both sites.












[bookmark: _Toc224439820]2.3. Configure IP Addressing

[bookmark: _Toc224439821]2.3.1. Use appropriate IP addresses to configure your network.



[image: ]
I used the ipconfig command to check the IP configuration of the Windows Server virtual machine. The results confirm that the server has been assigned an IP address, subnet mask, and default gateway, which are correctly configured for network communication.


[image: ]
I used the ipconfig command on the client machine to verify its IP configuration. The results show that the client has a valid IP address, subnet mask, and default gateway, confirming it is correctly connected to the network.

[image: ]
I used the ip addr show command on the Debian server to check its network configuration. The output confirms that the server has been assigned a valid IP address and is correctly connected to the network.


[image: ]
I used the ip addr show command on the Debian client machine to verify its IP configuration. The output shows that the client has a valid IP address and is properly connected to the network.












[bookmark: _Toc224439822]2.3.2. The above topology gives network address for the networks
1. Network IP address from NAT Network1 for windows 


[image: ]
I verified the NAT network configuration in VirtualBox and confirmed that the correct IP ranges were assigned to each network. This ensures proper network separation and supports communication testing between the virtual machines.




[image: ]
I confirmed the configuration of the second NAT network and its IP range in VirtualBox. This setup is used to separate the Linux machines and allow testing between different networks.













[bookmark: _Toc224439823]2.4. Test and Troubleshoot 

[bookmark: _Toc224439824]2.4.1. Perform Connectivity tests
Outcome 1 Successful connectivity within windows network

[image: ]
I performed a ping test from the Windows Server to the client machine to check network connectivity. The successful replies confirm that both devices can communicate within the same network.

[image: ]
I performed a ping test from the client machine to the Windows Server to verify connectivity. The successful replies confirm that communication between both devices is working correctly within the network.










Successful connectivity within Linux network

[image: ]
The ping command was successful, showing that both machines are connected.
This means the network configuration is working properly.

[image: ]
This screenshot shows a successful ping from the client to the server.
The replies confirm that both machines can communicate over the network.














Outcome Unsuccessful Connectivity between Linux and windows networks

[image: ]
This screenshot shows a failed ping attempt to a different network.
No replies are received, which means there is no connection.
[image: ]
I performed a ping test from the Windows Server to a device in a different network. The request timed out, which confirms that there is no communication between different networks without routing configured.










Task 3
Report Reflection
This task helped me understand how to use VirtualBox to create and manage virtual machines. I learned how to install operating systems, configure IP addresses, and test network connectivity using ping. At the beginning, I found it difficult to configure the network settings correctly, but after practicing and testing different configurations, I was able to solve the issues. This experience improved my understanding of networking and virtualization. If I were to do this again, I would plan my setup more carefully and spend more time testing each step.
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c: \Users\Adninistratorsping 192.168.266.16

Pinging 192.168.200.16 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.200.10:
Packets: Sent = 4, Received = 0, Lost - 4 (I

c: \Users\Administrators
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