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Network Programmability
A huge step that the world is making is automation in networking as a whole of course there are certain tasks us as humans will still have to do but the idea of automation is removing the tasks like, configuration management, user management etc. But when it comes to implementing this automation there are different ways to do this like script driven and there is also software-based network automation. 
There are many different aspects of network programmability one of these being network API’s this is a programming instruction and certain standards for accessing a network-based software by this I mean websites like Facebook, twitter these are example of network apis. An APIS role in a network is to allow access to different types of network-based services, this may be retrieving information from a database and then that allowing you to access the social media website requested this may also not just be social media this could be both sending and viewing emails. Websites like Facebook may use and API on their website to automate they can do this by using the API to store a newly registered users’ information on the cloud. How is an API relevant to current day you may ask, they are incredibly relevant every time you for example change the temperature on your phone this is using an API allowing your phone to communicate with the server and then the server doing the action requested, so in terms of relevancy it is used all around us any 2 ways software applications is an API [1].
[bookmark: _Toc131118649]Automation Frameworks and tools
The idea of automation frameworks is that every piece of software needs to be tested before it gets to the user's whether that be testing the stability and or result of certain inputs into the software or stress testing a piece of software it needs to be done and this usually will involve a team of people who will test every feature of the software and the report the findings to the developers then will repeat the process till there are no more faults, this is manual testing and this can be incredbly time consuming when working on a large piece of software and also can be very expensive for the company, you also risk human error when it comes to this like potential errors slipping through due to the person not testing. This is where automation frameworks come in there are a few different types of automation frameworks, but I will be talking about linear [2] this is where individual scripts are made for every potential test, the way this works is by a human recording them doing a certain action on the software whether this being them clicking a button and then ending the program they will then repeat this process to view the result and if there is an error in the result will then report this to the developer who will then correct the error, and the Linear will then be repeated to see if it has been dealt with correctly, there disadvantages of linear them being when the script is reporting. Automation framework currently is not to popular and well known, but there are tools out there like, Selenium this tool also uses a record and replay feature allowing it to work with all languages as it does need to know what programming language is being used. [3] 
[bookmark: _Toc131118650]API Standards and architectures
API will allow for two software components to communicate this may be two pieces of software that will communicate and reach and end goal. For example, a piece of software on your phone connecting with a piece of software on a server to complete a task. These will all follow the same sort of format due to most API’s being very common to the other, so when it comes to API architecture this is following a certain route to save yourself time further on down the line, API architecture is setting up a certain way to build the software and not going off target there are multiple types of architectures that as a company you can setup due to certain software being different you need to allow for these as one program may be using a lightweight web API. 
REST - This is the lightweight option for a scalable web API. A REST API (Representation state transfer) the way rest APIs communicate will be through communication from client to server. The advantages of a REST API are they are simple to use and are very standardised in the industry. They are also very scalable this means that you can easily modify and grow onto the API in future if needed this API also supports caching this is a system that will allow for the storing and retrieving of network requests and corresponding responses [4]. Unlikely other architectures this will store the server response in the client meaning if accessed again it can be easily retrieved. REST API’s will traditionally be used in web pages and can be edited often by either the manager or the staff of the business using it you can tell if the HTTP is an API by in the title it station HTTP://WEBSITE/API/(Resoucrce) resource meaning what the company has named the website. Like I said previously you need to follow a certain route when using architecture this is done by something called Create Read Update Delete and the role of the REST API is to invoke the CRUD operation. [5]
RPC – A RPC (Remote procedure call) this will allow for one program to request a service from another program that is located on a different computer on the network without not understanding the networks details, the issue and both question is how you are going to allow for one system to talk to a separate system to do this we will use a messaged based communication to allow for remote service. A message passing system is a type of communication which will allow applications to process exchange and message with each other rather than directly accessing the other computers memory. The way that you message the other computer is by each message will be addressed to an RPC daemon with the requested execute and the conditions to pass the function. A daemon is a program which is always listening to the port on the system and will act instantly on any connection requested. [6]
SOAP – SOAP (Simple Object Access Protocol) this is a web service based on interaction between three components, first you have the service provider then you have the service requester and an optional service registry.[7] SOAP is a more lightweight XML based protocol. The role of the Service provider is to provide the requested service that the software may be, then the service requester will request this and will make a successful connection to the software. The service registry will act as the middleman this is where both service providers will publish there, then the server requesters will retrieve the requested information based on description.  As stated, the registry can be optional as some organisations that provide a service can just distribute this directly by a simple FTB download. 
[bookmark: _Toc131118651]Automation of security and compliance policies
Automation of security and compliance is the use of technology to simplify the process of security and compliance. By automating security and compliance, organisations can reduce the risk of security breaches and any violations of compliance. While being more efficient and being a much cheaper alternative as the organisation will not have to hire a team of people to monitor the network and instead only a few to set the policies on the automation tool. [9]
The ways that organisations will use the automation security and compliance are as follows, Security monitoring, automated tools can be used throughout the network things like detection of threats and unauthorised access it well then block the connection and report it, another automation tool can be malware scanner this will go across the network scanning all files and all users to look for potential malware on the system and also detect and remove any malware from the organisation. The automated system will also scan for any vulnerabilities in the network any backdoor access that could be gained to access the network and block them options, it will also be constantly looking for potential updates to upgrade the security and remove any potential new threats. The security tool will also manage users' passwords and will allow and manage a multi factor authentication, multi factor authentication is important for security in a network blocking any users potentially being hacked, the way authentication works is when a user logs in it will then ask them for additional login information this can be through a code that gets sent to your phone or a code through an email. [10] There are not many downsides to automation in the security, but it does require constant maintenance and updating itself, and the tool is only a piece of software like any software it may experience downtime and leave the network vulnerable to any attacks. 
Now you have compliance reporting this is also very useful to automate as it prevents the organisation from any potential legal issues and the tool will automatically scan the compliances and find any potential issues or outdated compliances and flag these and report them to the system admin who then may update these compliances. There are many different types of compliances first you have HIPPAA this is data protections act and is regularly updated in the Uk if not followed correctly by the organisation this could earn them a huge fine, so making sure that all of the compliances on the network are being scanned and updated to prevent any potential breaches of the law is crucial. 
In conclusion automation of security and compliance will save an organisation without one an entire admin team will have to do this role and humans will always suffer from thins like fatigue and make mistakes whereas with automation you will not get that issue, the tool will also scan for any compliance violation in a matter of seconds no human is able to do that. It is a crucial tool for any network and will save the organisation lots of time and both money in the long run, granted it is quite an Investment at the start but eventually it will pay for itself. 
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API security is very important as it will protect the security of data transmitted through API’s (Application program interfaces). APIs are used everywhere and allow for one system to communicate with another, even sometimes through separate networks so making sure that the connection and files transferred through the network are secure is incredibly important. 
There are multiple security measures of API first you have authentication, an API will require initial authentication to ensure that only the authorised user has access to the API. You also have authorization this will launch a role-based access control to ensure that only authorised users can access the data and the API. There is also encryption this is where the data is unreadable, and you need privileges to be able to decrypt the data. You also have rate limiting this will limit the number of requests that can be launched towards an API to stop and potential DOS (Denial of service attacks). There are more security features but for now I have covered the essential and most efficient ones. [11]
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API privacy is to protect any data transmitted through APIs to do this we need privacy measures first you have, data minimisation this means that it will not transmit mass amounts of data and only the minimum required data this is to ease the user as it will not be possible to send your personal data from your computer across as they have to send the bare minimum. API privacy will also involve things like consent a user will always have to read terms and services before they use a piece of software, so the owner of the API needs to make it clear what data they are going to use and why they are using it. They also must remove any data that is personal or encrypt to protect the user's identity. 
Task 2
DevNet is a cisco-based sandbox experience with thousands of labs to learn and further improve your networking knowledge, there are many different resources to choose from you have cloud-based learning, security-based learning, and can teach people on what API is and how to create and try out their own API. DevNet was very easy and very helpful to use I found the tasks to be perfect and have a perfect range of beginner to intermediate tasks. As a developer I felt as though this really helped me to improve my IT knowledge and allow me to focus on the resources that I felt as though where my weakpoints. 
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