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Abstract

This project analyses how booking systems can impact the restaurants and their
customers, and it focuses on developing a restaurant booking system web application hosted in

cloud environment.

The system functionalities are defined based on the results of a comparison between
several existing similar systems on the market and aligned accordingly to the hospitality

businesses major demands.

The project lifecycle is managed following Agile Methodology. The planning phase
defines the project schedule, risks, and deliverables and the required technological stack and
tools. Analysis phase focuses on gathering and detailing the system requirements the results
are transferred to design phase where a “logical” solution for implementing the system is
defined. Final phases of the project cover implementation and testing demonstrating that the

system meets the expected quality.
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Chapter 1 — Introduction

1.1. Introduction

The concept of “restaurant reservation” exists since 18th century when the guest had the
option to reserve a “room” for private meals. Restaurants offered public rooms for dinner or a
room with several smaller tables available for the guests to be engaged. The scope, at that
moment was to reduce the delays in serving and to have everything prepared when the guests
arrive. This practice came with the limitations that the guest had the responsibility to decide in
advance the menu, the waiter’s tip and to pay the bill. The reservations were proceeded in
person not over the phone and the idea of doing reservations over the internet was utopic for

about a century [1].

The 19th century represents a boom in the hospitality area, being marked by the
exponential growth of the social phenomena. Massive masses started to eat out, wrote reviews,
and gave ratings and rankings to the restaurant. The period 1950-1980 was recorded in history
as “the era of computer reservation systems”. In 1964 was developed the first computerized
booking system, called SABRE (Semi-automated Business Research Environment) and it was
dedicated to airline industry [2]. SABRE was capable to process more than 7000 booking
requests per hour without errors and the reservation process became an easy task. Since then,

a lot of industries including travel and hospitality exploit the benefits of booking systems. [3]

Nowadays, even there are hundreds of booking systems available on the market, the
restaurants must take the decision of either choosing the old manner of using the paper for their
entire management or implementing a system. There is no perfect decision, and every booking
system has advantages and limitations. The restaurant can avoid over-occupation by accepting
reservations only and can have a better planning of the staff allocation and dining room layout,
but, on the other side, they can lose some customers as there are people that prefer to not plan
a dinner. The restaurant can have a higher profit because reservations might bring large groups

of guests, but they also need to assume the cost of no-shows.
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1.2. Aim

The aim of this project is to develop a restaurant booking system web application hosted

in cloud by using Microsoft Azure cloud provider.

1.3. Objectives

To achieve this aim, | must pursue with the following SMART objectives:

e To do research about several existing booking systems for restaurants (Yelp
Reservations, OpenTable and TablesReady)

e To identify the required technological stack, tools, and resources

e To design the normalized database structure and infrastructure for proposed solution

e To analyse OWASP (Open Web Application Security Project) guideline for security
aspects

e To learn and enhance required technologies and tools

e To define and develop the functionalities for each type of end-user

1.4. Motivation

The current project is implemented following the main scope of increasing efficiency,
profit and the most important to improve the customers satisfaction. It was chosen based on
experience on existing similar systems, based on diversity of the proposed technological stack
which brings a huge technical skills improvement, and it is desired from career progression
perspective.
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Chapter 2 - Literature Review

This chapter presents an overview of the problem domain and a comparison between
three of the most known existing restaurant reservation systems on the market. The required
software list is identified and described, and, in the last section of the chapter, the Software
Development Life Cycle (SDLC) is presented.

2.1 Research on the problem domain

As it was already mentioned in Chapter 1, the concept of “restaurant reservation” is not
new. The businesses are looking for a solution to increase the profit and optimize the processes,
and, on the other hand the customers are looking to improve their dining-out experience. A
study performed by OpenTable in 2015 [4], indicates that 85 percent of customers are interested
in knowing in advance how long they must wait for a table. This percentage is significative,
and it would be difficult to provide an accurate estimation without having a reservations system
in place with functionalities for capacity monitoring and waiting list. But guests experience is

not the only benefit.

Recent period was marked by a global pandemic caused by COVID-19 when the
restaurant reservations systems became more valuable [5]. The restaurants were forced to
reduce their capacity to a specific percentage, based on government regulations, and to ensure
a social distancing rule. Having a reservation system in place, was essential to improve social
and health aspects. The customers were able to book in advance without physically going in
the restaurant and getting in contact with the staff or other customers. The long waiting queues
were eliminated and the allocation on tables was improved as the capacity was constantly
monitored. However, a reservation system should have multiple characteristics to be an
effective solution for businesses, including a user-friendly interface, easy setup, and increased
security. The traditional way to install the application was to use an internal environment which
requires up-front cost for purchasing the hardware components and technical knowledge and
can be difficult to maintain. The alternative is represented by using services offered by cloud

providers.

Cloud providers are third-party companies specialized in complex cloud-based
technologies and services. A study performed by Flexera [6] shows that 91 percentage of

businesses are interested in public cloud solutions offered by leaders as Amazon and Microsoft
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that have advantages as: reduced cost — eliminate the need of physical hardware cost and pay

only for the used resources following pay-as-you-go pricing models, flexibility — extra required

resources are immediately provided and the new business demands are meet, insights — tracking

and monitoring solutions are provided to offer a better overview and control for data, disaster

recovery — cloud providers offers quickly backups and data recovery solutions that reduce the

businesses data lose or unpredicted downtime, and security — rigorous security levels, from

data centre physical security to application and data security, are implemented and large teams

of security experts are allocated by cloud providers [7].

Cloud provider

Microsoft Azure [8]

Amazon Web Services

[9]

Advantages

More affordable pricing
Pay-as-you-go pricing
model

Excellent integration with
Microsoft tools
High-level availability
Hybrid cloud provided
Better documentation and

support

One of the oldest cloud
providers on the market
Increased number of
availability zones
Support for open-source
community

Mature Big Data solutions

Disadvantages

Reduced number of
supported operating
systems

Reduced support for
open-source community
Requires platform
technical knowledge

Hybrid cloud is not
provided

Technical support fee

TABLE 1: COMPARISON BETWEEN MICROSOFT AZURE AND AMAZON WEB SERVICES

Both Microsoft Azure and Amazon Web Services provides a huge range of services

capable to meet all the businesses requirements, and the decision of choosing a specific cloud

provider is made based on an analysis of needed resources and cost. Microsoft Azure also

provides a useful and easy to use tool to determine the cost called Azure Pricing Calculator.
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Current solution was implemented using Microsoft Azure as a cloud provider and the choose

was based on technical expertise and effective cost estimation.

I1SOC Reservations

ISOC Reservations

Upfront: US$0.00 Monthly: US$7.60

~ Azure Database for MySQL @ Flexible Server Deployment, Burstable Tier, 1 Basic (.. 10}
v Storage Accounts 0] Block Blob Storage, General Purpose V2, LRS Redun... 1| Upfront: US$0.00 Monthly: US$1.81
~ App Service Free Tier; 1 F1 (0 Core(s), 1 GB RAM, 1 GB Storage) x... 1o Upfront: US$0.00 Monthly: US$0.00
~ Azure Maps Gen 2 Pricing tier, 1 x 1,000 Map tile transactions, 1 ... o] Upfront: US$0.00 Monthly: US$0.00
Support
SUPPORT:
| Included | Us$0.00
Select your program/offer
LICENSING PROGRAMME:
| Microsoft Customer Agreement (MCA) v
° SHOW DEV/TEST PRICING ()
Estimated upfront cost Us$0.00
Estimated monthly cost Us$9.41

FIGURE 1: 1ISOC RESERVATIONS - AZURE PRICING ESTIMATION

Having the application hosted in cloud environment, simplifies the setup process, and
improves the deployments. When a new version of the application is developed, the restaurants
benefit from changes without downtime and more important without any additional work on
client-side environments. It also ensures a high level of security. In ISOC Reservations
application the security is also implemented following Open Web Application Security Project
(OWASP) rules.

OWASP is a dedicated software security organization, that highlights in a document
known as OWASP Top 10, the most critical security concerns related to web applications [10].

ISOC Reservations has several of the rules implemented as:

e Broken Access Control — users cannot access an area of the application without
having permissions. ISOC Reservations application requires role-based access
control

e Cryptographic Failures — HTTPS protocol is used to secure data in transit and
password are encrypted
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e Injection — SQL injection is handled using Spring JPA framework which
construct the queries using parameters
e Vulnerable and Outdated Components — dependent components are installed

using NPM official repository or Maven official repository

2.2. Existing examples evaluation

Nowadays, the number of restaurant reservation system is constantly increasing, but for
the purpose of this comparison, three of the most known systems were chosen: Yelp

Reservations, OpenTable and TablesReady.

Yelp Reservations is a system created by Yelp; a company founded in 2004. Its original scope
was to offer a platform for customer’s reviews, but then the company started to provide a

diversity of systems targeting the reservation process as well [11] [12].

OpenTable is a company founded in 1998 with dedicated services for online restaurant
reservations. It started with a reduce number of restaurants located in San Francisco and
increased massively over time, currently being able to support restaurants from more than 80
countries [13] [14].

TablesReady is a brand-new company, founded in 2011. It is currently a competitor for the

other two but offers a reduce number of features [15].

Functional requirement Yelp Reservations | OpenTable [17] TablesReady [18]
[16]

Capacity monitoring \/
Waiting-list management
Email marketing

Floor plan management

Accounts management

N X NS X
UENIENIEN
C X NS X
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12-month contract Tier-pricing:

Pricing $750 early o Basic Montly plan
termination fee o Core
o Pro

TABLE 2: COMPARISON BETWEEN YELP RESERVATIONS, OPENTABLE AND TABLESREADY SYSTEMS

The previous comparison indicates that OpenTable seems to be the most reliable system
offering a complete set of functionalities. However, there are limitations or disadvantages that
might make the restaurants decision even harder. For example, Yelp Reservations and
TablesReady don’t provide a built-in option for managing the floor plan or visualizing the
restaurant capacity, which becomes an inconvenient for the restaurants as those features are
essential for optimizing the cost and improving the staff efficiency by predicting the customers
flow and prepare accordingly. Another important aspect is represented by the system
acquisition cost. Yelp Reservations and TablesReady offer a more affordable pricing plan,
giving the system for a monthly subscription, but still imposing limitations as early termination
fee. On the other hand, OpenTable comes in place with a preferable pricing option, providing
the features on a tier-pricing model. This approach might be a better solution for restaurants
with a smaller budget or start-up businesses, and at the same time, might not satisfy the essential

needs that restaurant’s flows (reservations, waiting-list, capacity monitoring etc.).

Each system has its own advantages and disadvantages, and the decision of choosing
one or another, is part of a detailed analysis for the restaurants to perform to identify their
business requirements and to satisfy them on a balanced cost-effective ratio.

2.3. Required software analysis

Software can be classified in two main categories: system software - defined as the layer
between the physical hardware and applications, and application software — defined as a
computer program responsible for executing different tasks [19].

The system software used in ISOC Reservations application’s development process are:

.. Operating System
.. Windows 11 Home edition.

20



Windows specifications

Edition Windows 11 Home

Version 21H2

Installed on 01/03/2022

05 build 22000.493

Experience Windows Feature Experience Pack 1000.22000.453.0

FIGURE 2: WINDOWS OPERATING SYSTEM SPECIFICATIONS

¢ Javas

=
]?\7—5 Java is an object-oriented programming language, developed by Sun Microsystems
in 1995. It has the main advantage as being open source, providing a great community and
support, and platform independent, which allows it to be executed on any operating system
[20]. Backend component of ISOC Reservations application is implemented using Java 8

programming language.

(( Java Development Kit

=" Java Development Kit is a software that provides a set of tools, such as compiler,

—

oK interpreter, archiver, or Java Runtime Environment, required for developing
applications using Java programming language. From a development perspective, JDK is

essential [21].

291-b10)

-ble, mixed mode)

C:\Usersisandr:

FIGURE 3: JAVA VERSION COMMAND OUTPUT

21



Spring Boot
|
Q Spring Boot is a Java-based open-source framework that provides functionalities for
developers to quickly configure and generate new Java web applications [22]. 1SOC

Reservations backend component was generated using spring initializr:

€ spring initializr

Project Language Dependencies ADD DEPENDENCIES... CTRL +B
@ Mav t O Grade Project ® O Kotin O Groovy

. Spring Web
Spring Boot B
Build web, including RESTful, applications using Spring MVC. Uses Apache Tomcat as the
Q 3.00(SNAPSHOT) QO 200MN)) QO 27.0(SNAPSHOT) QO 27.0(M2) default embedded container.

O 265GNAPSHOT) O 264 O 251 SNAPSHOT) @

Spring Data JPA [E5H]
Project Metadata Persist data in SQL stores with Java Persistence AP using Spring Data and Hibernate.

Group  uwtsdlisec

Artifact  isoc-api

Name isoc-api

Description  ISOC Reservations Rest API

Package name  uwtsd isocisoc-api

Packaging @ Jar  Q War

Java Q17 ON @&

FIGURE 4: SPRING INITIALIZR

Spring Data JPA
g Srring

= Spring Data JPA is a framework that simplify the connection to the database by
introducing an abstraction layer using Java Persistence APl (JPA) repositories. Another
advantage is represented by the built-in methods that cover CRUD (create, read, update, delete)
operations. Tables are easily mapped to Java classes using Entity and Table annotations [23].
The Spring Data JPA dependency is easily added by using Spring Boot initializr and its version

can by modify from Spring Boot application configuration file: pom.xml:

=dependency>
<groupId>org.springframework.data</groupId>
<artifactId>spring-data-jpa</artifactId=>
zversion=2.5.5</version>

</dependency>
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Spring Security

Spring Security is a Java-based framework that provides powerful functionalities for

security, including authentication and authorization [24]. ISOC Reservations
backend component is implementing authentication and authorization using Spring Security
core libraries and JSON Web Token (JWT) standard which provides increased security as the
token cannot be intercepted or modified by any middleman. Spring Security also offers a
flexibility to configure which request is verified for authentication and authorization or not.

paice fox@gmalca
eylnbGeioUIUzL it NZUSCTQYLC le HAIGEZNDYAN DY ZNDIS.GWpRY I QZTZR00Z4L bt \¥6ablocQ

Paige Fox

FIGURE 5: 1ISOC RESERVATIONS JWT EXAMPLE

Apache Tomcat

Apache Tomcat is an open-source, well documented web server used to host Java
based applications [25]. In ISOC Reservations application, it is used to host the backend

component.

2022-03-07 02:07:31.449 INFO 7192 --- [ main] o.s.b.w.embedded.tomcat.TomcatWebServer : Tomcat started on port(s): 8080 (http)

FIGURE 6: INTELLIJ IDEA - STARTING APACHE TOMCAT SERVER

Angular
g Angular is an open-source framework based on TypeScript, used to create modern
web applications. It improves the development process by providing tools for quickly
generating the web applications or the source code and for different tasks like starting or
packaging the artifact [26]. ISOC Reservations frontend component is implemented using

Angular version 12:
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PS D:\iscoreservationapp-repo\IsocReservationsfpp\ui> version

Angular: 12.2.15 o
. animations, cli, common, compiler, compiler-cli, core, forms
... localize, platform-browser, platform-browser-dynamic, router

Package Version
@angular-devkit/architect 8.1282.15
@angular-devkit/build-angular 12.2.15
{@angular-devkit/core 12.2.15
@angular-devkit/schematics 12.2.15
@schematics/angular 12.2.15
rxjs 6.6.7
typescript 4.3.5

FIGURE 7: ANGULAR CLI VERSION COMMAND OUTPUT

Bootstrap

Bootstrap is an open-source CSS framework used to develop modern and
responsive web applications [27]. ISOC Reservations is using Bootstrap version 4 for frontend
component which makes it responsive and increase the accessibility non-functional

requirement.

d NodeJs

nege _ o _ _

@S NodeJs is an open-source JavaScript runtime environment. NodeJs is not a
mandatory dependency for Angular applications, but it must be installed when development
tools (e.g., Angular CLI) or external packages are imported into the project using NPM (Node

Package Manager) [28].

ISOC Reservations application is using different external packages, installed from the NPM

repository, which drives to the necessity of NodeJs.
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packagejson M X

packagejson > {} dependencies

1

2 "name": "isoc",

3 “"version™: "l1.8.8",

4 "description”: "ISOC Reservations”,
5 “"author": "",

6 "license™: "",

7 "private”: true,

8 > “scriptsT: { -

15 %

16 "dependencies": {

17 "@angular/animations™: "~12.2.@",
13 "@angular/common™: "~12.2.8",

19 "@angular/compiler”: "~12.2.8",
20 "@angular/core”: "~12.2.8",

21 "@angular/forms": "~12.2.8",

22 "@angular/platform-browser”: "~12.2.8",
23 "@angular/platform-browser-dynamic”: "~12.2.8",
24 "@angular/router": "~12.2.8",

25 "bootstrap”: "~4.6.1",

26 "jsoneditor”: ""5.6.8",

27

FIGURE 8: ISOC RESERVATIONS APPLICATION NPM PACKAGE DEPENDENCIES

Microsoft Azure

Microsoft Azure is a cloud provider that provides effective solutions as an alternative
to the traditional on-premises data centres, being responsible for purchasing and maintaining
the hardware components. This characteristic offers a huge benefit to the cloud consumer
which translates into increased performance, availability, scalability, efficiency, security, and
reduced cost. Microsoft Azure provides services for different cloud deployment models: public,

private and hybrid which satisfy a large variety of business requirements [8].

The provided services are classified in three main categories, based on who is responsible for

managing the services, known as cloud models:
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Cloud Provider

Manages
Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)

Applications

Operating System Operating System

Virtual Machine

Compute

Storage Storage

FIGURE 9: COMPARISON BETWEEN MICROSOFT AZURE CLOUD MODELS

ISOC Reservations is using several of the services provided by Microsoft Azure:

Service Name Cloud Model Description

Azure App Service Platform as a Service A service used to host
different types of
applications (web, mobile or
REST APIs) in Windows or
Linux environments without
the need of managing the
infrastructure by the cloud
consumer. [29]

Azure Storage Platform as a Service A service that provides
impressive scalable storage
capabilities.

An Azure subscription
supports up to 50 storage
accounts with a total of 2500
TB storage capacity. [30]

Azure Database for MySQL  Platform as a Service A service that provides a
fully managed MySQL
database engine. It has the
advantage of high security
and availability, efficient
monitoring, and alerting
mechanisms and automated
backups. [31]

Azure Maps Platform as a Service A geospatial service that
provides APIs for cloud
consumers to quickly create



a geographic information
system (GIS). [32]

Azure DevOps Software as a Service A set of services that covers
the entire lifecycle of the

application from planning,
collaboration, development
to deployment. [33]

TABLE 3: 1ISOC RESERVATIONS APPLICATION - USED MICROSOFT AZURE SERVICES

&y» Confluence
”~y

Confluence is a wiki tool used for improving the collaboration between teams, and to
organize the work in one place, being globally accessible over the Internet. The content is

organized in “spaces”, which is acting as a main root directory. For ISOC Reservations
application, a “Major Project” space was created.

* 000

scavo w B -

fi % Confluence  Home Recent~ Spacesv Peoplev Apps~ Templates

By Major Project

Progress checklist

{3 Space Settings
SPACE SHORTCUTS @
+ Add shortcut
Introduction chapter B Intreduction
[E Pages
- Define aim and objectives
~ Major project planning Mention cloud hosting as part of the aim definition
+ Tech stack/tools details Replace existing apps with a specific list of chosen existing systems
Resou Mention normalize database tables

+ Progress checklist Mention OWASP ( Open Web Application Security Project)

Literature review chapter

> Week 6

R Elaborate several chosen existing booking system comparison (comparison summary: B Research -
existing apps and cloud migration - 28.07.2021 )

* Report Research on cloud providers (reason summary: B Cloud Research )

+ Technical documentation Azure

FIGURE 10: CONFLUENCE - MAJOR PROJECT SPACE

The application software used in ISOC Reservations application’s development process are:

ﬂ Visual Studio Code
Visual Studio Code is a powerful Microsoft source code editor that also supports

debugging, intelligent code completion, snippets, and code refactoring for Windows, Linux,
and MAC operating systems [34]. In ISOC Reservations application is used to develop, build,

and deploy the frontend component.
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o Visual Studio Code

Version: 1,65.0 (user setup)

Commit: b5203cc8ebdfbaa726835538cd82372cc0222d43
Date: 2022-03-02T11:12:08.9627 (& days ago)

Electron: 13.3.2

Chromium: 91.0.4472.164

Modejs: 14.16.0

W8: 9.1.269.39-electron.0

05 Windows_NTx64 10.0.22000

Copy

FIGURE 11: VISUAL STUDIO CODE SPECIFICATIONS

IntelliJ IDEA

IntelliJ IDEA is an Integrated Development Environment (IDE) that supports
multiple programming languages as Java, Kotlin, JavaScript, TypeScript. It provides
functionalities for maximizing the development productivity by providing clever code
completion, static code analysis and refactoring [35]. ISOC Reservations backend component

is implemented using IntelliJ IDEA Community Edition.

About Intelli) IDEA

Intelli) IDEA 2021.2.2 (Community Edition)
Build #1C-212.5284.40, built on September 14, 2021

Runtime version: 11.0.12+7-b1504.28 amd64
VM: OpenDK &4-Bit Server VM by JetBrains s.r.o.

Powered by open-source software
Copyright © 2000-2022 JetBrains s.r.o.

FIGURE 12: INTELLIJ IDEA SPECIFICATIONS

N MySQL Workbench
MySQL Workbench is a powerful visual tool that provides functionalities for SQL
development, administration, backup, configuration, and management [36]. 1SOC

Reservations database is design and implemented using MySQL Workbench 8.0 Community
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Edition. It is also used for connecting to the Azure Database for MySQL instance from local

environment.
MySQL
Workbench 8.0
ORACLE
FIGURE 13: MYSQL WORKBENCH VERSION
B vyso
&®

File Edit View Database Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run 5QL queries to work with stored data. You can also migrate schemas and data from other

database vendors to your MySQL database.
Browse Documentation > Read the Blog > Discuss on the Forums =

MySQL Connections ®@®

Local instance MySQlL Server (... isoc-mp-sqlserver-uksouth.m...
sandra isocadmin
localhost:3206 isoc-mp-sqlserver-uksouth.mysgl.d...

FIGURE 14: MYSQL WORKBENCH CONNECTIONS MANAGEMENT

!a FileZilla

FileZilla is an open-source tool for simplifying file transfers using File Transfer
Protocol [37]. ISOC Reservations application is using FileZilla version 3.58.0 for the

deployment process of the backend component.
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FileZilla 3.58.0
E Copyright (C) 2004-2021 Tim Kosse
Homepage: htips://filezilla-project.ora/
Build information

Compiled for:  x86_64-w64-mingw32
Compiled on:  x86_64-pc-linux-gnu

Build date 2022-02-11
Compiled with: x86_64-w64-mingw32-gcc (GCC) 10-win32
20210110

Compiler flags: -O2 -g -Wall -Wextra
-Wno-deprecated-copy -ffunction-sections
-fdata-sections -Wno-cast-function-type

Linked against

wxWidgets: 3.0.6

GnuTLS 372

SQlite: 3.355

System details
Operating Syster: Windows 10 (build 22000}, 64-bit edition

Os version: 10.0
Platform: 64-bit system
CPU features: sse sse2 sse3 ssse3 ssed.1 sse4.2 avx avx2 aes

pcimulgdq rdrnd bmi bmi2 adx Im
Settings directory: C:\Users\sandr\AppData\Roaming\FileZilla\

Copy to clipboard oK

FIGURE 15: FILEZILLA SPECIFICATIONS

Visual Paradigm

v Visual Paradigm is a tool used to create UML diagrams by transforming the
requirements into accurate design [38]. ISOC Reservations is using Visual Paradigm online
free version for creating UML use case diagrams.

2.4. Software Development Life Cycle

The project planning started by building the Gantt Chart which was invented in 1890s and

it is used to reflect the required activities displayed against time (see Appendix A) [39].

A p Oct
Is0c tions app [ 3
Prepare ISOC Reserva. 24110 Prepare ISOC Reservations project
Decision making 31/08 Decision making
Literature review Literature review
Background reading...  24/09 Background reading and research
Requirements analy... 04110 Requirements analysis

Learning the required technologies

FIGURE 16: ISOC RESERVATIONS GANTT CHART

ISOC Reservations Gantt Chart represents each activity as a horizontal bar which indicates
the estimated start and end date. The entire project is estimated to 8 months. It starts with the

activities required for preparing the project, including decision making, literature review,
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project analysis and continues with activities related to functional requirements. The chart

offers an overview, and it is constantly reviewed so the project risks can be easily mitigated.

ISOC Reservations project is further implemented using Agile Software Development Life
Cycle Methodology which is an iterative methodology and a way to manage it by breaking up
into several phases [40]. The process includes planning, analyse, design, implementation,
evaluation and maintenance and two-week sprints are used. Every two weeks, a set of user
stories will be planned, analysed, and designed, then developed and tested and in the end,

feedback will be obtained.

Planning

Mainten
ance
@

*

Testing

< : Design
Integrati

on .'}

Implem
entation

FIGURE 17: AGILE SDLC METHODOLOGY PHASES

This methodology has the advantage of early discovering of bugs and easily and quickly
adapt to requirements changes. It also provides predictable delivery dates that aligns with Gantt
Chart estimations as per each sprint a set of implemented and tested functionalities can be
deployed. The activities are created in Azure Boards in a hierarchical structure represented as

epics, features, user stories, tasks, and bugs.
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er  Work Item Type 1D Title State Value Area Start Date

1 Epic 4 > W 15OC Infrastructure New Architectural 14.10.2021 00:00 25.10.2027 00:00
2 Epic 26 > WM 150C Business Infrastructure New Architectural 25.10.2021 00:00 19.11.20217 00:00
3 Epic 43 > MM 15S0C Authentication & Authorization New Business 18.10.2021 00:00 11.11.20217 00:00
4 Epic 82 « W 150C_Admin MNew Business 15.11.2021 00:00 03.12.2021 00:00
Feature 30 ~ ® App Landing Page New Business 15.11.2021 00:00 18.11.2021 00:00
User Story 31 « [ Create landing page New Business 15.11.2021 00:00 18.11.2021 00:00
Task 32 Bl (U] App landing page ® Closed 15.11.2021 00:00 15.11.2021 00:00
Task 33 E [API] Create endpoint for registered restaurants New 16.11.2021 00:00 17.11.2021 00:00
Task 36 E Manual Test New 17.11.2021 00:00 17.11.2021 00:00
Task 42 B UIfUX Design New 15.11.2021 00:00 18.11.2021 00:00
Task 180 B Tech doc New 18.11.2021 00:00 18.11.2021 00:00
Feature 83 . '® On-boarding new restaurant New Business 17.11.2021 00:00 26.11.2021 00:00
User Story 85 > [ Create on-boarding admin account New Business 18.11.2021 00:00 23.11.2021 00:00
User Story 86 > [ Create on-boarding restaurant profile New Business 18.11.2021 00:00 26.11.2021 00:00
Feature a4 > W Display registered restaurants New Business 17.11.2021 00:00 26.11.2021 00:00
Feature 96 > W Delete registered restaurant New Business 22.11.2021 00:00 03.12.2021 00:00
5 Epic 52 > Wd Admin Mew Business 01.12.2021 00:00 14.01.2022 00:00
6 Epic 53 « M Host Mew Business 17.01.2022 00:00 16.02.2022 00:00
Feature &0 > ® Bookings management Mew Business 17.01.2022 00:00 01.02.2022 00:00
Feature 58 ~ ® Waiting list management Mew Business 01.02.2022 00:00 06.02.2022 00:00
User Story 161 ~ Il Waiting list management New Business 01.02.2022 00:00 06.02.2022 00:00
Task 162 B [UI] Create waiting list page New 02.02.2022 00:00 07.02.2022 00:00
Task 163 Bl [AP[] Create endpoints for waiting list CRUD New 03.02.2022 00:00 07.02.2022 00:00
Task 164 ¥l [UI] Allocate table for waiting list item MNew 02.02.2022 00:00 07.02.2022 00:00
Task 165 E [AP]] Create endpoint for allocating waiting list item MNew 03.02.2022 00:00 07.02.2022 00:00
Task 166 B Manual Test MNew 08.02.2022 00:00 08.02.2022 00:00
Task 167 B Tech doc New 08.02.2022 00:00 08.02.2022 00:00
Task 168 B UI/UX Design New 03.02.2022 00:00 07.02.2022 00:00
Feature 59 > W Capacity monitoring New Business 07.02.2022 00:00 14.02.2022 00:00
7 Epic 54 > M Customer with account New Business 17.02.2022 00:00 28.02.2022 00:00
8 Epic 130 > Md Anonymous customer New Business 22.02.2022 00:00 28.02.2022 00:00

FIGURE 18: 1ISOC RESERVATIONS PROJECT - AZURE BOARD

An epic represents a group of features. For example, ISOC_Admin epic covers all the
features that a user with ISOCADMIN role can execute in the system. Next level in the
hierarchy is represented by features. A feature is a collection of user stories. For example, “On-
boarding new restaurant” is a feature that includes two user stories: “Create on-boarding admin
account” and “Create on-boarding restaurant profile”. A user story represents a single
requirement, and it includes all the tasks needed for implementation. Having the project
organized using boards increases the transparency and visibility and improves the tasks

management.
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Chapter 3 - Analysis

This chapter presents the requirements analysis including functional, non-functional
and system requirements. The functional requirements are illustrated using Unified Modeling
Language (UML) use case diagrams. In the last section of the chapter, the project risks are

listed and analysed.

3.1. Requirements analysis

Karl Wiegers and Joy Beatty define requirements as “a specification of what should be
implemented. It describes how the system should behave, or what properties or attributes a
system can have” [19]. This definition is eloquent for identifying two main characteristics of a
requirement: “what” and “how” and to classify the requirements in several categories:

functional requirements and non-functional requirements.

3.1.1. Functional requirements

Functional requirements describe what the system must do in a specific context and

define in detail what actions can perform a specific user [19].
ISOC Reservations application has four user roles:

» ISOCADMIN
» ADMIN

» HOST

» CUSTOMER

It also offers functionalities for a user without an assigned role, identified in the system

as “Anonymous User”.

Role Functional requirement
e should be able to login
ISOCADMIN e should be able to register a new restaurant
e should be able to view registered restaurants
¢ should be able to create admin account for a specific restaurant

e should be able to view created admin accounts
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ADMIN

HOST

CUSTOMER

should be able to login

should be able to view his full name and email details

should be able to change his account’s password

should be able to create admin account for the same assigned
restaurant

should be able to create host account for the same assigned
restaurant

should be able to view existing admin accounts for assigned
restaurant

should be able to delete created accounts

should be able to view existing host accounts for assigned
restaurant

should be able to modify assigned restaurant’s general information
should be able to modify assigned restaurant’s business hours
should be able to upload images and menu images for assigned
restaurant

should be able to view the assigned restaurant’s location on map
should be able to modify assigned restaurant’s floor plan

should be able to login

should be able to view current day bookings requests

should be able to modify status of a booking

should be able to view assigned restaurant’s capacity for breakfast,
lunch, and dinner time

should be able to view waiting-list customers

should be able to add a customer on waiting-list

should be able to modify status for a customer from waiting-list
should be able to view all bookings

should be able to create an account

should be able to login

should be able to modify account’s full name

should be able to delete the account
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e should be able to view all restaurants

e should be able to view a restaurant’s details

e should be able to send a booking request to a specific restaurant
e should be able to view his all bookings

e should be able to cancel a booking

TABLE 4: ISOC RESERVATIONS - FUNCTIONAL REQUIREMENTS FOR EACH ROLE

User without an assigned role = Functional requirement
ANONYMOUS USER e should be able to create an account
e should be able to view all restaurants
e should be able to send a booking request to a

specific restaurant

TABLE 5: ISOC RESERVATIONS - FUNCTIONAL REQUIREMENTS FOR ANONYMOUS USER

3.1.2. Non-functional requirements

Non-functional requirements describe how the system behaves in a specific context

[19]. ISOC Reservations’ non-functional requirements includes:

Non-functional requirements

Usability Site responsive Usage of Bootstrap
framework
Design consistency Usage of same button shapes,

colours, tables, forms

Simple navigation layout Navigation menu on top and

left side of the page
Accessibility Descriptive HTML Descriptive HTML elements
elements “alt” attribute to describe the
images.

Usage of HTML descriptive
elements: headers (<h3>,

<form> and <table>)
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Security

OWASP standard
SQL Injection

Encrypted passwords

Authentication and

authorization

SQL Injection is handled by
Spring JPA framework
Passwords are encrypted and
stored in the database
Authentication is ensured by
using Spring Security and
JWT mechanism.
Authorization is ensured by
using role-based access

control.

TABLE 6: 1ISOC RESERVATIONS NON-FUNCTIONAL REQUIREMENTS

3.2. UML — use case diagrams

Michael J. Chonoles defines Unified Modeling Language (UML) as “standardized

modeling language consisting of an integrated set of diagrams” used as an abstraction of real

world [41]. Use case diagram is one of the UML diagrams that indicates how the user, known

as actor, interact with the system.

The following diagrams describe how the actors interact with the system in several scenarios

(use cases) and are created based on the functional requirements.

ISOC Reservations actors are:

e |SOCAdmiIn
e Admin
e Host

e Anonymous Customer

e Customer
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FIGURE 21: HOST USE CASE DIAGRAM
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FIGURE 22: CUSTOMER AND ANONYMOUS CUSTOMER USE CASE DIAGRAM
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3.3. System requirements

System requirements specify the characteristics needed for a system to successfully run

an application [19]. They are classified in:

3.3.1. Hardware requirements

e Processor: Intel i7 (or equivalent)
e Memory: at least 16GB RAM

¢ Internet connection

3.3.2. Software requirements

e at least Windows 7 Operating System
o atleastJDK 8

e NodelJSv14.17.6

e Apache Tomcat 8

e Modern Browser (preferrable Microsoft Chrome, Mozilla Firefox)

3.3. Risk analysis

Risk analysis is an essential process used to identify and mitigate different events that

could have an impact of the project [42].

ISOC Reservations project risks are:

Risk Probability  Impact Mitigation
of the risk
happening
Hardware failure Rarely Could cause delays in Purchase new
delivering the project on hardware.
time Ensure regular
commits are

performed to keep
the source code in
Azure Repos.

Azure subscription Sometimes Could increase the cost of = Develop the

credit fully used deployment application using
local server and
database.

Estimate the cost of
resources using

39



Lack of technical Often
knowledge

Code issues Frequently
Frameworks Frequently
accidentally version

updates

Incorrect Often
planning/estimation

Personal health issues  Rarely

Could cause blockage or
major delays in delivering
the project on time.

Could cause increased
number of bugs.

Could cause missing
functionalities.

Could cause major delays
in delivering the project.

Could cause major
compatibilities issues that
might determine an entire
rewriting of the
application.

Could cause major delays
in delivering the project.

Could cause major delays
in delivering the project.

TABLE 7: 1ISOC RESERVATIONS RISKS ANALYSIS
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Azure Pricing
calculator.

Create a list of
needed technical
knowledge
(programming
languages,
frameworks,
databases, tools etc.)
from the beginning
of the project.
Perform tutorials to
improve the
knowledge.
Investigate existing
similar solutions on
dedicated
programming
forums.

In case of issues that
are taking longer
than initially
estimated, logged
them as “bugs” and
revisit as soon as
possible.

Check if a new
version is required
and make sure the
changes from the
new version won’t
affect the current
code.

Create a project
Gantt-Chart.
Review estimations
frequently.

Adjust estimations
based on gained
experience during
the development
phases following
Agile Methodology.
Allocate a buffer
period in the project
planning estimation.



Chapter 4 - Design

This chapter presents what are the components of ISOC Reservations system and how

database was designed following Microsoft best practices recommendations.

4.1. System architecture

System architecture describes what are the main components of a system.

: ' Request : Main Service
O Request . = e >
""""""" > [ : ! ™ Azure Storage [
“ Response ity n etloy Foutend ' | Spring boot Wed App
p BTt O, . ' Response i man serrce
K 2 ‘ ........................ .:
v ,
............ \ SR
Azure Maps )

Database Server
w Azure Database for
' u MySOL Server

FIGURE 23: 1ISOC RESERVATIONS SYSTEM ARCHITECTURE

ISOC Reservations systems contains three components: frontend, backend, and database.

Frontend component is implemented mainly using Angular framework and it is hosted in Azure
using Azure Storage service. It communicates with backend component and Azure Maps

service. (see Appendix C)

Backend component is implemented mainly using Java, Spring Boot, Spring Security and
Spring JPA frameworks and it is hosted in Azure using App Service. It is a REST API
application that exposes a collection of endpoints, and it is working on a request-response
approach. The REST API communicates with the database component using Spring JPA
framework which maps the tables into Java classes and increase security by mitigating SQL

injection concerns. (see Appendix D)

Database component is implemented using MySQL and it is hosted in Azure using Azure
Database for MySQL Server. (see Appendix B)
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The components are independent and decoupled and this type of architecture has the advantage
of providing a simplified deployment. For example, if frontend component is changing, then it

can be independently deployed in Azure without affecting the other components.

4.2. Database design

ISOC Reservations application is using a relational database which stores and provides

access to data organized in tables that have specific relationships between them.
According to Microsoft, database design is a process that includes the following steps [43]:

e Identify system’s entities

e Translate the entities into tables

e |dentify entities properties

e Translate entities properties into columns

e Define relationships between tables
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_| restaurant_floor_plans ¥
id INT
@ restaurant_id INT

» configuration VARCHAR( 5000)

|
)F _| restaurant_bookings ¥
| )
_| restaurant_images ¥ | id INT
dINT !_ i @ restaurant_id INT
> name VARCHAR{100) : ? party_size INT
> type VARCHAR(45) 5 I ? year INT
pic_byte LONGBLOB I 1 »month INT
1 i
@ restaurant_id INT | :l . nts v day INT
5 | restaural |_ —_——— > time_hour INT
: id INT | > time_minute INT
I ? name VARCHAR{100) | notes VARCHAR( 5000)
— —
address V ARCHAR(500) : > status VARCH AR(45)
] restaurant_business_hours ¥ email VARCHAR(50) J > full_name VARCHAR( 100)
T g iy i
id INT post_code VARCHAR(45) > email W ARCHAR(S0)
W@ restaurant_id INT -——— description V ARCHAR(5000) allocated_tables ¥ ARCHAR (5000)
» day_of_week VARCHAR(20) | cuisines V ARCHAR(200) >
» opening_time_hour INT } phone_number VARCHAR{ 13}
. - — —
> dosing_time_hour INT >
»is_closed TINYINT + Wi s
opening_time_minute INT : @ user id_BIG INT
> dosing_tim e_m inute INT | T T TIToT —4‘% @ role _id BIGINT ‘
. [ B >
I
[
I }iﬁ
I I
I |
| users v | | I
id BIGINT 1 *
> email VARCHAR(50) JI : " roles v
»name VARCHAR(50) | id BIGINT
» password V ARCHAR(100) | » name V ARCHAR (50)
» username V ARCHAR({50) : >
“restaurant_id INT P T T T
+ig_deleted TINYINT

FIGURE 24: ISOC RESERVATIONS ERD DIAGRAM

Database design process is essential to eliminate the data redundancy and ensure its
correctness and consistency and the output of it is represented by the Entity Relationship
Diagram (ERD).

ISOC Reservations system main entities are user, role, restaurant and booking. Restaurant
entity has properties as: image, business hour and floor plan which were divided into separate
tables. There is a many-to-many relationship between user and role entities and a one-to-many

relationship between restaurant and image, floor plan, business hour and booking entities.
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Chapter 5 - Implementation

This chapter presents the implementation of several functionalities of the 1SOC

Reservations application, Azure infrastructure and deployment process.

5.1. Register

Frontend

AuthSignUpComponent : signUp()

sign-up. ntmi
form: name, email, password

Backend

register(signUpInfo: RegisterRequest)

AuthController

request: Register‘REque/
a8

{paseUr/api/auth/pegistery registerUser(registerRequest)

AuthSer‘vicE/

HttpClient &——

v

response: R

AuthService

- check if usemname already exists

- check if email already exists

- create a new instance of User class

- encode password

- check if required role exists in the database

MySQL database UserRepository
- save user in the database

—

rns
<
isoc db

FIGURE 25: HIGH-LEVEL DIAGRAM FOR "REGISTER" IMPLEMENTATION

“Register” flow implementation involves all the components of the ISOC Reservations
application. Currently, the username and email have the same value. The user fills a form with
the fields: name, email, and password, implemented in sign-up.component.html, and then click
on “Create account” button. The details from the form are passed into signUp method, declared
in AuthSignUpComponent class, which represents the business logic for the sign-

up.component.html.

SignUp method makes a validation check and if the data is correct then authService’s register
method is called. AuthService has the responsibility to send a request to the REST API. It has
a dependency to HTTP Client, which is instantiated and used to call post method with an URL
and the form data passed from the component. Post method sends a request to AuthController
declared in the backend. The controller has a dependency to AuthService injected using
Autowired annotation and it passes the request data further to the service. The AuthService

checks if the username and email already exist in the database, then it encodes the password,
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create an instance of User class, retrieves the role details from the database based on roleName,
assigns the retrieved role to the created User instance and in the end saves the created User
instance in the database, using a dependency to UserReponsitory, which is implemented using
Spring Data JPA, and returns the response back to the controller. The controller is returning
further the response to frontend in AuthService, which returns it to the component. The

component handles the response and displays an error message or makes a redirect to login

page.

29 signUp(): wvoid {

38

31 if (this.signUpForm.invalid) { return; }

32 this.signUpForm.disable(});

33 const roles = new Array<string>();

34 roles.push{ ' customer');

35

36 const signupInfo = new RegisterRequest(

37 this.signUpForm.value.name,

38 this.signUpForm.value.email,

39 this.signUpForm.value.email,

48 this.signUpForm.value.password,

41 roles,

42 nully;

43

44 this.authService.register({signupInfo).subscribe({response =» {
45 if (response.httpStatus == "0K") {

46 this.router.navigate([ 'avth/sign-in']});
a7 1 else {

48 this.toastrService.error{ 'Registration failed!');
49 this.signUpForm.enable();

58 this.signUpForm.resst{);

51 }

52 1)

53 3

FIGURE 26: REGISTER - ANGULAR - SINGUP METHOD IMPLEMENTATION
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32
33
34
37
38

@Injectable({
providedIn: ‘root’

1)
« export class AuthService {
private baseUrl = this.appConfig.apiBaseUrl;

constructor{private http: HttpClient, private appConfig: AppConfigService) { }

» login(credentials: LoginRequest): Observable<any> { -

}

register(info: RegisterRsquest): Observable<any» {
return this.http.post<any>(this.baseUrl + '/api/auth/register’, info, httpOptions);

» changePassword(info: ChangePasswordRequest) {---

}

» deleteAccount(email: string){--
¥

FIGURE 27: REGISTER - ANGULAR - AUTHSERVICE IMPLEMENTATION

@RestController
@RequestMapping(" fapifavth")
@crossorigin(origins = "%")
public class AuthController {

@Avtowired
AuthService authService;

@PostMapping("/login")
public JwtResponse avthenticateUser(@Valid @RequestBody LoginRequest loginRequest) {...}

@PostMapping("/register™)
public ResponseMessage registerUser(@Valid @RequestBody RegisterReguest registerRequest) {

ResponseMessage registerResponse = authService.registerUser(registerRequest);
return registerResponse;

FIGURE 28: REGISTER - REST APl - AUTHCONTROLER IMPLEMENTATION
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@ public ResponseMessage registerUser(RegisterRequest registerRequest) {
if (userRepositery.existsByUsername(registerRequest.getUsername())) {...}

if (userRepository.existsByEmail(registerRequest.getEmail())) {...}

User user = new User(registerRequest.getName(),
registerRequest.getUsername(),
registerRequest.getEmail(),
enceder.encode(registerRequest.getPassword()),
registerRequest.getRestavrantId(),
isDeleted: false);

set<string> strRoles = registerRequest.getRole();
Set<Role> roles = new HashSet<>();

strRoles.forEach(role -> {
switch (role) {
case "admin":
Role adminRole = roleRepository.findByName(RoleName.ROLE_ADMIN).orElseThrow(() -> new RuntimeException("User Role Admin not found."));
roles.add(adminRole);

break;

case "isocadmin":
Role isocadminRole = roleRepository.findByName(RoleName.ROLE_TSOCADMIN) .orElseThrow(() -> new RuntimeException("User Role ISOC Admin not found."));
roles.add(isocadminRole);
break;

case "host":
Role pmRole = roleRepository.findByName(RoleName.ROLE_HOST).orElseThrow(() -> new RuntimeException("User Role Host not found."));
roles.add(pmRole) ;

break;

case "customer":
Role userRole = roleRepository.findByName(RoleName.ROLE_CUSTOMER) .orElseThrow(() -> new RuntimeException("User Role Customer not found."));
roles.add(userRole);
break;

default:
throw new RuntimeException("User Role not found.

h;
user.setRoles(roles);
userRepository.save(user);

return new ResponseMessage(HttpStatus.0K, erorMessage: null, payload: "User registered successfully!");

FIGURE 29: REGISTER - REST APl - AUTHSERVICE IMPLEMENTATION

5.2. Login

Frontend

AuthsignInComponent @ signIn()

sign-in.component.html —_———
form:email, password

Backend

TokenStorageService respons
- save response in window storage AuthController

=4

credentials: LogiaR@guest
authenticateuser(loginRequest)
i}/ api/auth/login
AuthService W ap &

'

HttpClient

response’ JutResponse AuthService — 5\ bonticationnanager

- generate JWT token - check usemame and password
- check If user s not deleted

\

UserRepository
- get user from the database

MySQL database

FIGURE 30: HIGH-LEVEL DIAGRAM FOR "LOGIN" IMPLEMENTATION
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“Login” flow implementation involves all the components of the ISOC Reservations
application. The user fills a form with the fields: email, and password, implemented in sign-
in.component.html, and then click on “Login” button. The details from the form are passed into
signin method, declared in AuthSigninComponent class, which represents the business logic

for the sign-in.component.html.

Signln method makes a validation check and if the data is correct then authService’s login
method is called. AuthService has the responsibility to send a request to the REST API. It has
a dependency to HTTP Client, which is instantiated and used to call post method with an URL
and the form data passed from the component. Post method sends a request to AuthController
declared in the backend. The controller has a dependency to AuthService injected using
Autowired annotation and it passes the request data further to the service. The AuthService
tries to authenticate the user using AuthenticationManager from Spring Security and sets the
authentication in the security context. It also generates the authentication token and checks if
the user is not soft deleted from the database and retrieves user details, using an injected
dependency of UserRepository implemented using Spring Data JPA, to attach restaurantld and
user fullname to the response. The response is returned to the controller which then returns it
further to frontend in AuthService, which returns it to the component. The component handles
the response and saves the token details in the windows storage and based on the user role

redirects to a specific dashboard page or displays an error message.
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@

signIn(): void {
if (this.signInForm.invalid) {
return;

}
this.signInForm.disable();
const loginInfo = new LoginRequest(

this.signInForm.value.email,
this.signInForm.value.password);

this.authService.login{loginInfo).subscribe(data =» {

if (data !== null) {

this. tokenStorage.saveToken(data.accessToken);
this. tokenStorage.saveUsername(data.username);
this.tokenStorage.saveRoles(data.authorities);
this. tokenStorage.saveRestaurant(data.restaurantId);
this. tokenStorage.saveFullName(data.fullName);

var roles = this.tokenStorage.getRoles();

if (roles.includes( 'ROLE_ISOCADMIN')) {
this.router.navigateByUrl('/redirect-to-isocadmin-dashboard"};

} else if (roles.includes('ROLE_ADMIN')) {
this.router.navigateByUrl('/redirect-to-admin-dashboard”);

} else if (roles.includes('ROLE_HOST")) {

this.router.navigateByUrl(' /redirect-to-host-dashbeoard');
} else if (roles.includes('ROLE_CUSTOMER')) {
this.router.navigateByUrl('/redirect-to-customer-dashboard");

woR

G0 = o

o R o i O o

[Te]

14
15
16
17
18
19
28
21
22
23
24

b
} else {
this.signInForm.enable();

s

FIGURE 31: LOGIN - ANGULAR - SIGNIN METHOD IMPLEMENTATION

@Injectable({
providedIn: 'root’

)

export class AuthService {

FIGURE 32: LOGIN - ANGULAR - AUTHSERVICE IMPLEMENTATION

this.toastrService.error( ' Incorrect email or password or you don\'t have an account!');

private baseUrl = this.appConfig.apiBaseUrl;
constructor(private http: HttpClient, private appConfig: AppConfigService) { }

login(credentials: LoginRequest): Observable<any> {
return this.http.post<any>(this.baseUrl + '/fapi/auth/login’, credentials, httpOptions});
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15 @RestController

16 [@RequestMapping("/apifauth")
1 @crossOrigin(origins = "=")
18 public class AuthController {

20 @Auvtowired
21 AuthService authService;

23 @PostMapping("/login")

24 public JwtResponse authenticateUser(@Valid @ReguestBody LoginRequest loginReguest) {
25 try {

26 JwtResponse tokenResponse = authService.auvthenticateUser(loginRequest);

2 return tokenResponse;

2 } catch (Exception ex) {...}

FIGURE 33: LOGIN - REST APl - AUTHCONTROLLER IMPLEMENTATION

a4 @ public JwtResponse authenticateUser(LoginRequest loginRequest) throws Exception {
45 Authentication authentication = authenticationManager.authenticate(
4 new UsernamePasswordAuthenticationToken(loginReqguest.getUsername(), loginReguest.getPassword()));

48 SecurityContextHolder.getContext().setAuthentication(authentication);

String jwt = jwtProvider.generateJwtToken(authentication);
51 UserDetails userDetails = (UserDetails) authentication.getPrincipal();

User userFromDb = vserRepository.findByUsername((userDetails.getUsername())).get();
if(userFromDb.getIsDeleted()){
5¢ throw new Exception("Invalid account");
57 H

Integer restaurantld = userfFromDb.getRestaurantId();
String fullName = vserFromDb.getName();

62 return new JwtResponse(jwt, vserDetails.getUsername(), userDetails.getAvthorities(), restavrantId, fullName);

FIGURE 34: LOGIN - REST API - AUTHSERVICE IMPLEMENTATION

23 @ public String generateJwtToken(Authentication authentication) {

ot UserPrinciple userPrincipal = (UserPrinciple) authentication.getPrincipal();
26 return Jwts.builder()

2 .setSubject((userPrincipal.getUsername()))

2¢ .setIssvedAt(new Date())

29 .setExpiration(new Date((new Date()).getTime() + jwtExpiration*1008))
3€ .signWith(SignatureAlgorithm.H5512, jwtSecret)

31 .compact();

FIGURE 35: LOGIN - REST APl - GENERATEJWTTOKEN METHOD IMPLEMENTATION
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5.3. Send booking request for user without account

Frontend

RestaurantComponent : sendBooking()
- validate booking time
- validate full name
- validate email
Bl Ee - validate part size Backend
- set booking status to 'pending’
- extract booking: year, month, day, hour, minute

BookingsController
Tespons /

ToastrService
- display error/success msg booking:

restaurants.component.html

openDialog(restaurantId)

restaurant.component.himl

form: fullName, email, notes, partySize, date, time
TM}/Bpi/bookings/save save(restaurantBooking)
BookingsService

v

HttpClient

response: RestaurantBooking  BookingService

l

RestaurantBookingRepository

MySQL database «————— _-savebookinginthe database

Y

isoc db
—

FIGURE 36: HIGH-LEVEL DIAGRAM FOR "SEND BOOKING REQUEST FOR USER WITHOUT ACCOUNT"
IMPLEMENTATION

“Send booking request for user without account” flow implementation involves all the
components of the ISOC Reservations application. The user selects a restaurant from the
landing page of the application and clicks on “Book a table” button. A modal component is
opened by calling openDialog method from the RestaurantsComponent. The method sets
restaurantld and passes it to the modal using the modalService, which is a bootstrap built-in

modal. Also, the restaurant’s images are filtered based on restaurantld and set to the modal.

The opened modal displays details about the restaurant and the user fills a form with details
related to the desired booking. Then he clicks on “Confirm” button, which calls sendBooking
method. SendBooking method validates the data (booking time, full name, email, party size)
and creates a booking with pending status. The booking data is passed to BookingsService.
BookingsService has the responsibility to send a request to the REST API. It has a dependency
to HTTP Client, which is instantiated and used to call post method with an URL and the form
data passed from the component. Post method sends a request to BookingsController declared
in the backend. The controller has a dependency to BookingService injected using Autowired
annotation and it passes the request data further to the service. The BookingsService sends the

booking object to the RestaurantBookingRepository, implemented using Spring Data JPA,
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which is responsible for saving into the database. The response is returned to the controller

which then returns it further to BookingsService, which returns it to the component. The

component handles the response displaying a success or error message.

FIGURE 37: SEND BOOKING REQUEST FOR USER WITHOUT ACCOUNT - ANGULAR - OPENDIALOG METHOD

186

126

FIGURE 38: SEND BOOKING REQUEST FOR USER WITHOUT ACCOUNT - ANGULAR - SENDBOOKING METHOD

openDialog(id: number) {
const modalRef = this.modalService.open(RestaurantComponent);
modalRef .componentInstance.restaurantId = id;
if (this.userRole === "ROLE_CUSTOMER') {
modalRef.componentInstance.userEmail = this.userEmail;
modalRef. componentInstance.userfFullName = this.userFullName;
}
const images = this.restaurantsImages.filter(r =» r.name.startsWith( restaurant_"+id+'_"));
if(images && images.length > 8){

modalRef. componentInstance.restaurantImages = this.restaurantsImages.filter(r =» r.name.startsWith{ ' restaurant_"+id+'_"));

lelsef
const defaultImage = new RestaurantImage();
defaultImage.name = "default’;
defaultImage.image = 'assets/images/default-restaurant-image.png’;
modalRef. componentInstance.restaurantImages = [defaultImage];

IMPLEMENTATION

sendBooking() {

if (this.formModel.selectedTime.hour === null || this.formModel.selectedTime.minute === null) {
this.toastrService.error('Please select a booking time!');
return;

}

if (lthis.formModel.fullMame || this.formModel.fullName === '') {
this.toastrService.error('Please enter your full name’);
return;

}

const validEmail = this.validateEmail();
if (lvalidemail) {
this.toastrService.error('Please enter your email');

return;

}

if (this.formModel.partySize === @ || this.formModel.partySize < 8) {
this.toastrService.error( 'Please select the number of guests (party size)’);
return;

}

const booking = new Booking();

booking.restaurantId = this.restaurantld;
booking.year = this.formModel.date.year;
booking.month = this.formModel.date.month;
booking.day = this.bookingDate.day;

booking.timeHour = this.formModel.selectedTime.hour;
booking.timeMinute = this.formModel.selectedTime.minute;
booking.partySize = this.formModel.partySize;
booking.notes = this.formModel.notes;

booking.status = 'pending’;

booking.email = this.formModel.email;
booking.fullName = this.formModel.fullName;

this.bookingsService.save(booking).subscribe(response =» {
if (response) {

this.activeModal.close();
1 else {
this.toastrService.error('Booking cannot be sent. Please retry or contact the restaurant!’);
¥
1

IMPLEMENTATION
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14 @Injectable({

15 providedIn: ‘root’

s 1

17 export class BookingsService {

18

19 private baseUrl = this.appConfig.apiBaseUrl;

28

21 constructor{private http: HttpClient, private appConfig: AppConfigService) {
22 i

23

24 save(booking: Booking): Obserwvable<any> {

25 return this.http.post<any>(this.baselrl + '/api/bookings/save’, booking, httpOptions);
26 1

FIGURE 39: SEND BOOKING REQUEST FOR USER WITHOUT ACCOUNT - BOOKINGSSERVICE IMPLEMENTATION

14 @RestController

15 @RequestMapping("/api/bookings")
16 @crossorigin(origins = "#")

1 public class BookingsController {

19 @Autowired
26 private BookingService bookingService;

22 @PostMapping("/save")

23 public RestaurantBooking save(@Valid @ReguestBody RestaurantBooking restaurantBooking) {
24 try {

25 return bookingService.save(restaurantBooking);

26 } catch (Exception ex) {

2 return null;

FIGURE 40: SEND BOOKING REQUEST FOR USER WITHOUT ACCOUNT - REST API - BOOKINGSCONTROLLER
IMPLEMENTATION

11 @Service

12 public class BookingService {

14 @Avutowired
15 private RestaurantBookingRepository bookingRepository;

1 public RestaurantBooking save(RestaurantBooking restaurantBooking) {
18 return bookingRepository.save(restaurantBooking);

FIGURE 41: SEND BOOKING REQUEST FOR USER WITHOUT ACCOUNT - REST API - BOOKINGSERVICE
IMPLEMENTATION
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5.4. Calculate restaurant capacity

Frontend
host-dashboard. :amponent htmi
l ngOnInit()
/—" "DS['\DGBY'DDDK\I’IQS COI'"DOHEH\ htmi
HostBashboardComponent - get current cata calculateBreakfastCapacity()
- filtter DOOKH’\QS based on current date
¢ calculatelunchCapacity()
response: bookings losdBookings (restaurantid)
HostTodayBookingsComponent
calculateDinnercapacity() Backend
BookingsService

{baseUrl}/api/bookings/restaurant/{restaurantld}
HttpClient BookingsController

response: List<RestaurantBooking

getBookingsByRestaurantld(id)

Bookingservice

|

MySQL database RestaurantBookingRepository

—

=

FIGURE 42: HIGH-LEVEL DIAGRAM FOR "CALCULATE RESTAURANT CAPACITY " IMPLEMENTATION

&« -getbookings by restaurant id

“Calculate restaurant capacity” flow implementation involves indirectly all the
components of the ISOC Reservations application, because it needs bookings for the current
data. Bookings are retrieved using loadBookings method from HostDashboardComponent
which sends a request to the backed via BookingsService. BookingsService execute a GET call
to the REST API endpoint which returns a collection of bookings as a response. The collection
of bookings is further passed into HostTodayBookingsComponent and filtered based on current
date. The capacity is calculated using methods: calculateBreakfastCapacity,
calculateLunchCapacity and calculateDinnerCapacity. CalculateBreakfastCapacity retrieves
the opening time for the restaurant for the current date and then filters the bookings that have
booking time between opening restaurant time and breakfastTime (11:30).
CalculateLunchCapacity filters the bookings that have booking time between breakfastTime
(11:30) and lunchTime (16:30). CalculateDinnerCapacity retrieves the closing time for the
restaurant for the current date and then filter the bookings that have booking time between
lunchTime (16:30) and restaurant closing time. Only number of guests from the bookings with
status: seated, partial seated or confirmed are extracted from the total capacity of the restaurant.
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7 private loadBookings(restaurantId: number) {

43 this.bookingsService.getBookingsByRestaurantId(restaurantId).subscribe(response =» {
49 if (response) {

58 this.bookings = response;

51 this.calendarkEvents = this.loadCalendarEvents(this.bookings);

52 1

53 1)

E4 :

FIGURE 43: CALCULATE RESTAURANT CAPACITY - ANGULAR - LOADBOOKINGS METHOD IMPLEMENTATION

12 @Injectable({

13 providedIn: 'root’

14 b

15 export class BookingsService {

16

17 private baseUrl = this.appConfig.apiBaselrl;

18

19 constructor(private http: HttpClient, private appConfig: AppConfigSerwvice) {
26 3

21

22 > save(booking: Booking): Obserwvable<any> {--

24 }

25

26 > getCustomerBockings({email: string): Observable<any> { .-

29 3

e

31 > cancelBooking(bookingId: number): Observable<any> { -

34 3

35

36 getBookingsByRestaurantId(restaurantId: number): Observabla<any> {
37 const url = this.baseUrl + 'fapi/bookings/restaurant/’' + restaurantld;
38 return this.http.get<any>{url);

39 3

FIGURE 44: CALCULATE RESTAURANT CAPACITY - ANGULAR - BOOKINGSSERVICE IMPLEMENTATION

3} get bookings(): Booking[] {

51 return this. bookings;

52 3}

53 @Input() set bookings(value: Booking[]) {

54 if (value) {

55 const currentDate = new Date();

56 this.todayBookings = value.filter(b => b.day === currentDate.getDate() && b.month === (currentDate.getMonth() + 1) && b.year === currentDate.getFullYear());
57 this.waitinglistData = this.todayBookings.filter(b => b.status === ‘onWaitinglist');
3] this.waitinglistCollectionSize = this.waitinglistData.length;

59 this.getlaitinglistData();

@ }

1 ¥

FIGURE 45: CALCULATE RESTAURANT CAPACITY - ANGULAR - FILTER TODAY BOOKINGS IMPLEMENTATION
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calculateBreakfastCapacity() {
let allocatedCapacity = @;
if (this.todayBookings && this.restaurantProfile) {

const day = new Date().getDate()

let openingTime = new TimeModel();

switch (day) {

case @:

166 openingTime = this.restaurantProfile.businessHours.filter(r =» r.dayOfWesk === "Monday')[@].openingTime;
167 break;
168 case 1:
169 openingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfileck "Tuesday ' )[8].openingTime;
17@ break;
171 cass 2:
172 openingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfWeek === "Wednesday')[@].openingTime;
173 break;
174 casa 3:
175 openingTime = this.restaurantProfile.businessHours.filter(r =»> r.dayOfWesk === "Thursday')[@].openingTime;
176 break;
177 casa 4
178 openingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfWleek === "Friday’')[@].openingTime;
179 break;
18@ case 5:
181 openingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfllesk === "Saturday')[@].openingTime;
182 break;
183 cass &:
184 openingTime = this.restaurantProfile.businessHours.filter(r =» r.dayOfiWeck “Sunday ' )[e].openingTime;
185 break;
126 1
187
188 this.todayBookings.forEach(booking =» {
189 const bookingTime = new Date(booking.year, booking.month - 1, booking.day, booking.timeHour, booking.timeMinute, &, @);
199 const startTime = new Date(booking.year, booking.month - 1, booking.day, openingTime.hour, ocpeningTime.minute, @, @);
191 const breakfastTime = new Date{booking.year, booking.month - 1, booking.day, 11, 38, @, B8);
192
193 if (booking.status === 'seated’' || booking.status === 'partialSeated’ || booking.status === 'confirmed’} {
194 if(bockingTime »= startTime && bookingTime <= breakfastTime){
195 allocatedCapacity += booking.partySize;
196 1
197 1
198 e
109 }
208
281 return this.totalCapacity - allocatedCapacity;
282 T

FIGURE 46: CALCULATE RESTAURANT CAPACITY - ANGULAR - CALCULATEBREAKFASTCAPACITY METHOD
IMPLEMENTATION

2084 calculatelunchCapacity() {

285 let allocatedCapacity = @;

206 if (this.todayBookings &&% this.restaurantProfile) {

207 this.tedayBookings.forEach(booking => {

208 const bookingTime = new Date(booking.year, booking.month - 1, booking.day, booking.timeHour, booking.timeMinute, @, @);
209 const breakfastTime = new Date(booking.year, booking.month - 1, booking.day, 11, 2@, @, @);

218 const lunchTime = new Date(booking.year, booking.month - 1, booking.day, 16, 3@, @, 8);

211

212 if (booking.status === 'seated’ || booking.status === 'partizlSeated’ || booking.status === 'confirmed') {
213 if(bookingTime > breakfastTime && bookingTime <= lunchTime){

214 allocatedCapacity += booking.partySize;

215 1

216 }

217 Y

218 3

219

220 return this.totalCapacity - allocatedCapacity;

221 }

FIGURE 47: CALCULATE RESTAURANT CAPACITY - ANGULAR - CALCULATELUNCHCAPACITY METHOD
IMPLEMENTATION
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223 calculateDinnerCapacity() {

224 let allocatedCapacity = @;
225 if (this.todayBookings && this.restaurantProfile) {
226 const day = new Date().getDate()
227 let closingTime = new TimeModel();
228
229 switch (day) {
238 case @:
231 closingTime = this.restaurantProfile.businessHours.filter(r =»> r.dayOfieek === "Monday')[@].closingTime;
232 breaak;
233 case 1:
234 closingTime = this.restaurantProfile.businessHours.filter{r => r.dayOfiWeek === "Tuesday')[@].closingTime;
235 break:
236 case 2:
237 closingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfWeek === '"Wednesday')[@].closingTime;
238 break;
239 case 3:
248 closingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfiesk === "Thursday')[0].closingTims;
241 breaak;
242 case 4:
243 closingTime = this.restaurantProfile.businessHours.filter{r => r.dayOfWleek === "Friday')[8].closingTime;
244 break;
245 case 5:
246 closingTime = this.prestaurantProfile.businessHours.filter{r => r.dayOfWesk === "Saturday’')[@].closingTims;
break;
case 6:
closingTime = this.restaurantProfile.businessHours.filter(r => r.dayOfieek === "Sunday')[8].closingTime;
break;

}

this.todayBookings.forEach(booking =» {

const lunchTime = new Date(booking.year, booking.month - 1, booking.day, 16, 3@, @, @);

if (booking.status === 'seated’ || booking.status === 'partizlSeated’ || booking.status
if(boockingTime > lunchTime && bookingTime <= endTime){
allocatedCapacity += booking.partySize;

s

266 return this.totalCapacity - allocatedCapacity;

const bookingTime = new Date(booking.year, booking.month - 1, booking.day, booking.timeHour, booking.timeMinute, @,
const endTime = new Date(booking.year, booking.month - 1, booking.day, closingTime.hour,

closingTime.minute, 8, 8);

‘confirmed') {

a);

FIGURE 48: CALCULATE RESTAURANT CAPACITY - ANGULAR - CALCULATEDINNERCAPACITY METHOD

IMPLEMENTATION
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5.5. Save floor plan

Frontend

i
AdminFloorPlanComponent: saveFloorPlan(
admin-floor-plan.component. htmi P ———

jsen-editor built-in component - check if floor plan configuration has changed
- validate floor plan structure

Backend

drawFleofPlan(avent)

RestaurantsController
response

. Toastrservice
AdminFloorPlanComponent
- display errorisuccess msg saveRequest: FloorPransaveRequest

-processSeatChart() : extractthe number, label
seatsNumber and status properties from json-editor json data

sthurants/floorplan saveFloorplan(flocrplanRequest)

response: ResponseMessage FloorPlanService

l

FloorpPlanRepository
/cne:k if restaurant exists in the database
MySQL database &— | - save floor plan configuration in the database

=

—

FIGURE 49: HIGH-LEVEL DIAGRAM FOR "SAVE FLOOR PLAN" IMPLEMENTATION

“Save floor plan” flow implementation involves all the components of the ISOC
Reservations application. Restaurant floor plan is implemented using a JSON representation
and a built-in component from the json-editor package installed using NPM. The built-in
component exposes a functionality for editing a JSON object which will be displayed by calling
the method drawFloorPlan. DrawFloorPlan iterates each element from the JSON and extracts
properties as number, label, seatsNumber, status (for styling purpose). For saving the JSON
object, saveFloorPlan method is called. It validates the floor plan structure and sends a request
to the backend endpoint using RestaurantsService which executes a post request to the
RestaurantsController. The controller has a dependency to FloorPlanService injected using
Autowired annotation and it passes the request data further to the service. The FloorPlanService
saves the floor plan into the database using an injected dependency of FloorPlanRepository
implemented using Spring Data JPA. The response is returned to the controller which then
returns it further to frontend in RestaurantsService, which returns it to the component. The

component handles the response and displays a success or error message.
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a4
8L
86
87
83
89
9a
a1
92
93
94
9%t
96
97
a8
a9
1ae
1681
182
163
164
185
166

a1
42
43
44
45
46

43
49
ta

drawFloorPlan{event: any) {
if (event instanceof Event){
return;

this.floorConfig = [];

this.floorConfig = cloneDeep{event);
this.processSeatChart(this.floorConfig);
this.hasPlanChanged = true;

}

SAVE FLOOR PLAN - ANGULAR - DRAWFLOORPLAN METHOD IMPLEMENTATION

private processseatChart{config: any) {

if {(!config || !({config instanceof Array))
return;

this.seatmap = [];

config.forEach{{row) =» {
var mapldbj = { seats: [] };
row.forEach{(item) => {

var seatObj = {};

if (item.seatsNumber != 8) {
seatObj[ "number'] item.number;
seatObj[ "label’'] = item.label;
seatObj[ 'seatsNumbar'] = item.seatsHumber;
seatCbj[ 'status'] = "available’;
T else {
seatObj[ 'label'] = "',

¥
mapObij[ "seats'].push{seatdbi);

I3 F

this.seatmap.push({maplbij);
1)

FIGURE 51: SAVE FLOOR PLAN - ANGULAR - PROCESSSEATCHART METHOD IMPLEMENTATION
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saveFloorPlan() {
if (!this.hasPlanChanged)

return;

if (!this.floorConfig || !(this.floorConfig instanceof Array) || !(this.floorConfig.length » @)) {
this.toastrservice.error('Invalid Floor Plan structure'};
return;

}

const request = new FloorPlanSaveRequest();
request.floorPlan = JSON.stringify(this.floorConfig);
request.restaurantId = this.restaurantId;

this.restaurantsService.saveFloorPlan(request).subscribe(response =» {
if (response.httpStatus === 'OK') {
this.toastrService.success( Floor Flan saved!');
this.hasPlanChanged = false;
} else {
this.toastrService.error('Floor Plan cannot be saved!Please contact ISOC Administrator’);

h
1)

FIGURE 52: SAVE FLOOR PLAN - ANGULAR - SAVEFLOORPLAN METHOD IMPLEMENTATION

@Injectable({
providedIn: ‘root’

1)

export class RestaurantsSsrvice {
private baseUrl = this.appConfig.apiBaseUrl;
constructor({private http: HttpClient, private appConfig: AppConfigService) { }

save(restaurant: Restaurant): Observable<any> { -

}

getAll(): Observable<any> { -
H

getFloorPlan({restaurantId: number): Observable<any> {--

}

saveFloorPlan(saveRequest: FloorPlanSaveRequest): Observable<any> {
const url = this.baseUrl + '/Japi/restaurants/floorplan’;
return this.http.post<any>(url, saveReguest, httplptions});

FIGURE 53: SAVE FLOOR PLAN - ANGULAR - RESTAURANTSSERVICE IMPLEMENTATION
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@PostHapping("/floorplan")
public ResponseMessage saveFloorPlan(@Valid @RequestBody FloorPlanSaveRequest floorPlanRequest) {
try {
int affectedRows = floorPlanService.saveFloorPlan(floorPlanRequest);
if (affectedRows == 0) {
return new ResponseMessage(HttpStatus.NOT_FOUND, erorMessage: "Floor Plan for restaurant not found", payload: null);
+
return new ResponseMessage(HttpStatus.O0K, erofMessage: null, payload: null);
} catch (Exception ex) {
return new ResponseMessage(HttpStatus.INTERNAL_SERVER_ERROR, ex.getMessage(), paylead: null);
+

FIGURE 54: SAVE FLOOR PLAN - REST API - ENDPOINT IMPLEMENTATION

@Service
public class FloorPlanService {

@Avtowired
FloorPlanRepository fleorPlanRepository;

public FloorPlan getByRestaurantId(Integer restaurantId) {...}

public int saveFloorPlan(FloorPlanSaveReguest floorPlanReguest) {
FloorPlan fp = floorPlanRepository.findByRestaurantId(floorPlanRequest.getRestavrantId());
if(fp == null}d
floorPlanRepository.save(new FloorPlan(floorPlanRequest.getRestaurantId(), floorPlanRequest.getFloorPlan()));

return 1;
Felse {
return floorPlanRepository.saveFloorPlan(floorPlanRequest.getRestaurantId(), floorPlanRequest.getFloorPlan());
b
b
FIGURE 55: SAVE FLOOR PLAN - REST API - FLOORPLANSERVICE IMPLEMENTATION
@Repository

public interface FloorPlanRepository extends JpaRepository<FloorPlan, Long> {

@Query(valve = "SELECT p.* FROM restaurant_floor_plans p " +
"WHERE p.restaurant_id = :restaurantId " +
"LIMIT 1", nativeQuery = true)
FloorPlan findByRestaurantId(@Param("restaurantId") Integer restaurantId);

@Modifying
@Transactional
@Query("UPDATE FloorPlan fp " +
"SET fp.configuration = :floorPlam " +
"WHERE fp.restaurantId = :restaurantId")
int saveFloorPlan(@Param("restaurantId") Integer restauvrantId, @Param("floorPlan") String floorPlan);

FIGURE 56: SAVE FLOOR PLAN - REST API - FLOORPLANREPOSITORY IMPLEMENTATION
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5.6. Display restaurant location on map

. isoc-azure-map.component.htmi
admin-restaurant-profile.component.html p P

i coordinates
ngdnInit()

IsocAzureMapComponent
— % AdminRestaurantProfileComponent

getloordinates(restafrantProfile. postCode) A

getRestauranfProfile (restaurantId) coordinates Azure Maps

esponse: restauraniProfile . . P
T - restaurantProfil app-settings.json = azureMapkey
RestaurantsService

- return a restaurant profile AzureMapService

https://api.postcodes.io/postcodes/{postCode}

response: coordinates: {lafitude, longitude} \

response; {latitude, longitude}

External AP!

FIGURE 57: HIGH-LEVEL DIAGRAM FOR "DISPLAY RESTAURANT LOCATION ON MAP" IMPLEMENTATION

“Display restaurant location on map” flow implementation involves only frontend
component of the ISOC Reservations application and Azure Maps and a third-party API for
retrieving the coordinates for a specific post code. The restaurant profile is retrieved using
getRestaurantProfile method and the response contains the restaurant post code which is passed
to AzureMapService for calling the third-party APl to get the coordinates (latitude and
longitude). The response is passed to IsocAzureMapComponent to create the map using
createMap method. This method sets the azureMapKey, specified in app-settings.json
configuration file from assets folder, for establishing the connection to the Azure Maps service

and set the coordinates on the map.

73 private getRestaurantProfile(restaurantId: number) {

74 this.restaurantsService.getRestProfile(restaurantId).subscribe(response =» {

75 if (response) {

76 this.restaurantProfile = response;

77 if (this.restaurantProfile.postCode && this.restaurantProfile.postCode l== "") {
78 this.azureMapService.getCoordinates(this.restaurantProfile.postCode).subscribe(response =» {
79 if (response.status === 288) {

3@ this.coordinates = new Coordinates();

a1 this.coordinates.latitude = response.result.latitude;

82 this.coordinates.longitude = response.result.longitude;

83 }

84 IO

85 }

26 :

27 b

88 }

FIGURE 58: DISPLAY RESTAURANT LOCATION ON MAP - ANGULAR - GETRESTAURANTPROFILE METHOD
IMPLEMENTATION

62



18  @Injectable({

11 providedIn: ‘root’

12 })

13 export class AzureMapService {

14

15 constructor({private http: HttpClient, private appConfig: AppConfigService) { }

16

17 getCoordinates(postCode: string): Observable<any» {

18 return this.http.get<any>(this.appConfig.postCodefpi + /' + postCode, httpOptions);
19 1

2@}

FIGURE 59: DISPLAY RESTAURANT LOCATION ON MAP - AZUREMAPSERVICE IMPLEMENTATION

6 @Component{{

7 selector: 'isoc-azure-map’,

8 templateUrl: 'isoc-azure-map.component.himl’,
g stylelrls: ['isoc-azure-map.component.scss']
e })

11 export class IsocAzureMapComponent implements OnInit {
12 private _coordinates: Coordinates;

13

14 @Input()

15 set coordinates(coordinates: Coordinates) {
16 this. coordinates = coordinates;

17 if(this. coordinates){

18 this.createMap();

19 1

20 }

FIGURE 60: DISPLAY RESTAURANT LOCATION ON MAP - ANGULAR - COORDINATES SETTER
IMPLEMENTATION

29 private createMap() {

3e

31 let azureMapkKey = this.appConfig.azureMapKey;

32 if (azureMapkey !== "'} {

33 var map = new Map(this.mapContainer.nativeElement, {

34 center: [this._coordinates.longitude, this. coordinates.latitude],
35 zoom: 16,

36 view: "Auto”,

37 authOptions: {

38 authType: AuthenticationType.subscriptionkey,

39 subscriptionkKey: azureMapkey,

a0 %

41 13N

42

13 map.events.add( 'ready’, () =» {

44 var dataSource = new source.DataSource();

45 map.sources.add(datasource);

46 var point = new Shape(new data.Point([this._coordinates.longitude, this._coordinates.latitude]));
Ly datasource.add([point]);

LE map.layers.add(new layer.SymbollLayer({dataSource, null));
49 1

5@ 1

51 }

FIGURE 61: DISPLAY RESTAURANT LOCATION ON MAP - ANGULAR - CREATEMAP METHOD IMPLEMENTATION
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5.7. Azure infrastructure

N

Resource Group: iso¢-mp-rg-uksouth

! b }

7 (o

\
A < &
Azure Maps: isoempmap Storage Account: isocmpsauksouth App Service: isoc-api-app MySQL flexible server: isoc-mp-sqlserver-uksouth
Frentend >  Backend application.properties Database
app-settings.json: apiBaseurl - spring.datasource.url
app-settings.json’ azureMapkey - spring datasource username
i -spring datasource password

=A

Service Plan: ASP-isccmprguksouth-9b63

FIGURE 62: HIGH-LEVEL DIAGRAM FOR "AZURE INFRASTRUCTURE" IMPLEMENTATION

Azure infrastructure was created using Azure Portal:

(14 isoc-mp-rg-uksouth = x

A Essentials

Resources  Recommendations (10)

FIGURE 63: AZURE PORTAL

All Azure Services must be created under a resource group that indicates in which
region is located the Microsoft Azure data centre. Azure Storage Account contains the frontend
artifact and communicates with Azure Maps and App Service, which contains the backend
artifact, using configurations defined in app-settings.json file. App Service is communicating
with the Azure Database for MySQL using configurations defined in application.properties
file. App Service also needs an App Service Plan for the creation process which defines the
compute resources capacity used to run the web application.

64



5.8. Deployment process

Deployment process involves all the components of the ISOC Reservations application.

Frontend deployment is performed using Azure Tools extension for Visual Studio Code.

Go Run Terminal Help

EXTENSIONS: MARKETPLACE Y O = -
Azure Tools
Azure Tools
A Get web site hosting, SQL and MongoDB data, Dacker C...
. # Microsoft

Azure Account
A common Sign In and Subscription management extens...

& Microsoft
8 4 CMake Tools @ oo * a5
ﬁ)_. Extended CMake support in Visual Studio Code
# Microsoft | instai ||
XML Tools @ 3am K4

XML Formatting, XQuery, and XPath Tools for Visual Studi...
Josh Johnson

Azure CLI Tools

Tools for developing and running commands of the Azur...
& Microsoft

Azure Tools 760 K 5

Get web site hosting, SQL and MongeDB data, Docker C..

Prodam - Empresa de Tecnologia da Informagdo e C.

Azure Resource Manager (ARM) Tools
Language server, editing tools and snippets for Azu
& Microsoft &
React Native Tools @ 26M K 4
Debugging and integrated commands for React Native

# Microsoft

T$ restaurant.component

tis

Details

- Visu

Extension: Azure Tools %

Azure Tools .21

& Microsoft D 461521
Get

oo |- Jf it |~ I3

“This extension is enabled globally.

Runtime Status

Extension Pack (12)

&R

L %

Azure App Service

An Azure App Service management extensio...

# Microsoft

Azure Functions

An Azure Functions extension for Visual Stud...

& Microsoft

Azure Storage

Manage your Azure Storage accounts includi..

& Microsoft

Azure Databases

2.8 8.8 840

eb site hosting, SQL and MongoDB data, Docker Containers, Serverless Functions and more, all on Azure, al...

Categories

Azure | | Extension Packs

Resources

Marketplace
Repository
License
microsoft.com

Marketplace Info

FIGURE 64: AZURE TOOLS EXTENSION FOR VISUAL STUDIO CODE

First step of the deployment is represented by running in Visual Studio Code terminal the

command: ng build which creates an output in dist directory.

q i

EXPLORER
~ Ul

> angular

browserslistrc
& editorconfig

& gitignore

== .npmrc
.nvmrc
angularjson

X karma.confjs
package-lockjson
packagejsan

@ READMEmd
tsconfig.appjson

8 tsconfigjson
tsconfig.specjson

un Terminal Help

PROBLEMS ~ OUTPUT

PS D:\iscoreservationapp-repo\IsocReservationsApp\ui»

TERMINAL

DEBUG CONSOLE

build

+ Brouser application bundle generation complete.

+ Copying assets complete.
¥ Generating index html...

+/ Index html generation complete.

Initial Chunk Files
main.4cladlbdat3

6802321
e. 7aba312949efaf3

Names
main
styles
scripts
polyfills
runtine

959 bytes

Initial Total 3.94 MB

FIGURE 65: RUNNING NG BUILD COMMAND AND DIST DIRECTORY OUTPUT
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Second step of the deployment is represented by navigating to Azure Tools extension in
Storage section and connect to Azure Subscription, then select “Deploy to Static Website via

Azure Storage...” and choose dist/isoc directory.

®] File Edit Selection View Go Run Terminal Help
AZURE

» RESOURCE GROUPS
» HELP AND FEEDBACK
» APP SERVICE
» FUNCTIONS
~ STORAGE
~ Azure for Students
~ = isocmpsauksouth
> I Blob Containers
> [ File Shares
> Wl Queues
> B Tables
> § Attached Storage Accounts

FIGURE 66: AZURE TOOLS EXTENSION - CONNECT TO AZURE SUBSCRIPTION

)Q File Edit Selection View Go Run Terminal Help
AZURE

> RESOURCE GROUPS

> HELP AND FEEDBACK

> APP SERVICE

> FUNCTIONS

~ STORAGE

' Azure for Students

v = isocmpsauksauth

M Blob C« Open in Storage Explorer

>

2 [ File She Open in Portal
> Hll Queue:
s =

Tables Copy Connection String

> U Attached ! Copy Primary Key

Browse Static Website

Deploy to Static Website via Azure Storage...

Configure Static Website...
Disable Static Website

Delete Storage Account...

FIGURE 67: AZURE TOOLS EXTENSION - DEPLOY TO STATIC WEBSITE VIA AZURE STORAGE
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Backend deployment is performed using FileZilla.

First step of the deployment is represented by running in IntelliJ IDE the commands: mvn clean

and mvn package build which creates an output in target directory.

Maven

o ]
Sk i+ Pmded I L

2y
[y isoc-api
w14 Lifecycle
clean
validate
compile
test

101930007 BIIN0SAY BINTy |
5

package
wverify

install

uBAR

site
deploy
# 1% Plugins

# Uil Dependencies

FIGURE 68: INTELLIJ IDE - MAVEN COMMANDS

Il

b4

L=
I

Project - (]

e .api: sCOresenvationapp-repo\soChesenationsAppLap

W
o
m
ol

snc

£ W W

target
classes
generated-sources
generated-test-sources
maven-archiver
maven-status

surefire-reports

WOW W W W W W

test-classes
isoc-api-1.0.0,jar
7 isoc-api-1.0.0.jar.original
= .gitignore
pasg HELP.rnd
VAW
= mvnw.cmd
porm.ml
# il External Libraries

@ Scratches and Consoles

FIGURE 69: TARGET DIRECTORY OUTPUT
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Second step of the deployment is represented by connecting FileZilla to Azure App Service
using the FTP Credentials.

@ isoc-api-app

App Service
P search (Ctrl+/) « f Browse [> stat 2 swap O Restart [ Delete | () Refresh ¥ Get publish profile 9 Reset publish profile [l Share to mobile &7 send us your feedback
& overview @ sorees

Activity log

A Essentials
A, Access control (1AM)
Resource group (move) : isoc-mp-rg-uksouth URL https://isac-api-app.azurewebsites.net
.
¢ nos Status : stopped Health Check Mot Configured
& biagnese and salve proklems Location + UK South App Service Plan  ASP-isoemprguksouth-ob6 (F1: Free)
@ security Subscription (move)  : Azure for Students ETH username : iscc-api-apphisocadh
7 Events (preview) Subscription ID [ FTP hostname : fipy pro-n1-071.f
FTPS hostname D P 15, it etfsite
Deployment
Tags (edin : dlick here to add tags
& Quickstart
= Deployment slots
Diagnose and solve problems @ reiction insights App Service Advisor
@ Deployment Center Gurse " < ‘ [ oy o Senses Acion o nigns fo mpreing 502
e you denty and resove fsues Wi your et 9 isues n your a0, 2nd helps you uncerstan what your Lsers = iors
ottings scaly o ith .
isoc-api-app%3Cisocadmin@waws-prod-In1-071.ftp.azurewebsites.windows.net - FileZilla — O *

File Edit View Transfer Server Bookmarks Help
BT TEORO KL [FAS

|Host:  waws-prod-In1-0° Username: ipplisocadmin  Password: seesessssss Port: Quickconnect |«

Status: Retrieving directory listing of "/site/wwwroot”..

Status: Calculating timezone offset of server...

Status: Timezone offset of server is 0 seconds. I
Status: Directory listing of "/site/wwwroot” successful

Local site: | Di\iscoreservationapp-repo\lsocReservationsApp\api\target), ~ | Remote site: | /site/wwwroot ~
. [ & target =R/
db =72 site
report wwwroot
£2] ui

[£2] major-project-azure

I rookie-coding
[ RookieCodingBlog I
=] sb-admin-angular-develop

| System Volume Information

Filename Filesize Filetype Last modified | Filename Filesize Filetype Last modifi.. Permissi.. |
classes File folder 08/03/2022 23:. | @ hostingstarthtm! 3499 Chrome.. 13/02/2022..
generated-sources File folder 08/03/2022 23:. || & isoc-api-1.0.0jar 41,203,6.. Executa. 06/03/2022..
generated-test-sources File folder 08/03/2022 23..
maven-archiver File folder 08/03/2022 23..
maven-status File folder 08/03/2022 23..
surefire-reports File folder 08/03/2022 23:.
test-classes File folder 08/03/2022 23..

4|isoc-api-1.0.0,jar 41,203,2.. Executable Jar.. 08/03/2022 23

D isoc-api-1.0.0jar.original 58307 ORIGINAL File  08/03/2022 23

2 files and 7 directories. Total size: 41,261,510 bytes 2 files. Total size: 41,207,192 bytes

Server/Local file Direc.. Remote file Size Priority Status

Queued files Failed transfers = Successful transfers

D@ Queve: emoty ve

FIGURE 71: FILEZILLA CONNECTION TO AZURE APP SERVICE AND ARTIFACT UPLOAD

In the end, the isoc-api-1.0.0.jar file is uploaded from target directory into wwwroot directory.
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Database deployment is performed using MySQL Workbench.

The development of the database is made on the local instance and the scripts are exported
using MySQL Workbench.

#&  Localinstsnce MySQlLServer x
File Edit View Query Database Server Tools Scripting Help

Bfe EEBEEE B &

Local instance MySQLServer Ady d Opti
vanced Opton...
Data Export i

Navigator:

SCHEMAS o
Q. Filter objects

¥ [ isoc
¥ B Tables Object Selection  Export Progress
» [E restaurant_bookings

Tables to Export
> restaurant_business_hours

» £ restaurant_floor_plans Exp... Schema Exp... Schema Objects
» restaurant_images a | isoc a j restaurant_bookings
» = restaurants O | sakila B [ restaurant_business_hous
» El roles O ] sys @ [ restaurant_floor_plans
» B user_roles ] | warld @ [ restaurant_images
» B users @ [ restaurants
B views B [ roles
B Stored Procedures B [ userroles
B Functions B [ wsers
> sakila
(3 sys
» world

Refresh | 8 tables selected Select Views Select Tables Unselect All

Objects to Export
Administration  Schemas

) Dump Stored Procedures and Functions () bump Events () Dump Triggers
Information :::-
Export Options
Schema: isoc © Export to Dump Project Folder C:Wsers\sandr\Documents'\dumps\Dump20220308

Each table will be exported into a separate file, This allows a selective restore, but may be slower,

() Export to Self-Contained File C:\Users\sandr\Documents\dumps\Dump20220308.sql

[0 Indude Create Schema

press [Start Export] to start... Start Export

FIGURE 72: MYSQL WORKBENCH - EXPORT DATABASE

Generated scripts will be executed against the Azure Database for MySQL instance.
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Chapter 6 - Testing

This chapter presents the manual testing of the ISOC Reservations application. The
testing plan is organized into “testing areas” defined based on the functionalities associated to

each role of the applications and additionally security area.

6.1. ISOCADMIN functionalities

Test case Onboard new restaurant — invalid data
Purpose of test case Onboard new restaurant without specifying a restaurant name
Input

&« c @ isocmpsauksouth.z33.web.corewindows.net/dashboard/isocadmin

Restaurant name

Enter restaurant name...
Onboard restaurant

FIGURE 73:INPUT ONBOARD NEW RESTAURANT TEST CASE — INVALID DATA

Output

<« & #@ isocmpsauksouth.z33.web.corewindows.net/dashboard/isocadmin

Restaurant name

‘ Enter restaurant name... ®

Restaurant name is required

Onboard restaurant

FIGURE 74: OUTPUT ONBOARD NEW RESTAURANT TEST CASE — INVALID DATA

Result PASS
TABLE 8: ONBOARD NEW RESTAURANT TEST CASE — INVALID DATA
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Test case Onboard new restaurant — valid data

Purpose of test case Onboard new restaurant with a valid restaurant name
Input

< & 8 isocmpsauksouth.z33.web.corewindows.net/dashboard/isocadmin

Restaurant name

‘ Testing Restaurant v

Onboard restaurant

FIGURE 75: INPUT - ONBOARD NEW RESTAURANT TEST CASE - VALID DATA

Output

€ 5 C @ isocmpsauksouths3dweb corewindows net/dashboard isocadmin cx %0

o Restaurant Testing Restaurant
was onboarded

Restaurant name Full name

Email address

List of onboarded restaurants

Id Name Address Email
32 Rasika Restaurant London 57 Park Road London rasika_support@gmail.com

33 Testing Restaurant

« 1 » 5 items per page *

FIGURE 76: OUTPUT - ONBOARD NEW RESTAURANT TEST CASE - VALID DATA

Result PASS
TABLE 9: ONBOARD NEW RESTAURANT TEST CASE — VALID DATA
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Test case Create admin account — invalid data

Purpose of test case Create admin account for a specific restaurant with invalid data

Input

ISOC ADMIN SIGN OUT

Full name

Enter full name...

Email address

Enter email address...

Password

Enter password...

Restaurant

Select restaurant... A

Create admin account

FIGURE 77: INPUT - CREATE ADMIN ACCOUNT TEST CASE - INVALID DATA

Output

ISOC ADMIN SIGN OUT

Full name

Enter full name... O l

Full name is required

Email address

Enter email address... O] I

Email address is required

Password

Enter password... 0] I

Password is required

Restaurant

l Select restaurant... 0] "I

Restaurant is required

Create admin account

FIGURE 78: OUTPUT - CREATE ADMIN ACCOUNT TEST CASE - INVALID DATA

Result ' PASS

TABLE 10: CREATE ADMIN ACCOUNT TEST CASE - INVALID DATA
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Test case Create admin account — invalid email or password

Purpose of test Create admin account for a specific restaurant with invalid email or password
case
Input

ISOC ADMIN SIGN OUT

Full name

l Admin Testing Restaurant v l

Email address

admin_testing_restaurant ®© l

Invalid email address

Password

| ..... @]
Password must be at least 6 characters

Restaurant

l Testing Restaurant v Vl

Create admin account

FIGURE 79: INPUT - CREATE ADMIN ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD

Output

ISOC ADMIN SIGN OUT

Full name

l Admin Testing Restaurant \/l

Email address

admin_testing_restaurant @ l

Invalid email address

Password

| ..... @]
Fassword must be at least 6 characters

Restaurant

l Testing Restaurant v Vl

Create admin account

FIGURE 80: OUTPUT - CREATE ADMIN ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD

Result PASS
TABLE 11: CREATE ADMIN ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD
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Test case Create admin account - valid data

Purpose of test case Create admin account for a specific restaurant with valid data
Input

Full name

l Admin Testing Restaurant v I

Email address

admin_testing_restaurant@gmail.com \/l
Password
Restaurant

Testing Restaurant v "I

Create admin account

FIGURE 81: INPUT - CREATE ADMIN ACCOUNT TEST CASE - VALID DATA

&/ Admin user was created

Full name

Output

Enter full name...

Email address

Enter email address...

Password

Enter password...

Restaurant

Select restaurant... A

List of admin accounts

Id Full Name Email Restaurant
81 Fern Clark fern_clark@gmail.com Rasika Restaurant London

95  Admin Testing Restaurant admin_testing_restaurant@gmail.com Testing Restaurant

« 1 » 5items per page *

FIGURE 82: OUTPUT - CREATE ADMIN ACCOUNT TEST CASE - VALID DATA

Result PASS
TABLE 12: CREATE ADMIN ACCOUNT TEST CASE - VALID DATA
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6.2. ADMIN functionalities

Test case Admin login — missing credentials
Purpose of test case Login with missing credentials
Input

ISEC

reser W ations

Log in to your account

Email address

Enter email address...

Password

Enter password...

Don't have an account? Register

FIGURE 83: INPUT - ADMIN LOGIN TEST CASE - MISSING CREDENTIALS

Output
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1SQC

Log in to your account

Email address

Enter email address... ® ‘
Email address is required
Password
‘ Enter password... 0] ‘

Password is required

Don't have an account? Register

[AS - |
FIGURE 84: OUTPUT - ADMIN LOGIN TEST CASE - MISSING CREDENTIALS

Result PASS
TABLE 13: ADMIN LOGIN TEST CASE - MISSING CREDENTIALS

Test case Admin login — invalid credentials
Purpose of test case Login with invalid credentials
Input

I1ISEC

reser W ations

Log in to your account

Email address

admin_testing_restaurant@gmail.com v ‘
Password

Don't have an account? Register

FIGURE 85: INPUT — ADMIN LOGIN TEST CASE — INVALID CREDENTIALS
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Output

o= email or password or

you don't have an account!

1IS@C

resecWations

Log in to your account

Email address

[ admin_testing_restaurant@gmail.com

Password

Don't have an account? Register

FIGURE 86: OUTPUT - ADMIN LOGIN TEST CASE - INVALID CREDENTIALS

Result | PASS

TABLE 14: ADMIN LOGIN TEST CASE - INVALID CREDENTIALS

Test case Admin login — valid credentials
Purpose of test case Login with valid credentials
Input

1ISE@C

reser YW ations

Log in to your account

Email address

admin_testing_restaurant@gmail.com v ‘

Password

Don't have an account? Register

FIGURE 87: INPUT - ADMIN LOGIN TEST CASE - VALID CREDENTIALS
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Output

« @ @ isocmpsauksouth.z33 web.core windows.net/dashbaard)/admin e @
ADMIN TESTING RESTAURANT  SIGN OUT
Accounts

Full name: Admin Testing Restaurant

Restaurant Profile Email: admin_testing restaurant@gmail.com

Floor Plan New Password Full name:

Email address

Change Password Password
Role
Administrator
List of accounts
L] Full Name Email Role
95 Admin Testing Restaurant ‘admin_testing_restaurant@gmail.com Administrator Vd
[ | Sitems per page

FIGURE 88: OUTPUT - ADMIN LOGIN TEST CASE - VALID CREDENTIALS

Result PASS
TABLE 15: ADMIN LOGIN TEST CASE - VALID CREDENTIALS
Test case Change password - invalid data
Purpose of test case Change password with invalid data
Input

Full name: Admin Testing Restaurant

Email: admin_testing_restaurant@gmail.com

MNew Password

®

Mew Password must be at least 6 characters

Confirm Password

Confirm password...

Change Password

FIGURE 89: INPUT - CHANGE PASSWORD TEST CASE - INVALID DATA
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Output

Full name: Admin Testing Restaurant

Email: admin_testing_restaurant@gmail.com

New Password

® ‘

Mew Password must be at least 6 characters

Confirm Password

Confirm password... 0 ‘

Confirm Password is reguired

Change Password

FIGURE 90: OUTPUT - CHANGE PASSWORD TEST CASE - INVALID DATA

Result PASS
TABLE 16: CHANGE PASSWORD TEST CASE - INVALID DATA

Test case Change password - not match

Purpose of test case Change password with passwords not matching
Input

Full name: Admin Testing Restaurant

Email: admin_testing_restaurant@gmail.com

Mew Password

LA LR L N Y] J ‘

Confirm Password

Change Password

FIGURE 91: INPUT - CHANGE PASSWORD TEST CASE - NOT MATCH

Output
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ADMINTES €) Passwords not match

Full name: Admin Testing Restaurant

Email: admin_testing_restaurant@gmail.com

New Password Full name

[ Enter new password... 0] I Enter full name...

New Password is reqired
Email address

Confirm Password .
Enter email address..

[ Confirm password... 0] l
Confirm Password is required Password
Enter password..
Role
Administrator -

FIGURE 92: OUTPUT - CHANGE PASSWORD TEST CASE - NOT MATCH

Result PASS
TABLE 17: CHANGE PASSWORD TEST CASE - NOT MATCH

Test case Change password — valid data
Purpose of test case Change password with valid data
Input

Full name: Admin Testing Restaurant

Email: admin_testing_restaurant@gmail.com

MNew Password

Confirm Password

Change Password

FIGURE 93: INPUT - CHANGE PASSWORD TEST CASE - VALID DATA
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Output

N\ A
\ .,

reser W ations

You have signed out!
Redirecting in 1 second

FIGURE 94: OUTPUT - CHANGE PASSWORD TEST CASE - VALID DATA

Result PASS
TABLE 18: CHANGE PASSWORD TEST CASE - VALID DATA

Test case Create restaurant admin account — invalid data

Purpose of test case Create restaurant admin account with invalid data
Input

Full name

Enter full name...

Email address

Enter email address...

Password

Enter password...

Role

Administrator v

Create account

FIGURE 95: INPUT - CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - INVALID DATA

Output

81



Enter full name...

Enter email address...

Enter password...

Administrator

FIGURE 96: OUTPUT - CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - INVALID DATA

Result

PASS

TABLE 19: CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - INVALID DATA
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Test case Create restaurant admin account — invalid email or password

Purpose of test case Create restaurant admin account with invalid email or password
Input

Full name

admin2 testing restaurant v |

Email address

admin2_testing_restaurant ® |

Invalicl email address

Password

® |

Password must be at least 6 characters

Role

‘ Administrator v V|

Create account

FIGURE 97: INPUT - CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD

Output

Full name

admin2 testing restaurant v ‘

Email address

admin2_testing_restaurant @ ‘

Invalid email address

Password

® ‘

Password must be at least & characters

Role

| Administrator v V‘

Create account

FIGURE 98: OUTPUT - CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD

Result PASS
TABLE 20: CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD
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Test case Create restaurant admin account — valid data

Purpose of test case Create restaurant admin account with valid data
Input

Full name

admin2 testing restaurant v l

Email address

admin2_testing_restaurant@gmail.com v l
Password
[ .......... ,/]
Role
l Administrator v Vl

Create account

FIGURE 99: INPUT - CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - VALID DATA

Output

ADMINTES " Admin user was created

Full name

Enter full name...

Email address

Enter email address...

Password

Enter password...

Role

Create account

List of accounts

id Full Name Email Role
95 Admin Testing Restaurant admin_testing_restaurant@gmail.com Administrator v
96 admin2 testing restaurant admin2_testing_restaurant@gmail.com Administrator ra ]

« » 5 items per page  *

FIGURE 100: OUTPUT - CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - VALID DATA

Result PASS
TABLE 21: CREATE RESTAURANT ADMIN ACCOUNT TEST CASE - VALID DATA
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Test case Create restaurant host account — invalid data

Purpose of test case Create restaurant admin account with invalid data
Input

Full name

Enter full name...

Email address

Enter email address...

Password

Enter password...

Role

l Host v v

Create account

FIGURE 101: INPUT - CREATE RESTAURANT HOST ACCOUNT TEST CASE - INVALID DATA

Output

Full name

l Enter full name... ®© l

Full name is required

Email address

l Enter email address... ® l

Email address is required

Password

l Enter password... O] l

Password is required

Role

l Host v Vl

Create account

FIGURE 102: OUTPUT - CREATE RESTAURANT HOST ACCOUNT TEST CASE - INVALID DATA

Result PASS
TABLE 22: CREATE RESTAURANT HOST ACCOUNT TEST CASE - INVALID DATA
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Test case Create restaurant host account — invalid email or password

Purpose of test case Create restaurant host account with invalid email or password

Input

Full name

host testing restaurant v l

Email address

host_testing_restaurant ® l

Invalid email address

Password

[ ® ]

Password must be at least 6 characters

Role

[ Host v Vl

Create account

FIGURE 103: INPUT - CREATE RESTAURANT HOST ACCOUNT TEST CASE — INVALID EMAIL OR
PASSWORD

Output

Full name

‘ host testing restaurant \/‘

Email address

‘ host_testing_restaurant @ ‘

Invalid email address

Password

® ‘

Password must be at least 6 characters

Role

‘ Host v V‘

Create account

FIGURE 104: OUTPUT - CREATE RESTAURANT HOST ACCOUNT TEST CASE - INVALID EMAIL OR
PASSWORD

Result PASS

TABLE 23: CREATE RESTAURANT HOST ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD
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Test case Create restaurant host account — valid data

Purpose of test case Create restaurant admin account with valid data
Input

Full name

host testing restaurant v l

Email address

host_testing_restaurant@gmail.com v l
Password

Role
l Host v Vl

Create account

FIGURE 105: INPUT - CREATE RESTAURANT HOST ACCOUNT TEST CASE — VALID DATA

ADMINTES Vv Host user was created

Output

Full name

Enter full name

Email address

Enter email address...

Password

Enter password...

Role

Create account

List of accounts

Id Full Name Email Role

95 Admin Testing Restaurant admin_testing_restaurant@gmail.com Administrator &

96 admin2 testing restaurant admin2_testing_restaurant@gmail.com Administrator & m
97 host testing restaurant host_testing_restaurant@gmail.com Host & m

« » 5 items per page *

FIGURE 106: OUTPUT - CREATE RESTAURANT HOST ACCOUNT TEST CASE — VALID DATA

Result PASS
TABLE 24: CREATE RESTAURANT HOST ACCOUNT TEST CASE — VALID DATA
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Test case Modify account — invalid data

Purpose of test case modify account from “list of accounts” with invalid data
Input

Edit account: Admin Testing Restaurant *

Full Name Enter full name...

Close Save

FIGURE 107: INPUT - MODIFY ACCOUNT TEST CASE - INVALID DATA

Output

€ Please fill Full Name
Edit account: Admin Testing Restaurant *

Full Name Enter full name...

Close Save

FIGURE 108: OUTPUT - MODIFY ACCOUNT TEST CASE - INVALID DATA

Result PASS
TABLE 25: MODIFY ACCOUNT TEST CASE - INVALID DATA
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Test case Modify account — valid data

Purpose of test case modify account from “list of accounts” with valid data
Input

Edit account: admin2 testing restaurant *

Full Name admin 2 changed v ]

Close Save

FIGURE 109: INPUT - MODIFY ACCOUNT TEST CASE - VALID DATA

Output

ADMINTES & Full Name updated

Enter new password... Enter full name...
Confirm Password Email address.
Confirm password... Enter email address...

Change Password Password

Enter password...

Role

Administrator v

Create account

List of accounts

Id Full Name Email Role

95 Admin Testing Restaurant admin_testing_restaurant@gmail.com Administrator v

96 admin 2 changed admin2_testing_restaurant@gmail.com Administrator rd ]
97 host testing restaurant host_testing_restaurant@gmail.com Host v ]

- 5 items per page $

FIGURE 110: OUTPUT - MODIFY ACCOUNT TEST CASE - VALID DATA

Result PASS
TABLE 26: MODIFY ACCOUNT TEST CASE - VALID DATA
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Test case Delete account

Purpose of test case Delete an account from “list of accounts” except current logged
account
Input

List of accounts

id Full Name Email Role

95 Admin Testing Restaurant admin_testing_restaurant@gmail.com Administrator &

96 admin 2 changed admin2_testing_restaurant@gmail.com Administrator & m
97 host testing restaurant host_testing_restaurant@gmail.com Host rd i)

« » 5 items per page *

FIGURE 111: INPUT - DELETE ACCOUNT TEST CASE

Output

isocmpsauksouth.z33.web.core.windows.net says

Are you sure you want to delete admin2_testing_restaurant@gmail.com

account?

List of accounts
Id Full Name Email Role
95 Admin Testing Restaurant admin_testing_restaurant@gmail.com Administrator Va
97 host testing restaurant host_testing_restaurant@gmail.com Host & [i1]

« » 5 items per page *

FIGURE 112: OUTPUT - DELETE ACCOUNT TEST CASE

Result PASS
TABLE 27: DELETE ACCOUNT TEST CASE
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Test case Modify restaurant general information — invalid data

Purpose of test case modify restaurant general information with invalid data
Input

General Information
Address

testing restaurant address, Londen

Phone Mumber

+A477TT

Email

testing_restaurant

Post Code

E153JN

Cuisines

Mediterranean

Description

This is a testing restaurant description

FIGURE 113: INPUT - MODIFY RESTAURANT GENERAL INFORMATION TEST CASE - INVALID DATA

Output

ADMIN TES o Invalid phone number! Format
expected: +441234567890

General Information Business hours
Address ~ ~ ~ ~
testing restaurant address, London Menday 00 : 00 00 |z 00 (m)
v v v v
Phone Number
PN A A S
+447777
Tuesday 0 : 00 00 : 00 o
Email v v v
testing_restaurant
Post Code Wednesday 0 'z 00 0 : 00 )
E153IN N N N
-~ ~ -~
Cuisines
Thursday 0 : 0 00 3 00 o
Mediterranean v . v .
Description A ~ A S
This is a testing restaurant description Friday o0 = 00 00 |z 00 (m]
4 v v v v
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ADMIN TES € Invalid emailt

General Information Business hours
Address A - ~ A
testing restaurant address, London Monday 00 = 00 00 : 00 0
v v v v
Phone Number
A P ~ A
+441234567890
Tuesday 00 : 00 00 00 o
Email v v v v
testing_restaurant - ~ -~ -
Post Code Wednesday 0w : 00 00 00 (u}
E153IN v v v v
~ A
Cuisines
Thursday 0w : 00 00 & 00 o
Mediterranean -
Description A A A A
This is a testing restaurant description Friday 00 |z 00 00 00 (]
y v v v v

FIGURE 114: OUTPUT - MODIFY RESTAURANT GENERAL INFORMATION TEST CASE - INVALID DATA

Result PASS
TABLE 28: MODIFY RESTAURANT GENERAL INFORMATION TEST CASE - INVALID DATA

Test case Modify restaurant profile — valid data

Purpose of test case Modify restaurant information and business hours with valid data

Input

General Information Business hours
Address -~ ~ -~ A
testing restaurant address, London Monday 08 i 00 23 1 00 O
v v v
Phone Number
A~ ~ ~
+441234567890
Tuesday 07 |+ 00 23 |+ 00 o
Email v v v v
testing_restaurant@gmail.com ~ A ~ A
Post Code Wednesday 08 |: 00 23 : 00 m]
E153JN v v v
- ~ A
Cuisines
Thursday 08 : 00 2+ 00 o
Mediterranean
Description -~ ~ -~ ~
This is a testing restaurant description Friday 08 |: 00 23 |2 00 m}
Y v v v v
Saturday Closed
Sunday Closed

FIGURE 115: INPUT - MODIFY RESTAURANT PROFILE TEST CASE - VALID DATA

Output
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ADMIN TES W/ Restaurant profile updated

General Information Business hours
Address ~ ~ -~ ~
testing restaurant address, London Monday 08 00 23 00
\ v v
Phone Number
-~ -~ -~
+441234567890
Tuesday 00 23
Email v v v
testing_restaurant@gmail.com % A N
Post Code Wednesday 08 00 23 4 0
E153IN ¥, ¥ s Y
-~ -~ -~ -~
Coisines. Thursday 08 00 2 i oo
Mediterranean
v v v N
Description ~ -~ -~ -~
This is 3 testing restaurant description Friday 08 0 23 00
v v v v
Saturday Closed
Sunday Closed

FIGURE 116: OUTPUT - MODIFY RESTAURANT PROFILE TEST CASE - VALID DATA

Result PASS
TABLE 29: MODIFY RESTAURANT PROFILE TEST CASE - VALID DATA

Test case Restaurant image upload — invalid size
Purpose of test case Upload a restaurant image with a size greater than 1MB
Input

& testing_invalid_image Properties X

General Security Details Previous Versions

@ testing_invalid_image

Type of file:  JPG File (jpg)

Opens with:  Photos Change...

Location: DAUniversityYear 3\Major Project’\Final Report der
Size: 3.88 MB (4,077,975 bytes)
Size on disk:  3.8% MB (4,079,616 bytes)

Created: 24 February 2022, 11:09:28
Modified: 24 February 2022, 11:05:25
Accessed: 06 March 2022, 14:16:45

Attributes: [JReadonly [ Hidden Advanced...

Security: This file came from anather
computer and might be blocked to (] Unblock
help protect this computer.

OK Cancel Apply

FIGURE 117: INPUT - RESTAURANT IMAGE UPLOAD TEST CASE - INVALID SIZE — IMAGE PROPERTIES
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Upload images

Image size must be less than TMB!

Upload @ testing_invalid_image.jpg Browse

FIGURE 118: INPUT - RESTAURANT IMAGE UPLOAD TEST CASE - INVALID SIZE

ADMIN TES o The file exceeds its maximum
permitted size of 1 MB!
4 v v v v
Saturday Closed
Sunday Closed

Save

Upload images

Image size must be less than 1MB!

Upload  testing_invalid_image.jpg Browse

FIGURE 119: OUTPUT - RESTAURANT IMAGE UPLOAD TEST CASE - INVALID SIZE

Result PASS
TABLE 30: RESTAURANT IMAGE UPLOAD TEST CASE - INVALID SIZE

Test case Restaurant image upload — valid size
Purpose of test case Upload a restaurant image with a size less than 1MB
Input

S| testing_imagel Properties X

General Secuity Details Previous Versions

@ testing_image1

Type of file:  JPEG File (jpeg)

Opens with:  Photos Change...

Location D :University'Year 3'\Major Project'Final Report\der
Size: 231 KB (237 .482 bytes)
Size on disk: 232 KB (237,568 bytes)

Created 06 March 2022, 14:15:40
Modified: 06 March 2022, 14:16:00
Accessed 06 March 2022, 14:16:00

Atributes: [CJReadonly [ Hidden Advanced...
Security: This file came from another
computer and might be blocked to () Unicleck

help protect this computer.

0K Cancel Apply

FIGURE 120: INPUT - RESTAURANT IMAGE UPLOAD TEST CASE - VALID SIZE — IMAGE PROPERTIES
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Upload images

Image size must be less than 1MB!

Upload @ testing_imagel.jpeg Browse

FIGURE 121: INPUT - RESTAURANT IMAGE UPLOAD TEST CASE - VALID SIZE

ADMINTES Vv Image uploaded successfully
4 v v v v
Saturday Closed
Sunday Closed

Upload images

Image size must be less than TMB!

Upload = Choose file Browse

FIGURE 122: OUTPUT - RESTAURANT IMAGE UPLOAD TEST CASE - VALID SIZE

Result PASS
TABLE 31: RESTAURANT IMAGE UPLOAD TEST CASE - VALID SIZE
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Test case Restaurant location on map

Purpose of test case Display restaurant location on map
Input

General Information

Address

Bettons Park, London

Phone Mumber

+441234567890

Emnail

testing_restaurant@gmail.com

Post Code

E133IM

Cuigines

Mediterranean

Description

This is a testing restaurant description

FIGURE 123: INPUT - RESTAURANT LOCATION ON MAP TEST CASE

Output
nUdaa VWV BT Tirsivr cc‘v'o/ : John ]
R Q’S(
& O
= '?o
a %o
3 @ s
o = = /5
o s ' (o] a/SQ
Jd X
o v
= c
Pens s 2 o
§ () . Road o o
-~ e n S © o
> steP & &
< < :
< 2 g S
o L]
¥ ©2022 TomTom -~ * [ Microsoft  [©)]
FIGURE 124: OUTPUT - RESTAURANT LOCATION ON MAP TEST CASE
Result PASS

TABLE 32: RESTAURANT LOCATION ON MAP TEST CASE
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Test case Create restaurant floor plan — invalid configuration

Purpose of test case Create restaurant floor plan with invalid configuration

Input

n:1 Col:3

Save

FIGURE 125: INPUT - CREATE RESTAURANT FLOOR PLAN TEST CASE - INVALID CONFIGURATION

Output

ADMINTES €) Invalid Floor Plan structure

1 Cok3

Save

FIGURE 126: OUTPUT - CREATE RESTAURANT FLOOR PLAN TEST CASE - INVALID CONFIGURATION

Result ' PASS

TABLE 33: CREATE RESTAURANT FLOOR PLAN TEST CASE - INVALID CONFIGURATION
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Test case Create restaurant floor plan — valid configuration

Purpose of test case Create restaurant floor plan with valid configuration

Input

“number”: 1,
“label": "Table 1",
“seatshumber”: 2

"seatshumber”: ©

“number”: 2,
“label”: "Table 2",
“seatsliumber”: 4

Ln: 17 Col: 2

FIGURE 127: INPUT - CREATE RESTAURANT FLOOR PLAN TEST CASE - VALID CONFIGURATION

Output

1
2
3
4 “number”: 1,
5 “label”: "Table 1",
6 “seatshumber”: 2
7 }
8- {
9 “seatsNumber”: o
10 ¥
11 {
12 "number”: 2,
13 “label”: "Table 2",
14 “seatshumber”: 4
15 }
16 1
17 ]

Ln: 17 Col: 2
Save

Table 1 Table 2
2 seats. 4 seats.

FIGURE 128: OUTPUT - CREATE RESTAURANT FLOOR PLAN TEST CASE - VALID CONFIGURATION

Result ' PASS

TABLE 34: CREATE RESTAURANT FLOOR PLAN TEST CASE - VALID CONFIGURATION
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6.3. HOST functionalities

Test case Host login — invalid credentials
Purpose of test case Login host account with invalid credentials
Input

1SQC

Log in to your account

Email address

‘ host_testing_restaurant@gmail.com

Password

Don't have an account? Register

FIGURE 129: INPUT - HOST LOGIN TEST CASE - INVALID CREDENTIALS

Output

o Incorrect email or password or
you don't have an account!

15QC

Log in to your account

Email address

host_testing_restaurant@gmail.com

Password

Don't have an account? Register

FIGURE 130: OUTPUT - HOST LOGIN TEST CASE - INVALID CREDENTIALS

Result ' PASS

TABLE 35: HOST LOGIN TEST CASE - INVALID CREDENTIALS
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Test case Host login — valid credentials

Purpose of test case Login host account with valid credentials
Input

1ISGC

reser 3 ations

Log in to your account

Email address

‘ host_testing_restaurant@gmail.com

Password

Don't have an account? Register

FIGURE 131: INPUT - HOST LOGIN TEST CASE - VALID CREDENTIALS

Output
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<« C @ isocmpsauksouth233web.corewindows.net/dashboard/host o2 @

HOST TESTING RESTAURANT  SIGN OUT

Today’s Bookings

Breakfast Lunch Dinner
All Bookings Capacity Capacity Capacity
6 6 6
Today's bookings

o @

Expected Booking Time

Waiting List ©

FIGURE 132: OUTPUT - HOST LOGIN TEST CASE - VALID CREDENTIALS

Result PASS
TABLE 36: HOST LOGIN TEST CASE - VALID CREDENTIALS

Test case View today’s bookings
Purpose of test case Display bookings for the current date
Input
& c @ isocmpsauksouth.z33.web.core.windows.net/dashboard/host

Today's Bookings

Breakfast
Capacit
All Bookings pacly
FIGURE 133: INPUT - VIEW TODAY’S BOOKINGS TEST CASE
Output
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Today's Bookings ol Lunch Dinner

All Bookings Capacity Capacity Capacity
6 6 6
Today's bookings
L] customer 2 H 1330
[ ] customer 3 5 19:30
Waiting List ©
Full Hame Email Party Size Expected Booking Time Notes
5 items per page  *
FIGURE 134: OUTPUT - VIEW TODAY’S BOOKINGS TEST CASE
Result PASS
TABLE 37: VIEW TODAY’S BOOKINGS TEST CASE
Test case View all bookings
Purpose of test case Display all bookings
Input
< & 8 isocmpsauksouth.z33.web.corewindows.net/dashboard/host

Today's Bookings

Breakfast
Capaci
All Bookings pacity
FIGURE 135; INPUT - VIEW ALL BOOKINGS TEST CASE
Output
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= Mar 6 - Mar 12, 2022

Sunday Monday Tuesaay Wednesday Thursdsy friday. Saturtay

FIGURE 136: OUTPUT - VIEW ALL BOOKINGS TEST CASE

Result PASS
TABLE 38: VIEW ALL BOOKINGS TEST CASE

Test case Modify today’s booking — booking details
Purpose of test case Modify a today’s booking details
Input

Edit booking for guest: customer 1

Date/Time 6.3.2022/10:30

Party size

Additional test notes
notes

Allocated
Tables

Status Confirmed

FIGURE 137: INPUT - MODIFY TODAY'S BOOKING TEST CASE — BOOKING DETAILS
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Output

Breakfast Lunch Dinner
Capacity Capacity Capacity

4 6 6

Today's bookings

Allocated Tables Table 1 Table 2
L] customer 1 2 10:30 Table 1 s Aseats
[ customer 2 2 13:30

L] customer 3 5 19:30

FIGURE 138: OUTPUT - MODIFY TODAY’S BOOKING TEST CASE - BOOKING DETAILS

Result PASS
TABLE 39: MODIFY TODAY'S BOOKINGS TEST CASE

Test case Cancel today’s booking
Purpose of test case Cancel a today’s booking
Input

Edit booking for guest: customer 1

Date/Time 6.3.2022/10:30
Party size

Additional test notes
notes

Allocated Table 1
Tables

Status Canceled

FIGURE 139: INPUT - CANCEL TODAY’S BOOKING TEST CASE

Output
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HOSTTES v/ Booking updated

Breakfast Lunch Dinner
Capacity Capacity Capacity
6 6 6
Today's bookings

Guests Allocated Tables
®  customer1 2 10:30
®  customer2 2 13:30

®  customer 3 5 19:30

FIGURE 140: OUTPUT - CANCEL TODAY’S BOOKING TEST CASE

Result PASS
TABLE 40: CANCEL TODAY’S BOOKING TEST CASE

Test case Customer on waiting-list
Purpose of test case Add a customer on waiting-list
Input

Add guest on waiting list

Full name customer 6

Email customer6@gmail.com
Party size

Expected time:

Additional notes special requirements

Confirm booking

FIGURE 141: INPUT - CUSTOMER ON WAITING-LIST

Output
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HOSTTES % Customer added on waiting list!

Breakfast

Lunch

Dinner

Capacity Capacity Capacity
6 6 6
Today's bookings
Gi Allocated Tables

[ ] customer 1 2 10:30

L] customer 2 2 1330

[ customer 3 5 19:30

L] customer 5 12 20:00

L] customer & 2 18:30

Waiting List ©

Full Name Email Party Size Expected Booking Time Notes

customer 5 customer5@gmail.com 12 20:00

customer 6 customerb@gmail.com 2 18:30 special requirements

FIGURE 142: OUTPUT - CUSTOMER ON WAITING-LIST
Result PASS
TABLE 41: CUSTOMER ON WAITING-LIST

Test case Monitor restaurant capacity
Purpose of test case View restaurant capacity monitoring for breakfast, lunch, and dinner period

Input

Today's bookings

@ Pending @ WaitingList @ Confirmed Partial Seated @ Seated @ Canceled

Name Guests Time Allocated Tables
customer 1 2 10:30 Table 1
® customer 2 2 13:30 Table 2
® customer 3 5 19:30
® customer 5 12 20:00 Table 1
® customer 6 2 18:30
FIGURE 143: INPUT - MONITOR RESTAURANT CAPACITY TEST CASE
Output
fociey & Bookings Breakfast Lunch
All Bookings Capacity Capacity
4 4
FIGURE 144: OUTPUT - MONITOR RESTAURANT CAPACITY TEST CASE
Result PASS

TABLE 42: MONITOR RESTAURANT CAPACITY TEST CASE
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6.4. CUSTOMER functionalities

Test case Modify account — invalid data
Purpose of test case Modify account with invalid full name
Input

Edit account: Thomas Richard

Full Name Enter full name...

Delete Account

FIGURE 145: INPUT - MODIFY ACCOUNT TEST CASE - INVALID DATA

Output

0 Please fill Full Name
Edit account: Thomas Richard

Full Name Enter full name...

Delete Account

Close Save

FIGURE 146: OUTPUT - MODIFY ACCOUNT TEST CASE - INVALID DATA

Result PASS
TABLE 43: MODIFY ACCOUNT TEST CASE - INVALID DATA
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Test case Modify account — valid data

Purpose of test case Modify account with valid full name
Input

Edit account: Thomas Richard

Full Name ‘ Tom Richard v ‘

Delete Account

FIGURE 147: INPUT - MODIFY ACCOUNT TEST CASE - VALID DATA

Output

TOM RICHARD PRO W Full Name updated

FIGURE 148: OUTPUT - MODIFY ACCOUNT TEST CASE - VALID DATA

Result PASS
TABLE 44: MODIFY ACCOUNT TEST CASE - VALID DATA

Test case View bookings
Purpose of test case Display customer’s bookings
Input

€« C & isocmpsauksouthz33web corewindows.net o @ »@Q

TOM RICHARD PROFILE BOOKINGS SIGN OUT

FIGURE 149: INPUT - VIEW BOOKINGS TEST CASE

Output
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Booking history

Restaurant Party Size Date & Time Notes Status
Atera London 2 3.3.2022 / 19:0 @ pending Cancel booking
Barclay Prime Restaurant 2 4.3.2022 / 23:0 @ canceled

® - » 5items per page *

FIGURE 150: OUTPUT - VIEW BOOKINGS TEST CASE

Result PASS
TABLE 45: VIEW BOOKINGS TEST CASE

Test case Send booking request — invalid data
Purpose of test case Send a booking request with invalid data
Input
Party size 0
Date < Mar %+ 2022 = D
Mo Tu We Th Ff 53 Su
6

7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27

28 29 30 31
Time 6:00 e
Additional
notes s

Confirm booking

FIGURE 151: INPUT - SENT BOOKING REQUEST TEST CASE - INVALID DATA

Output
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The menu specializes in Northern
Italian cuisine with seasonal changes
to reflect freshness of ingredients

Q Please select the number of
guests (party size)

with a focus on locally grown
produce.

Party size

Date Mar & | 2022 %

Tu We Th Fr Sa

Time

Additional
notes

Confirm booking

FIGURE 152: OUTPUT - SENT BOOKING REQUEST TEST CASE - INVALID DATA

Result PASS
TABLE 46: SENT BOOKING REQUEST TEST CASE - INVALID DATA
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Test case Send booking request — valid data

Purpose of test case Send a booking request with valid data

Input
Party size 20
Date < Mar %2022 % D
Mo Tu We Th Fr 50 3Su
6
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 [ 27
28 29 30 21
Time 20:00 N
Additional birthday party
notes 4
FIGURE 153: INPUT - SEND BOOKING REQUEST TEST CASE - VALID DATA
Output

TOM RICHARD PRO v Booking request was sent. You

will receive a confirmation email!

Booking history *
Restaurant Party Size Date & Time Notes Status
Atera London 2 3.3.2022 /19:0 ® pending Cancel booking
Barclay Prime Restaurant 2 4,3.2022 / 23:0 ® canceled
La Grotta 20 26.3.2022 / 20:0 birthday party @ pending Cancel booking

« - » 5 items per page =

FIGURE 154: OUTPUT - SEND BOOKING REQUEST TEST CASE - VALID DATA

Result PASS

TABLE 47: SEND BOOKING REQUEST TEST CASE - VALID DATA
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Test case Cancel booking
Purpose of test case Cancel a booking

Input
Booking history x
Restaurant Party Size Date & Time Notes Status
Atera London 2 3.3.2022 / 19:0 ® pending Cancel booking
Barclay Prime Restaurant 2 43.2022 /230 @ canceled
La Grotta 20 26.3.2022 / 20:0 birthday party ® pending Cancel booking

« - » 5 items per page *

FIGURE 155: INPUT - CANCEL BOOKING TEST CASE

Output
E Are you sure you want to cancel your booking? %
El -
Restaurant ! Party Size ! Date & Time Notes Status
Atera London 2 3.3.2022 / 19:0 ® pending

Cancel booking

La Grotta 20 26.3.2022 / 20:0 birthday party ® pending Cancel booking

Barclay Prime Restaurant 2 4.3.2022 / 23:0 @ canceled

« - » 5 items per page *

&/ Booking canceled!
Booking history

Restaurant Party Size Date & Time Notes Status

Atera London 2 3.3.2022 / 19:0 @ pending Cancel booking
Barclay Prime Restaurant 2 4,3.2022 / 23:.0 @ canceled

La Grotta 20 26.3.2022 / 20:0 birthday party @ canceled

« - » 5items per page *

FIGURE 156: OUTPUT - CANCEL BOOKING TEST CASE

Result PASS
TABLE 48: CANCEL BOOKING TEST CASE
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6.5. ANONYMOUS USER functionalities

Test case Create account — invalid data

Purpose of test case Create a new customer account with invalid data
Input

15QC

Create an account

Full name

Enter full name...

Email address

Enter email address...

Password

Enter password...

Create account

Already have and account ? Login

FIGURE 157: INPUT - CREATE ACCOUNT - INVALID DATA

Output

113



15QC

Create an account

Full name

Enter full name...

Full name is required

Email address

‘ Enter email address...

Email address is required

Password

Enter password...

Password is reguired

Create account

Already have and account ? Login

FIGURE 158: OUTPUT - CREATE ACCOUNT - INVALID DATA

Result PASS

TABLE 49: CREATE ACCOUNT - INVALID DATA
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Test case

Create account — invalid email or password

Purpose of test case

Create a new customer account with invalid email or password

Input

15QC

Create an account

Full name

testing customer v ]

Email address

testing_customer ® ]

Invalid email address

Password

Password must be at least 6 characters

Create account

Already have and account ? Login

ol

FIGURE 159: INPUT - CREATE ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD

Output

15Q¢

Create an account

Full name

testing customer v \

Email address

testing_customer 0] \

Invalid email address

Password

Password must be at least 6 characters

Create account

Already have and account ? Login

FIGURE 160: OUTPUT - CREATE ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD

Result

PASS

TABLE 50: CREATE ACCOUNT TEST CASE - INVALID EMAIL OR PASSWORD
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Test case Create account — valid data

Purpose of test case Create a new customer account with valid data

Input

1SQC

Create an account

Full name

testing customer v

Email address

testing_customer@gmail.com v

Password

Create account

Already have and account ? Login

2]
FIGURE 161: INPUT - CREATE ACCOUNT TEST CASE - VALID DATA

Output

TESTING CUSTOMER PROFILE BOOKINGS SIGN OUT

FIGURE 162: OUTPUT - CREATE ACCOUNT TEST CASE - VALID DATA

Result  PASS

TABLE 51: CREATE ACCOUNT TEST CASE - VALID DATA
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Test case Send booking request — invalid data

Purpose of test case Send a booking request with invalid data

Input
traditional and modern sushi bar. <
Full name anonymous customer
Email customer_anonymous
Party size 2
Date < [ Mar % 2022 % D
Mo Tu We Th F Sa Su
6
7 8 9 m‘ﬂ 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31
Time 20:30 v
Additional test
notes P
FIGURE 163: INPUT - SEND BOOKING REQUEST TEST CASE - INVALID DATA
Output
traditional and modern sushibar. - : © leasc cnteryourema
Full name anonymous customer
Email customer_anonymous
Party size 2
Date < Mar % 2022 3 >
Mo Tu We Th Fr Sa Su
6
7 8 9 |11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31
Time 20:30 v
Additional test
notes <
L =
FIGURE 164: OUTPUT - SEND BOOKING REQUEST TEST CASE - INVALID DATA
Result PASS

TABLE 52: SEND BOOKING REQUEST TEST CASE - INVALID DATA
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Test case Send booking request — valid data

Purpose of test case Send a booking request with valid data

Input
traditional and modern sushi bar. e .
Full name anonymous customer
Email customer_anonymous@gmail.com
Party size 2
Date < Mar % |2022 2| >
Mo Tu We Th F S0 su
6
7 8 9 m 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31
Time 20:30 v
Additional test
notes 4
FIGURE 165: INPUT SEND BOOKING REQUEST TEST CASE - VALID DATA
Output
v Booking request was sent. You
will receive a confirmation email!
BONDST London La Grotta
BONDST, is a trendy downtown restaurant ... La Grotta literally means “the cave" in Italian...
FIGURE 166: OUTPUT - SEND BOOKING REQUEST TEST CASE - VALID DATA
Result PASS

TABLE 53: SEND BOOKING REQUEST TEST CASE - VALID DATA
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6.6. SECURITY

Test case Authorization access

Purpose of test case Access isocadmin/admin/host or customer dashboard without permissions
Input

€ C @ localhost42ix

e x @

FIGURE 167: INPUT - AUTHORIZATION ACCESS TEST CASE

Output

€« C O localhost:4200/dashbosrd/socadmin

M

Access to this page is restricted

« => 8 isocmpsauksouth.z33.web.corewindows.net/dashboard/isocadmin

The requested content does not exist.

HttpStatusCode: 404
ErrorCode: WebContentNotF ound

Fequestld : bb16b181-901e-003£-0e6£-311399000000
TimeStamp : 2022-03-06T15:32:26.9073037Z

FIGURE 168: OUTPUT - AUTHORIZATION ACCESS TEST CASE

Result PASS
TABLE 54: AUTHORIZATION ACCESS TEST CASE

119



Chapter 7 - Evaluation

This chapter presents a detailed evaluation of ISOC Reservations system and a personal

evaluation highlighting the achievements obtained during the execution of the project.

7.1. Personal evaluation

During this project, a set of soft and hard skills have considerably improved. The

achievements that demonstrate this progress are listed as following:

e | improved my research and analytical capabilities by rigorously reviewing multiple

reference sources and extracting the most relevant information

I managed my time effectively by delivering the project on expected deadline and
estimating and prioritising the required activities
e | improved my decision-making and adaptability skills by handling the blocking
situations and looking for alternative working solutions
e | improved my communication skills by actively listening for feedback
e | improved my presentation skills by describing my work every week
e | improved my technical skills by learning new programming languages, frameworks,
and tools
o | passed Microsoft Azure Fundamentals certification
o | followed tutorials using e-learning platforms as LinkedIn Learning,

Pluralsight, Code Academy and official documentations, books, and forums

Overall, I became confident, and | was involved in a project for the entire process. Hard
work and commitment were the characteristics that drove me during this experience and the

gained benefits will be valuable for my personal and professional life.
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7.2. System evaluation

The aim and objectives of the project were meet as expected. Current version of the
system has all the functional and non-functional requirements implemented. Chapter 6 testing
evidence shows that the system is fully functional. The system offers a user-friendly interface,
a set of features that covers the business requirements for restaurants and for customers, a
simplified setup process and an increased level of security. These factors indicate the successful

project completion.
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Chapter 8 - Further enhancement

The current version of ISOC Reservations system satisfies the most important requirements
for restaurant reservations processes; however, the following improvements can be addressed
in the future:

e Send email confirmation for booking requests

e Add “customer reviews” functionality

e Add functionality for removing a restaurant from the system

e Add functionality for password recovery

e Improve security by storing the database connection details in Azure Key Vault
e Improve security by adding multi-factor authentication

e Improve application monitoring by using Azure App Insights

e Automate the deployment process
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Chapter 9 - Conclusion

The aim of this project was to develop a restaurant booking system web application
hosted in cloud by using Microsoft Azure cloud provider. Chapter 1 introduced the background
and motivations for this project and listed the objectives required for a successful completion.
Based on the literature review conveyed in Chapter 2, it can be concluded that restaurant
reservations systems are a valuable solution for increasing restaurants profits and customers
satisfaction and their provided features are essential. A comparison between several existing
similar systems was mandatory for developing 1ISOC Reservations application with all the
required characteristics to be an efficient and sustainable solution, and it drove the analysis
process to establish a list of functional, non-functional and system requirements as well as

technologies and tools.

Chapter 4 and 5 were focused on designing and implementing the ISOC Reservations
application, by illustrating how two of the main advantages of the system, security, and cloud
deployment, were integrated. The result of testing phase performed in Chapter 6 demonstrated
that all the scenarios are working as expected and the system is ready to satisfy restaurants
business requirements. However, during this testing phase, a set of enhancements were

identified and considered in Chapter 8 for further implementation.

As a final observation, the project was successfully completed, and the achievements

are valuable from both system and personal perspectives.
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Appendices

Appendix A — Gantt Chart monthly view
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7 Generate Angular 2.

& Add task
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[ Name

() ISOC reservations app

+ ISOC Infrastructure

= Create Azure Infrastru...
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Appendix B — ISOC Reservations Database

SCHEMAS B
Q, Filter objects

v [ isoc
T@ Tables

[ 2 restaurant_bookings
[ 2 restaurant_business_hours
[ 2 restaurant_floor_plans
b restaurant_images
b restaurants
[ 2 roles
[ 2 user_roles
b Users

@ Views

@ Stored Procedures

@ Functions
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SELECT * FROM isoc.

users;

| Result Grid | H] 4% Fiter Rows:
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id
74
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81
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alida_baker @gmail. com
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brian_wallace @gmail. com
leo_spencer @gmail. com
eric_willis@gmail.com
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ivan_allen@gmail.com

thomas_richard @gmail..c.

name
Isoc Admin
Paige Fox
Alfie Medina
Otto Medeira
Austin Price
Alice Morris
Fern Clark
Ava Bailey
Georgina Hil
Cleo Barnes
Cora Garda
Alicia Baker
Theo Young
Brian Wallace
Leo Spencer
Eric Willis
Carmen Ross
Sebastian W...
Ivan Allen

Thomas Rich...

| edt: @) i E&b | Export/Import: S f& | wrep Call Content: TE

password
$2a5108RVbM3dmzRq5A.QQrknQkUeDHrLBgmIoULL. .,

£2a$108uzl2g IEAYSPUoFuogke fIUHRWWEKhAWSIPYVD...
§2a5108HI9F 3ovtvT. 8vp3CnhMaf, w/iQSaiegkd GFIKKL. ..

§2a%$105B0LgMQhDGMNbPpvOkE 10hMONZYZVE. 4B 1b...

£235105No TtheQzyeR 9yjCEYeSP 1upQCArDd 18rVPgO.. .
£2a5108VzAY4 ANzpjehsTyTmxy 1. 52iarso SPNSZnLls.. .
§2a$1080yNGc40325VLQTVLhzx800jgklhS .mrhbusrs. .
2351051 3bRecChlvweNkw. 35usoxezNemBXBvAdoQN. ..
§2a%$1050a0qChl 18ue,bF1, YfE81.OpCBaCtF 7T/UCA. ..

§2a$105gsKBmIIEdHOS 3jswN2GoA.dpTZEdSNbamaDh...
$7a$108fgoDUKbGI4DYEYOCYMXUbO0, S0 2pY SSNF. hj. ..
§2a$108TMIDvw 38ujtszaiRMREqQ. FwTQ32pMjEnnHHO. ..
£2a$1084dYmBnQADWWVPGEQwamusO8GTNCLDHmMSZ. ...
£2a81086LbsnXpenTvbdwh. YywHN. prn<TLEhAShLUUL. ..
$2a%$102RS5.Gjrgl.LDIURdLaAg/IObZ FRAWDEFWTzV2U...
$2a$108FAHS 2DZQF2gr02wmSBa0;. 01fyudmxEDrG47. ..

£2a8108wpaAimy3fMmkL BGybASwWELUOBE42nFwhzss.. .
§2a%$105UYaR YTka ParMNvYdekrA6pu7azbBaBiNdeMw]...

£2a$108p5WBuv 2cNdAwSyNaKQ0g 1. 6ep. gQsGus//Ty...
£2a8108HMINKEY Mg bezcZPHTueOrQXSZhif3wxdvi.. .

HULL
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username
IsocAdmin @gmail.com
paige_fox@gmail.com
alfie_medina@gmail.com
otto_medeira@gmail. com
austin_price @gmail.com
alice_morris @gmail. com
fern_dark@gmail.com
ava_bailey @gmail. com
georgina_hill@gmail.com
deo_barnes @gmail.com
cora_garda@gmail.com
alicia_baker @gmail. com
theo_young @gmail.com
brian_wallace @gmail.com
leo_spencer @gmail.com
eric_willis @gmail. com
carmen_ross@gmail.com
sebastian_wood@gmail. ...
ivan_allen@gmail.com

thomas_richard@amail.c...

restaurant_id
27
28
2
30
31
32
27

7
28
28
i}

29
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is_deleted

1]
o
0
o
o
1]
1]
o
0
o
a
1]
0
o
1]
o
a
o
0
a
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Appendix C — Frontend component project structure

~ Ul

» .angular

> dist

» node_modules

~ SIC

~ app

~ modules

admin
auth
azure-map
customer-bookings
edit-account
edit-booking
host
isocadmin
landing
madels

Y Y L Y Y Y T Y

services
<» app.component.html
¢ app.component.scss
TS app.component.ts
TS app.module.ts
TS app.routing.ts
> assets
> environments
> styles
_redirects
15 global.dts
<> index.html
TS main.ts
T8 polyfills.ts
TS testis
.browserslistrc
£ editorconfig
® .eslintrcjson
€ .gitignore
== npmrc
nvmirc
{1 angularjson
K karma.confjs
{} package-lockjson
{1 packagejson
(@ README.md
{} tsconfig.appjson
B8 tsconfig.json
{} tsconfig.specjson
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Appendix D — Backend component project structure

et api
Jidea
Rty
wscode
5rC
main
java
uwtsd.isoc.isocapi
controllers
Messages
muodels
repositories
security
SEMViCEs
£ lsocApifpplication
ESoUrces
test
@ «gitignore
moy HELP.rmd
FVITW
= mvnw.cmd
porm.xml
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