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[bookmark: _Toc133409333]Abstract 
A Small office-home office infrastructure (SoHo) is inherently implemented less securely than larger corporate infrastructures due to limited information security experience, costs, time and staffing. Cyber criminals see them as easy targets and quick wins due to the limited security assessment taken to implement such an infrastructure. They know that not all back door entries will be protected and there will be weaknesses which they will exploit as a means of an attack. 
This implementation paper aims to demonstrate the common types of cyber-attacks within a SOHO infrastructure, analyze the output of these controlled attacks, and provide recommendations of hardening the environment to prevent and limit the risk of future attacks. To evidence this thesis that attacks on unsecure environments are more common than on secure ones, two penetration tests were performed. The first test uses predetermined attacks against the unsecured infrastructure, and a second test uses the same attacks against the secured infrastructure. The output from these controlled tests demonstrated that attacks against the unsecured infrastructure were more likely to be successful by the attackers than on the secure infrastructure. By hardening and implementing better security measures on the 	infrastructure decrease the risk of cyber-attacks. 
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[bookmark: _Toc133409334]Introduction 
  Cyber attacks are occurring more than ever, these illegal actions are being taken place around the world and cause problems for larger and smaller networks. SoHo networks falls under this section and is an ever more increasing type of network being implemented into business/homes. Knowing how and why to keep your SoHo networks safe is going to be an ever more increasing task as time goes on. Doing so will reduce the successfulness of a possible cyber-attack occurring within the near future.
[bookmark: _Toc133409335]Aim and Objectives: 
[bookmark: _Toc133409336]Aim: 
The aim of this project is to analyse penetration attacks on a simulated SoHo network. This allows for the introduction of new security features to be implemented into the simulated SoHo network, these new security features are to analyse if it has decreased the successfulness of a security breach on the simulated SoHo network. This experiment will be recorded and analysed to see if the implemented security has stopped the vulnerabilities being exploited. 
  
[bookmark: _Toc133409337]Objective 1: 
Literature: Reviewing literature on current SoHo networks to collect information on their security flaws. 
[bookmark: _Toc133409338] Objective 2: 
To compare the tools used within the simulated network and to justify the reasons for using the simulation. 
[bookmark: _Toc133409339]Objective 3: 
Conduct a simulation/experiment. This experiment is to contain: 
· The creation of the simulation, Using GNS3 to create a SoHo network.
· Conduct penetration tests on the simulated SoHo network, to search for the network's vulnerabilities of the client PC’s and Web server. 
· Collect said data above and find security features to implement into the simulated SoHo network, conduct another penetration test and evaluate if the security features implemented can withstand the second penetration test. 
[bookmark: _Toc133409340]Objective 4: 
Evaluate the experiment and see if the implementation of the security features has shown a lower or zero success of gaining access to the simulated network.



[bookmark: _Toc133409341]Flow of report
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[bookmark: _Toc133409342]Research Methodology
This section is to understand the methodology of the project.

[bookmark: _Toc133409343]Design
Within this section there is the creation of the simulated SoHo network running on the software GNS3.

[bookmark: _Toc133409344]Implementation
This section includes the implementation of the test being conducted on the simulated SoHo network.

[bookmark: _Toc133409345]Testing/Analysis
This section will undergo the testing of the project. This is where the hypothesis will be put in action to see if it’s true or false.

[bookmark: _Toc133409346]Evaluation/Reflection
This section involves the evaluation/reflection of the project.


[bookmark: _Toc133409347]Literature Review 
Within this section there will be the gathering of reliable sources and scholarly literature. These sources will give knowledge of SoHo network security. Their vulnerabilities, how to create a SoHo network and the best software’s to create said SoHo network.

[bookmark: _Toc133409348]Network Security 
Below is an insight into the security of SoHo networks. Why it’s a vital feature within SoHo networks to keep them safe from possible security breaches that can occur on small or big networks and any given time. 
 
Network security is needed to keep a network secure from possible attacks coming in from cybercriminals. These criminals can gain sensitive data from these attacks causing major problems for the users who use said network. Here are four of the main reasons for protecting networks, Operational Risks, Financial risks for compromised personally identifiable information (PII), Financial risk for compromised intellectual property and Regulatory Issues.  [1]

Implementing network security on a larger network is more common compared to a smaller network. According to GOV.UK within the last 12 months 39% of UK business have identified a cyber-attack taken onto their network’s [2]

Within past years 2017 and 2020 was the highest at 46%. This shows that each year network security gets more implemented, and cybercriminals are finding different methods to break these security features. Therefore, this shows why each year's percentage is ever changing, because of this. [2]
Within the last 12 months 54% of networks have acted in identifying these cyber security risks. As mentioned above on the percentage of attacks changes each year. This is similar with the proportion of UK business acting to identify cyber risks. As the year 2020 was the highest at 64%, this higher percentage could be an indication of the start of Covid-19 and business wanting to keep their networks secure during those unknown times. [2]

To end this segment, you can see that implementing network security is a needed practise to keep a networks data safe from possible cyber-attacks. These security features can be implemented easily with the correct knowledge being shared on this topic. Keeping larger and smaller networks safer. 
 
 
[bookmark: _Toc133409349]Recent Cyberattack of SoHo network. 
Efficient Escrow of California 
August 7, 2013 
Efficient Escrow of California had to lay off their staff when a cyber-attack occurred by cyber criminals taking $1.5 million. This was taken from efficient escrow's bank account. This cyber-attack was a trojan horse attack. Once the cybercriminals gained access to this money, they had sent large amounts of money to different banks around the world including, Moscow and China. They were able to gain access to some of the money lost. They couldn’t get all money back because they didn’t know banks have no obligation to recoup losses in a cyber-attack/theft. There was a total of nine staff that had to be laid off and efficient escrow had to close. [3]
Said quote from owners. 


“At the end of the day, we want our clients to get their money back, but after that, we lost our business,”  [3]
 
 
[bookmark: _Toc133409350]Critical Literature 

Development of a virtualized networking lab using GNS3 and VMware workstation.

The goal of this project was to create a powerful alternative tool to a physical networking setup. Mentioned physical networking equipment is from CSU Sydney. As mentioned, they are using this method as its easier to replicate this network for possible penetration testing. To do their goal within this project they have used the software, GNS3 and VMware Workstation. Once they had created their network, they conducted ping tests to test the connection of each device. For example, they first connected this interface to their physical computer. This was done by creating a Loopback network adapter on the physical computer. They added their end device in the 15.1.1.0/24. [4]
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They have compared the time taken for the file transfer across the network.
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As you can see the ping results have taken longer for the GNS3 than a physical system.


Within the conclusion of this paper, they have talked about the successfulness of the paper and the objective. “The main objective of this paper was to provide a solution for a networking lab. Creating a virtual lab helps to overcome the existing issues of limited hardware and accessibility.” This lab was created for the use of students to perform practical networking themselves. Because of this the lab is scalable as the resources can be replicated across the network. [4]


The researchers employed a cloud-based home network in this scholarly publication. This might be a feasible method for making a network safer against cyber-attacks. This cloud-based network is designed for the use of software-defined proxies. Security measures will be provided by skilled security agencies. These service providers will manage and operate the SDN network remotely. There is also a modified gateway implementation that will operate on OpenVSwitch, as well as a network controller. These will allow for remote access. This remote access is used to gain network access via cloud security services. Finally, SDN networking will be implemented to safeguard the network. [5]


Analysis of Power Line Communication Network Vulnerabilities using Cyber Security Techniques

This research paper is focused on the study of detection of any exploitable vulnerability in a PLC network by conducting penetration tests on said network, then fixing said network to resolve possible vulnerabilities in the future.

[bookmark: _Hlk133398569]“PLC can be defined as a communication technology that transmits and receives data through the use of the existing electoral power lines or home electrical wiring outlets to form a logical network within the power line channel” [6]

Vulnerability scanning, within this paper they star by mapping the PLC network setup using a Nmap. Another scan they have conducted is capturing live packets using Wireshark.

 Attacks being conducted:

· Brute Force Attack on Layer 3
· Evil Twin with Captive Portal Attack
· DOS Attack
· DHCP Request and MAC Flooding Attack
· Man in the Middle Attack [6]

Solutions and Countermeasure:

· “Setting up a more closed indoor power line wiring circuit and higher frequency terminators should be attacked.”
· All open port forwarding services should be closed and disabled.
· All HTTP should subscribe and notify requests.
· Use of a firewall.   [6]



[bookmark: _Toc133409351]Security Countermeasures  

NGFW Configuration 
The firewall is good security counter measurement, using a traditional firewall can be an outdated practice therefore using a NGFW also known as a next-generation firewall is the next best thing. This device allows for more benefits from a traditional firewall, these benefits include application awareness and control, integrated intrusions prevention and cloud-delivered threat intelligence. While also including the traditional firewall security of incoming and outgoing network traffic. This is done by the firewall sorting the packets received, these will be sorted into malicious or non-malicious packets, non-malicious will be sent through and the malicious will be stopped. This is overall keeping the network more secure from possible cyber-attacks. [7]

 
Implementation of Network Access Controls  
Implementing NAC or network access controls allows for the denial of access from noncompliant devices. This will either give them restricted access to resources or put them in an isolated area. This means nodes that are insecure won't be on the network, possibly infecting the network. There are many capabilities network access controls can do. Such as, Security Policy Check, this evaluates device and user type and operating systems. Another capability would be Policy Lifecycle Management, this “enforces policies for all operating scenarios without requiring separate products or additional modules”.   [8]

Here is a list of more. 
· Profiling and visibility 
· Guest networking access 
· Incidence response  [8]

Use of Virtual Private Network 
A VPN or virtual private network is another good countermeasure to implement. A VPN works by creating a connection from device to network, this will be encrypted to keep data safe when being transmitted. This allows for unauthorized cybercriminals eavesdropping and monitoring said data. There are different types of VPNs such as remote access and site to site. Choosing which VPN to use depends on the situation it is going to implemented into. Using a VPN is becoming ever more popular because of the rise of working from home because of possibly being quarantined.  [9]

 Identify and Access Management 
IAM or identify and access management can be implemented and used as a good security countermeasure. IAM is used to ensure each network user has the requited level of authentication. This authentication is to access secure data access and additional information they need. This allows for the network to have trusted network users using the network.  [10]
 
Use of End Point Protection 
Using endpoint security, you can secure devices such as desktops, laptops and mobile phones from possible cyber-attacks. A perfect use for endpoint protection would be the devices used by a business's employees on the network. These devices can be possible malicious threats therefore having them secure will remove said threat.   [10]
   
Benefits: 
· Protecting all endpoints  
· Securing remote working 
· Sophisticated threat protection 
· Protecting Identity   [11]


Strategy Analytics insights shows 22 billion devices were connected in the year 2018, they predict these numbers to go to 38.6 billion in 2025 and 50 billion in 2030. From this data you can see endpoint protection is a good solution for the security of a network. [12]
 
Patching and updating of software.
Having up to date software is vital to keeping a network more secure, outdated software can be targeted by cyber criminals as they will have methods of gaining access through these past software patches. Keeping software to the latest patches allows for the most protection needed against possible cyber-attacks as cyber criminals need time to find ways around new patches each update. 
 
 
 
SoHo Network Vulnerabilities 
DDos Attacks 
DDos or denial of service attacks are attack’s that can occur on SoHo networks, these attacks can be targeted at any size SoHo network causing problems of the network becoming bombarded and overwhelmed. Either to slow down the network or completely shut down. These are the general types of DDos attacks, Protocol attacks, Application attacks and Volumetric. 

Protocol Attacks: 
By sending fraudulent connection requests protocol attacks will take down a network. These fraudulent connection request will be sent to layer 3 and 4. These are to consume the processing capacity of the network’s servers, firewalls the (infrastructure resources).  

Application Attacks: 
Application attacks focus on Layer 7, it is done by opening connections and transitioning requests that consume disk space or memory that is available. 

Volumetric attacks: 
As mentioned in the name volumetric. This attack is conducted by generating large amounts of traffic to slow down or shut the network completely offline. These attacks are one of the most common to occur.  [13]

 
ARP Poisoning attacks (Man-in-the-Middle attack) 
MITM or man-in-the-middle attacks are used to intercept conversations and data transfer. This can be done by the cybercriminal eavesdropping or just acting as a legitimate participant. During a MITM attack there are two phases. The interception phase and decryption phase. Within the interception phase the attacker will use a variety of tools such as, IP Spoofing, ARP Spoofing and DNS Spoofing. Likewise with the decryption this phase also uses a variety of tools such as HTTPS Spoofing, SSL Hijacking and SSL Stripping. [14]
 
DNS Tunnelling Attacks 
DNS Tunnelling is a type of cyberattack that encrypts data from other apps or protocols in DNS queries and responses. DNS tunnelling typically includes data payloads, which may be supplied to an attacked DNS server and used to command a remote server and applications. [15]

 DNS tunnelling exploits this feature by using DNS queries to establish a command-and-control route for malware. Outbound DNS traffic can exfiltrate sensitive data or respond to the malware operator's queries, while inbound DNS traffic might deliver orders to the malware. [16] 


 
SQL Injection Attacks 
SQL injection is a web security issue that allows an attacker to interfere with an application's database queries. It enables an attacker to examine data to which they would not ordinarily have access. This might include other users' data or any other information to which the software has access. An attacker can regularly edit or destroy this data, creating permanent changes to the content or functionality of the programme. If a SQL injection is successful this can enable the loss of credit card numbers, passwords etc. This can cause major issues. [17]
 
 


[bookmark: _Toc133409352]Justification for Simulation 
The use of simulation within this project is to justify the security of a SoHo network’s security. There are different reason justifying the use of a simulation instead of another method. Here are some of those justifications, no legal issues involved with the cyber-attacks being conducted, being able to restore a backup simulation as their possibilities of a crash, no issues of not being able to get hardware and more.  
Each of these justifications shows the use of the simulation is the most efficient and safe way to conduct this project. 
 
[bookmark: _Toc133409353]Tools
EVE-NG PRO 
EVE-NG PRO is a clientless multivendor for network emulation. The use of EVE-NG PRO would be best for enterprise engineers. EVE-NG PRO is efficient, flexible and easy to understand and use. 

GNS3 
GNS3 Is used to create, configure, test and troubleshoot virtual and real networks. Using GNS3 you can create small topology's consisting of a few or a lot of devices. Making it a good software for running penetration tests and troubleshooting them so make said network more secure. This software is also open source and free to download. [18]

Cloonix 
Cloonix is another network simulator, according to this reference relatively easy to use graphical user interface. Using QEMU/KVM to create virtual machines cloonix allows for a wide variety of pre-built filesystems.  [19]

 
 
 




[bookmark: _Toc133409354]Research Methodology 
The use of the research methodology is to evaluate the philosophy, approach, strategy and time of the collection and analysis of the data. 
Within this experiment there are multiple penetration attacks being conducted on the simulated SoHo network. These attacks are to be conducted for the analyse of the vulnerabilities of the SoHo network, these tests will be conducted as such below. 
· Creation of the simulated SoHo Network
· Conducting the selected penetration test on the SoHo Network
· Record outcomes of the penetration tests and follow with a fix for these outcomes.
· Add the security fix too the new SoHo Network
· Conduct the penetration test once more on the SoHo Network
· Record and analyse the outcomes.
· Write the outcomes and compare each test to each other to understand if and why it has been successful.
· Repeat for each attack being conducted and researched.
 
[bookmark: _Toc133409355]Philosophy 
Positivism 
This project is based on a simulation conducted in an experiment. This is why the philosophy will be positivism.  The reason for the choice of positivism is so the writer can conduct an experiment and therefore create outcomes of said experiment, to see if the experiment does fix the security of the SoHo network after the evaluation of the first penetration tests. 
 
[bookmark: _Toc133409356]Approach 
Deductive 
Deductive is the approach of this simulation because the experiment allows for a hypothesis to be created (Penetration testing helps the security infrastructure of a SoHo network). This hypothesis will be answered within the project as it can either be correct or false.
 
Simulation  
Using a simulation for this experiment allows for a legal and lower risk assessment of SoHo network security. There will be the laws being broke and produces similar results as a real cyber-attack being conducted on a SoHo network.  
 

[bookmark: _Toc133409357]Strategy 
Experiment 
This research will use an experimental methodology. The project will be able to test the suggested hypotheses using this approach and determine whether one is true. The attack tactics and tools employed in the first penetration test will also be applied to the second penetration test in order to maintain objectivity throughout the experiment. It will be feasible to get a sound scientific conclusion as a consequence, and the proposed hypotheses will have a chance to be tested in a fair manner. 



Data collection and Analysis 
The data gathered and analysed will be secondary data. The secondary data, which are the findings of other researchers' projects, will allow the experiment results to be compared to other results from other research papers. 

 Design of SoHo 
This is traditional IT hardware used within a SoHo infrastructure. 
· Router 
· Switches 
· Web Server 
· Active Directory Server 
· DNS Server 
· Mail Server 
· Print Server 
· Backup Server 
· End User devices 
· Wireless Access LAN (Not in scope due to hardware/licensing limitations) 

 
These components are used within a SoHo infrastructure to provide information technology services to users, the design is a common architecture overview. 
 
The following design consists of a traditional SoHo design in GNS3. The design and commissioning of the lab environment consists of router (Cisco C3640), Core switch (L3 GNS3), Access switches (L2 GNS3), Kali Linux VM, Metasploitable2 running DVWA, Active Directory, DNS, Mail, Print and Backup servers, client VM’s running Windows XP, Window 7 and Windows 8 VMs. 
 

To act out a cyber-attack in a controlled and air gapped (not connected to the internet) infrastructure, a Metasploitable2 Virtual Machine (VM) [add reference] will be implemented into GNS3 to act out as various server platforms and exploited. Client PCs Windows XP, Windows 7 and Windows 8 VMs will be included and used as also as targeted exploits.    
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[bookmark: _Toc133409358]Implementation of GNS3 lab environment 
The following SoHo infrastructure was implemented into GNS3. The environment consists of the following virtual appliances: 
 
· Kali Linux
· Router (Cisco C3640)
· Core switch (L2 IOU Linux image)
· 3 x Access Switches (L2 IOU Linux image)
· Web Server (Metasploitable2)
· 3 x Windows client VMs
· 5 x Servers 
[image: A picture containing diagram, line, map

Description automatically generated] 

 
[bookmark: _Toc133409359]Scenario 

[bookmark: _Toc133409360]Process of Gathering Information 

DNS records
DNS records, also known as zones, are instructions maintained in authoritative DNS servers that provide information about a domain, such as which IP addresses are associated with that domain and how to handle requests for that domain. According to Cloudflare, “You can think of DNS records like a business listing on Yelp, that listing will give e you a bunch of useful information about a business such as their location, hours, services offered, etc.” [20]

All DNS domains must use essential DNS records. This is so a user can access their website with said domain name. Below is a list of DNS record types.

A record – Holds IP address.
AAAA record – Holds IPv6 address.
CNAME record – Forwards domains to another
MX record – Send mail to email server.
TXT record – Admin privilege to store notes.
NS record - Used for DNS entry (stores name of server)
Soa record – Holds Adin information.
SRV record – Port Specification
PTR record – domain name used for reverse-lookups.  [20]


To have a subdomain you need to have the following DNS records, CNAME, DNAME and ALLIAS. [21]


[bookmark: _Toc133409361]Network scanning
Network scanning is used to search/find devices, ports and other features on a network. This is done to find vulnerabilities in the network. [22]

Here are some network scanning types. External vulnerability scans, these types of scans are used to look at a network from the perspective of a cyber criminal’s perspective. This is done by scanning external IP address and domains. These scans will outline the possible vulnerabilities within the network that could be at risk of a cyber-attack. These scans also list the ports that are open and exposed to the internet. Another networking scan would be an internal vulnerability scan. These scans will discover and catalogue your core IP-connected endpoints. These endpoints vulnerabilities are tested. Running these scans regularly is a good method to keep the network protected. [23]



 
[bookmark: _Toc133409362]Reconnaissance
· Survey is when a cyber criminal is investigating a certain target. This will often show vulnerable positions they can take advantage of.
· Delivery, finding and getting the cyber attack ready on the certain vulnerability found after the survey stage.
· Breach, cyber-attack is being conducted and exploiting the vulnerabilities, 
· Affect, cybercriminal is going to achieve their task here, for example stealing credit card information on client of a business.
· Maintain, maintain this positions will be the best interest for the cyber criminal as they want as much time to do what they intended to do.  [24]



 
 
 



 
[bookmark: _Toc133409363]Penetration Testing  
[bookmark: _Toc133409364]Planning Requirements 
Customer XYZ is a small manufacturing business. They have a small IT team which maintain a Small Office Home Office (SoHo) infrastructure. They have a requirement to identify the level of technical risk emanating from software and hardware vulnerabilities of the business’s IT environment.  
They have requested a planned penetration test in order to evaluate weaknesses not picked up by their health checks policy.  
Risk owners require the following tests to be part of the main scope, these should include: 
· Full scan of hosts and ports open/listening
· Identify and highlight unknown hosts.
· As part of the work, they are expecting remediation recommendations on how to secure vulnerabilities found for the following tests:
· ICMP/Denial of Service.
· SYN Flood.
· ARP Poisoning (Man in the Middle).
· SQL Injection. 
Avoid causing unnecessary system downtime. 
The IT manager has supplied the following information which describes the infrastructure and boundaries. 
The network is configured with the following RFC 1918 IP subnets.
 
RFC 1918 Subnets 
	NAME 
	SUBNET 

	Web Server(Metasploitable2) 
	192.168.0.0/24 

	Pentest 
	192.168.1.0/24 

	Servers Vlan 10 
	172.16.0.0/24 

	Users Vlan 20 
	172.16.1.0/24 

	Users Vlan 21 
	172.16.2.0/24 


 
The company has supplied network and domain names. 
 
[bookmark: _Toc133409365]Network diagram 
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[bookmark: _Toc133409366]IP Address allocation 
	DEVICE 
	IPADDRESS

	KALI LINUX 
	192.168.1.5

	WEB SERVER (Metasplitable2 DVWA) 
	192.168.0.10

	MAIL SERVER (Windows Server 2012) 
	172.16.0.5

	PRINT SERVER (Windows Server 2012) 
	172.16.0.6

	BACKUP SERVER (Windows Server 2012) 
	172.16.0.7

	DNS SERVER (Window Server 2012) 
	172.16.0.8

	ACTIVE DIRECTORY SERVER (Windows Server 2012) 
	172.16.0.9

	GNS PC2 
	172.16.1.5

	WINDOWS 8 
	172.16.1.6

	GNS PC3 
	172.16.1.7

	GNS PC4 
	172.16.1.8

	GNS PC 
	172.16.2.5

	WINDOWS XP 
	172.16.2.6

	WINDOWS 7 
	172.16.2.10

	GNS PC1 
	172.16.2.8


 

 
[bookmark: _Toc133409367]Reporting 
The customer has requested the following output: 
· Vulnerabilities of the scoped tests uncovered. 
· Vulnerabilities to be scored against the Common Vulnerability Scoring System. 
· Assessment as to the level of risk that each vulnerability poses to the infrastructure and business. 
· Recommendations of how to remediate the vulnerabilities. 
· Recommendations of how to enhance and improve the Company’s internal vulnerability.  
 
[bookmark: _Toc133409368]Legality 
Company XYZ has full legal authority and provided full authorisation for this penetration testing to take place on the infrastructure of their estate. All parties have signed a contract specifying the scope, testing, and reporting output of the test. The contract also covers a Non-Disclosure Agreement, data handling and GDPR processes, the pen tester’s hard drive containing the Company data will be handed to Company XYZ for destroying. 
For this lab the network is isolated from the internet, however, the above legality will involve complexities relevant to the legal and practical concerns of the penetration provider and the business when such tests are carried out. 
 
[bookmark: _Toc133409369]Reconnaissance 

Footprinting 
The following scans were performed by using Nmap by utilising the provided RFC 1918 IP subnet information and scanning them. This provided the capability of discovering the internal infrastructure of the network.  The following screenshots are of the Nmap scans. 
Figure 1 Displays the results of scanning the 192.16.0.0/24 subnet. 
[image: A screen shot of a computer

Description automatically generated with low confidence]
[bookmark: _Toc133398924]Figure 1
 

Figure 2 Displays the results of scanning the 172.16.0.0/24 subnet. 
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[bookmark: _Toc133398925]Figure 2


 
Figure 3 Displays the results of scanning the 172.16.1.0/24 subnet. 
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[bookmark: _Toc133398926]Figure 3
 

Figure 4 Displays the results of scanning the 172.16.2.0/24 subnet. 
[image: A screen shot of a computer code

Description automatically generated with low confidence]
[bookmark: _Toc133398927]Figure 4
 
A deep scan is performed to gather details of the ports that the host has open. 
A record of opened ports found on the hosts. 
	DEVICE 
	IPADDRESS 
	Ports Listening 
	Application 

	KALI LINUX 
	192.168.1.5 
	NIL 
	 

	Cisco Router 
	192.168.0.1 
	TCP 23 
	Telnet 

	WEB SERVER (Metasplitable2 DVWA) 
 
 
 
 
	192.168.0.10 
 
 
 
 
	TCP 21 
TCP 22 
TCP 23 
TCP 25 
UDP 53 
TCP 80 
UDP 139 
TCP 445 
TCP 3306 
	FTP 
SSH 
TELNET 
SMTP 
DOMAIN-DNS 
HTTP 
NETBIOS 
SMB 
MY SQL 

	MAIL SERVER (Windows Server 2012) 
	172.16.0.5 
	TCP 22 
TCP 25 
UDP 139 
TCP 445 
	SSH 
SMTP 
NETBIOS 
SMB 

	PRINT SERVER (Windows Server 2012) 
 
 
 
	172.16.0.6 
 
 
 
	TCP 80 
TCP 92 
TCP 170 
UDP 139 
TCP 445 
TCP 515 
TCP 9100 
	HTTP 
NPP 
POSTSCRIPT 
NETBIOS 
SMB 
LDP 
PDL 

	BACKUP SERVER (Windows Server 2012) 
 
 
	172.16.0.7 
 
 
	TCP 21 
TCP 22 
UDP 139 
TCP 445 
	FTP 
SSH 
NETBIOS 
SMB 

	DNS SERVER (Window Server 2012) 
 
 
	172.16.0.8 
 
 
	TCP 22 
UDP 53 
UDP 139 
TCP 445 
	SSH 
DOMAIN-DNS 
NETBIOS 
SMB 

	ACTIVE DIRECTORY SERVER (Windows Server 2012) 
 
 
 
 
 
	172.16.0.9 
 
 
 
 
 
	TCP 22 
UDP 53 
TCP 88 
TCP/UDP 137 
TCP 389 & 636 
TCP 445 
TCP 464 
 
TCP 3268 & 3269 
TCP 9389 
	SSH 
DOMAIN-DNS 
KERBEROS 
AUTHENTICATION 
LDAP 
AD REPLICATION 
KERBEROS PASSWORDS 
AD 
AD WEB SERVICES 

	GNS PC2 
	172.16.1.5 
	TCP 21 
TCP 22 
TCP 23 
	FTP 
SSH 
TELNET 

	WINDOWS 8 
	172.16.1.6 
	TCP 135 
TCP 139 
TCP 445 
	DCE ENDPOINT 
NETBIOS 
SMB 

	GNS PC3 
	172.16.1.7 
	TCP 21 
TCP 22 
TCP 23 
	FTP 
SSH 
TELNET 

	GNS PC4 
	172.16.1.8 
	TCP 21 
TCP 22 
TCP 23 
	FTP 
SSH 
TELNET 

	GNS PC 
	172.16.2.5 
	TCP 21 
TCP 22 
TCP 23 
	FTP 
SSH 
TELNET 

	WINDOWS XP 
	172.16.2.6 
	TCP 23 
TCP 135 
TCP 139 
TCP 445 
	TELNET 
DCE ENDPOINT 
NETBIOS 
SMB 

	WINDOWS 7 
	172.16.2.10 
	TCP 23 
TCP 135 
TCP 139 
TCP 445 
	TELNET 
DCE ENDPOINT 
NETBIOS 
SMB 

	GNS PC1 
	172.16.2.8 
	TCP 21 
TCP 22 
TCP 23 
	FTP 
SSH 
TELNET 
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[bookmark: _Toc133409370]Vulnerability findings 
ICMP/DoS (Internet Control Message Protocol/Denial of Service) 
ICMP echo is open across all network and hosts, this is proven by the Nmap scan (figure 5) since this tool uses elements of the ICMP protocol. Though the ping command is a very useful tool for IT administrators it can be a benefit to an attacker too. It can allow an attacker to attempt to destabilise the service by sending malformed or oversized packets within a simple ping command, this type of attack can max out the CPU and memory resources of the target thus stopping or freezing the service. 
 
SYN Flood 
The following Wireshark capture highlights that the web server is suspectable to a SYN flood attack. The capture highlights that the attacker’s host can access the web server on port 80 (http), thus the three-way handshake (SYN, SYN-ACK, ACK) completes, and the data transfer takes place by browsing the web pages. An attacker could initiate a Denial-of-Service attack by sending requests which are left open because the connection did do complete in the first instance. The web server will use up resources waiting for half-opened connections, this can lead to the web service becoming unresponsive to legitimate service requests. 
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ARP Poisoning (Mad in the Middle) 
By utilizing details of the supplied information and Nmap scans, a poisoning attack can be executed by an attacker with the use of spoofing the MAC address of the layer 3 switch, this will be the default gateway for the clients, and changing it on the client side so that the traffic is sent to Kali Linux instead of the Layer 3 switch. The attacker can gather this data and use it to their advantage. 
 
SQL Injection 
Discovering hosts that are providing web applications could be exploited when attackers initiate malicious code at the attack vector in order to retrieve database contents. Data such as usernames, passwords, financial information and much more can be retrieved. An attacker could  
 
[bookmark: _Toc133409371]Exploitation 
[bookmark: _Toc133409372]Penetration Testing Scenarios
ICMP/DoS (Internet Control Message Protocol/Denial of Service) Attacks 
In this attack Hping3 from the Kali toolset is used to scan and attack the target. We first check to see if the target responds to ping requests. We keep it simple by restricting to 5 packets by using the option –c 5 in the Hping3 command sequence. Wireshark is also used to capture the ICMP flow between Kali and the web server target. 
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We can also check with Hping3 a port scan of the target to see which ports are open and listening for a connection. 
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An ICMP DoS flood attack command is sent from Kali to the target. The random source option is set to mask the attackers IP address. Hping3 is used to initiate the ICMP command against the target, the numbers circled in red in Kali summary and Wireshark demonstrate this. Note that the output does not show replies because they were ignored by Hping3. 
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The test was run for 55 seconds which prohibited the DVWA web page from loading. 
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[bookmark: _Toc133409373]SYN Flood. 
A SYN flood is also be loaded against the vulnerable target to exploit due to its low security setting we can see from figure below that the three-way TCP handshake takes place. This attack rapidly initiates a connection to the target without finalising the connection. The target utilises resources waiting for half-opened connections which can quicky be consumed thus making the system unresponsive to legitimate traffic. Again, Hping3 was utilised to perform this attack but there are other tools built into Kali which can also be used such as the Metasploitable Framework. 20000 packets at a size of 120 bytes each. The –S flag enabled with a window size of 64. The traffic is directed at port 80 of the target. The –flood command is used to send packets as fast as possible at the target. The Wireshark example can be used to highlight the attack due to the high volume of SYN packets but no SYN, ACK by utilising the tcp.flags.syn == 1 and tcp.flags.ack == 0 filter. 
[image: A screenshot of a computer

Description automatically generated with low confidence]
[bookmark: _Toc133398935]Figure 12
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 The SYN flood prohibited the DVWA webpage from loading. 
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[bookmark: _Toc133409374]ARP Poisoning (Man in the Middle) attacks 
Due to network bridging limitations within my VM player, the Kali Linux VM IP address was changed temporarily to 172.16.2.5 so that Layer2 requests could be passed between itself and the Windows 7 client.  
This lab consists of ARP Spoofing the Windows 7 client, an ARP spoof is sent to the client informing it that its default gateway MAC address has changed from the Layer 3 switch to Kali Linux. This will force the client to send its traffic to Kali which can be manipulated or exported for further exploitation.  
Firstly, Kali Linux is instructed to enable its IP forwarding kernel, this is required for the forwarding of packets. This function will put the Kali into a man-in-the-middle act. 
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Next is to confirm the current MAC address on the Windows 7 client for its gateway of 172.16.1.1. This is confirmed by issuing the arp –a command from the command prompt. We can see from the screen shot that the current MAC address is 00-0C-29-47-B4-2D. 
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The arpspoof command is then executed which sends out unrequested arp replies to client. This is performed by the following command arpspoof –i(interface) –t(target) and –r(gateway). Kali Linux starts sending out arp replies to the Windows 7 client. Checking the arp table of the Windows 7 client confirms that the MAC address for the 172.16.2.1 has changed to Kali’s MAC 00-0C-29-04-EA-0C . 
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This can be further confirmed by capturing the traffic from the Windows 7 client with Wireshark. Figure 19 displays the ICMP packets when the client is pinging goggle DNS service. 
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[bookmark: _Toc133409375]SQL Injection attacks 
This SQL injection assault into the DVWA web application service running within Metasploitable2. DVWA security level is intentionally set to low. SQL injection is chosen and a client ID of 234 is submitted. To perform this assault the SQLMAP tool inside Kali Linux is used. SQL Injection is where an attacker uses malicious SQL queries to gather data from an application database. The attacker can gain access to information stored within the databases. SQLMAP is an open-source penetration tool integrated into Kali Linux, it can be used to automate the method of identifying and abusing SQL injection vulnerabilities inside database servers. 
An Nmap session is executed against the network to find a target which has an SQL port listening for a connection. 
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To gather details of the web application it is first browsed to obtain cookie details. This is achieved through the developer tools in the browser, the network tab is selected to obtain the header, PHP session ID and cookie information, this information is used by SQLMAP to initiate a malicious SQL Injection. 
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This SQLMAP command will query the database tables to gather details: 

sqlmap –u http://192.168.0.10/dvwa/vulnerabilities/sqli/?id=234&amp;Submit=Submit –cookie=”PHPSESSID=62be258504e44ae8786ca238c5ab895f; security=low” –tables 
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From the details obtained the columns and users table is targeted to retrieve details of usernames. 

sqlmap –u http://192.168.0.10/dvwa/vulnerabilities/sqli/?id=234&amp;Submit=Submit –cookie=”PHPSESSID=62be258504e44ae8786ca238c5ab895f; security=low” –columns –T users –batch 
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From the details a password table is available, this table is targeted to retrieve the password details. SQLMAP will decrypt the text and provide the plain text to the attacker. 
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Confirms that a password is available from the table, target sqlmap to dump the contents of the table. 
[image: A picture containing screenshot, text, line

Description automatically generated]
[bookmark: _Toc133398949]Figure 26
 
 
[bookmark: _Toc133409376]Examination of findings 
ICMP/DoS (Internet Control Message Protocol/Denial of Service) attack 
The duration of the attack was approximately 12 seconds, during which time the web server was rendered inoperable. The graphic depicted in Figure 26 presents a visual representation of the attack's occurrence. Analysis of the graph indicates that the ICMP requests reached a maximum of 10,000 packets per second. The present figure allows us to infer that the spikes in the data are the outcome of the server's inability to respond to incoming requests. The software program, Hping3, exhibits the behaviour of transmitting a higher quantity of Internet Control Message Protocol (ICMP) packets toward the target server in the event that no response is received from the said server. The ICMP assault exhibited a robust nature capable of impeding the operational functionality of the network's web server as seem in Figures 27, 28 
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SYN Flood attack 
In order to ascertain the server's ability to complete a three-way handshake, a SYN packet was transmitted to the server with the aim of eliciting a response in the form of a successful SYN, ACK packet exchange. In order to evaluate the server's ability to withstand a SYN flood attack, an assault was conducted on the server. Figure 30 below demonstrates the server commenced responding to SYN, ACK packets from the Kali machine, it ceased to respond to ping requests from the IP address 192.168.0.1. It can be inferred that the server was subjected to an excessive number of SYN packets, ultimately resulting in the transmission of RST packets in response to the Kali machine. The RST bundles suggest that the three-way handshake was rendered unsuccessful as a result of the kali machine's failure to transmit ACK responses. It appears through the manifestation of RST bundles that the Transmission Control Protocol (TCP) connection to the server was met with an inability to successfully establish a connection. In Figure 31, the three assaults are illustrated, revealing that each assault resulted in a discernible spike of over an average 0f 10,000 packets per second being transmitted to the server, as indicated by the chart. 
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The picture representation, as presented in Figure 32, depicts an attempt by the user to access the website hosted on the webserver. However, the server's response was a timed-out connection. The reason behind this is that the server lacks the ability to swiftly address the received HTTP request, thereby resulting in a time-out on the request. The demonstrated outcome evidently manifests that the SYN flood attack had attained its objective within the network infrastructure, resulting in disruption and modification to the optimal functioning of the targeted web server. 
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ARP Poisoning (Man in the Middle) attacks 
The occurrence of the ARP spoofing assault was restricted to the specific subnet of 172.16.2.0/24 and it exploited the default gateway of 172.16.2.1 installed on the Layer 3 switch. The security breach enabled the authorized individual conducting the penetration testing to manipulate the Media Access Control (MAC) address of the predetermined gateway to match that of the Kali Machine. Consequently, all traffic was routed through the Kali Machine prior to reaching the Windows 7 client with the IP address of 172.16.2.10. Upon employing the Kali machine as an intermediary, the penetration tester garnered the ability to scrutinize network activity through the use of Wireshark. As evidenced by the illustration depicted in Figure 33 it can be observed that the entire traffic originating from the device with the IP address of 172.16.2.10 would be directed to the kali machine prior to accessing the default gateway hosted on the Layer 3 switch. 
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SQL Injection attacks 
In order to obtain pertinent details of the web application, it is first necessary to browse the application and retrieve the cookie information. The approach is facilitated by engaging the developer tools in the browser, wherein the network tab is specifically singled out for obtaining the header, PHP session ID and cookie information Figure 34. Subsequently, said information assumes a critical role in enabling SQLMAP to launch a pernicious SQL Injection. 
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From the details obtained the columns and users table is targeted to retrieve details of usernames. The SQL command instruction to retrieve and decrypt the passwords table resulted in the details contained in figure 35. 

sqlmap –u http://192.168.0.10/dvwa/vulnerabilities/sqli/?id=234&amp;Submit=Submit –cookie=”PHPSESSID=62be258504e44ae8786ca238c5ab895f; security=low” –columns –T users –batch 
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[bookmark: _Toc133409377]Recommendations 
 
ICMP/DoS (Internet Control Message Protocol/Denial of Service) attack 
· Using a firewall to block ICMP pings. These pings will be stopped entering the network.
· Using network monitoring software, this will inform suspicious patterns of traffic.
· Implementing a CDN also known as a content delivery network. These are used to send traffic to different servers. This can decrease the successfulness of a DDOS attack targeting a singular server.
· Scanning the network for open ports on the outside of your baseline, if this is done regularly it be successful.
· Egress filtering, conducting searches of spoofed packets on the network that do not originate there. [25]

 
SYN Flood attacks 
· Implementing an IPS, this will analyse and detect traffic patterns can decrease the impact of an attack.
· Using the correct patches on networking equipment that has rate limiting capabilities.
· Using a firewall to filter traffic that could possibly be malicious, this will decrease the load on the network. [26]



ARP Poisoning (Man in the Middle) attacks 
· Physical Security, having the correct physical security in place will allow for a more secure environment for the network to exist inside. Also, because ARP messages are not routed outside of the local network, would-be attackers must be physically close to the target network or already have control of a computer on the network. [27]

· Encryption, HTTPS and SSH protocols can reduce ARP poisoning attacks to a certain successful ness. If the traffic is encrypted, they must the additional step of tricking the target's browser into accepting an incorrect certificate.
· Using a VPN for a smaller network would be viable. This will be difficult to implement into a larger network as there is more room for human error and forgetting to implement the VPN at certain times. Also, VPN connections would need to be put between each computer and server. This can be time complex and can sometimes hinder a larger network.
· Static ARP entries, implementing machines with sets of static IP and MAC address will reduce the successfulness of spoofing attacks as ARP replies are ignored. This would likely only be viable for a smaller network as adding ARP entry to each machine will be time consuming for a larger network. [28]

 
SQL Injection attacks 
· Restrict database code, this is used to precent unwatched database queries. This is done by limiting database procedures and code.
· Filter database inputs, this is used to redirect malicious code from a user’s inputs.
· Maintain applications and databases, this is to keep patches on the latest dates.
· Monitor application and database inputs and communications, this Is useful for communication monitoring of malicious SQL attempts. [29]

 
 
 


[bookmark: _Toc133409378]Hardening of the Infrastructure 
The following sections will highlight the measures taken to secure the infrastructure within the GNS3 SoHo environment, these measures will prevent future cyber-attacks. 
 
The figures 36 and 37 below represents the implementation of a Next Generation Firewall (NGFW) into the topology design and GNS3. This should reside between the Router and Core Switch, with a DMZ dedicated interface for the web server. This appliance can be used to permit or deny traffic, for certain application, and it can also be licensed with a Threat Prevention engine to detect other malicious data such as malware etc. Other network security suggested measures are also covered within this section of the document. 
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[bookmark: _Toc133409379]DHCP Snooping 
The security mechanism known as DHCP (Dynamic Host Configuration Protocol) snooping is commonly employed to scrutinize DHCP traffic with the intention of impeding any potentially noxious DHCP packets. A firewall is implemented to serve as a protective barrier between untrusted user ports and DHCP server ports within a network, with the purpose of impeding the infiltration of malicious DHCP servers. The presence of such servers within the network can give rise to a denial-of-service scenario. This function is implemented within the switch that serves to connect clients to the DHCP servers. Fundamentally, it is a protocol that conducts preliminary verification on all DHCP data that traverses through the switch. 
By extracting data from intercepted Dynamic Host Configuration Protocol (DHCP) messages, DHCP snooping is capable of actively constructing and continuously maintaining a database. The database comprises a record for every untrusted host that holds a leased IP address, provided that the host is linked to a VLAN that has activated the DHCP snooping functionality. 
 
 
[bookmark: _Toc133409380]ARP Inspection 
Dynamic Address Resolution Protocol (ARP) inspection represents an enriched variation of the customary ARP inspection process, which affords supplementary security measures aimed at mitigating the perils of ARP spoofing attacks. This method is a prevalent tool employed in contemporary network switches to diminish potential network vulnerabilities. Address Resolution Protocol (ARP) is a prominent networking protocol utilized to construct a correlation between the Media Access Control (MAC) address of a network device and its corresponding Internet Protocol (IP) address. The utilization of ARP inspection serves as a means of detecting and reducing the occurrence of ARP spoofing attacks by validating the MAC address data contained within the ARP messages transmitted throughout the network. The protocol of ARP inspection effectively preserves a registry of legitimate Media Access Control (MAC) addresses and their corresponding Internet Protocol (IP) addresses across the network. 
Dynamic ARP inspection enhances the fundamental notion of ARP inspection by offering supplementary security functionalities. Dynamic ARP inspection involves the authentication of every network device prior to enabling its communication privileges within the network. The verification of the device's MAC address with the Dynamic Host Configuration Protocol (DHCP) server contributes to the realization of this objective. 
 
[bookmark: _Toc133409381]Static ARP Entry 
Manually configured entries, referred to as Static Address Resolution Protocol (ARP), establish a mapping between a distinct IP address and a specific MAC address within a network. The utilization of static Address Resolution Protocol (ARP) entries can serve as a safeguard to thwart potential ARP spoofing attacks and enhance the efficiency of network traffic, thereby mitigating the requirement for repeated ARP resolution. In a customary network, the Address Resolution Protocol (ARP) requests are broadcast to all the devices on the network with the intent of acquiring the Media Access Control (MAC) address that corresponds to a given Internet Protocol (IP) address. The implementation of this process is deemed necessary due to the potential lack of MAC address information for all devices within the network. Nonetheless, this procedure has the potential to consume a significant amount of time and generate network congestion when deployed in expansive networks. 
Static ARP entries can be used to prevent ARP spoofing attacks by ensuring that only authorized MAC addresses are associated with specific IP addresses. By manually configuring static ARP entries, network administrators can prevent unauthorized devices from sending fake ARP messages and thereby improve the security of the network.
 
[bookmark: _Toc133409382]Next Generation Firewalls 
The Next-generation firewalls (NGFWs) are categorized as a component of the third generation of firewall technology. They are adept at merging the fundamental capabilities of a conventional firewall with other filtering functions of network devices. These additional features include an application firewall that utilizes in-line deep packet inspection (DPI), an intrusion prevention system (IPS), among others. In accordance with Gartner's delineation, a next-generation firewall ought to encompass conventional firewall functionalities such as stateful scrutiny, integrated intrusion preclusion, awareness, and control of applications for identification and interception of perilous applications, an array of threat intelligence sources, avenues for updating to embrace information feeds of the future, and strategies for handling ever-evolving security challenges. 
Next-generation firewalls (NGFWs) offer multi-faceted security through the analysis of network traffic, as well as the comprehension of the intricacies associated with transferring data. The safeguarding of a business establishment is achieved through the continuous surveillance of network traffic patterns, utilizing a predetermined collection of security guidelines that dictate the admittance or restriction of access to said network. The Next-Generation Firewalls (NGFWs) are designed to effectively amalgamate several other security features to mitigate the risk of sophisticated cyber hazards. 
 
[bookmark: _Toc133409383]Security Software Patching 
The maintenance of software security entails a critical component referred to as software security patching, which is imperative in mitigating security breaches perpetrated through the exploitation of pre-existing vulnerabilities by malicious actors. Software vendors may distribute patches to rectify any performance issues and furnish additional security capabilities. 
The procedure of patching commonly encompasses the identification of software vulnerabilities and the subsequent prioritization of these vulnerabilities according to their respective levels of severity. Following the identification of vulnerabilities, patches are meticulously crafted and subjected to stringent scrutiny through rigorous testing protocols before being rolled out across distinct systems. Automated patch management tools can significantly enhance the efficiency of the patching process by facilitating automated execution of several crucial tasks, such as identification of vulnerabilities and deployment of patches across multiple systems simultaneously. 
 
[bookmark: _Toc133409384]Network Access Control Lists 
Access Control Lists could be applied to routing and switching appliances to control which IP addresses can traverse the network with ping requests. The following figure 38 has been applied to the router in the customers network to deny ICMP packets from the Kali Linux subnet 192.168.1.0/24. Figure 39 provides evidence of the ICMP packets being denied when Kali Linux pings the Web Server from the router’s logs. Figure 40 is the ICMP request from Kali Linux. I would suggest that specific hosts are denied so that administrators are not limited with ping requests from legitimate hosts also residing on the 192.168.1.0/24 subnet. 
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[bookmark: _Toc133409385]SQL hardening 
The DVWA (Damn Vulnerable Web Application) has the capability to eliminate the possibility of SQL vulnerabilities. Other protection areas include the introduction of a Web Application Firewall (WAF) is a security measure designed to safeguard web applications by leveraging filtering, monitoring, and blocking techniques to prevent any harmful HTTP/S traffic from reaching the targeted application. Additionally, it effectively hinders any illegitimate data exfiltration attempts by restricting unauthorized outbound communication. This is accomplished through adherence to a prescribed set of policies that aid in the determination of pernicious traffic and benign traffic. Other security practices of hardening the database can also be taken into consideration and applied by administrators or developers, there are and not limited to but include filtering database input, restricting database code, restricting database access, real-time monitoring of application and database inputs and finally ensuring that the applications and databases are fully patched and updated with the latest bug fixes. The following figures represent the ASAv firewall preventing the SQLMAP attack performed from the Kali Linux appliance. See figures 41 and 42
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[bookmark: _Toc133409386]Penetration testing on hardened network 
The current section of the report aims to reassess the Customer XYZ Small Office/Home Office (SoHo) infrastructure by incorporating the proposed recommendations obtained from the initial penetration testing exercise and hardening advice. The infrastructure is poised to undergo retesting to confirm that it has been effectively fortified against specific vulnerabilities. 
The penetration tests will take place on the same subnets and hosts as described in this report, 192.168.0.0/24, 172.16.0.0/24, 172.16.1.0/24 and 172.16.2.0/54. 
 
[bookmark: _Toc133409387]Vulnerability Identification and Mitigation testing 
 
ICMP/DoS (Internet Control Message Protocol/Denial of Service) attack 
The deployment of an access control list (ACL) onto a Cisco router as a countermeasure against a cyber-attack utilising Internet Control Message Protocol (ICMP) and Denial of Service (DoS) helped to safeguard the network from unsanctioned access and hostile attacks. In the present exercise, the Access Control List (ACL) was implemented on the interface with the IP address 192.168.1.1, which corresponded to the network of Kali Linux platform. 
It is of paramount significance to assess the functionality of the Access Control List (ACL) arrangement as a means of confirming its proper and non-disruptive operation within the network infrastructure. Routine surveillance and upkeep of the Access Control Lists (ACLs) is imperative to guarantee ample security measures and accommodate the evolving demands of the network. 
The following figures confirm that the ACL denied Kali Linux from sending a Hping3 ICPM attack. The Wireshark capture on top is Kali (192.168.0.5), and the bottom is the Webserver (192.168.0.10)
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The figure 44 below confirms 100% packet loss when executing the same Hping3 ICMP flood command as in the first penetration test. 
[image: A screenshot of a computer program

Description automatically generated with low confidence]
[bookmark: _Toc133398967]Figure 44
 
The implementation of a firewall can also enhance the security to a higher level. We could quickly see from the logs that an ICMP spoof attack was in progress. Because of the random source addresses, it would be difficult pinpoint the attackers true IP address see. A rule was already in place to deny the traffic but in a situation where the administrator had to act quickly such as this, then a quick rule can be implemented which would act similar to an ACL when implemented, the difference being that the Cisco ASAv logs would be best suited to identify the attack quicker and in real-time. [30]


SYN Flood attacks
TCP intercept was configured on the router to control the SYN flood attacks.  The TCP Intercept constitutes a Cisco IOS characteristic that serves the purpose of shielding TCP services from suspicious TCP SYN flood attacks. In the realm of transmission control protocol, there exist two distinct modes of safeguarding mechanisms: namely, the intercept and watch mechanisms, for this purpose intercept is used. 
In intercept mode the router intercepts all TCP connection requests, it pretends to be the internal server using a TCP connection. Only on a successful three-way handshake with the requester will setup a second TCP connection to the destination host. Figure 45 displays the number of TCP attempts when running the SYN attack from Kali Linus to the Web Server.
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Figure 46 provides details of the source and destination IP address along with the state of the TCP connections. 
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Figure 47 presents the Wireshark capture during the SYN flood and how the TCP intercept on the router was able to slow down the flood of SYN requests. The top figure is Kali Linus, and the bottom is the Web Server. 
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The Cisco ASAv firewall is configured to use TCP Intercept so that the number of connections can be protected against a possible DoS attack aka Layer-4 Denial of Service attacks. Per-client limits and embryonic conn3ction limit to trigger TCP Intercept, this option protects trusted systems from a DoS attack. Other options such as Dead Connection Detection (DC) can be advantageous in detecting dead connections and instructs it to expire thus stopping any new traffic from utilisng the connection. 
 

ARP Poisoning (Man in the Middle) attacks 
DHCP Snooping and Dynamic Address Resolution Protocol (DARP) Inspection is used to protect the hosts from Kali from ARP poisoning. DHCP snooping was configured globally on the switch with the relevant Vlans assigned. Trusted interfaces are configured on the switch with the DHCP snooping command. Next, Dynamic ARP inspection is enabled globally and again assigned with the relevant Vlans. DARP is also assigned to the relevant interface. To protect against Kali Linux attacks, its interface is assigned with a rate limit. The following figures confirm that hosts are protected from Kali by denying it access to the network. Figure 48 presents the DHCP requests from Kali Linux being denied. 49 provides details of Kali Linux’s MAC address. 
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The ASAv firewall has a number of preventative tools for spoofing attacks. One such tool is Unicast Reverse Path Forwarding (URPF) on an interface. URPF protects the infrastructure against IP spoofing, also confirming that all packets have a source IP address that matches the correct source interface according to the routing table.  

This is enabled on the outside (Untrusted) interface. 
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ARP inspection is another feature on the firewall in order to prevent snooping. The intent is to stop attackers from spoofing the MAC address of another host, such as a default gateway. Unfortunately, because of the evaluation version of the ASAv there was no option to configure ARP inspection. [31]
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SQL Injection attacks 
The Cisco ASAv firewall can be used to prevent SQL Injection attacks with the implementation of specific command line code, the following figure represents specific policy maps to prevent such attacks. The ASA uses regular expressions (regx) together with Modular Policy Framework to inspect specific HTTP patterns thus detecting possible SQL injection attacks. The web server is traditionally homed in the DMZ zone, with traffic from external sources and the service policy is applied to the outside interface. Upon a regular expression match, the ASAv will drop the HTTP connection and log it. This configuration will not defend against all SQL Injection attacks. Unfortunately, this security feature is not the protector of all, cyber criminals will attempt other methods of exploitation against databases since they hold valuable data such as personal and financial information. It is important that administrators and developers also provide and scope validation practices too, such as input validation, parameterized queries, limit the database permissions and regular security audits. [image: A screen shot of a computer
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Conclusion 
Cyber attackers are always looking for ways to exploit systems, it is highly important to keep infrastructures protected and updated with software security patches to protect against such attacks. The implementation of the security measures discussed in this document applied to protect SOHO network proved to be effective as all attempted breaches were unsuccessful. The experimental section of the undertaking is discussed in this chapter. Various facets of conducting a penetration test and developing a Small Office/Home Office (SOHO) network are encompassed by this content. 

[bookmark: _Toc133409388]Project Conclusion
This project was a successful experiment. It has tested the different cyber-attacks chosen and found vulnerabilities in the simulated SoHo network. These vulnerabilities were then fixed with security features that could have fixed the successfulness of a cyber-attack being conducted on the simulation. Each objective set has been reached. Cons for this project would be the experiment not being in a real environment, this doesn’t give fully reliable solutions to cyber-attacks as these cyber-attacks are in a technically perfect environment. This doesn’t happen in the real world.
[bookmark: _Toc133409389]Reflection
As mentioned above, the cons of this project would be the simulated environment the SoHo network is conducted in, and the number of penetration tests conducted. Having a real SoHo network and conducting a mass amount of pen test would allow for a more realistic and interesting project. Other than these cons this project follows the aims and objective’s and allows the reader to understand how and why vulnerability assessments of a SoHo network can be useful.
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m--nomvw 25 4|0t

root@kali: omeflali

File Actions Edit View Help

Starting Nmap 7.93 ( https://nmap.org ) at 2023-04-18 15:51 EDT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. T
s with —dns-servers

Nmap scan report for 192.168.0.10

Host is up (0.0016s latency).

Not shown: 65505 closed tcp ports (reset)
PORT STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp  open http

111/tcp  open rpcbind

139/tcp  open netbios-ssn

445/tcp  open  microsoft-ds

512/tcp  open exec

513/tcp  open login

514/tcp  open shell
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1524/tcp open ingreslock
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3632/tcp open distccd
5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11
6667/tcp open irc

6697/tcp open ircs-u
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open msgsrvr
35051/tcp open unknown
42400/tcp open unknown
44073/tcp open unknown
52847/tcp open unknown
Device type: general purpose
Running: Linux 2.6.X
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Database: dvwa
Table: users
[6 columns]

I Column Type 1
| user varchar(15) |
| avatar varchar(70) |
| first_name | varchar(15) |
| last_name | varchar(15) |
| password | varchar(32) |
| user_id int(6) I
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bk

2] [INFO] table 'dvwa.users’ dumped to CSV file '/home/kali/.local/share/sqlmap/output/192.168.0.10/dunp/dvwa/users. csv
[16:50:52] [INFO] fetched data logged to text files under '/home/kali/.local/share/sqlmap/output/192.168.0.10
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11080 13.196408 192.268.6.10 157.032.74.6 1ae 42 Echo (ping) reply  id-6xean, scq-21538/E788, ttl-64 (request in 119
11081 13.196427 192.268.0.10 131117233, 116 1o 42 Echo (ping) reply  id-6xea0, scq-21794/8789, t1-64 (request in 11
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11087 13.196657 160.29.99.28 192.268.0.10 1o 60 Echo (ping) request id-6x0ea0, scq-52781/11726, (t1-63 (reply in 1119
11083 13.196668 2.102.16.190 192.268.0.10 1o 60 Echo (ping) request id-6x0eao, scq-53037/11727, (t1-63 (reply in 1111
11089 13.196708 193.130.96.12 192.268.0.10 1o 60 Echo (ping) request id-6xeao, scq-53293/11728, (t1-63 (reply in 1111
11090 13.196711 255.221.76.173 192.268.0.10 1o 60 Echo (ping) request id-6xea0, scq-53545/1172, (1163 (no response f
11091 13.196742 54.106.0.153 192.268.0.10 1o 60 Echo (ping) request id-6xeao, scq-53805/11730, t1-63 (reply in 1111
11092 13.196753 221.226.220.28 192.268.0.10 1o 60 Echo (ping) request id-6xea0, scq-54061/11731, (t1-63 (reply in 1111
11093 13.196798 242.252.239.186 192.268.0.10 1o 60 Echo (ping) request id-6x0ea0, scq-54317/11732, (t1-63 (no response f
11094 13.196806 193.62.189.52 192.268.0.10 1o 60 Echo (ping) request id-6xea0, scq-54573/11733, t1-63 (reply in 1111
11095 13.196927 163.82.47.14 192.268.6.10 1o 60 Echo (ping) request id-6x0ea0, scq-54829/11734, 1163 (reply in 1111
11096 13.196929 192.268.0.10 136.205.124.156 1o 42 Echo (ping) reply  id-6xbea0, scq-22306/87%1, til-64 (request in 119
11097 13.196932 192.268.0.10 140,152,206 121 1o 42 Echo (ping) reply  id-6xea0, scq-22818/8793, t1-64 (request in 11
1109 13.196340 192.268.0.10 136,216,173 1o 42 Echo (ping) reply  id-6xbea0, scq-23674/8754, t1-64 (request in 11
11099 13.196349 192.268.0.10 74.255.6.81 1o 42 Echo (ping) reply  id-6xbeao, scq-23330/8795, t1-64 (request in 119
11200 13.196957 192.268.0.10 206.30.182.262 1o 42 Echo (ping) reply  id-6xea0, scq-2358E/87%6, t11-64 (request in 119
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11202 13,1967 192.268.0.10 71.225.120.83 1o 42 Echo (ping) reply  id-6xbeao, scq-24098/8758, t11-64 (request in 11
11203 13.1969%0 255.71.213.29 192.268.6.10 1o 60 Echo (ping) request id-6x0ea0, scq-55085/11735, (t1-63 (no response f
11204 13.196985 192.268.0.10 74.225.234.208 1o 42 Echo (ping) reply  id-6xea0, scq-24354/8799, ttl-64 (request in 119
11205 13.196995 192.268.0.10 222722852 1o 42 Echo (ping) reply  id-6xea0, scq-51757/11723, (t1=64 (request in 11
11206 13.197003 192.268.0.10 76.152.30.2 1o 42 Echo (ping) reply  id-6xbea0, scq-52013/11723, ttl-64 (request in 11
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11114 13.197065 189.51.113.23¢ 192.268.0.10 1o 60 Echo (ping) request id-6xea0, scq-55597/11737, (t1-63 (reply in 1111
11115 13.19%860 192.268..10 221.226.220.28 1o 42 Echo (ping) reply  id-6xea0, scq-54061/11731, tt1-64 (request in 11
11116 13.199072 192.268.0.10 195.62.189.32 1o 42 Echo (ping) reply  id-6xea0, scq-S4S73/11733, ttl-64 (request in 11
11117 13,1998 192.268.0.10 163.52.47.14 1o 42 Echo (ping) reply  id-6xea0, scq-54829/11734, tt1-64 (request in 11
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AE L@ L1LERB QeEsEFLS Qe
(W T2op = dsply frer <> =)+
o. e Sowes Deteaton brooeol g1l
f T 0. 000000 16.67.25.43 192.168.0.10 TP 174 1346 > 80 [SYN] Seq=0 Win=64 segment of a reassembled PDU
i 3 0.000107 103.159.177.15 192.168.0.10 e 174 1347 = 80 [SYN] Seq-o win-64 Segnent of a reassenbled PDU
i 3 0.000142 100.252.79.39 192.168.0.10 TP 174 1348 > 80 [SYN] Seq=0 Win=64 segment of a reassembled PDU
i 4 0.000183 221.119.179.101 192.168.0.10 TP 174 1349 > 88 [SYN] Seq=0 Win=64 segment of a reassembled PDU
i 5 0.000215 58.45.189.160 192.168.0.10 TP 174 1350 > 88 [SYN] Seq=0 Win=64 segment of a reassembled PDU
i 6 0.000253 136.74.136.237 192.168.0.10 TP 174 1352 > 88 [SYN] Seq=0 Win=64 segment of a reassembled PDU
i 7 0.000304 248.2.79.226 192.168.0.10 TP 174 1353 > 80 [SYN] segment of a reassembled PDU
5 0.000305 192.168.6.10 16.67.25.43 e 58 80 - 1345 [SW, Len-0 H5s-1460
! 5 0.000335 157.138.208.221 192.168.0.10 e 174 1354 > 80 [s] segnent of a reassenbled PDU
i 10 0.000370 159.152.135.52 192.168.0.10 TP 174 1355 > 80 [SYN] segment of a reassembled PDU
i 11 6.000207 167.13.55.148 192.168.0.10 TP 174 1356 > 80 [SYN] segment of a reassembled PDU
i 12 6.000438 29.167.241.199. 192.168.0.10 TP 174 1357 > 80 [sYN] segment of a reassembled PDU
i 13 0.000477 107.86.0.138 192.168.0.10 TP 174 1358 > 88 [SYN] segment of a reassembled PDU
i 14 0.000512 125.86.128.44 192.168.0.10 TP 174 1359 > 88 [SYN] segment of a reassembled PDU
i 15 0.000546 189.238.132.241 192.168.0.10 TP 174 1360 > 80 [SYN] segment of a reassembled PDU
i 16 0000596 66.171.202.173. 192.168.0.10 TP 174 1361 > 80 [SYN] segment of a reassembled PDU
i 17 0.000630 151.141.248.154 192.168.0.10 TP 174 1362 > 80 [SYN] segment of a reassembled PDU
i 18 0.000664 16.79.30.24 192.168.0.10 TP 174 1363 > 80 [SYN] segment of a reassembled PDU
i 19 0.000676 192.168.0.10 103.159.177.15 TP 58 80 > 1347 [sVN, Len=0 HSS=1460
i 20 0.000699 135.152.23.195 192.168.0.10 TP 174 1364 > 88 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU
i 21 0.000742 192.168.0.10 100.252.79.39 TP 58 80 > 1348 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 22 0.000789 192.168.0.10 221.119.179.101 TP 58 80 > 1349 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 23 0.000843 192.168.0.10 58.45.189.160 TP 58 80 > 1350 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 24 0.000896 192.168.0.10 136.74.136.237 TP 58 80 > 1352 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 25 0.000951 192.168.0.10 157.138.204.221 TP 58 80 > 1354 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 26 0.001082 192.168.0.10 159.152.135.52 TP 58 80 > 1355 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 27 0.001056 192.168.0.10 167.13.55.148 TP 58 80 > 1356 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 28 0.001112 192.168.0.10 29.167.241.199. TP 58 89 > 1357 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 29 0.001164 192.168.0.10 107.86.0.138 TP 58 80 > 1358 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 30 0.001218 192.168.0.10 125.86.128.44 TP 58 89 > 1359 [SYN, ACK] Seq=8 Ack=1 Len=0 HSS=1460
i 31 0.001267 192.168.0.10 189.238.132.241 TP 58 80 > 1360 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 32 0.001315 192.168.0.10 66.171.202.173. TP 58 89 > 1361 [SYN, ACK] Seq=0 Ack=1 Len=0 HSS=1460
i 33 0.001316 41.133.13.167 192.168.0.10 TP 174 1366 > 88 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU
i 34 0.001352 54.50.238.8 192.168.0.10 TP 174 1367 > 8 [SYN] Seq=8 Win=64 Len=120 segment of a reassembled PDU
i 35 0.001374 192.168.0.10 151.141.248.154 TP 58 80 > 1362 [SYN, ACK] Seq=0 Ack=1 Wir Len=0 HSS=1460
i 36 0001385 159.174.167.114 192.168.0.10 TP 174 1368 > 88 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU
i 37 0.001425 16.58.251.26 192.168.0.10 TP 174 1369 > 88 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU
i 38 0.001441 192.168.0.10 16.79.30.24 TP 58 80 > 1363 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460
i 39 0.001476 35.128.227.123 192.168.0.10 TP 174 1370 > 88 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU
i 40 0.001509 143.227.10.39 192.168.0.10 TP 174 1371 > 8 [SYN] Seq=0 Win=64 Len=120 [TCP segment of a reassembled PDU
i pepsiet pososiot psses e = R = ) LA .
< E
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[L(kali® kati)-[~]

$ ping 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.
From 192.168.1.5 icmp_seq=1 Destination Host Unreachable
From 192.168.1.5 icmp_seq=2 Destination Host Unreachable
From 192.168.1.5 icmp_seq=3 Destination Host Unreachable
From 192.168.1.5 icmp_seq=4 Destination Host Unreachable
From 192.168.1.5 icmp_seq=5 Destination Host Unreachable
From 192.168.1.5 icmp_seq=6 Destination Host Unreachable
“c

— 192.168.1.10 ping statistics —

9 packets transmitted, 0 received, +6 errors, 100% packet loss, time 8185ms
pipe 4
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Fie Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am©® 1 OREG Q&= Qarr
o 2 dupy er - <Gt B+

e e Souree Susinaion proces gt o
1 0.000000 192.168.1.5 192.168.0.10 e 74 53050 + 50 [SYN] Seq-0 Win-64240 Len-0 MSS-1460 SACK_PERN TSval-1826996278 T
2 6.000167 192.168.0.10 192.168.1.5 i 74 50 » 53050 [SYN, ACK] Seq=0 Ack-1 Win-5752 Len-0 MSS-1460 SACK_PER TSval-63
3 0.000554 192.168.1.5 192.168.0.10 i 66 53050 - 50 [ACK] Seq-1 Ack-1 Win-64256 Len-0 TSval-1826998279 TSecr-63294
4 0.000695 192.168.1.5 192.168.0.10 WP 279 GET /dwwa/vulnerabilities/sqli/2id-234 HITP/L.1
5 0.000762 192.165.0.10 192.168.1.5 i 66 50 + 53050 [ACK] Seq-1 Ack-214 Win-6912 Len-0 TSval-63294 TSecr-182699279
5 0.007772 192.168.1.5 192.168.0.10 i 74 53058 -+ 50 [SYN] Seq-0 Win-64240 Len-0 MSS-1460 SACK_PERN Tsval-1826995285 T
7 6.007863 192.168.0.10 192.168.1.5 i 74 50 » 53058 [SYN, ACK] Seq=0 Ack-1 Win-5752 Len-0 MSS-1460 SACK_PER TSval-63
5 0.005262 192.168.1.5 192.168.0.10 i 66 53058 - 50 [ACK] Seq-1 Ack-1 Win-64256 Len-0 TSval-1826998267 TSecr-63294
9 6.012749 192.168.0.10 192.168.1.5 wrTe 517 HTTP/L.1 302 Found
10 0.012504 192.168.0.10 192.168.1.5 i 66 50 + 53050 [FIN, ACK] Seqm452 Ack=214 Win-6912 Len-0 TSval-63295 TSecr-15263
11 0.013339 192.168.1.5 192.168.0.10 i 66 53050 + 50 [ACK] Seq=214 Ack=452 Win-64128 Len-0 TSval-1626995292 TSecr=6323
12 0.016239 192.168.1.5 192.168.0.10 i 66 53050 + 50 [FIN, ACK] Seq-214 Ack=453 Win-64128 Len-0 TSval-1526995292 Tsecr
13 0.010478 152.165.0.10 192.168.1.5 e 66 50 - 53050 [ACK] Seq=453 Ack=215 Win-6912 Len-0 TSval-63295 TSecr-1826995292

—;5 5.074941 3 60 bho has 192.168.0.107 Tell 192.168.0.1
17 5.075368 axe 42 192.168.0.10 is at 00:0c:29:63
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[15:33:55] [INFO] testing connection to the target URL
got a 302 redirect to 'http://192.168.0.10:80/dvwa/login.php’ . Do you want to follow? [¥/n]
[1] + suspended (tty output) sqlmap —u http://192.168.0.10/dvwa/vulnerabilities/sqli/?i
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M Capturing from - [Router FastEthernet2/0 to KaliLinux2021.1-1 eth0] - o X
Fle Edt View Go Capture Amalze Stotsics Telephony Wireless Tools Help

mae R QewEFesZ =EQaaE
(N [Rop 2 ey er_<cirl> =)+
. e Sowes Destation [ gar—— -

61743 250.980459 1.91.255.93 192.168.0.10 e 50 Echo (ping) request id-0x0208, s2q-9995/2655, ttl-64 (no response found!)

61744 250980815 53.3.3.131 192.168.0.10 s 50 £cho (ping) request 0251/2856, tt1-64 (no response found!)

61745 250.981123 217.167.163.206 192.168.0.10 s 50 £cho (ping) request =2q-10507/2857, ttl-64 (no response found!)

61746 250.981436 150.19.28.252 192.168.0.10 00 50 £cho (ping) request id-0x0208, seq-10763/2858, ttl-sé (no response found!)

61747 250982021 50.137.229.137 192.168.0.10 00 50 £cho (ping) request id-0x0208, seq-11019/2859, ttl-sé (no response found!)

61748 250982638 125.110.100.17 192.168.0.10 s 50 £cho (ping) request 1275/2850, ttl-s4 (no response found!)

61749 250.983127 a1153.8.221 192.168.0.10 s 50 £cho (ping) request Seq-11531/2861, ttl-sé (no response found!)

61750 250983559 125.71.204.25¢ 192.168.0.10 s 50 £cho (ping) request 1787/2852, ttl-s4 (no response found!)

61751 250983988 55.178.119.136 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61752 250984322 163.161.238.70 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61753 250.984649 183.133.94.227 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61754 250.984963 206.141.54.8 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61755 250985312 149.20.209.189 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61756 250985613 100.249.183.79 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61757 250.986627 201.161.8.152 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61758 250.987230 137.150.203.136 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61759 250987587 55.5.01.101 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61760 250.987970 117.161.120.29 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61761 250988316 254.202.91.202 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61762 250989211 50.127.145.243 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!)

61763 250.989957 92.114.200.28 192.168.0.10 10w 60 Echo (ping) request ttl-4 (no response found!) i
< ’—H@@@@ cc @1 07 ba @0 20 cc 81 07 ba 060 20 90 00 00 00 o
7 Ready toondor cpture || packete: 65530 - Dy 85530 (1000%) || rofi: otk

© =

W[ #ov » ooy <ol =5+

Ne. Tine Protocol  Length | Info ~

14 109.085739 Loop. 60 Reply.

15 119.629828 Loop. 60 Reply.

16 130.280330 Loop. 60 Reply.

17 140.921116 Loop. 60 Reply.

15 151.288891 cp 359 Device ID: Router Port ID: FastEthernet3/e

19 151.964151 Loop. 60 Reply

20 162.983650 Loop. 60 Reply.

21 173.660388 Loop. 60 Reply.

22 184.357423 Loop. 60 Reply.

23 185.749755 192.163.0.10 192.168.0.255 BROWSER 286 Local Master Announcement METASPLOLTABLE, Workstation, Server, Print Queue Serve.

24 188.751199 192.168.0.10 192.168.0.255 BROUSER 257 Domain/workgroup Announcement WORKGROUP, NT Workstation, Domain Enum

25 194.703778 Loop. 60 Reply

26 205.430375 Loop. 60 Reply.

27 215.711241 cp 359 Device ID: Router Port ID: FastEthernet3/e

25 216.349303 Loop. 60 Reply

29 227.116294 Loop. 60 Reply.

30 237.855433 Loop. 60 Reply.

31 243.707527 Loop. 60 Reply.

32 257.429696 Loop. 60 Reply.

34 263.040312 Loop. 60 Reply .
g > ][ 0900 cc @1 07 ba 00 30 cc 01 7 ba 00 30 90 @0 00 00 E

T reado o lad ar canture.

1| packete: 34  Dicolaved: 34 (100.0%)

1 profie: Default
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(@ 1 )-[/home/kali]
E hping3 —flood --rand-source -1 192.168.0.10 1

HPING 192.168 .10): icmp mode set, 28 headers + @ data by
tes

hping in flood mode, no replies will be shown
~c

-— 192.168.0.10 hping statistic —

45013 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0 0/0.0 ms

10 (etho 192.168
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[Routerdshow tcp intercept statistics
intercepting new connections using access-list 100
1106 inconplete, 0 established comections (total 1166)
0 comnection requests per minute
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aaafm

Apply 3 dspay ter_<Curf>
T Source Destnston
15575 55.024265 126.30.54.167 192.168.0.10
15577 55.0245 192.165.1.1 45.136.176 s s ,
15575 55.024549 192.168.1.1 226.103.15.11 TP 60 80 > 16274 [SYN, ACK] 5eq0 Ack-1 Win-120 Len=D
5 550245 192.165.1.1
15550 55.024553 192.168.1.1
15551 55.024599 152
15582 55.025823 122.25.111.36 TP 17416396 + 80 [SYN] Seq=0 of a
15583 55.026027 154.102.16.195 192.168.0.10 e 174 16397 » 80 [SYN] Seq=0 of a PoU]
15584 55.026236 69.154.68.129 192.168.0.10 e 174 16395 » 80 [SYN] Seq=0 Ler of a PoU]
15585 55.026508 232.232.46.125 192.168.0.10 e 174 16399 » 50 [SYN] Seq=0 Ler of a PoU]
15585 55.026514 46.7.37.114 192.168.0.10 e 174 16400 > 50 [SYN] Seq=0 Ler of a PoU]
15587 55.027077 243.155.115.240 192.168.0.10 e 174 16401 » 50 [SYN] Seq=0 Ler of a PoU]
15585 55.027418 46.251.217.79 192.168.0.10 e 174 16402 > 50 [SYN] Seq=0 Ler of a PoU]
15589 55.027745 18.253.15.154 192.168.0.10 e 174 16403 > 80 [SYN] Seq=0 Ler of a PoU]
15590 55.028056 251.123.196.23 192.168.0.10 e 174 16404 > 50 [SYN] Seq=0 Ler of a PoU]
15591 55.028387 12.55.156.195 192.168.0.10 e 174 16405 > 50 [SYN] Seq=0 Ler of a PoU]
15592 55.025730 115.85.167.26 192.168.0.10 e 174 16406 > 50 [SYN] Seq= Win=64 Len=120 [TCP of a PoU] .
e e e s ey = e e T e i o
> Frame 1: 60 bytes on wire (430 bits), 60 bytes captured (430 bits) on interface -, id ¢~ || 000 cc @1 07 ba 0@ 20 cc 01 07 ba 00 20 90 00 00 00
> Ethernet IT, Src: cc:01:07:ba:00:20 (cc:01:07:ba:00:20), Dst: cc:01:07:ba:00:20 (cc:01: || 0010 ©O1 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 00
e s 0070 GG 00 00 00 00 6A 0P @A 0A 0P A A0 00 0A A 00
M - Router FastEthernet3/0 to Web-Server Ethemet0] - o X
File Edit Viev Go Captore Analyze Statistics Telephony Wircless Tools Help
An @ 1EREQesE=FIT 5 aaqr
R Pool = dpy ter_<Crrl> =+
No. e Source Destrston protocel Length o ~
15577 159369573 192.168.0.1 231.51.245.55 TP G0 80 > 17086 [SYN, ACK] 5eq=0 Ack-1 Win-120 Len=0
15579 159.370030 192.168.0.1 230.123.54.13 TP G0 80 > 17108 [SYN, ACK] 5eq0 Ack=1 Win-120 Len=D
15551 159.370394 192.168.0.1 234.103.223.156 TP 60 80 > 17116 [SYN, ACK] 5eq=0 Ack-1 Win=120 Len=0
15583 196447510 192.168.1.5 192.168.0.10 TP 7447422 > B0 [SYN] Seq-0 Win=64240 Len=0 M55=1460 SACK_PERM TSval-4204962718 T..
15584 196.445857 192.168.0.10 192.168.1.5 e 78 80 » 47422 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS-1450 SACK_PERM TSval=47..
15585 196.455066 192.168.1.5 192.168.0.10 TP 60 47422 » 80 [ACK] Seq=1 Ack=1 Win=6222720 Len=0
15585 196465266 192.168.1.5 192.165.0.10 T 377 GET / WTTP/L.1
15587 196.471809 192.168.0.10 192.168.1.5 T 66 80 > 47422 [ACK] Seq=1 Ack=324 Win=6364 Len=0 TSval=47924 TSecr=4204962715
15585 197..006002 192.168.0.10 192.168.1.5 e 720 80 » 47422 [PSH, ACK] Seq=1 Ack=324 Win=6864 Len=654 TSval=47978 TSecr=4204..
15589 197..006167 192.168.0.10 192.168.1.5 e 490 80 > 47422 [PSH, ACK] Seq=655 Ack=324 Win=6364 Len=424 TSval=47875 TSecr=420..
15590 197.023535 192.168.1.5 192.168.0.10 e 54 47422 > 80 [ACK] Seq=324 Ack=655 Win-§139008 Len=0
15591 197.023617 192.168.1.5 192.168.0.10 TP 54 47422 > 80 [ACK] Seq=324 Ack=1079 Win-§139008 Len=0
15592 197.024398 192.165.0.10 192.168.1.5 T 144 HTTP/1.1 200 O (text/html)
15593 197.044492 192.168.1.5 192.168.0.10 T 54 47422 > 80 [ACK] Seq=324 Ack=1157 Win-§139008 Len=0
15594 197.943417 cc:01:07:ba:00:30 cc:01:07:ba:00:30 Lo 60 Reply
15595 195.644778 192.168.1.5 192.165.0.10 TP 298 GET /favicon. ico HTTP/1.1
15595 195.645560 192.168.0.10 192.168.1.5 T 66 80 > 47422 [ACK] Seq=1157 Ack=563 Win=7936 Len-0 TSval=43142 TSecr=4204962718 v
< B > ][ 9999 cc @1 @7 ba @@ 30 cc @1 67 ba @0 3@ 90 00 00 00 3





image50.png
Core-Switchd
“Apr 24 23:03:17.907: ¥SW_DAL-8-DHCP_SNOOPING_DENY: 1 Tnvalid ARPs (Req) on EXL/0,
“Apr 24 23:03:18.914: ASH_DAT_4-DHCP_SHOOPTNG_DENY: 1 Invalid ARP: (Req) on E€1/0,
Core-Suitcht

“Apr 24 23:03:19.919: ASH_DAT-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on EEL/0,
“Apr 24 23:03:20.926: ASH_DAL-4-DHCP_SHOOPTNG_DENY: 1 Invalid ARP= (Req) on E€1/0,
Core-Suitcht

“Apr 24 23:03:21.932: ASH_DAT-4-DHCP_SNOOPTNG_DENY: 1 Invalid ARPs (Req) on EXL/0,
Core-Suitcht

“Apr 24 23:63:23.935: XSW_DAT-4-DHCP_SIOOPTNG_DENY: 1 Tnvalid ARPs (Req) on EE1/0, vian 10. ([eafo.dS13.32fa/172.16.0.5/0000.0000.0000/172.16.
Core-Switche

Vian 10.([ea70.d513.327a/172.16.0.5/000.0600.0006/172..16.8.1/23:93:21 UTC Hon Apr 24 2023])

1/23:63:22 UTC Hon spr 24 2023])
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. ® )-[/home/kali

4
/etho: flags-4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet6 fe80::f7ad:df@5:723:23bb prefixlen 64 scopeid 0x20<link>
ether ea:f0:d5:13:32:fa txqueuelen 1000 (Ethernet)

RX packets 7 bytes 1342 (1.3 KiB)

RX errors @ dropped 0 overruns @ frame 0
TX packets 75 bytes 11462 (11.1 KiB)
TX errors @ dropped 0 overruns 0 carrier 0 collisions 0
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regex SQL_regex 1 “[uU][nN][1T][oO][nN]([%]2[6bB]|[+])([aA][IL][IL]([%]2[ebB]|[+]))?[sS][eE][1L][eE][cC][tT]™
regex SQL_regex 2 “[Ss][Ee][L1][Ee][Cc][Tt](%2[0bB]|+)[*\r\xe0-\x19\x7f-\xff]+(%2[@bB]|+)[FFf][Rr][00][Mm](%2[@bB]|+)”
]

class-map WebServers

match port tcp eq www

class-map type inspect http match-any SQL-map

match request body regex SQL_regex 1

match request body regex SQL_regex 2

]

policy-map type inspect http drop-sqL

parameters

body-match-maximum 3000

class SQL-map

drop-connection log

policy-map SQL-traffic

class Webservers

inspect http drop-sqL

]

service-policy SQL-traffic interface outside|
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