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Abstract:
With ransomware becoming more advanced, as well as being more commonly frequently used in todays world. It is important to understand the consequences of the software and how to avoid it if you are subjected to it. In the following, solutions will be outlined of how to avoid ransomware and what ransomware actually is with its most common blackmail strategies, so you as the reader are not in shock when you pay and do not receive your encrypted data back.
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Introduction:
Ransomware. What is it? Ransomware is the illegal encryption of the publics personal data by a third-party company that often operates via snail mail (in the 1980s when ransomware first started) but now commonly through cryptocurrency such as Bitcoin or even some sophisticated companies use credit card details for payment. The companies encrypt your personal data by changing its formatting and often using code to translate it so it is unreadable to the affected user. They only leave you as the targeted individual, with a contact address and sort number for the payment which is often extremely high. In some cases, if you pay, they still keep your data and demand even more money.
The worst affected victims are those whose day to day job is within a small private sector business where anti-virus protection is weak. The result being documents such as; sales reports, time sheets, leave requests, expense reports and the employees contact details getting encrypted. Luckily there are ways to avoid this and prevent them taking undue payment.
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How to avoid ransomware:
Without installing unnecessary overpriced firewalls that are used within the government, you can still avoid ransomware with the installation of ‘awesome cybersecurity’ which is a live ongoing 24/7 protection system which reflects ransomware attacks back to the original sender. In some cases, you simply cannot prevent an attack however you can still prevent having to pay by backing up your data. If you have a minimum of three backup methods such as external hard drives or cloud storage then you can still access your data and redownload it without having to worry about paying the ransom.
A third protective measure is to keep your laptops/desktops software up to date and update apps frequently. This could mean shutting down your device frequently. Another measure of protection is to avoid the use of public Wi-Fi hotspots. These are often free to use by anyone and do not offer a secure password protected network.
The final simple method of avoiding ransomware is to be aware of the names of the frequent offenders. GandCrab, SamSam and WannaCry are the biggest names within the illegal industry as of to this date. These companies were up 88% in the second half of 2018 (Alwarebytes, 2019).
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What to do if your affected:
To be straight to the point. DO NOT PAY THE RANSOM. This is advice endorsed by governing agencies. However, if you are desperate to get your data back you can use free decryptors, however these do not always work. You can also download remediation which can remove the virus but will not get your data back. This is very straight to the point and frankly blunt but this is what you MUST do.
Who the companies target:
In previous times ageing from the 1980s the attacks were concentrated on singular individual people of the general public. This proved to be very successful as it was a new virus that people had very little knowledge on. This then stimulated the use of ransomware on businesses which slowed sales, prevented revenue and caused a mass amount of lost data. Nowadays the companies have become more advanced hiding as adverts or free help within emails. Luckily most services (Outlook, Gmail) filter them as spam to which you should NOT open them.
A worthy mention is that the attacks are often geographically localised in the western markets.
Conclusion:
Overall, Ransomware is still very much a common threat despite the recent publicity of what it is and how to avoid it. It may not pose such a risk to businesses anymore due to modern firewalls and antivirus software, however it will definitely target small businesses whom may not have the funding for such protection. Another thought is how ransomware will develop in the future…
They may develop external ways of implanting ransomware such as using fake DVDs of films etc. This would then target a new audience of a younger generation. Despite the government working on ways to prevent attacks, the attackers will always be many steps ahead due to the amount of money they receive from successful attacks and creating new ways of implementation. With the rise of Netflix and other online media sources, they may end up producing fake ‘NowTV’ sticks and Amazon TV sticks. To summarise, always look out for those listed companies that are frequent attackers and remember the steps to prevent ransom. Download, Backup, Store (DBS). Go and create a cloud storage now after reading this report to have a backup of your data.


3.



Reference list:
Bibliography
Alwarebytes. (2019, Novemebr 08). Retrieved from https://blog.malwarebytes.com/malwarebytes-news/2018/10/labs-cybercrime-tactics-and-techniques-report-ctnt-shows-shift-to-business-targets/
Review: this website had a clear structure of ransomware and as someone who had never heard of it, gave very detailed information of how to avoid it.





4.

