Introduction
The objective of this report is to provide a general knowledge of encryption and how it works. Additionally, this report will provide a brief oversight of several different standards and methods of encryption should the reader wish to gain a better understanding. 
Encryption
Encryption is a technique used in computing in which private messages or sensitive information (known as plaintext) are protected from unauthorised access by hiding the true meaning of the content [1]. Algorithms are used to encrypt information, once the information is encrypted it is commonly known as ciphertext. This ciphertext can then only be accessed using a decryption key, the key will then convert the ciphertext back into plaintext [2].
There are two types of algorithms that are used throughout the many different methods and standards of encryption, these are Symmetric and Asymmetric encryption. [1]

Symmetric
	For Symmetric encryption one key is used for encryption and decryption, this key has to made common to both parties. This type of encryption coverts the information into a format that cannot be accessed unless the same encryption key is applied to the ciphertext. Once the key has been applied the encryption process is reversed allowing the ciphertext to be decrypted back into plaintext.
	This method of encryption is more efficient and faster than Asymmetric despite being the older technique of the two. Having these benefits means that Symmetric encryption is primarily used to encrypt large amounts of material. [3]

Asymmetric
	Unlike symmetric encryption, asymmetric uses two keys, the two keys know as private and public tend to be two similar large numbers. The private key can only be obtained by the user/machine that has produced both encryption keys. If ciphertext is generated by the public key, then the private can be applied to decrypt. However, if the private key has been used to encrypt the data then the public key can be used for decryption.
	Asymmetric encryption is a one way function, because of this it is typically used to send and receive encrypted messages such as emails, and authenticating data using digital signatures. Although this technique is slower and requires more processing power it is more secure than symmetric encryption, as the private key never leaves the user/machine which it was generated from. [4]

Methods of encryption
AES
‘The most commonly used encryption methods today’ Maria [5] states.  AES(Advance Encryption Standard) uses an symmetric encryption algorithm known as block cipher. This means that ‘fixed sized blocks’ [6] are taken and then encrypted using methods of substitution, addition, transposition etc, are added to the original plain text. The size of the blocks and rounds of encryption depends on the key bit chosen, such as:
AES-128 10 rounds 
AES-192 12 rounds
AES-256 14 rounds
This method of encryption requires a secure way to exchange the key between the two entities [5] [6].
RSA
Named after Ron Rivest, Adi Shamir and Len Adelman is an encryption method that uses an asymmetric algorithm. The two keys for RSA or computed by factoring two large numbers that are products of the generated numbers(keys). The RSA technique is significantly slower than other types of encryption due to the large key numbers that are generated, keys can either be 1024 or 2048 bits long.  RSA uses different processes to encrypt data which include Trapdoor functions, generating primes and Carmichaels totient function. [6] [7]

3DES
Triple data encryption standard which was vastly used in the 90s but now is becoming more obsolete due to the development of more efficient and secure encryption algorithms. 3DES applies the original symmetric DES algorithm 3 times. The original algorithm encrypts data using a 56bit long block, therefore when using 3DES it becomes a 156bit long key. 3DES has got several disadvantages including being much slower than other encryption methods because it has to applies the same algorithm 3 separate times. As well as the speed issue the method is susceptible to data leak due to the ease of decryption of the smaller block lengths. [6] [8]
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