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[bookmark: _Toc229384077]Introduction
The following report documents the implementation and testing of a multi-site network topology across Swansea and London network environments. The project scope involved configuring two connected network environments for a network within both Swansea and London, using Windows Server, Linux routing, Active Directory Domain Services, DNS, DHCP, file sharing, IIS and remote desktop services.
The aim of the project was to create a secure environment that was capable of supporting domain-based authentication, automated network configuration, centralised user management and inter site communication. The infrastructure was implemented using virtual machines within VirtualBox. The Swansea network contained a Windows Server domain controller as well as infrastructure services, whereas the London Network contained Linux routing services and additional clients.
[bookmark: _Toc229384078]
1.Routing Configuration
[bookmark: _Toc229384079]1.1 Swansea network Routing
RRAS (Routing and Remote Access Service) was installed and configured within the Swansea domain controller (S-DC). This was used to enable routing functionality between networks as well as support communication between the Swansea and London networks. 
Server Manager was used in order to install the RRAS role, using the remote access role and routing services. After installation, the RRAS was configured to allow LAN routing. Furthermore, the firewall rules were also modified in order to permit ICMP traffic; so that testing via ping requests could be carried out between devices across the different network segments.
The following tasks were completed:
· Installed RRAS on S-DC
· Enabled LAN routing
· Allowed ICMP traffic through Windows Firewall
· Configured required static routes 
· Verified communication between Swansea and London networks
Screenshot Evidence:
[image: ][image: ]
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[bookmark: _Toc229384080]1.2 London Network Routing
Continuous IP forwarding was configured within the Linux router system (L-CD). Linux routing was enabled in order to allow packets to be forwarded between the London LAN and the transit network that was connected to Swansea.
The Linux routing configuration included:
· Enabling IPv4 forwarding
· Configuring static routes
· Verifying persistent routing functionality
· Testing connectivity to Swansea resources
In order to verify the routing table, Linux networking commands, such as ‘ip route’, were used. This helped to test whether successful communication between the networks were present, and as a result verify whether the network was correctly interconnected.
Screenshot Evidence:
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[bookmark: _Toc229384081]2.Domain Server Configuration
[bookmark: _Toc229384082]2.1 Active Directory Domain Services
Within the topology an active directory forest was creating using the domain name: Jenson.acca. The S-DC Windows Server was then promoted to a domain controller using the AD DS role through Server Manager.
The domain controller was responsible for authentication, DNS resolution and centralized management of users and devices.
The domain configuration included
· Installing AD DS
· Creating a new forest
· Configuring DNS integration
· Creating a Directory Services Restore Mode (DSRM) password
· Configuring domain authentication services
Screenshot Evidence:
[image: ][image: ]
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[bookmark: _Toc229384083]2.2 DNS Configuration
DNS was configured on S-DC in order to support name resolution across the network topology. In addition to this, to test the DNS resolution, ‘nslookup’ and ‘ping’ commands were used within both Windows and Linux clients.
The following tasks were completed:
· Created Forward & Reverse Lookup Zones
· Configured PTR records
· Added A records for servers and infrastructure services
· Configured DNS resolution between Swansea and London networks.
Some of the essential DNS records include:
· S-DC.jenson.acca
· Webs.jenson.acca
· Rds.jenson.acca
Screenshot Evidence:
[image: ][image: ]
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[bookmark: _Toc229384084]3.Encrypted Connection Swansea and London Networks
To connect the Swansea and London networks, persistent routing and inter-network communication was used. The Linux routing server (L-CD) was configured using continuous IP forwarding and static routing, in order to maintain the connectivity between both networks.
The connectivity tests helped to confirm the successful communication between:
· Swansea servers 
· London clients
· Domain services 
· DNS services
Despite the infrastructure not containing site-to-site VPN that implements advanced encryption protocols, such as IKEv2; the routing infrastructure successfully supported inter-site communication. 
The routing implementation demonstrated:
· Persistent connectivity
· Cross-network communication
· Successful packet forwarding
· Infrastructure-level communication between both networks
Screenshot Evidence:
[image: ]
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[bookmark: _Toc229384085]4.User Account Management
[bookmark: _Toc229384086]4.1 Bulk User Creation
To create the user accounts for the jenson.acca domain, PowerShell automation was implemented.
Within the user_list_updated spreadsheet there was a variety of user information including:
· First name
· Last name
· Company
· Email
· Department
· Job role
PowerShell scripting was used instead of manually creating users through Active Directory Users and Computers (ADUC), in order to improve the efficiency of the job.
The PowerShell script automated:
· User creation
· Display names
· User Principal Names (UPN)
· Password assignment
· Domain integration
Screenshot Evidence:
[image: ]
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[bookmark: _Toc229384087]5. Domain Membership
All the required client systems were joined to the jenson.acca domain. For instance, the following systems were integrated into the domain:
· L-CD
· ClientS1
· ClientL1
However, Windows clients were joined using the System Properties domain membership configuration.
Furthermore, before the clients were joined to the domain, DNS resolution was verified to ensure the clients could correctly locate the domain controller.
The successful domain joins demonstrated:
· Active Directory integration
· Domain authentication functionality
· DNS configuration
· Network authentication services
Screenshot Evidence:
[image: ][image: ]
[bookmark: _Toc229384088]6. DHCP Server and DHCP Relay
[bookmark: _Toc229384089]6.1 DHCP Server Configuration
When configuring the DHCP server for the network infrastructure, the S-DC server was used.
The DHCP scope was created with the following configuration:
	Setting
	Value

	Scope Name
	SwanseaScop

	Address Range
	X.X.X.10 – X.X.X.20

	Subnet Mask
	255.255.255.0

	Default Gateway
	192.168.1.1

	DNS Server
	192.168.1.1

	Domain Name
	Jenson.acca



The DHCP configuration allowed clients to automatically obtain:
· IP addresses
· Subnet masks
· Default gateways
· DNS server information
Screenshot Evidence:
[image: ][image: ]
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[bookmark: _Toc229384090]6.2 DHCP Relay Configuration
To configure the Linux router (L-CD) as a DHCP relay server 'isc-dhcp-relay' was used.
The relay service forwarded DHCP requests between the London network and the Swansea DHCP server.
The relay configuration included:
· DHCP server IP configuration
· Interface configuration
· Relay service startup
· Service status verification
Screenshot Evidence:
[image: ]
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[bookmark: _Toc229384091]6.3 DHCP Testing
After conducting a few tests, it was confirmed that Windows and Linux clients successfully received automatic IP addresses from the DHCP server.
Testing confirmed:
· Automatic IP assignment
· DNS configuration delivery
· Gateway assignment
· Lease allocation
Screenshot Evidence:
[image: ][image: ]


[bookmark: _Toc229384092]7. Network Testing and Troubleshooting
Throughout the implementation process, a plethora of testing and troubleshooting methods were performed.
Connectivity tests included:
· Ping tests between Swansea and London
· DNS resolution testing
· Route verification
· Domain authentication testing
· DHCP lease verification
However, during the implementation several troubleshooting challenges occurred, such as:
· DNS resolution failures
· Linux resolver configuration issues
· DHCP lease problems
· IIS binding conflicts
· RDWeb HTTPS enforcement issues
These issues were resolved through systematic troubleshooting, through methods such as:
· Using nslookup to diagnose DNS issues
· Reviewing routing tables
· Verifying firewall rules
· Testing services individually
· Restarting network services
· Checking IIS bindings and application pools
Screenshot Evidence:
[image: ]
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[bookmark: _Toc229384093]8. Disk Drive and File Sharing
A second virtual disk was added to the S-DC virtual machine through VirtualBox.
The disk was:
· Initialized
· Formatted using NTFS
· Mounted as the E: drive
Within this disk, a shared folder named "E:\SwanseaFiles" was created.
[bookmark: _Toc229384094]8.1 Permission Configuration
Share permissions and NTFS permissions were configured, on the shared folder, to provide:
· Full Control for Domain Users
· Read access for other users where appropriate
The shared folder was successfully accessed from client systems across the network, who were granted the appropriate permissions.
Screenshot Evidence:
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[bookmark: _Toc229384095]9. IIS Server Configuration
Internet Information Services (IIS) was installed on S-DC to host the website, 'webs.jenson.acca'
The IIS configuration process included:
· Installing IIS roles and features
· Enabling Windows Authentication
· Creating website directories
· Creating DNS records
· Configuring website bindings
· Configuring firewall rules
[bookmark: _Toc229384096]9.1 IIS Troubleshooting
Despite the IIS services and port bindings being successfully configured; there some issues present when attempting to fully render the website through the browser.
Troubleshooting activities included:
· Verifying port 80 bindings
· Restarting IIS services
· Verifying website paths
· Testing local and remote access
· Resolving binding conflicts with the Default Web Site

Screenshot Evidence:
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[bookmark: _Toc229384097]10. Remote Desktop Services (RDS)
Remote Desktop Services were configured in order to provide remote access functionality to the networks.
The RDS deployment included:
· RD Web Access
· RD Session Host
· RD Connection Broker
DNS records for 'rds.jenson.acca' were also configured to support remote access.
In addition, firewall rules for Remote Desktop Services were enabled to allow access through the network.
[bookmark: _Toc229384098]10.1 RDS Testing and Troubleshooting
The RDWeb environment successfully enforced HTTPS access, however, it was only partially functional.
Through the tests conducted the following error was encountered: 
HTTP Error 403.4
This highlighted that the RDWeb service required HTTPS communication, that wasn't present.
The additional troubleshooting conducted included:
· IIS verification
· RDWeb virtual directory testing
· HTTPS access attempts
Screenshot Evidence:
[image: ]
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[bookmark: _Toc229384099]Evaluation
The final network infrastructure demonstrated the integration of Windows Server and Linux networking technologies within a multi-site enterprise environment. The projects successfully implemented: routing, Active Directory Domain Services, DNS, DHCP, user management, domain integration and shared file access between the Swansea and London networks.
One of the main aspects of the implementation was configuring the communication between the differing network environments. The routing of these networks was enabled through the use of RRAS on the Swansea server, as well as persistent IP forwarding on the Linux router. Furthermore, testing concluded that all devices on both networks were able to communicate using ICMP and DNS resolution.
The project also demonstrated that it is essential for enterprise services to work together in order to produce an operating enterprise environment. DNS configuration was essential for domain membership, user authentication, DHCP functionality and access to network services, such as IIS and Remote Desktop Services. However, during the implementation, several issues occurred as a result of incorrect DNS and routing configurations. This highlighted how dependent the enterprise is on correct infrastructure setup.
Moreover, PowerShell automation helped to improve the efficiency of user creation. To avoid manually creating hundreds of users through Active Directory Users and Computers, a PowerShell script was used to import users from the 'users_list_updated.csv' dataset at bulk, whilst adhering to the required naming conventions. This demonstrated how automation can help to reduce administrative workload, as well as improve the consistency of the network topology.
Overall, the implementation helped to improve a practical understanding of networking, Windows Server administration, Linux routing and infrastructure troubleshooting within a virtualized environment.


[bookmark: _Toc229384100]Conclusion
In conclusion, the project successfully implemented a functional network infrastructure across the Swansea and London networks. The infrastructure included routing, Active Directory Domain Services, DNS, DHCP, DHCP relay, user account management, domain membership, file sharing, IIS configuration, and Remote Desktop Services deployment. The S-DC (Swansea domain controller) acted as the central infrastructure server as well as providing authentication, DNS resolution, DHCP services and shared resources to clients within both networks. Additionally, persistent routing and forwarding enabled communication between both networks, which allowed users to access shard services across both sites.
The project provided practical experience with Windows Server administration, Linux routing, Active Directory management, DHCP and DNS services, and enterprise network troubleshooting. Overall, the completed infrastructure demonstrated the successful deployment and management of a multi-site enterprise network environment using both Windows and Linux systems. Moreover, continuous testing with the implementation helped to confirm network connectivity, DNS resolution, domain authentication, automatic IP allocation, and shared file access within the networks.
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PING 20.0.0.1 (20.0.0.1) 56(84) butes of data.
bytes from 20..0.1: icmp_seq=1 ttl=128 .483 ms
bytes from 2a. icmp_seg=2 .60 ms
bytes from 2a. icmp_seq=3 ttl=128 07 ms
bytes from 2a. icmp_seq=4 tt1=128 71 ms
bytes from 2a. icmp_seq=5 ttl=128 26 ms
bytes from 2a. icmp_se=6 .83 ms
bytes from 2a. icmp_sen=7 25 ms
bytes from 2a. + icmp_seq=6 47 ms
bytes from 2a. iomp_seq=9 ttl=128 .993 ms

--- 20.0.0.1 ping statistics ---
[ packets transmitted, 9 received, 6% packet loss, time @33ems

rtt min/ave/max/mdev = 0.483/1.526/2.633/0.631 ns

Initheeshadeb ianserver:“$ ping 192.168.1.

PING 192.168.1.1 (192.168.1.1) 56(84) butes of data

°C

--- 152.166.1.1 ping statistics -

oS packets transmitted, 0 received, 100% packet loss, time 26750ms

% ip route
dev enps3 proto dhcp sre metric 1002
dey enpos3 proto dhep scope link src metric 1002
dev enpess proto kernel scope link src
dev enpesé proto kernel scope link src
jnitheeshadebianserver:$ sudo ip route add 192.168.1.8/24 via 20.0.9.1
[sudo] passuord for nitheesh:
fsorry, try again.
[sudo] passuord for nitheesh:
Initheeshadebianserver:~$ cat /proc/sys/net/ipvd/ip_forward

~% sudo sysctl -w net.ipvd.ip_foruard=1
1
~$ cat /proc/sys/net/ipve/ ip_foruard

% sudo ip route flush cache
~$ ping 192.168.1.1
.168.1.1 (192.168.1.1) 56(84) bytes of data.
from 192.168.1.1: icwp_seq=1 ttl=127 .42 ms
from 192.168.1.1: icmp_seg=2 .43 ms
from 192.168.1.1: icmp_seq=3 ttl=127 .08 ms
from 192.168.1.1: icmp_seq=d ttl=127 47 ms
from 192.168.1.1: icmp_seq=5 ttl=127 .967 ms
from 192.168.1.1: icmp_seq=6 ttl=127 AT ms
192.168.1.1: icmp_seq=7 tt1=127 .35 ms

-1 ping statistics ---
[7 packets transmitted, 7 received, 6% packet loss, time 6332ms
rtt min/ave/max/mdev = 6.967/1.258/1.468/0.195 ns
Initheeshadebianserver: s
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