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[bookmark: _Toc99631061]0. Abstract
	Throughout the document it proposes a research idea of stating that static code analysis helps with teaching and improving developers code from the feedback given by the tool. The project proposal goes into an introduction of static code analysis, and it is a tool that is mainly for identifying faults and vulnerabilities in code before a program is run. Dynamic analysis on the other hand works the opposite way where it is running while the program is executed, however, provides a different purpose where it returns information which could be giving the runtime speed, warning for memory leaks and things related to the running program including RAM resource usage. Additionally, the aims and objectives are clarified to further clear the direction of the project and highlight as the goals that wish to be achieved for proposal. To support the research idea and expected outcome, the project seeks to evaluate top static analysis tools suggested by NIST and have a survey which gathers answers from only people who have experience with automated code reviews. The research proposal continues going forward writing a literature review, discussing methodology, evaluation of the project showing a GANTT chart of a prepared plan with timings and a final conclusion.
[bookmark: _Toc99631062]1. Introduction
The topic area being looked at is static analysis, or also known as static code analysis. This is a tool which acts as a debugger that runs before an execution of a program and reviews the code, if it were to analyse during the program being executed, then that is known as dynamic analysis. The given purpose of static code analysis is to automatically identify the quality of code against different best practice specifications and also involves recommending improvements that can be made. Conversely, it can be said that manual code analysis can do the same, however, in regard to the time it takes, static code analysis is automated and has the capability of pinpointing mistakes and errors in a faster pace than manually reading lines of code with possibilities for a person to miss something. A context for the use of a tool like this can be where developers and teams are in pressure for a review to determine standards are being met from their written code, as well as any weaknesses [1]. This is a tool which provides assistance for software engineering and quality assurance teams for validating and detecting vulnerabilities in the code [2]. Static analysis especially becomes of high demanded use when codebases become large and complex, it can be assumed that it will be difficult to understand as well as time consuming for a team to manually maintain and make changes to a large software for improvement [3]. Furthermore, in concern of dynamic analysis, this method of analysing code is done during the running of a program to primarily warn and give metrics for issues such as memory leaks, resources used and more of which is related while the software is running such as execution time of different features [4]. 
[bookmark: _Toc99631063]1.1 Purpose of Project
From research, it was found that there are many studies which go into static analysis with some focusing on the effectiveness of detecting vulnerabilities and faults, to other studies looking at available static analysis tools and the performance of which it completes the analysis, and more of which dive into the process and background. Having a tool that allows for automating the process of analysing code and returning feedback, this project intends to seek into whether this results in teaching developers and allowing for producing better and cleaner code in relation to the best coding specifications and practices. Since the process is automated, it can be thought that not all issues may be identified and may even detect code that have no issue but reports it. In relation to that assumption, further research will be done to look at the consistency of static analysis detecting issues as it would further demonstrate whether it would be good in order to learn and be taught from such a tool. The proposed project aims to make an understanding on the necessity of having static analysis tools as part of software development and large projects for the aid to a developer or team during the writing process. In addition, a questionnaire will take place with questions to gather opinions of people who have had experience with static code analysis tools, and the purpose of this is to further support the idea that static code analysis contributes to making developers improve overall.
[bookmark: _Toc99631064]1.1.1 Aims and Objectives 
	The aims and objectives that the project plans to hold based off of the literature and understanding gained from the overall research that will be completed. The overarching aim of this project is to:
· To find that static code analysis helps with the teaching and appliance of development standards and practices
	The objectives based off of the overarching aim of the project:
1. To establish a strong understanding for the topic area and find the importance of static analysis. This will be measurable through completion of research and deemed realistic as resources such as journals can be found online, find suitable available books and retrieving information from those who are familiar with the topic. The time required for completion would be up to two weeks of thorough investigation of static analysis.
2. To investigate existing tools that can be looked at and tested to gain knowledge of how they work, and evaluate personal experience with varying sized codebases
3. To critically evaluate findings and discuss the effectiveness of static analysis feedback and whether it helps teach and push to write ‘better’ and ‘cleaner’ code
4. To build a questionnaire specifically for individuals with experience and have familiarity with static code analysis. The purpose of this objective is for gathering more information to support the overarching aim and can be determined achieved from a suitable amount of responses. This is a suitable objective due to knowing computing students and lecturers. For appropriate gathering of results and finding respondents, the amount of time decided to take is two weeks once the questionnaire is ready.
5. To evaluate all relevant information found and determine what static analysis has to offer in the context of the purpose of the proposal idea. This is achievable as it will be done after all relevant areas have been looked into and discussed and allow for a shorter timeframe to finish due to having the information at hand. 
[bookmark: _Toc99631065]1.1.2 Expected Outcome
The outcome that is to be expected from the research is to find out that static analysis effectively supports developers and teams in learning and producing cleaner as well as better code in the sense that the static analysis tool reviews it over the best specifications and coding practices. 
[bookmark: _Toc99631066]2. Static Code Analysis Literature Review
[bookmark: _Toc99631067]2.1 Background / History
To begin the review of literature, a look into the background and history of static analysis will be done. A paper by Patrick Thompson gives an introduction into static analysis and discusses a historical perspective, given information states that the first static analysis tool was made in the 1970s along with the rise in modern software development techniques. A tool that went by Lint created by Stephen C. Johnson was the first static analysis tools written and released from 1978-1979 with the purpose of detecting programs built in the C language for errors. It is said that the C compilers during that period of time did not perform as many correctness checks, and so a solution the Lint tool brought was to analyse and bring more error checks such as stating warnings amongst variables that were not used and initialised, suspicious type conversions, and more of which are within C compilers today, but however still held to be of use and important during that time as it filled in a role that assisted in the making of C programs. This information in relation to the project highlights that static code analysis tools assists a developer in a way to realise their mistakes and can be presumed that it teaches to prevent themselves from doing it again. Lint was proven to be of influence and create a movement as it brought in the name of ‘linters’ for referring to the different modern static analysis tools created. An issue with the tool was shown to be susceptible to to was outputting results that were false-positive, such where annotations were required to be put in the program to suppress such warnings [3]. 
A prominent team in the world who make use static code analysis is NASA, the national aeronautics and space administration team, where they have obligations to have continuous service in the code they create as they have a large codebase for their technology and creations. One being over eight million lines of code, stated that just making a change and any sort of bug fixes bring risk of more underlying issues. It is stated that it would be impossible for NASA to test that much of a large volume of code, so they must acquire a way for improvement of software quality [5].  
[bookmark: _Toc99631068]2.2 Advantages and Disadvantages
A further look into static analysis would be to discover the advantages and disadvantages such a tool holds. It has been researched and discovered that it provides as a very helpful tool for software development teams, so it should be looked at whether the advantages outweigh the disadvantages. 
One article on the topic of automated test data generation makes mentions of software testing being 50% of a software development budget, however, automated tools provide an advantage for reducing the costs. This can be expected because it no longer requires a person to work and do the given job the automated tool can now complete. The same study then goes onto mentioning different limitations static analysis comprises of, one being that there are not enough trained staff to pull off a thorough static code analysis meaning that it would require workplaces to introduce staff training with a static analysis tool. Furthermore, static analysis allows for finding vulnerabilities and errors in the written code but lacks the ability of doing so during the runtime of a program, dynamic static analysis however does, but then the limitation is flipped where dynamic static analysis cannot do what static analysis is capable of [6]. 
Another literature found is one that specifically evaluates the advantages and disadvantages by Liisa and Rain. In this paper, it had gone through an abundance of publications researching advantages and disadvantages giving the main information collated into tables to display them. The main advantages involved with static analysis tools is said to prove it assists in the understanding the behaviour of software, detecting problems without the running and resulting in errors being detected early, and finally also includes that a tool allows for detection of advanced common problems which involve buffer overflows, security issues and race conditions. The main disadvantages were said to be issues with false-positive and negative results, incapability of detecting all defects and also shared that different tools give different warnings making it difficult to understand [7]. 
[bookmark: _Toc99631069]2.3 Dynamic Code Analysis
As mentioned in the introduction, dynamic analysis does not primarily overview the code for writing problems, but rather the program faults and vulnerabilities. This does not line in with the topic of the project, however, it is still related and is said that although static analysis can be taken advantage of, it does not mean that dynamic code analysis can not be used. A combination of both can be encouraged for validating the program and code from defects detected from running the tools at different times, it can be argued whether to test software or review code first as these two analysis tools are their own distinguishable thing in a way. The comparison between static and dynamic is that one will overview the written code making sure it follows compliance of standards and analyse any weaknesses that can be susceptible to issues, and the other analyses the running program and looks for irregularities throughout the time it is executed [8]
[bookmark: _Toc99631070]2.4 Manual Code Analysis 
The process of manually reviewing code can be a long and tedious job depending on the size of the software being worked on. There are codebases with up to 8 million lines of code, as mentioned in the background section with NASA where every minimal change and error fixing may just cause an issue, making it unfeasible for a team to be looking at a screen of lines of code they may not even understand. Directing back at the literature by Ivo, manual code analysis is stated as a time-consuming job and also supports that fact with the reviewer needing to know what the code they are reading means, as well as what type of errors they are trying to detect. It is easy for a person to miss something which then may cause problems within a workplace, but with a tool it can be precise looking at each line with of code performing the job at a faster rate and allow developers productivity to be increased with saved time to use up [8].
[bookmark: _Toc99631071]2.5 Static Analysis Specification and Practice
In order for the static analysis tool to give dependable feedback on the written code, it holds a coding standard to provide such information when detecting over it. The tool has pre-defined and formatted requirements from an existing coding standard, an example mentioned in this white paper is called MISRA, where static analysis can review code in the standards and practices which are part of MISRA and have written code verified as MISRA compliant [9]. 
MISRA is a coding standard and states that in the development of critical software systems, it is a largely used guideline for quality assurance of code and for assuring any written code is in line with requirements that are part of the specification. MISRA is seemingly a popular mention of a specification and has included a statement that it is a guideline that gets refined, and also had went through multiple re-adjustments for years. Moreover, the guidelines should be applied from the beginning of a software being built, as if the code is not already MISRA compliant, it is likely that it follows little of the practices involved, meaning it would result in requiring to rewrite and a possible whole re-work just to be aligned with the specification [10]. 
[bookmark: _Toc99631072]2.6 Available Tools
This sub-section takes a look into literature of the different available static analysis tools and information of how they work. In a paper by Andrei, it is made clear that there are numerous commercial as well as open source tools available for static analysis, each having different claims about efficiency along with performance. In either choice, there are some issues static analysis tools cannot get away from, one being false-positives where errors are mistakenly given for working code, and another being false negatives where an error is not even detected. For everyday use, the best tool for static analysis should be taken advantage of to get the strongest detection for errors and vulnerabilities, and least number of false-positives [11].
For finding state of the practice static analysis tools and their effectiveness, Static Analysis Tool Exposition (SATE) is a study that hold non-competitive intentions to improve tools and raise awareness to the public. Analysis is done by the National Institute of Standards and Technology (NIST) where the developers of a static analysis tool would use their analyser on different programs and have the results forwarded and investigated by NIST to later publish findings [12]. Also provided by NIST is a large table listing many different available commercial and free tools, involving description of their abilities, what language they offer to work with and date of new additions [13]. With use of this information, it allows for choosing the top static analysers that plan to be used for testing purposes within the main project to allow for an evaluation of use to get an idea of how effective the code feedback is.
[bookmark: _Toc99631073]3. Methods
The project anticipates using both qualitative and quantitative data. As part of the project, qualitative data received will be the information from the research of the literature review, and the quantitative data gathering will be in the form of a questionnaire to analyse results from other individual opinions. The philosophy being followed is on the positivist direction, the information that aims to get gathered will be facts as the research done is both independent and objective. Lastly, the decided approach to the project will be in an inductive manner where the goal is to develop a theory and answer it with use of the qualitative data of the information taken from research as well as being supported by the quantitative data with the questionnaire.
[bookmark: _Toc99631074]4. Results
The results to be expected and found will be supported through valid sources which will be assured by looking at reliable research created by qualified people in a respected technical field which also includes academic papers and different journal articles, available books and individual research of static analysis tools. The information to be retrieved from the available tools for static analysis will be mainly focused on the automatic reviewed feedback that is given from tested code. To as well be included will be a look into whether one detects more false-positives in comparison to a different tool, and this purpose holds to see the reliability compared to different options and whether it deems a real problem. Data retrieved will then be collated and written considering the information already known about static analysis. To ensure the validity of results, it will stay in line with the proposed idea along with the aims and objectives that were formed. In addition to support the expected outcome of the proposal, a questionnaire will be made to receive answers from those who have experienced the use of static code analysis and whether it taught them in an effective manner.
[bookmark: _Toc99631075]5. Evaluation
In evaluation of the research proposed, potential impact this can put forward is a standard for software developers and teams to make use of static code analysis tools in the workplace. As research stated, it gives necessary feedback in order to make changes toward code that is written in line with the best coding practices and standard. Taking this information, the purpose holds a meaning to assist developers in altering code created to be better or changed, resulting in teaching of good practices and allowing for people to realise either their mistakes or a coding standard and practice they must follow in order to have good and reliable written code for future development. To also mention, an issue with static analysis tools was found that it may give a common occurrence of false-positives where the detected code has no issue but was given in feedback as a detected error, this may suggest confusion amongst some developers for knowing if it was to be a real issue or not, and also then requires having to skip through and find the real issues recorded by the tool and this may be time consuming depending of the size of the codebase. To further get information about the opinions toward static code analysis, a questionnaire survey will be part of the project but only with respondents who have been introduced to and contain experience with the tool. Moreover, to plan the distribution of tasks to be completed as part of the proposed research, a GANTT chart was made to give an idea towards a timeframe of which everything will be completed by. The majority of tasks will not take any longer than 3 weeks, with the more intensive tasks being longer. Furthermore, this GANTT chart is subject to changes and is set to have possible additions, but the current added ones are the assured tasks to complete the goals in mind.
See 7.1 appendix A for GANTT chart image
[bookmark: _Toc99631076]6. Conclusion
To conclude this proposal document, required information was looked into about static analysis and a thorough plan was constructed of the overall project in mind. For the proposed project, a planned test of static analysis tools is arranged to be looked at, as well as forming a questionnaire to collate data of how people found static analysis in the terms of producing better code and being taught good practices. The literature review went through several related areas which began with the history, onto the advantages and disadvantages static analysis holds, dynamic analysis which was found out to be related in a different way, the specifications and practices static analysis detects for, manual code analysis and the available tools that can be used. Also involved in the writing was a clear scope of the envisioned aims and objectives to work through in a timed schedule, and this was planned within a GANTT chart of which may involve alterations with new tasks being added to complete. Discussion had too included the methodology approach for the strategy of the route the project will take, and a results section was created and slightly conferred about due to only still being at the proposal stage.  
[bookmark: _Toc99631077]7. Appendices

[bookmark: _7.1_Appendix_A][bookmark: _Toc99631078]7.1 Appendix A – GANTT chart
GANTT chart created to display the timeframe tasks will aim to be completed. Begins May to the end of December.
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