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Given the number of devices now connected to the internet and the amount of data available leaves paths for cyber criminals to expose. With this exposure to computer and data criminalities is the foundation of computer forensics. Forensics is the scientific knowledge, the processes of investigation, and the judicial processes. Digital forensic is the process, and the various steps which need to be taken to gather evidence in relation to cybercrime.  
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Computer forensics is the process, technique and analysis of collecting, extracting, identifying and preserving evidence from a digital electronic device or devices that can be presentable in a court of law in the aid towards prosecution.
The aim of computer forensics is to methodologically perform a structured investigation whilst maintaining a vigorous documentation at every step. While certain aspects of the investigation structure remain, unchanged other aspects including the tools used are always changing. This assignment will look at some of the tools of a computer forensics investigator, some of these will be commercial based whilst other will be open sourced and the steps taken in a computer forensics investigation.   
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Digital forensic investigation relies not only on the steps taken but the tools used. The process to reveal, identify and analyse digital electronic information accurately, preserve the information collected in its original form, analyse the information and submitting the results to court as evidence. The tools used for forensic investigation need to meet national requirements, standards, and best practices, this is to assure that the information found, and the tools used to analyse can be trusted to be able to present it in a court of law. [1] [2]
There are several tools that are used to analyse forensic evidence, the tool that is used depends on the evidence that needs to be examined, this could be for example system forensic, internet or mobile forensic, disk or data forensic, network or cryptography forensic. 
Some of the computer forensic tools used today by experts are commercial based whilst others are open sourced. Some of the more popular tools used are - Forensic Tool Kit (FTK), EnCase, Autopsy/sleuth kit, EaseUS, and FTK Imager. Each tool has its own functions in an investigation and these help investigators to identify, preserve, copy, test, and analyse evidence to conclude to present in a court of law. As there are no one tool to cover all aspects of digital forensics investigators must use multiple tools to complete different tasks, this leads this part of the assignment to research into some of the most popular digital forensics tools.
Over the years the meaning of forensics has expanded to include digital forensics. Digital forensic according to NIST is defined as “The application of science to the identification, collection, examination, and analysis, of data while preserving the integrity of the information and maintaining a strict chain of custody for the data”. [3]
Reliable forensics tools and techniques are important in the process of digital forensics evidence detection and investigation of digital and electronic crime. There are two types of digital forensic tools according to Nelson et al. (2016): hardware forensic tools, and software forensic tools, both are required in computer forensics investigations. [4]
	[bookmark: _Toc69756586]AccessData FTK Imager
	A programme that enables investigators to quickly preview data on electronic devices, by creating images of data from a device without changing the original data, without compromising file integrity. FTK imager creates a bit-by-bit image of an intended device, creating an exact copy including slack and unallocated space in the drive, this would help to identify files which have been deleted and files which are corrupted or not retrievable in the current file system. FTK imager also creates hashes of files either using Secure Algorithm (SHA-1) or Message Digest 5 (MD5), FTK Imager then creates a Hash report of the files and disk image which can be used to verify the integrity and that the image has not changed since acquisition, this is done by matching the hash value of the image and the hash value of the drive. [5]	
Although FTK Imager is the leading commercial imaging tool, the downside is that it can be expensive to deploy, its user interface can be overwhelming to new users, and it uses a lot of resources. 

	· “Create forensic images of local hard drives, floppy diskettes, Zip disks, CDs, and DVDs, entire folders, or individual files from various places within the media”. 
· “Preview files and folders on local hard drives, network drives, floppy diskettes, Zip disks, CDs, and DVDs”. 
· “Preview the contents of forensic images stored on the local machine or on a network drive”.
· “Mount an image for a read-only view that leverages Windows Explorer to see the content of the image exactly as the user saw it on the original drive”. 
· “Export files and folders from forensic images”. 
· “See and recover files that have been deleted from the Recycle Bin but have not yet been overwritten on the drive”. 
· “Create hashes of files using either of the two hash functions available in FTK Imager: Message Digest 5 (MD5) and Secure Hash Algorithm (SHA-1)”. 
· “Generate hash reports for regular files and disk images (including files inside disk images) that you can later use as a benchmark to prove the integrity of your case evidence. When a full drive is imaged, a hash generated by FTK Imager can be used to verify that the image hash and the drive hash match after the image is created, and that the image has remained unchanged since acquisition”. [5]


	[bookmark: _Toc69756587]Forensics ToolKit (FTK)
	A leading industry forensics tool used by professionals; this is a complete computer forensics solution with some of the most common forensics tools in one place. It can crack passwords, an intuitive GUI, can look for specific characters in files and analyse emails. FTK utilises multi core CPUs to compliment actions, giving it a heightened performance boost and cutting investigation times, this gives FTK a distinguished advantage over other forensics tools on the market. Another unique feature of FTK is the multi share case database enabling team members working on the case to collaborate easily. FTK has a robust searching tab this feature greatly reduces search times and a shared index file which eliminates the need to duplicate or recreate files. FTK is used by thousands of law enforcement, private sector, law firms and governing bodies around the world. [6] [7]
	· Email Analysis – “FTK provides an intuitive interface for email analysis for forensic professionals. This includes having the ability to parse emails for certain words, header analysis for source IP address”.
· OCR – “Another feature that borrows heavily from AI and computer vision, FTK’s Optical Character Recognition engine allows for fast conversion of images to readable text. Multi-language support is also included”.
· Data Carving – “FTK includes a robust data carving engine. Investigators have the option to search files based on size, data type, and even pixel size”.
· Data Visualization – “Evidence visualization is an up-and-coming paradigm in computer forensics. Rather than analysing textual data, forensic experts can now use various data visualization techniques to generate a more intuitive picture of a case. FTK empowers such users, with timeline construction, cluster graphs, and geolocation”.
· File Decryption – “A central feature of FTK, file decryption is arguably the most common use of the software. Whether you want to crack passwords or decrypt entire files, FTK has an answer for it. You can retrieve passwords for over 100 applications with FTK”.
· Web Viewer – “One of the more recent additions to the suite, the FTK Web Viewer is a tool that accelerates case assessments by granting access of case files to attorneys in real time, while evidence is still being processed by FTK. It also allows for multi-case searching, which means that you do not have to manually cross-reference evidence from different cases”.
· Cerberus – “Embracing the shift towards analytics, FTK has included a powerful automated malware detection feature called Cerberus. It uses machine intelligence to sniff malware on a computer, subsequently suggesting actions to deal with it if found”. [6] [7]
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	This is an all-in-one complete data recovery tool. Data recovery is the process of recovering and restoring data to its original state where data has been lost, corrupted, or made inaccessible. This tool can recover data from formatted or corrupted devices, recover deleted files and partition recovery. This software uses a recovery wizard to guide users in the recovery of data, it has three recovery modes, partition recovery- used to recover data from deleted partitions on a hard drive, deleted recovery- and complete recovery. A superior partition and data recovery tool, scans deeper than other recovery tools on the market which ensures more data is recovered. Is available for MAC and windows operating systems.
	· Fast and Easy – “Complete the recovery process in just 3 clicks. It is very easy to recover data with EaseUS data recovery software. You can recover all the deleted files very easily”.
· Flexible Scanning Modes - There are different types of scanning modes available. Quick Scan scanning mode searches for the deleted files and the folders using the basic algorithm for fast results. Deep scanning mode scans the storage devices by sector to ensure recovery results.
· Recover Different Types of Files - You can recover different types of data files whether its documents, graphics, audio, video, email and other types of files. [9]
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	A product of Guidance Software– One of the most widely used forensics tool in the field, this software tool can gather data from a variety of files formats and operating systems, can perform disk imaging, has a reporting framework to create reports, has a fast-processing time, analyse evidence, crack encrypted data, and recover deleted files and media. EnCase has another key feature which is different from other digital forensics tool, this is known as ‘Logical Raw Keyword Search’, this feature does not focus on specific files or locations but those which have been deliberately hidden, this could be in the form of split characters/keywords within several files, metadata fields or non-contiguous blocks on a hard drive or device, this enables this feature to identify instances of keywords fragmented across unallocated or non-contiguous disk spaces. [10] [11]
	· “Can gather data from vast variety of sources like network, cloud, mobile devices”.
· “Can produce large-scale of reports on findings while keeping the integrity of the evidence”.
· “It uses metadata, keywords and hash values to conduct on targeted device and collection”.
· “Memory acquisition”.
· “Can perform Disk Imaging”.
· “EnCase Forensic Imager can be used through USB drive and can acquire data from live device”.
· “Data Carving can be performed”.
· “Password Recovery”.
· “Remote data collection and processing”.
One of the features of EnCase is data carving, this is the process where discrete files are separated from other files in the unallocated space of the devices drive through the identification of the header and footer codes associated with certain file types. This is an important feature of any digital forensic tool in the investigation of recovering lost or deleted files and data. [11]
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	A graphical interface of The Sleuth Kit (TSK), Autopsy is a open source, free to download digital forensics platform with the ability to run background tasks aligned multiple cores providing results fast, it has the ability to provide hash filtering, keyword search, file system forensics analysis, timeline analysis, multi-media data from devices and web artifacts. It has an easy installation with guided steps, it also has an easy-to-use interface where all results can be found in one place. Autopsy can provide an extensive final report in HTML or Excel with references to tagged files with comments and notes that have been made throughout the investigation and automated searches that is performed during ingest.
This is a solid Unix based, supported computer software forensic tool with surprisingly good features and a freeware. [12] [13]

	· “Media Playback: View videos and images in the application and not require an external viewer”.
· “Thumbnail viewer: Displays thumbnail of images to help quick view pictures”.
· “Robust File System Analysis: Support for common file systems, including NTFS, FAT12/FAT16/FAT32/ExFAT, HFS+, ISO9660 (CD-ROM), Ext2/Ext3/Ext4, Yaffs2, and UFS from The Sleuth Kit”.
· “Hash Set Filtering: Filter out known good files using NSRL and flag known bad files.
· “Multi-User Cases: Collaborate with fellow examiners on large cases”.
· “Timeline Analysis: Displays system events in a graphical interface to help identify activity”.
· “Keyword Search: Text extraction and index searched modules enable you to find files that mention specific terms and find regular expression patterns”.
· “Web Artifacts: Extract’s web activity from common browsers to help identify user activity”.
· “Registry Analysis: Uses RegRipper to identify recently accessed documents and USB devices”.
· “LNK File Analysis: Identifies short cuts and accessed documents”.
· “Email Analysis: Parses MBOX format messages, such as Thunderbird”.
· “EXIF: Extract’s geo location and camera information from JPEG files”.

· “File Type Sorting: Group files by their type to find all images or documents”.
· using custom hashsets in HashKeeper, md5sum, and EnCase formats”.
· “Tags: Tag files with arbitrary tag names, such as 'bookmark' or 'suspicious', and add comments.
· Unicode Strings Extraction: Extracts strings from unallocated space and unknown file types in many languages (Arabic, Chinese, Japanese, etc.)”.
· “File Type Detection based on signatures and extension mismatch detection”.
· “Interesting Files Module will flag files and folders based on name and path”.
· “Android Support: Extracts data from SMS, call logs, contacts, Tango, Words with Friends, and more”. [13]
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A brief outline of the case –
“Rob Jengelley works in CEC Mobile Manufacturing Company; CEC designs mobile phone interfaces and GUI’s. Rob was involved in the new design of a new upcoming phone; he designed the GUI for this new phone which would rival their closest competitor. CEC used Autodesk Maya to design the work. Rob was secretly planning to sell the design to one of CEC’s competitor and had struck a deal with one of them. A week later Rob handed in his resignation and left CEC. Before Rob left the company, he took copies of the designs, he then sabotaged the designs and as backup was not allowed due to high confidentiality, the company had no access to these designs, only Rob had had access to these. These designs were meant to be patented once complete so that they would be able to license the designs to companies around the world. If the designs are leaked before patented the company will lose millions of pounds”.
“CEC has requested an investigation into these matters and to provide evidence of Rob’s sabotage, and retrieve the data”. [14]
A digital forensics process would need to be followed to be able to investigate and provide evidence for this investigation and retrieve the data. 
Palmer (2001) defines Digital Forensics as “the use of scientifically derived and proven methods towards the preservation, collection, validation, identification, analysis, interpretation and presentation of digital evidence derived from digital sources for the purposes of facilitating or furthering the reconstruction of events found to be criminal or helping to anticipate the unauthorized actions shown to be disruptive to planned operations”. [15] [16]
Digital forensics investigation has different steps/phases depending on which model is followed by the investigator, research has shown that here are some common steps in these models/frameworks, these are collecting, analysing, and reporting. Models/frameworks have other steps in the process of investigation, but to date there is not a one size fits all framework, but it is generally accepted that frameworks for digital forensics investigation should be flexible, this may be since each investigation is unique and data crime is so vast and ever evolving, one of the most important part of any forensic investigation is the Chain of Custody. This is the documented steps taken from identifying at the time and location of the crime scene to the presentation of that evidence to court, including, information collected, tools used and evidence preservation. All steps in the chain of custody must have specific controls in place to maintain the integrity of all evidence. [17]
i. Identification is the first step, this is where potential suspects, relevant evidence, potential sources, information and locations of devices and data can be identified.
ii. Collection and Preservation is the second step in the process. This is where collection of all relevant evidence and digital information including all relevant devices and making copies of their contents. Relevant data and evidence are preserved by process of electronically stored information (ESI), this process protects the crime scene by means of capturing visual images of the incident scene and documenting all relevant information and how the evidence was acquired then stored.
iii. Analysis if the third step. In this step an in-depth systematic examination of all evidence collected is carried out to enable a conclusion based on collected evidence.
iv. Reporting is the final step in this process. In this step an accurate record of all activity related to the above steps must be recorded, this would include all methods taken, tools used, controls in place, copying, storing evidence, this would demonstrate the integrity of the preservation of the evidence to be presented in court. [18]
Tools used in this investigation. 
1. FTK Imager. 3.4.3.3
2. EaseUS Data Recovery  
3. Forensic Tool Kit (FTK)

This is a data recovery investigation and the first steps in this investigation would be to assess and identify all potential evidence, and photograph it, this would be the scene of the crime (Rob Jengelley’s desk), the computer used and any other digital devices which could have been used to commit the crime including removeable drives, CD’s, DVD’s, and any other devices where data could be stored. Create a chain of custody document of the computer and hard drive and any other storage devices. Remove the hard drive and use a hardware write blocking device to ensure that no alterations can be made to the hard drive whilst a digital copy is made. 
Create a bit copy of the storage devices to maintain integrity using FTK Imager, this would create an exact copy/image of the hard drive including deleted data in the recycle bin through hashing, FTK imager would also create hashes of files on the hard drive to ensure integrity by using either Message Digest 5 (MD5) or Secure Hash Algorithm (SHA-1), FTK imager will then generate a hash report that can be used to prove the integrity of the image used for the investigation. The evidence will then be securely sealed, packaged, and sent to storage for preservation.
Fig 2 shows a disk image created to help with the investigation, it would create an exact copy of Robs’ hard drive so that it could be searched and analysed for the missing or deleted files.
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After the disk image is created it would need to be saved and documented using the chain of custody. An example is shown in fig 3. Creating a disk image is a very important step in digital forensics investigation as this would be the disk that the investigator uses to examine and analyse the data to look for evidence.
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Specific words, letters, numbers, or other specifics can be searched for through the find tab, as shown in fig 3 the file type that was searched for was an image (IMG) file.
At the bottom right of the image is the Master File Table (MFT), the New Technology File System (NTFS) uses the MFT as a database to keep track of files. By searching the MFT detailed information can be obtained about the files. In fig 4 the search is for an image within the MFT.
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When the file that is searched for is found on the drive it will be highlighted as shown in fig 5.
To identify if a file still exists or it has been deleted a code in the hex value of the MFT will identify this. In fig 6 highlighted in red shows the hex code, this value determines if the file still exists, or it has been deleted. In the example shown the file still exists.
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Hex value codes – 
0100 file still exists.
0000 file deleted.
0300 file still exists.
0400 file deleted. [19]
In this investigation several files with the hex code 0000 came up this means that the files that the company are looking for have been deleted.
Once these files are identified the next step in the process would be to recover the deleted files. When a file is deleted, it allows the hard drive to make space for it to be overwritten later, however the file still exist on the hard drive until it is overwritten. this gives scope for investigators to find and recover these files with the knowledge and specialist tools.
For this step, the tool that would be used is EaseUS data recovery tool. This tool would help to search the unallocated spaces on the drive. Once the unallocated space is identified on the drive these can then be analysed to find if there were any deleted files in those spaces and try to identify if they are files that CEC are looking for.
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Using AccessData Forensic Toolkit (FTK) 7.4.0.104 to analyse the files would allow the investigator to ensure that the files are the missing ones from CEC.
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As shown in fig 9 AccessData’s FTK software would enable investigators to do a comprehensive search and analysis on data. It has the capability to search through different file formats, Emails, all Video formats, and various other types of data. FTK would also help the investigator to identify the type of each file on the drive, which in turn would help the investigator to either open or play the file. This obviously would be done after the file is deemed safe.
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As shown in fig 1.8 different types of files were identified and analysed through this process. 
Once the deleted files are recovered an evidence report would need to be created this can be done through the FTK software, examples of a report can be seen in Fig 1.9, 2.0 and 2.1.
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The steps that have been taken in this forensics investigation have been to identify the evidence, collect and preserve all the evidence, recover, and analyse that evidence then create a report. Example of the report are shown fig 1.9 to 2.1, a full report can be found in appendix A, B, and C. 
An invoice was created to present to CEC mobile this can be seen in appendix D.
[bookmark: _Toc69756592]Conclusions
Digital technology is an integral part of everyday life of which most people cannot live without including businesses, this brings criminal activities. To counteract those types of cybercrime digital forensics plays a vital role in obtaining, analysing, and reporting the evidence to present in court. As shown in the case study of the forensics investigation in this assignment there are steps that need to be taken in a digital forensics investigation from identifying to reporting. To be able to conduct a digital forensics investigation an investigator must be experienced in this field, they must have a sound knowledge of the various laws and regulations and have a sound, have a good understanding of all the digital devices available and the different types of computer and mobile operating systems, knowledge of the tools that would be needed to conduct the investigation, usually an investigation requires a team of investigators to carry out the different phases. It was identified that there are many good forensic investigation tools available in the market from commercial based tools to open-source tools. All have their positive features but the ones that would help an investigator in a criminal case would need accurate to be able to present in a court of law. This assignment also identified that there are many digital forensics models, and it would be the choice of the investigator and the case itself which would determine the steps that would be required in that case that would be followed. Digital forensics investigations must be flexible due to digital crimes being unique and are ever evolving. 
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Ungrouped: 12

File Items
Evidence Items: 6
Checked Items: 1
Unchecked Items: 11

File Category
Archives: 0

Databases: 0
Documents: 0

Email: 0

Executable: 0

Folders: 0

Graphics: 6
Internet/Chat Files: 0
Mobile Phone: 0
Multimedia: 0

OS/File System Files: 0
Other Encryption Files: 0
Other Known Types: 6
Presentations: 0
Slack/Free Space: 0
Spreadsheets: 0
Unknown Types: 0
User Types: 0

File Status
Bad Extensions: 0
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Data Carved Files: 0
Decrypted Files: 0
Deleted Files: 0
Duplicate Items: 0
Email Attachments: 0
Email Related Items (From Email): 0
Encrypted Files: 0
Flagged Ignore: 0
Flagged Privileged: 0
From Recycle Bin: 0
KFF Alert Files: 0

KFF Ignorable: 0

OCR Graphics: 0

OLE Subitems: 0
Project VIC Matches: 0
User-Decrypted Files: 0

Labels

Email Status

Email Attachments: 0

Email Related Items (From Email): 0
Email Reply: 0

Forwarded Email: 0

[Evidence List

14/04/2021

Display Name: 000_0013.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\e8e57b31-3eb4-4359-9870-7ef3d9c00181.ad1
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: 000_0007.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\63fbf416-3159-4afb-a747-f6e701ed27ae.adl
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: 100 _0176.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\fad6d87e-e224-4dcd-b9e3-7112262a587¢.ad1
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: photo.jpg [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\5a318374-f17c-414c-9954-7d7491b1df95.ad1
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: unnamed.jpg [AD1]
Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\d37b2867-551a-4afd-a789-fd5332f05f2f.ad1
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ID Number/Name:
Evidence Type: Archive
Description:

Time Zone: Europe/London

Display Name: 100 _0218.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\badefabe-b93b-48c6-a28b-b72123ac0f27.ad1l
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London
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All Bookmarks

14/04/2021
Time zone for display: GMT Summer Time
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Graphics

14/04/2021

1.100_0218.JPG [AD1]/100_0218.JPG
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Case Summary

14/04/2021
Time zone for display: GMT Summer Time

Case Information

14/04/2021

Time zone for display: GMT Summer Time

Version AccessData Forensic Toolkit Version: 7.4.0.104
Case Owner hafiz

Case Name CEC Mobile

Case Reference 001

Case Description Suspect hard drive to retrieve missing files
Report Created 14/04/2021 20:31:26

Agency/Company

Investigator's Name

Address

Phone

Fax

Email

Comments

IFile Overview

1410412021
Evidence Groups
Ungrouped: 18

File Items
Evidence Items: 9
Checked Items: 1
Unchecked Items: 17

File Category
Archives: 0

Databases: 0
Documents: 0

Email: 0

Executable: 0

Folders: 0

Graphics: 6
Internet/Chat Files: 0
Mobile Phone: 0
Multimedia: 2

OS/File System Files: 0
Other Encryption Files: 0
Other Known Types: 9
Presentations: 0
Slack/Free Space: 0
Spreadsheets: 0
Unknown Types: 1
User Types: 0

File Status
Bad Extensions: 0
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Data Carved Files: 0
Decrypted Files: 0
Deleted Files: 0
Duplicate Items: 0
Email Attachments: 0
Email Related Items (From Email): 0
Encrypted Files: 0
Flagged Ignore: 0
Flagged Privileged: 0
From Recycle Bin: 0
KFF Alert Files: 0

KFF Ignorable: 0

OCR Graphics: 0

OLE Subitems: 0
Project VIC Matches: 0
User-Decrypted Files: 0

Labels

Email Status

Email Attachments: 0

Email Related Items (From Email): 0
Email Reply: 0

Forwarded Email: 0

[Evidence List

14/04/2021

Display Name: 000_0013.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\e8e57b31-3eb4-4359-9870-7ef3d9c00181.ad1
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: 000_0007.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\63fbf416-3159-4afb-a747-f6e701ed27ae.adl
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: The good die young.mp3 [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\97e7477c-03ce-44fe-bf95-d37613c7ef38.ad1
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: 100 _0176.JPG [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\fad6d87e-e224-4dcd-b9e3-7112262a587¢.ad1
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: California Love Tupac.mp4 [AD1]
Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\2884a8e0-7066-4331-be99-684a021ed4e3.adl
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ID Number/Name:
Evidence Type: Archive
Description:

Time Zone: Europe/London

Display Name: photo.jpg [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\5a318374-f17c-414c-9954-7d7491b1df95.ad1l
ID Number/Name:

Evidence Type: Archive

Description:

Time Zone: Europe/London

Display Name: TestRawlmage.dd [AD1]

Evidence Path: C:\Users\s1807533\Desktop\CEC Mobile_\images\c51a391f-978b-4dae-b90b-ff927fofffOb.ad1
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Evidence Type: Archive

Description:
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Evidence Type: Archive

Description:

Time Zone: Europe/London
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Evidence Type: Archive

Description:

Time Zone: Europe/London
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Case Summary

14/04/2021
Time zone for display: GMT Summer Time

Case Information

14/04/2021

Time zone for display: GMT Summer Time

Version AccessData Forensic Toolkit Version: 7.4.0.104
Case Owner hafiz

Case Name CEC Mobile

Case Reference 001

Case Description Suspect hard drive to retrieve missing files
Report Created 14/04/2021 20:42:52

Agency/Company

Investigator's Name

Address

Phone

Fax

Email

Comments

IFile Overview

1410412021
Evidence Groups
Ungrouped: 18

File Items
Evidence Items: 9
Checked Items: 9
Unchecked Items: 9

File Category
Archives: 0

Databases: 0
Documents: 0

Email: 0

Executable: 0

Folders: 0

Graphics: 6
Internet/Chat Files: 0
Mobile Phone: 0
Multimedia: 2

OS/File System Files: 0
Other Encryption Files: 0
Other Known Types: 9
Presentations: 0
Slack/Free Space: 0
Spreadsheets: 0
Unknown Types: 1
User Types: 0

File Status
Bad Extensions: 0
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Data Carved Files: 0
Decrypted Files: 0
Deleted Files: 0
Duplicate Items: 0
Email Attachments: 0
Email Related Items (From Email): 0
Encrypted Files: 0
Flagged Ignore: 0
Flagged Privileged: 0
From Recycle Bin: 0
KFF Alert Files: 0

KFF Ignorable: 0

OCR Graphics: 0

OLE Subitems: 0
Project VIC Matches: 0
User-Decrypted Files: 0

Labels

Email Status

Email Attachments: 0

Email Related Items (From Email): 0
Email Reply: 0

Forwarded Email: 0
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Barry Lynch Digital Forensic LTD

) 1 Business Way
Swansea
Barrylynch Digital Forensics West Glam
SA1 1DF

07778 648894
blynch@bldf.org

Invoice 1

Bill To Ms Dee Rod CEC Mobile
123 Phoney Street

Invoice Number 2001321

Date  19/04/2021

Swansea PO Number
West Glam
SA21TT
Description Hours Unit price Amount
Acquisition of all electronic data. 3 £150.00 £450.00
Investigation and examination of all data. 10 £250.00 £2,500.00
Report 3 £250.00 £750.00
£0.00 £0.00
Net £3,700.00
VAT £590.00
Total £4,290.00
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