Worksheet 1

Creating Virtual Machines
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Naming the Machine
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Selecting Memory Size
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Create virtual hard disk
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Selecting Hard Disk file type
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Hard Disk storage selection
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Hard Disk file location and size
Selecting and installing the iso
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Selecting Server ISO
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Selecting Client ISO
All 4 VMs (Virtual Machines) have been created and isos selected.

Enabling PAE/NX
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Video Memory set to 128MB
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Installing iso.
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Language selection
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Selecting Operating System
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Selecting Custom Install
Setting Admin Password
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Network Configuration

Server Adapters Creation
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Naming 1st Adapter
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Defining IP Address and Subnet Mask
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2nd Adapter named
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2nd Adapter IP defined
Firewall Disabling
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Disabling Server Firewalls
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Disabling Client Firewalls

Server Pinging Client
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Server 1 Ping
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Server 2 Ping

Task 2
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Confirming IP address and DNS 
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Checking Firewall status
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Changing PC Name
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PC Name changed

Deploying Active Directory as a role or feature based installation
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Installing Active Directory Domain Services

Promoting server to a domain controller
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Creating user account objects using Active Directory Users and Computers snap-in console.
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Verifying domain controller
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Adding a new User
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Adding a new Domain Administrator

2-4: Object attributes of interest
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Confirming New User is part of Domain Users
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Setting Logon Hours
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Restricting Password changing

Adjoining the domain and testing user logins.
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Verifying absence of accounts
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Creating a new Computer Account
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Renaming Client 1
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Setting Preferred DNS Server
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Adding VM to Domain


Observational Tasks

A) A type 1 hypervisor is run on the physical hardware of a system whereas a type 2 hypervisor is run on top of the computer’s OS. A type 1 hypervisor is more efficient due to its direct access to the hardware as opposed to having to go through an OS like with the type 2 hypervisor, this set-up also helps to isolate any security issues as each user has their own OS and thus the issues are contained within that VM (Virtual Machine). A type 2 hypervisor is in general, cheaper than its type 1 counterpart and is used more in testing as it enables programs to have a risk-free trial run dealing with any issues that an end user may experience. 
Some different vendors of type 1 hypervisors include VMware vSphere and Microsoft Hyper-V, and some examples of type 2 hypervisors include Oracle VM VirtualBox and VMware Workstation Pro

B) Cloud computing’s main benefit is in being able to access resources from anywhere at any time, the major drawback of this is mostly security, if you access any sensitive data through an unsecured network, it becomes highly likely that the data will be either stolen or copied by a nefarious third party. Some well-known vendors for cloud storage include Google and Microsoft.
There are other uses of cloud computing aside from pure storage, one that I am familiar with is its use in video games, specifically in the ‘Forza Horizon’ games where they use Cloud Computing to build and store a ‘Profile’ of a player and how they play, they then proceed to use that in races while you are offline against other players, allowing people to play against almost realistic AI opponents.
Another more recent use of Cloud Computing in video games is the ability to stream a game from a server without having to download it to your own system, this has 2 main benefits. The first is the saving of storage space on your own machine meaning that you can install other things, an extra benefit of this is that you can play games without waiting through the long download times a lot of modern games have. A second main benefit is that you can play your games anywhere that you have a decent internet connection, allowing you to play your games while travelling, among other things.

C) The DNS (Domain Name System) effectively acts as the phonebook, or a contacts list, of the internet. Users will access websites using domain names, such as “youtube.com” while a web browser will instead "translate" these domain names into IP addresses.
This is extremely helpful, as most individuals lack the memory ability to remember enough things to be able to enter the various IP addresses, it is also more efficient allowing users to know what site they are going to before they go there.
There are 4 different servers involved in the act of loading webpages, the first of these is a DNS recursor. A straightforward way of understanding what the recursor is is to treat it like a librarian whom you have asked to find a particular book.
The next one, in order, is the root nameserver. Following on from the library analogy, the root server can be seen as something akin to a library index, acting as a way to show the general location of an IP address, like groups of book racks in a library.
Thirdly, we have the TLD (Top Level Domain) nameserver. Continuing from the root server, the TLD server can be thought of as the individual racks of books in a library, and in a web, address is the last part of the hostname, so in something like youtube.com, the TLD server is the 'com' part.
The last step in translating DNS names is the Authoritative nameserver, which can be treated as a sort of dictionary with one per "Rack" of addresses and can send the appropriate IP address back to the DNS recursor that made the request initially.

D) One critical role in AD is DHCP server, is a network server which uses DHCP. Standing for Dynamic Host Configuration Protocol, this is a protocol for providing an IP host with an IP address and other related information such as a default gateway and subnet mask. DHCP performs this function automatically and without it addresses would need to be assigned and transferred manually. An immediate benefit of this is removing the possibility of human error through an incorrectly entered IP address or a duplicated address.
Another critical role in AD is Group Policy, this is an infrastructure that allows you to group users or computers and change related settings as a whole, rather than having to manually edit them one by one, which for a big enough system could take hours if not days

E) The worksheet had a number of different terms relating to Network creation and management, ranging from common terms that a lot of people understand, like Ping, to ones that are less obvious like PAE/NX
Ping refers to the speed at which a signal is sent and received between two systems, a system checks this by sending an echo request and waiting for an echo reply, this will show any errors or packet loss as well as the minimum, maximum and mean times for a signal to complete a round trip, the name comes from Radar systems and the sound they make when receiving a signal when detecting something. 
Firewall is another fairly well-known term which refers to the main security of a system, the main purpose of a firewall is to filter out any unwanted data that tries to enter your network. There are actually different types of firewalls that you can implement into a system for different purposes. One of these is called Packet filtering, where small amounts of data are inspected and delivered according to the standards set by the filter. 
PAE/NX stands for Physical Address Extension/No Execute and is only used when virtualizing an OS and you need more than 4 Giga Bytes of memory.
OOBE stands for Out of Box Experience which is a series of steps that happen when first activating a system which helps a user to set up their OS, such as connecting to the internet, activating any services provided by the company who made the OS, selecting the default language and checking if the system has any updates prior to activating.

Most people these days use Windows Operating Systems, but there are other valid options to use, such as Linux and Mac. Linux operating systems tend to be used by people with a better understanding of how a computer works as it is an open-source OS and allows a lot of freedom to adjust how the system works compared to Windows or Mac which keep a lot of their inner workings secret. 
A benefit of Windows and Mac over Linux is that anyone can use them without needing to worry about the inner workings of their computer as that is handled by the companies that make them. Linux on the other hand, needs better knowledge to set up the OS to a usable state.

F) Up until the last steps of this worksheet I was doing okay, but I encountered a lot of issues when trying to add the client machine to the domain, I had to switch the DNS from what was said on the worksheet and was able to get it to work. 
The written questions were also somewhat annoying, requiring me to do a lot of searching, I was able to add some of my own knowledge in, with the appropriate references.



Sources
Cloud computing
https://www.gamedeveloper.com/design/how-forza-s-drivatar-actually-works
https://www.androidcentral.com/forza-horizon-5-cloud-gaming-review

DNS Servers
https://www.cloudflare.com/en-gb/learning/dns/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
DNS Explained
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What is DNS and How Does It Work?
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Critical Roles
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-top
https://www.infoblox.com/glossary/dhcp-server/#:~:text=A%20DHCP%20Server%20is%20a,to%20broadcast%20queries%20by%20clients.



Terminology
https://en.wikipedia.org/wiki/Ping_(networking_utility)
https://www.checkpoint.com/cyber-hub/network-security/what-is-firewall/#:~:text=A%20Firewall%20is%20a%20network,network%20and%20the%20public%20Internet.
https://docs.oracle.com/en/virtualization/virtualbox/6.0/user/settings-system.html



https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Linux_range_of_use
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