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[bookmark: _Toc8165395]Introduction
This report will discuss various aspects of application concepts, specifically regarding security surrounding the gaming industry, as well as perform an analysis and evaluation on a game that has been created by the author.
1. [bookmark: _Toc8165396]Security Vulnerabilities within Game Development
1.1 [bookmark: _Toc8165397]– History of Security in Games
1.1.1 [bookmark: _Toc8165398]– Historical Security Countermeasures
In the early days of video gaming, ranging from the 60’s to the early 2000’s, the security considerations surrounding video games was not thought to be high priority.  The reason being for this was that games tended to be single player, and the effects of the cheat or hack did very little to infringe on other players or the development team.  Games that did allow multiple players to play together did not have networking capabilities due to the internet still being in its infancy, therefore restricting physical proximity to the point where each player would need to be in the same room, most likely on the same gaming console [1].
1.1.2 [bookmark: _Toc8165399]– Attitude Towards Security 
Many gamers believe that video game companies do not adequately protect the information of their customers to the point where many gamers are falsifying data when prompted to input their details.  A survey created by Microsoft’s Playfab outlined the concerns of 500 gamers (who played for at least four hours per week) and showed that 66% of these people actively provided incorrect information to video game companies as a way of safeguarding their privacy [2].  
1.2 [bookmark: _Toc8165400]– Methods of Attack
Listed below are some of the most prevalent methods of cyberattack that software companies face on a day-to-day basis.  As game development are essentially software companies, the points covered below also apply to them [3].
1.2.1 [bookmark: _Toc8165401]– Common Methods of Attack
1.2.1.1 – Distributed Denial of Service
A Distributed Denial of Service (DDoS) attack is a method employed by criminals that uses an overwhelming volume of internet traffic to disrupt the targets systems, causing legitimate users to be denied access [4].  These kinds of attacks are usually distractions designed to subvert the attention of the target whilst a separate main attack is launched [5].
1.2.1.2 – Spear Phishing
Phishing is the act of impersonating communications in order to deceive and entice victims into downloading malicious content or visiting harmful websites and it is usually cast out indiscriminately to a massive collection of people [6].  Spear phishing is similar in this regard, however focuses its efforts on a far more select group of individuals, such as the members of an organisation.  Fake emails may be constructed that replicate a company’s real email layout and playing on the idea that the human brain tries to quickly match known patterns (the real email layout) with familiar patterns (the fake email layout).  With enough matching details in the fake version, it is likely that at a quick glance, it will pass as the real thing [7] [8].
1.2.1.3 – Insider Threat
When the matter of cybersecurity is raised, many people default their thinking towards hackers that can be positioned anywhere on the globe, attacking an organisation through the internet.  Whilst this can be the case, sometimes the biggest threat to an organisation can come from within.  Disgruntled employees looking for revenge, financially vulnerable employees tempted by theft or employees turned hacktivist looking for sensitive data are all types of inside threats that can potentially harm a company with far greater effect [9].
1.2.1.4 – Software Exploits
Exploiting flaws discovered in software may provide an attacker with the means of controlling the system that the software is installed on.  If that system is connected to a network, then it can be expected that the network is also compromised [10] [11].
1.2.2 [bookmark: _Toc8165402]– Famous Attacks on Game Developers
1.2.2.1 – Sony’s PSN
Viewed to be the worst cyberattack on the gaming industry with a reported loss of $171 million and disrupted services lasting over a month, hacking group Phantom Squad retrieved around 12 million unencrypted credit card numbers along with millions of users’ real names, home addresses and email addresses [12] [13].
1.2.2.2 – Bethesda Game Studios
In 2011, a hacker group called LulzSec successfully breached Bethesda Game Studios servers and managed to access approximately 200,000 users accounts.  The company was notified of the intrusion via their twitter account and stated that some users’ usernames, passwords and financial information may have been compromised [14] [15].
1.2.2.3 – Blizzard Entertainment
Roughly 14 million accounts were compromised in 2012 when usernames, email addresses and encrypted passwords were stolen, and the attackers were never found.  Security experts commented on the attack stating that Blizzard’s cybersecurity defences were sensible and aided in the hackers not obtaining the unencrypted passwords [16] [17].
1.3 [bookmark: _Toc8165403]– The Need for Security in Games
1.3.1 [bookmark: _Toc8165404]– Effects on Revenue
The cost of an attack can be seen through five main areas [18]:
1. Interruption of business – for the duration of the attack, and usually shortly afterwards, the company is unable to operate as normal, losing huge financial income at this time.
2. Fines – if a data breach has occurred then the organisation may incur fines relating to how the data was stored and if it was protected enough.
3. Customer information – The more data that is lost the more replacement and reimbursement there is.
4. Company secrets – should this fall into the attacker’s hands, it can be assumed that rival organisations will find it.  This can be particularly devastating.
5. Reputation – Clients and partners will undoubtably lose faith after an attack.
1.3.2 [bookmark: _Toc8165405]– Different Games, Different Security
It is likely that every game producer will want to protect against piracy as that can affect all games, but some games may introduce different forms of security depending on the type of game that it is.  For example a purely single player game probably wouldn’t would not be as concerned with threats aimed at online exploitation but may want to safeguard against modding, whereas a multiplayer game may have that as a lower priority compared to protecting against account theft.	Comment by Kemi Ademoye: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
1.4 [bookmark: _Toc8165406]– Threats to the Company
1.4.1 [bookmark: _Toc8165407]– Theft of Virtual Goods
Many online multiplayer games such as Grand Theft Auto 5 [19] have in-game currency available to players online.  This currency can be exchanged for weapons, vehicles, services etc.  Should a player hack or modify some behaviour of the game in a way that allows them access to massive amount of in-game currency that they have not earned then it devalues the currency for the rest of the players who are playing fairly.
1.4.2 [bookmark: _Toc8165408]– Reputation
Although the damage to digital infrastructure can be enormous and the financial loss can range anywhere from nothing to hundreds of millions of pounds, companies are also at risk of massively damaging their reputation, which can be the costliest aspect of all.  Customers losing faith in the businesses business’s ability to keep their information private may cause many to move their custom elsewhere.
1.4.3 [bookmark: _Toc8165409]– Piracy
Piracy in relation to the video games industry can be broken in to two main areas, individual piracy and commercial piracy, which shall be expanded upon in sections 1.4.3.1 and 1.4.3.2.  The chart shown in appendix 1 shows on average how much financial loss software companies lose annually, and with the gaming industry’s sales surpassing that of other forms of electronic media such as films or music, as shown when comparing appendix 2 and appendix 3, it can be assumed that a sizable chunk of software related piracy is related to games.  However, a study carried out by the European Commission found that video game piracy does not affect the gaming industry in the same way it does the film and music industry with the report stating that sales of video games would not drastically shift should piracy be eradicated [20] [21].	Comment by Kemi Ademoye: Where?
1.5 [bookmark: _Toc8165410]– Threats to the Consumer
1.5.1 [bookmark: _Toc8165411]– Access to Personal Information
Many modern games incorporate some form of internet usage, whether it be multiplayer modes, microtransactions or registering an account.  When this is the case, a wide range of information is required by the organisation offering the service.  At a minimum an email address is required and if transactions are involved then full names, home addresses and bank details are also stored.  The servers that house these details are targets for black hat hackers as they can sell this information onwards in places like the dark web or use it themselves for social engineering purposes.
1.5.2 [bookmark: _Toc8165412]– Virtual Crime
One genre of game is called a Massively Multiplayer Online (MMO) game.  Many MMOs such as Jagex’s RuneScape [22] or Blizzard’s World of Warcraft [23] require the player to invest hundreds, if not thousands, of hours in order to increase a character’s level to the point of being deemed ‘high level’ or powerful.  The accounts associated with these characters are targets for hackers as many people would pay for sole access to the account.  As thousands of hours may be spent with a single character, and real world money may be spent on upgrades or bonus content for that character, any theft of a virtual item is regarded as virtual crime and in some cases can be punishable under the law [24].


2. [bookmark: _Toc8165413]Software Design Patterns
2.1 [bookmark: _Toc8165414]What is a Software Design Pattern?
Design patterns in software engineering allow the programmer to approach a commonly occurring problem with a reusable solution [25].  It can be compared to a template rather than an actual specific solution but provides the framework for how the particular problem should be tackled.  A pattern comprises of four main elements, these have been sourced from Erich Gamma et al. [26] and have been outlined below:
1. Pattern name – Each pattern has a unique name, and this can tell the user roughly what sort of issue that it will be associated to.  Useful names were originally created for the design patterns so that they would become part of standard programming terminology, allowing programmers to quickly discuss them in conversation without having to describe the functionality.
2. Problem – Summaries the issue that the pattern is responsible for dealing with.  Provides the user with example problems that are high level and generic to emphasise exactly when it should be used.
3. Solution – Provides the method in which to mitigate the problem.  It is provided as a template, using placeholder names for classes and methods that the programmer can replace with their own work.
4. Consequences – Presents the user with the implications (both positive and negative) of using the pattern.
There are two major sources of design patterns in software engineering with the first being the Gang of Four (GoF), which was the original handbook for patterns and was the first to document many of the patterns that are commonly used today.  The second came later and was titled General Responsibility Assignment Software Patterns (GRASP) and its patterns placed more focus on the question: “Who does what?” [27].
2.2 [bookmark: _Toc8165415]– The State Pattern
The state pattern will “Allow an object to alter its behaviour when its internal state changes. The object will appear to change its class” [28].
2.2.1 [bookmark: _Toc8165416]– Advantages
The merits of a State pattern have been outlined below and have been referenced from Erich Gamma et al. [28]:
1. All code that pertinent to a state is centralised within a state subclass.  Since each state class is compartmentalised, adding a new state is a relatively straightforward task, by which a new class is simply added that assumes the behaviour of the new state that is required. 
2. The State pattern removes the need for extensive ‘if/else’ statements that may become confusing, exhaustive and cumbersome [29].
2.2.2 [bookmark: _Toc8165417]– Disadvantages
The drawbacks of the State pattern have been documented below:
1. A vast amount of code is required to successfully orchestrate a working state implantation.  Many methods are needed to ensure that each state of an object is catered for and transitions to from each state are secure [30].
2. Applying the amount of code needed to run the pattern may be excessive if there are not many states or the states rarely differ.	Comment by Kemi Ademoye: Okay, but how is it useful in games?
3. [bookmark: _Toc8165418]Requirements
3.1 [bookmark: _Toc8165419]– Brief Description
The envisioned idea is a 3D third person stealth game set in an industrial yard whereby enemies, in this case zombies, randomly patrol all walkable areas and start from randomised positions.  The player will start at one side of the map and must navigate their way to the other side without entering the line of sight of the enemy.  The zombies will have four levels of caution which are rest, alert, chase and attack.  Rest is the state that the enemy will be in at the start of the game and when casually patrolling an area.  The alert phase will be activated when the player gets relatively close and will cause the zombie to investigate the area but at its normal patrolling pace.  Should the player get closer however, the zombie will enter a chase phase, whereby every other enemy will also be alerted to the players player’s position and give chase at double the normal speed.  If any of the zombies get close enough to touch the player, they will attack, which will take significant damage off the player’s health, and if it should reach zero then the game is over.
3.2 [bookmark: _Toc8165420]– Game Rules
The player will start with a torch that has 100% battery.  As the map is set at night, the player may only run if they have enough battery power within their torch to keep it alight.  Should the player’s torch run out of battery, the player reverts back to a walk, leaving them vulnerable.
4. [bookmark: _Toc8165421]- Design 
Unfortunately, the state pattern could not be implemented in this project, however the observer pattern was implemented as a way of sending information between objects so that certain events may trigger.
5. [bookmark: _Toc8165422]- Implementation
This section of the report will shift its aim towards critical scripts that hold an integral role within the game.  All scripts under this heading will be studied, documented and evaluated which will allow personal reflection for future improvement.

5.1 [bookmark: _Toc8165423]– AttackTrigger

	Attribute
	Analysis

	Script Name
	AttackTrigger

	Usage
	This script has been attached to each enemy and grants them the ability to attack the player when they get close.

	Features
	· Implements a NavMeshAgent
· Works with animations
· Houses a trigger event

	Component of:
	All enemies




In the images shown below, examples of both the AttackTrigger in action and out of action have been showcased:

[image: ]
[bookmark: _Toc8165435]Figure 1 - The player has not yet been attacked


[image: ]
[bookmark: _Toc8165436]Figure 2 - AttackTrigger has been activated



5.2 [bookmark: _Toc8165424]– Zombie

	Attribute
	Analysis

	Script Name
	Zombie

	Usage
	This script has been attached to each enemy and provide key information for it to function

	Features
	· Incorporates a basic difficulty changer
· A speed bonus would be awarded to the zombie should the difficulty increase


	Component of:
	All enemies



The images below show both the NavMesh that has been implemented into the game and also the speed in which the enemy will run towards the player.

[image: ]
[bookmark: _Toc8165437]Figure 3 - Zombie starting run towards player

[image: ]
[bookmark: _Toc8165438]Figure 4 - Zombie running faster towards player

5.3 [bookmark: _Toc8165425]– NavMesh
A NavMesh has been introduced to the game as a way of allowing enemy characters to move freely around the game world when idle or when engaging with the player.  Not only have floors and obstacles been encompassed, but also the rooftops as shown in figure X, potentially adding a greater 3D element to the game as enemies could crawl/jump down from higher ledges.	Comment by Kemi Ademoye: The only problem was the zombie character loved the rooftop 
[image: ]
[bookmark: _Toc8165439]Figure 5 – NavMesh
6. [bookmark: _Toc8165426]Testing
6.1 [bookmark: _Toc8165427]– NextLevelLoader

This script will allow the player to progress to the next level by entering the trigger area, these tests check the validity of the script.
	Test 
	Description
	Expected Result
	Actual Result
	Test Outcome

	1
	Test to see if when the player enters the ‘Cure’ trigger, they teleport to the next level
	true
	true
	Pass

	2
	Check to see if the player can enter the sphere collider
	true
	true
	Pass



6.2 [bookmark: _Toc8165428]– HUD

The tests performed on this script will check to see if the HUD is updated at a regular interval.
	Test 
	Description
	Expected Result
	Actual Result
	Test Outcome

	1
	Test to see if the torch level decreases
	true
	true
	Pass

	2
	Check to see if it displays the word ‘Empty’ when drained
	true
	true
	Pass

	3
	Check to see if the health goes below 0%
	True
	False
	Fail




7. [bookmark: _Toc8165429]Conclusion	Comment by Kemi Ademoye: Where is the evaluation section?
To conclude, this report has covered many application security concepts in detail and has provided a breakdown of events surrounding the game that has been created.  Tests have been performed along with personal reflection of each element.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills 

	
	

	[bookmark: feedbackRIL]Very good evidence of engagement with literature skills and a wide range of appropriate reference sources have been consulted. (Grade mark: 100.00%)
	[bookmark: totalRIL]5
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills

	
	

	[bookmark: feedbackKUS]Excellent, interesting discussion of security issues in the games industry. A very good summary of software design patterns and your chosen design pattern, but state how your chosen design pattern is useful in developing games. (Grade mark: 86.00%)
	[bookmark: totalKUS]25
	[bookmark: markKUS]21.5

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	[bookmark: feedbackANA]A good testing approach has been taken and documented for the two test cases provided. You have not provided an evaluation of the implemented game and as such have not been awarded any marks for this element. (Grade mark: 30.00%)
	[bookmark: totalANA]20
	[bookmark: markANA]6

	
	
	

	4. Practical Application Skills

	
	

	[bookmark: feedbackPAD]A good attempt featuring a simple game with a generally, well-thought-out idea, but there is room for improvement. There is good evidence of using good coding practices and making use of at least one software design pattern. Generally, the game is incomplete and does not provide any real gameplay functionality beyond the character moving around and a HUD. The torch idea was nice, but you forgot to make your scene dark. The easiest way you could have done this is to reduce the intensity of the directional light. (Grade mark: 54.44%)
	[bookmark: totalPAD]45
	[bookmark: markPAD]24.5

	
	
	

	5. Transferable Skills for Life and Professional Practice 

	
	

	[bookmark: feedbackSPP]The report is well-written and presented, but lacks some of the required content. (Grade mark: 80.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]61%

	
	Up to 1 week late (40% Max)
	[bookmark: fourWeeksLate]
	

	
	Over 1 week late (0%)
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
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