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[bookmark: _Toc165632481][bookmark: _Hlk165633781]Introduction
In this report it will be a discussing different things of Cybersecurity such as NIST and how it plays a vital role in safeguarding digital assets, how hackers use Nmap and Wireshark to gain information, the different kinds of cyberattacks such as WannaCry and pharming, and how you can protect yourself against such an attack and finally showing a topology of a network that allows for reliable crossover and does not allow single points of failure with a discussion at the end about different technologies that can be implemented for network protection.
[bookmark: _Toc165632482]Part 1:
A) [bookmark: _Toc165632483]Based on the provided background and introduction given, in light of the evolving challenges and opportunities in the field of cybersecurity, explain how the NIST Cybersecurity Framework plays a vital role in achieving the dominant objective of safeguarding digital assets and personal data in today's society.
The National Institute of Standards and Technology or NIST is a framework created by the United States and promotes standards for the public and private sector to ensure that networks are safe and secured to prevent hostile entities from accessing organisations and users’ data [1]. It is not mandatory to use but many organisations use it.
As all companies and organisations are using the same framework, it becomes a common language to understand and manage cybersecurity risks. It can help identify and prioritise cybersecurity risk thus increasing security. This framework can be used for just an essential service within an organisation or the entire organisation. These guidance’s are based on standard best-practices [2]. 
Having a common language allows organisations and external partners to improve communication, limit confusion and improve contract opportunities by increasing standards. Additionally, this allows workers to operate in other sectors as most companies operate under a similar framework as it acts like a legal standard although it is voluntary. Organisations are able improve their security by communicating with other partners on past errors and improve on those mistakes [2].
There are five core functions to organize activities in cybersecurity. They are:
· Identify – You must first find potential cybersecurity threats by understanding what the organisations most important assets and resources are. You can then put in place protective measure such as access control, background checks, create risk assessments as well as risk management strategies and procedures so all employees know what they are doing on a daily basis as well as in an emergency [3].
· Protect – This function is to develop and implement safeguards to protect data as well as critical infrastructure. The way to protect the business as well users is by imposing access control such as restricting employees’ access to sensitive information, training employees, installing, and activating firewalls, regular maintenance of equipment, encryption of sensitive information and using multi-factor authentication for users to login [3].
· Detect – To continuously monitor for any anomalies and security threats that could affect the organisation. Vulnerability scans can be performed, as well as installing and updating anti-virus/anti-spyware. Additionally, you can train staff and maintain/monitor logs [3].
· Respond – In the case of a data breach, there must be certain response to ensure the security of users and the organisations data. Forensics would be performed but before the breach has even happened you must develop a response plan, ensure employees know their roles and responsibilities in such a case, whom you are to call and what constitutes a security incident [3].
· Recover – After a breach has happened, the organisation must restore assets that have been affected using a recovery plan. The recovery plan is implemented during or after a cybersecurity incident. To recover from an incident the organisation should have full backups on removable media, separate servers isolated from the network or using cloud service providers. Additionally, the backups should be tested regularly and consider getting cyber insurance [3].
There are many different types of threats that can affect an organisation but using this framework should reduce the number of times it happens as well as limit the impact of it. 
B) [bookmark: _Toc165632484]As stated in the introduction, Reconnaissance is the first stage in the “cyber kill chain” used by cybercriminals to gather pertinent information about their target. How can the tools Nmap and Wireshark be utilized in the reconnaissance stage of a cyber-attack? Please conduct research on these tools and provide an example of how each tool contributes to gathering pertinent information about a target.
[bookmark: _Toc165632485]Nmap
Network Mapper or Nmap for short “is a network mapper, port scanner, and OS fingerprinting tool. It can check the state of ports, identify target, and probe devices [4].” This means if an individual wanted to, they are able to scan for IP addresses, search for any security vulnerabilities, perform an entire network scan and search for a weak point in the network such as open ports by sending packets and waiting for a response. This is detectable and should be captured in system logs by network admins. [4] Additionally, they can have easy usability as Nmap has a function called Zenmap which creates a visual map for the user and are also able to load up their own scripts or let Nmap set it up and is also able to automate it. [5] This can be used in a positive way to secure your own network or can be used by cybercriminals for the first phase where hackers will learn as much about the target as possible without alerting anyone, this is called reconnaissance. [4] 

[bookmark: _Toc165632486]Wireshark
Wireshark is a free open-source network analyser/sniffer that captures and displays traffic on a network and is used for things such as troubleshooting network problems, network security and analysing network protocols [6]. It can be used if there is no firewall, a firewall which allows all traffic, or if the firewall allows inventory to all traffic on the network [4]. It can be used to check if your firewall is working correctly or by hackers to gain profits/data. They intercept data packets that are sent over a network and can occur in locations such as cafes where free Wi-Fi is and the if the data is not encrypted hackers can intercept your data. A way of avoiding this is by either not connecting to the Wi-Fi or by having a VPN which will encrypt your data for you [4].
C) [bookmark: _Toc165632487]Cyber – Attacks and Mitigations strategies
i) [bookmark: _Toc165632488]Explain how the malware examples WannaCry and TeleRAT operate and discuss effective mitigation strategies for each.
WannaCry
WannaCry in 2017 crippled large parts of the NHS as well as many other organisations in the world and it was able to do this by using vulnerabilities which were present in Microsoft products for many years. The malware was halted by a single individual using a kill switch and that was by accident [7]. 
This malware is used to extort money and it is able to do this by either encrypting valuable files, so the user is unable to read them (crypto ransomware) or by locking the user out of there computer, so they are unable to use it (locker ransomware). It takes either one these hostages and promises to return you device or data if you pay a ransom in bitcoins [8].
An effective strategy to combat this is updating your software operating system regularly as those who were affected did not update their device, training staff on cybersecurity literacy to not do things such as clicking on suspicious links, opening untrusted email attachments, downloading from untrusted websites, and avoiding using unknown USBs. Additionally, ensuring your internet security software is installed/updated and finally backing up your data so if an attack were to happen to you can restore your data [8]. 
TeleRAT
TeleRat originated in Iran and is an android malware that uses telegram bots to infiltrate mobile devices. They do not require an additional phone number and are used to communicate with a telegram chat stealing data or actually using the device it is on. It does this by creating an additional file on the devices SD card and uploads to server whilst being hidden from the app menu. The kind of data in can is the phones’ location, messages, contacts, images, and any files. Additionally, it can send messages, use the front and back camera, changing the phones volume, delete apps and even turn the device off. In other words, the infiltrator has pretty much had full control of the mobile device [9]. Some precautions to take to prevent this from infiltrating your device is to make sure any applications you download are official, not sideloading your device and review applications permissions request before installing it. Additionally, avoid any third-party applications [9].
ii) [bookmark: _Toc165632489]Describe the implementation of the phishing attacks known as Whaling and Pharming and discuss effective strategies to mitigate the risks associated with them.
Pharming
Pharming attacks are similar to phishing attacks, but the difference is that pharming is achieved by compromising a DNS server, this is known as DNS poisoning, and this makes legitimate website traffic redirect to a fake site where it will demand payment [10]. Pharming can also be combined with different social engineering techniques to increase the effectiveness of attacks. 
Being able to detect pharming attacks is becoming more difficult as they’ve become for sophisticated but there are signs to indicate a potential attack. Such as a familiar website having unusual behaviour or unexpected changes, pop-ups that ask for any personal information or the URL is different to what you expected. To prevent pharming, you must use a secure DNS to safeguard against DNS poisoning, updating security, being cautious of unusual URLs or entering personal information, use two-factor authentication and by changing the Wi-Fi network password regularly [11].
Whaling
Whaling is similar to spear phishing, but the target are high profile individuals such as executives or government officials. They will send emails to the individual in hopes they will click on it to steal data, money or download malware on to their device to gain access to the network [10]. Additionally, they could just request sensitive details such as payroll information, bank account information or tax returns. 
The victims see the email as legit as the hacker has done their research on the individual and business to seem like a normal email. There are a few ways to recognise a whaling attack such as the email address does not match the doming of the company email, asking for sensitive information, or asking to transfer money to an account and finally making the victim seem like it is urgent otherwise there will be consequences. To prevent a whaling attack you must have a strong anti-spam and anti-malware program which will assist in stopping these attacks at the email gateway, having email scanning and filtering technology to you are able to scan links and attachments to see whether they are suspicious and having training for employees to be aware of such attacks. Additionally, there is a software called anti-impersonation that can block whaling attacks by identify the kinds of techniques that are common with whaling emails [12].



[bookmark: _Toc165632490]Part 2:
[bookmark: _Toc165632491]A) Using a network diagram (topology) or illustrations, create a secure network design incorporating two specified design principles focused on achieving high availability. Eliminate single points of failure and provide for reliable crossover. You should explain fully how your proposed Network provide high availability and implement the topology using packet tracer with basic configurations done (where required). [image: A diagram of a network
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The image above shows a network design that allows for redundancies within the network and having multiple switches allows for in the future possible expansion. Having two switches perpendicular to each other allows for continuous running of a network and reduces downtime. Additionally, having two firewalls allows in the case of a software/hardware extra security as one will still be up and running. Two switches could go down and the network would still operate this shows that this eliminates a single point of failure, and the network provides reliable crossover. Additionally, not all computers are connected to together so if one of the switches nearest to the computers were to have a hardware issue there would still be some computers operating on the network.
[bookmark: _Toc165632492]B) Which software and hardware technologies can be implemented to enhance network security during its operation? Provide detailed explanations on the functionality of the proposed technologies, making reasonable assumptions.
Firewall is a technology that can be implemented to enhance network security and is an essential part of cybersecurity. It’s shields networks by acting as a filter, it scans data 24/7 and prevents suspicious/malicious ones from entering your network that could cause serious harm to your software/hardware. It uses packet filtering, proxy service and stateful inspection to make this happen. Firewalls can be either software or hardware. The differences between the two are that software firewalls can be customised to meet specific demands; it can monitor traffic on the network and is installed so it can only protect one computer at a time whilst the hardware firewall can protect multiple devices on so long as it’s on the network. One can find one on your wireless router at home [13]. 
Intrusion protection system or IPS, monitors all traffic going through a network. It can detect malicious activity such as malware on endpoint devices to prevent an attack and it can do this using pre-made profiles, signature detection, artificial intelligence, and anomaly detection. Additionally, it is able to communicate with firewalls and other network hardware to assist in dealing with potential threats [14]. 
Network access control or NAC manages access to a network. It authenticates what access and actions a user can do after logging into the network. Additionally, it also examines the current health of the user endpoints (Computer/mobile device) [15]. 
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[bookmark: _Toc165632494]ii) Complete all the 5 Module Exams and Final Exam for Palo Alto Network Security Fundamentals and Cybersecurity Foundation and submit the certificate to verify. [image: A certificate of completion
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[bookmark: _Toc165632495]Conclusion
To conclude this report has discussed how NIST play a major role in ensuring digital assets are safeguarded, how hackers use different software’s like Nmap or Wireshark to gain information about your networks state and weaknesses, the different kinds of attacks that can affect your system, the topology of a network that does not have a single point of failure and that allows for a reliable crossover. Additionally, there was a discussion on how different technologies can assist in safeguarding a network. From completing this the report, I have learnt the immense importance of having computer literacy not just in tech careers but in all careers that deal with computers as one mistake can do so much damage to an organisation or individual, but this also brings many problems as this fields changes so rapidly, and new threats are constantly being developed so keeping employees educated will be a challenge.
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