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ABSTRACT/SYNPOSIS


This report is about securing the Data Link Layer (also referred as the L2) in the Welsh Ambulance Service Team (WAST) network.  The report researches L2 protocols that are used by WAST and describes how they are beneficial to the organisation network.   

Whilst WAST utilise these standard protocols, this report highlights how in their basic form the protocols place WAST in a weakened security posture, since the protocols have been configured with the minimum consideration to the risks., This report highlights the risk that addresses the considerations that should have been taken before deployment. L2 is where the user and other equipment connect to the network. Much of the focus in WAST is aimed on the edge where the “outside”, or traffic considered untrusted traverses, thus L2 is often overlooked as it is assumed that anything connecting internally to the network is trusted. The report highlights that its not only threat-actors that pose a risk to the WAST L2 infrastructure, misconfigurations of equipment by administrators can also lead to unintended severe outages.

Whilst the WAST network is geographically large, the way that WAST has designed its topology means that it is not too late to secure L2 at all sites. Many of the sites can be protected and a detailed phased approach can be undertaken to implement the new changes suggested in this report. This can be done with minimal disruption to the production network.

The report concludes with recommendations going forward and provides a comprehensive template that can be applied to all L2 devices before they are installed on the network, this assures that the future of L2 deployments are secure and provide WAST with a stronger security posture at L2. 
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[bookmark: _Toc109736316]CHAPTER 1 AIMS AND OBJECTIVES
[bookmark: _Toc108095603][bookmark: _Toc109736317]1.1 Aim

The aim of this report is to evaluate if the current Layer 2(L2) / Data Link implementation at Welsh Ambulance Service Team (WAST) is secure enough or if further measures can or need to be implemented to ensure WAST are in the optimal posture and are adequately protected against threats and vulnerabilities. 

[bookmark: _Toc108095604][bookmark: _Toc109736318]1.2 Objectives

To meet the aim, the following objectives will need to be met:

· Research L2 protocols that are used across the WAST health board and identify best practices for securing them
· Conduct an extensive analysis of L2 protocols on existing WAST network
· Replicate the existing infrastructure in a home laboratory environment
· Identify the vulnerabilities and implement the recommended mitigations safely
· In a testing environment, apply configuration to enable the mitigations and interrogate them by attacking the specific protocols
· Evaluate the results of the mitigations and decide if there is a business case to implement them
· Provide the IT Ops board with a clear plan to implement the new measures on the production network
It is predicted that most of the security measures offered in this report will be applied on a small site before implementing across the board, eventually to the main sites upon its success. 

The report should re-invent and future proof the existing configuration that is currently copied to L2 devices and act as a baseline for future deployments.
[bookmark: _Toc108095605][bookmark: _Toc109736319]
1.3 Structure

This report consists of six chapters. The report begins with a look at the main protocols that operate at L2 and how they work. This will provide the reader with an understanding on how the protocols are designed to work and how they benefit L2 topologies implemented by organisations and will also highlight their vulnerabilities. Research methods and philosophy will be discussed and will provide a guideline on how this topic was researched and the report created. This report will also provide an understanding on how conclusions and evidence for mitigations has been assessed. An assessment of the WAST L2 infrastructure will be presented and will provide an overview of why this report was written, including a vision of how the L2 mitigation measures will benefit WAST and what needs to be done to get there.
[bookmark: _Toc108095607]
[bookmark: _Toc109736320]CHAPTER 2 LITERATURE REVIEW

[bookmark: _Toc109736321]2.1 Introduction
In this chapter we will explore the main L2 protocols and how they work. It is important that the L2 protocols are used in the most efficient way on a case per case basis – how the protocol is implemented in one organisation may not benefit another organisation. The chapter will set out how the protocols are standardised and how developments are documented. All the L2 protocols discussed in this chapter are utilised by WAST. Some of them have been administratively configured, and some are on by default, a manufacturers (Cisco) factory setting. The chapter also discusses how WAST have configured / not configured these protocols on their L2 infrastructure.
[bookmark: _Toc108095608][bookmark: _Toc109736322]2.2 Request for comments (RFC)
RFC’s are created and maintained by the Internet and Engineering Task Force (IETF) and provides the internet community with a white paper for protocols and standards that are available to use[1]. 
[bookmark: _Toc108095609][bookmark: _Toc109736323]2.3 Dynamic Host Configuration Protocol (DHCP) 
RFC 2131[2] outlines the DHCP protocol. DHCP uses the Bootstrap Protocol (BOOTP) protocol found in RFC 951[3] to automatically assign itself a reusable internet protocol (IP) address. For administrators, this negates the need to manually configure IP addresses on hosts to have internetwork connectivity. Typically, a server or a router is configured to provide the DHCP service. When a client boots up, it will request an IP address. At first, the host will not know what the IP address of the DHCP server is, so it will send a DISCOVER message as a broadcast. Once a DHCP server has received the DISCOVER message, it will send an OFFER of an available unique IP address to use for a specified leased time. Once received the offer the client will REQUEST the IP address and then the server will ACKNOWLEDGE this request. If the DHCP server does not reside on the same network that the client connects to, then a L3 device can have a configurable “IP helper” address that forwards the request to a server located on a different network[4].
One of the main issues facing DHCP is that the clients request an IP address dynamically without administrative intervention. If a DHCP pool on a server becomes depleted, then clients will not obtain an IP address required for internetwork connectivity. Unless suitable monitoring of DHCP pools is in place, and this can become expensive in an enterprise environment as these features are usually licenced, administrators will not be aware unless users report issues which means resolution is part of a reactive process. 
Another issue that arises with DHCP is that clients initiate the DHCP process sending a DISCOVER packet. A server then responds with an OFFER. If a rogue device that can issue IP addresses is installed on the network it can be used to manipulate network traffic either by issuing a false default gateway, or simply to provide other false information that will cause traffic to be unrouteable.
In order to mitigate this, DHCP snooping can be configured. DHCP snooping is implemented to ensure that DHCP negotiations are only accepted by authorised devices. DHCP snooping registers interfaces (registered interface) as trusted ports to ensure that any replies from unauthorised servers are not sent.[5].
[bookmark: _Toc108095610][bookmark: _Toc109736324]2.4 Spanning Tree Protocol (STP)
Spanning Tree Protocol (STP 802.1D) provides loop free networks by disabling or blocking redundant links. If a link that is active fails, then the redundant link in the blocked state will become active after a convergence period. There are many flavours of STP, the needs of the organisations requirements will dictate the STP mode. In WAST, Rapid STP(RSTP) (802.1W) is used due to the quick convergence time during a topology change. WAST also have a relatively small Virtual Local Area Network (VLAN) database, therefore the requirement for something like multi-instance STP (MSTP 802.1s) is not required[6]. RSTP is easily configured.
Switches use Bridge Protocol Data Units (BPDU)-packets to communicate with other switches. If a switch receives a BPDU-packet, they will start exchanging information about themselves so a suitable root-bridge can be autonomously elected. A root-bridge is required so that the L2 loop free topology can be efficiently created since all  switches calculate the best route to the root. L2 networking decisions are automated and these are based on cost (speed of interfaces) to the root. In STP certain variables determine the cost to elect a root- bridge, with the lowest cost winning. If STP protocol is left in its native “out of the box” form, the switch with the lowest MAC address would become the root[7]. It is not good practice to leave STP in its native form and to elect the root-bridge by lower mac address. It is always  best for an administrator specify the root-bridge by overriding default values. Older switches will have less processing power  than newer switches. This was one of the contributing factors for this report title. The author discovered that an old switch (hidden away in a non critical hub room at a 999 contact centre) had become the root-bridge. Default values were left because the guidance in configuring RSTP was not followed and there are still no protective measures in place to prevent this from happening in the future. 
If there was no STP protocol running on the network, looped traffic will cause a broadcast storm causing switch’ Central Processing Unit (CPU) to run high, rendering the switch redundant. This could cause critical services to cease working. Other than maintaining the Content Addressable Memory (CAM) table, a switch’ main function is to forward traffic (frames) out of all interfaces other than the one it received it on[8]. In the looped topology, frames will continue to be forwarded through the network without discard, the frames build up quickly and will soon take all the processes. Users will report no network access or the network running very slow at the very least. STP is enabled by default on all Cisco switches[9]. L2 protocols do not propagate past L3 boundaries, therefore a STP change at one site will nott affect a STP change in another site because they are behind routers (L3 device).
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Figure 1: An illustration of STP. On the left a looped topology. On the right Loop Free, the redundant links have been placed in the disabled or blocked state[10].
[bookmark: _Toc108095611][bookmark: _Toc109736325]2.5 Rapid Spanning Tree Protocol (RSTP)
WAST have moved away from the native STP that is enabled by default and use RSTP. According to Cisco the root-bridge should be placed on the Core Switch in any network[11], as it is regarded the central point of the network (where all devices connect to). In WAST headquarters (HQ) Core 1 is the root-bridge and Core 2 is the secondary, this is set by configuring the bridge ID to be lower than the default 32768[12]. When a switch is connected to the network, it immediately sends a BPDU-packet with the bridge ID value configured. If that matches the MAC-address is then used to contest who has the lowest priority. If a low bridge ID is configured on the core, then it will immediately beat the default 32768 and the new switch will find the best path to the root.
One of the risks in any STP instance is that if a switch that is configured with a lower variables used in cost and calculations in the election process, a L2 topology change will take place. The superior BPDU (lowest costs) will claim root-bridge status for the switch, changing the L2 topology in all scenarios. All L2 traffic (frames) will flow to the root. Although this change propagates immediately, the convergence time in the default STP protocol can be up-to 50 seconds as opposed to 0.5 seconds for RSTP, this is because port states differ in convergence[13] :
[image: Chart
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Figure 2: STP comparison of ports states[14].
A root-bridge status could be changed either maliciously by a threat-actor or accidentally by an administrator. If a threat-actor was using a program that could send BPDU-frames, they could incrementally keep changing the topology of the network resulting in network outages that last up to 45 seconds at a time, causing major disruption. In a different attack they could claim and maintain the root-role and inspect network traffic without the knowledge of the organisation. Each of these scenarios would be detrimental. 
The importance of STP is acknowledged in the networking industry due to the fact that it is already an out of the box setting[15]. This is to avoid network loops occurring at installation of a switch on the network. A L2 network loop / broadcast storm[16] are a result that frames are repeatedly sent through the network. The accumulation of frames increase the switch Central Processing Unit (CPU), eventually causing a switch to become redundant. STP be a difficult to troubleshoot as all the switches will be running slowly and topology changes will be confusing. A physical sign of a broadcast storm is that all the interface lights on a switch will be orange. One of the most important lessons from this report is that STP should never be disabled, and a suitable flavour of STP should always be enabled on networks, without STP, networks would not be able to operate. As part of additional security in relation to RSTP in WAST, access ports should be set to non trunking uplinks and BPDU-Guard should be enabled on these interfaces. Configuring BPDU-Guard places the access port into interface in error-disabled mode if the switch receives a BPDU-packet on the interface. BPDU-Guard should not be put on interfaces connecting to other switches. Port-fast should be placed on the interfaces as part of this configuration, this places the access port into the forwarding state (ignoring STP messages and places the interface into the forwarding state following a convergence). Further measures to protect spanning tree is configuring root guard. Root-guard prevents interfaces having a root-path on that interface. An interface with root-guard enabled will always remain up, however will be placed in a root-inconsistent state, meaning it will not forward frames[17]. Currently in WAST, none of these mitigations are in place. These mitigations will be explored later in this report.
[bookmark: _Toc108095612][bookmark: _Toc109736326]2.6 Hot Standby Routing Protocol (HSRP)
HSRP (RFC 2281)[18] can be configured on a number of routers or L3 switches. Its function is for a cluster of  L3 (L3) Switches / routers  appear as one. HSRP can also be considered a L2 and L3 protocol as it uses a virtual MAC-address (a L2 address). If the active router(determined by the administrator) in the cluster fails, then another will change from the standby state to the active state. In Vantage Point House (WAST South East HQ) Core 1 is the active router and Core 2 is the standby. If core 1 fails then core 2 will become active, this is seamless with no network disruption to the clients. To determine if a router in the group has gone down, hello packets are exchanged every 3 seconds. If a hello packet is not received the standby will assume that the router is no longer reachable for the rest of the network. HSRP is a very useful redundancy protocol.
WAST use Virtual Routing and Forwarding (VRF) to segregate the secure traffic and admin traffic. When the traffic routes through the firewalls on the configured interface, it is handed to the L3 switch that runs the Open Shortest Path First (OSPF) routing protocol internally. Core 1 deals with the routing of this traffic whilst it is in the active state. Core 2 acts as standby and would assume active state if Core 1 failed. In the production network, downtime can adversely affect services, especially those requiring Transmission Control Protocol (TCP) sessions. TCP requires network stability and acknowledgements when sessions are created as opposed to User Data Gram Protocol (UDP) where traffic is transmitted and if it the receiving end doesn’t receive the message; the issue is ignored[19]. In HSRP the hand off to the new active means that the transition is seamless, and traffic is less impacted. This is more important for when TCP packets are sent over the network. The HSRP protocol uses a virtual MAC of 0000.0C07.AC00[20], this is standardised, if Core 1 is redundant, the Virtual Internet Protocol V(IP) address and the MAC-address will remain the same for the clients, therefore when Address Resolution Protocol(ARP) is used, as far as hosts are aware, there is no network change.  
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Figure 3: HSRP resilience demonstrated. A path to each of the HSRP routers and the virtual IP used by the HSRP group[21]. 
In WAST, HSRP v2 is used, however there is no authentication configured between the L3 switches. If a threat-actor wanted to, they could send a HSRP with a higher configured priority or a higher IP address in event of a priority tie. With authentication in place, HSRP will simply ignore the challenge. In the event a threat-actor does manage to become active router, they could route all traffic and have full visibility or simply cause severe disruption[21].
[bookmark: _Toc108095613][bookmark: _Toc109736327]2.7 Cisco Discovery Protocol (CDP)
CDP is enabled in the WAST network, It is Cisco Proprietary and is the equivalent of the open standard Link Layer Discovery Protocol (LLDP). CDP is enabled by default. All of the L2 equipment in WAST is Cisco. CDP allows administrators to see what other cisco device are connected to the switch. It is not only switches that are displayed in the CDP table, other devices are routers, access points (APs) or Voice over Internet Protocol (VOIP) phones. The CDP entries provide valuable information, such as model number, IP address, IP prefixes, connecting interfaces, and versions of code that are running on connected Cisco devices. CDP is enough to perform reconnaissance on the network for documentation or troubleshooting. If a threat-actor wanted to see vulnerable points of the network, they could gain information this way and base attacks on the results. Threat-actors could perform an attack on the CPU of Cisco devices by flooding the target with CDP advertisements[22]. Secure CDP can be enabled and Type Length Value (TLV) filtered lists configured to ensure only selected information is displayed, making it harder for malicious users to gain information. The only way to stop the CDP CPU attack is to disable the CDP process [23]completely. Given the usefulness of this tool, CDP should be left to run.
[bookmark: _Toc108095614][bookmark: _Toc109736328]2.8 Vlan Trunking Protocol (VTP)
VTP is used to manage VLAN databases. In its deployment guide[24], Cisco state that administrators must carefully choose whether implementing VTP on their network is safe. A VLANs initial design is to break up broadcast domains on a local switch. However in real time production networks, VLANs are spanned over multiple switches in order to provide easy and secure access for users. WAST are no exception. On Core 1, VTPv2 is enabled as a server, and all the other switches are clients. This means that VTP is centrally managed from the core. However, a misconception is that only the Server can override the VLAN database, this is not the case. A VTP Client can also overwrite a VLAN database[25]. Without VTP authentication enabled there is a real risk that VLANs could be modified by any Server or Client partaking in the VTP process.. In VTP, a revision number of the VLAN database is configured. However, when a VLAN is created it increments that figure. If an old switch was introduced into the network (reused from a different site), there is a risk that the VLAN database of that site could be overwritten. This is called a VTP bomb.. If a VLAN database is overwritten, all the VLANS that did exist on the switch does not exist anymore, In its purest form, if a vtp bomb happened in WAST, immediately network connectivity would be broken, causing all 999 / 111 calls to drop, phones de-register, all Access Points (APs) will lose connectivity with the controller, all network devices will be unreachable. To prevent this issue, it is recommended to turn VTP off, which could be manageable for WAST. Another solution is to put all switches other than the cores into VTP “transparent mode”. This means that the switches see the VTP traffic but do now update. Finally, if using VTP, the best practice is to implement VTP version 3 (VTPv3) where authentication could be implemented, meaning the configuration must be checked before installing new switches[25]. This provides an extra layer of security.
If an attacker managed to gain access to a network, and carries out a specified VTP attack, there is a possibility that they could Add, remove or modify VLAN information. Having access to the complete VLAN database[26], offers the attacker the platform to carry out further attacks such as vlan hopping
[bookmark: _Toc108095615][bookmark: _Toc109736329]2.9 Dynamic Trunking Protocol (DTP)
If a switch is connected to another switch’s interface with DTP enabled a trunk could be formed meaning that access to VLANs across the network could be allowed. A trunk is an interface where all VLANs, unless specified traverse. This access could mean that the “sniffing” of traffic utilising a tool such as Wireshark[27] could provide an attacker valuable information of the traffic going over the network. Subsequently, Wireshark can also be used to sequence voice traffic captured and listen to 999 calls.. The best mitigation for this would be to turn DTP off on each interface, change the native VLAN, create a blackhole VLAN on every unused access port, and shut all unused access ports[28]. Administratively this would be frustrating, however it could prevent anyone gaining traffic information.
[bookmark: _Toc109736330]2.10 Port Security
One way to prevent attacks against a switch’ MAC-address table is to enforce port security. WAST currently has no port security enabled and thus a malicious threat-actor can connect to the interface, obtain an IP address and essentially access resources, depending on the complexity of their attack. L2 port security would restrict how many mac addresses can be learned on a given interface. All devices have a unique MAC-address, an interface could be configured to allow a particular MAC-address. If any other device which will have a different MAC-address connects to the interface, the interface could be forced to Protect, Restrict or Shutdown[29]. MAC-addresses can easily be spoofed(copied), which makes these attacks appealing.
If the interface security outcome is forced to Protect, the interface will stay up, bur drop any traffic and will not send a message to the administrator of the violation. Restrict violation means the interface will remain up, drop the traffic and advise the administrator of the violation. Shutdown, shuts the interface and sends a message[30]. In WAST, users connect AP’s to interfaces, many wireless devices (MAC-addresses) connect to the AP’s, however switchport-security can be implemented as the AP’s are Control And Provisioning Wireless Access Points (CAPWAP). The AP tunnels all traffic to the Wireless Lan Controller (WLC); therefore the switch doesn’t see the client MAC-Addresses as it is dealt with by the AP before it gets to the interface on the switch[31]. Secondly, Cisco Voice over IP (VOIP) phones are used to connect computers. On the back of the phone there is an extra Local Area Network (LAN) interface for the computer to connect to, as a result two Mac-addresses will be learnt on WAST data interfaces, the one belonging to the phone and the other to the computer. To mitigate this, maximum MAC-addresses for this type of port could be increased to two, however, if a device is faulty or changed it could present an administrative overhead. By default, the MAC-address table is refreshed every five minutes[32]. With port security enabled, this could mean five minutes downtime for a user as the process in WAST is to raise a service desk ticket to investigate an issue and it is unlikely following this process that the issue will be immediately resolved. Further, a five-minute outage for a 999 / 111 call taker will affect productivity and could have serious consequences for the public who rely on the service.
Some of the attacks currently researched and their suggested mitigations. This report will offer a deeper understanding into these:[image: Table
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[bookmark: _Toc522865821]Table 1 An example of some of the attacks explored in this report and suggested mitigations[33]
Although the protocols and mitigations in the table above are discussed, considerations for the WAST production network need to be taken before the implementation. The table provides a brief overview to the user of the challenges discussed in this section.  
[bookmark: _Toc108095616][bookmark: _Toc109736331]2.11 Conclusion

In this section we have explored all the L2 protocols that are utilised in WAST. The protocols researched will provde the networking team, who may already understand these protocols, gain better knowledge how they are implemented in their organisation. This section has also provides an example of how a misconfiguration has resulted in a L2 weakness. The final part of this section, provides an insight into the later chapter on some of the mitigations that are used to protect the network at L2.
[bookmark: _Toc109736332]CHAPTER 3 RESEARCH AND METHODOLOGY

[bookmark: _Toc109736333]3.1 Introduction
[bookmark: _Toc108095619][bookmark: _Toc108518702][bookmark: _Toc108095620]Sections 1&2 explained the aim and objectives of the report and investigated the L2 protocols used by WAST in order to provide a solid interrogation to their vulnerably. This section will explore the methodology and the testing criteria required for the design and implementation and will set out the limitations. This section will outline the best suited philosophy and strategies for the progress of this project.

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc521745975][bookmark: _Toc521746639][bookmark: _Toc521746833][bookmark: _Toc521761813][bookmark: _Toc521762076][bookmark: _Toc521762222][bookmark: _Toc521762326][bookmark: _Toc521762395][bookmark: _Toc521762457][bookmark: _Toc522085377][bookmark: _Toc522085440][bookmark: _Toc522092224][bookmark: _Toc522114236][bookmark: _Toc522193152][bookmark: _Toc522197101][bookmark: _Toc522369032][bookmark: _Toc522598129][bookmark: _Toc522698259][bookmark: _Toc522698327][bookmark: _Toc522702181][bookmark: _Toc522702245][bookmark: _Toc522784270][bookmark: _Toc522864239][bookmark: _Toc522864313][bookmark: _Toc522865154][bookmark: _Toc522865231][bookmark: _Toc522865332][bookmark: _Toc522865500][bookmark: _Toc522865588][bookmark: _Toc522865662][bookmark: _Toc522865748][bookmark: _Toc522865822][bookmark: _Toc108095621][bookmark: _Toc108518703][bookmark: _Toc108597259][bookmark: _Toc108597339][bookmark: _Toc108597977][bookmark: _Toc108615752][bookmark: _Toc109128484][bookmark: _Toc109133208][bookmark: _Toc109732365][bookmark: _Toc109736334][bookmark: _Toc266447529]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc521745976][bookmark: _Toc521746640][bookmark: _Toc521746834][bookmark: _Toc521761814][bookmark: _Toc521762077][bookmark: _Toc521762223][bookmark: _Toc521762327][bookmark: _Toc521762396][bookmark: _Toc521762458][bookmark: _Toc522085378][bookmark: _Toc522085441][bookmark: _Toc522092225][bookmark: _Toc522114237][bookmark: _Toc522193153][bookmark: _Toc522197102][bookmark: _Toc522369033][bookmark: _Toc522598130][bookmark: _Toc522698260][bookmark: _Toc522698328][bookmark: _Toc522702182][bookmark: _Toc522702246][bookmark: _Toc522784271][bookmark: _Toc522864240][bookmark: _Toc522864314][bookmark: _Toc522865155][bookmark: _Toc522865232][bookmark: _Toc522865333][bookmark: _Toc522865501][bookmark: _Toc522865589][bookmark: _Toc522865663][bookmark: _Toc522865749][bookmark: _Toc522865823][bookmark: _Toc108095622][bookmark: _Toc108518704][bookmark: _Toc108597260][bookmark: _Toc108597340][bookmark: _Toc108597978][bookmark: _Toc108615753][bookmark: _Toc109128485][bookmark: _Toc109133209][bookmark: _Toc109732366][bookmark: _Toc109736335]
[bookmark: _Toc109736336]3.2 Philosophy
In order to complete a successful project, a suitable philosophy needs to be inherited that will enable the progression of the topic. One of the most common philosophies that can be utilised when selecting a methodology is the Research Onion which is shown in Figure 4.
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[bookmark: _Toc522865877]Figure 4 Research Onion [34]

In this report, Positivism will be the research philosophy. The threats and the mitigations discussed have already been widely researched and well documented by professionals who work in the networking and cyber security and networking field. The implementations that are demonstrated in this report have also been considered viable mitigations that would significantly reduce the risk of an attack or misconfiguration of the vectors in this report[35].
[bookmark: _Toc109736337]3.3 Apporach

The deductive Figure 5 approach complements positivism philosophy as much of the research has already been carried out and whitepapers available. The mitigations have been cited by networking authorities. In this paper, the theory behind each of the protocols in their current state will be explored, and a hypothesis of what would happen if a relative attack occurred formed. The results of the attacks will be measured in this report, pre and post mitigations.
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[bookmark: _Toc522865878]Figure 5 Deductive approach[36]


[bookmark: _Toc109736338]3.4 Strategy

Table 2 provides three research designs that could be adopted. In this report “casual research” will be research method of choice.
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Table 2: Research Design[37]

In networking, many of the protocols are set out in RFC. The RFC acts as a white paper on how the protocols are standardised[1]. As the RFC explains in detail the working of the protocols. The protocols are used to automate L2 decisions for network administrators. The risk that these protocols bring can severely disrupt the network if exploited intentionally or unintentionally. This projectss main focus is to present a problem with current Network configurations at WAST and show how the heavily researched mitigations could possibly benefit the organisation. 

[bookmark: _Toc109736339]3.5 Document Review
A review of the current documentation will be a critical part of this report. WAST are a cisco house at L2 of their network, meaning there is already extensive information about the technologies available. This enables the report to research and offer a robust solution that meets the security requirements going forwards. For every cisco deployment, there are best practice documents that can be referenced. This ensures that any configuration has been verified and should be safe to implement, of course careful considerations must be made if they are suited for the WAST network. 


[bookmark: _Toc109736340]3.6 Configuration Deployment
There will be no software created for this report, however configuration on devices will be required to replicate the network. The configuration will be made in a private network segregated from the production network. Occasionally when implementing cisco commands in a production environment things do not go to plan, and engineers can be faced “fire-fighting” issues as a result. Configuring a lab is a good way of testing outcomes. Pending results, any implementations on the production network will be reviewed and a change control produced for review by the IT Board at WAST for discussion and authorisation. The change control will highlight the work carried out and the rollback plans if it fails. As the main focus of the work will be carried out on non-production equipment, the risk of any outage is minimal.

[bookmark: _Toc109736341]3.7 Testing
Testing will be the final strategy used in this report.  As with the other strategies experiments will be a critical part of the project, and the key decisions on whether the implementations can be carried out in the WAST environment depend heavily on the testing.  The testing will provide the data that will influence the decision making.  The two test beds will be an attack before the L2 mitigations (or how things are now) and an attack after the mitigations have been implemented. The testing will identify any issues. The private network will be a replica of the production network but a smaller scale using only the required configuration and using redundant equipment, however the principle will still remain the same. The way protocols work do not differ on a model basis. If equipment is upgraded the protocols should operate the same way, however configuration may vary slightly.

[bookmark: _Toc109736342]3.8 Risks and liMitations

The testing will be carried out on a private network therefore risk to disruption on the production network is virtually non-existent. The private network topology is set out in the testing section. A virtual machine using Kali Linux is used on a private computer and bridged to the private network.

[bookmark: _Toc109736343]3.9 Conclusion

We have discussed the Research Methods adopted in this project. Positivism Philosophy was selected as the literature is widely available and extensive work has already been carried out in this field. From the wealth of the literature available, a comparison can be made and a deductive approach used to assess the relationship between the findings. A casual approach was chosen as this is an experimentative paper and expectations may not be met, which will result in further experiments or processes. As discussed, there are many white papers and case studies available that explore the protocols, and this report is highly dependable on academic documents. In order to assess the protocols for the report, and to get it as accurate to the WAST network as possible, software development was used. This enabled the report to run many commands and gave the flexibility to carry out new commands in a safe environment. Although not a true representation of the equipment used in production, comparable and the limitations section highlights this. For implementation on the WAST network, a change control would be submitted for approval, APPENDIX 1.


[bookmark: _Toc108095631][bookmark: _Toc109736344]CHAPTER 4: DESIGN AND IMPLEMENTATION

[bookmark: _Toc109736345]4.1 Introduction
Chapter three reviewed the Research and Methodology strategies and how they are used to form this report. This chapter will review the current L2 architecture in WAST and identify issues in its current form. We will review how left in its current state, these protocols pose a real risk to the network. This chapter, will provide WAST with a way plan to securing L2, and after evaluation, providing WAST with a route map to an improved posture,

[bookmark: _Toc108095632][bookmark: _Toc109736346]4.2 Problem formulation
WAST’s Network at their HQ has recently benefitted from a technical refresh. Figure 6 is an overview of the network there. The the HQ site has the largest network footprint of all WAST sites. Physical access into the HQ is restricted by a sign in / sign out process. An escort service is required if outside contractors require access. Secure doors using the Paxton platform require control cards that protects all secure areas, which include all Hub rooms. Overall physical security is appropriate.
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Figure 6: An overview of the network at WAST’s VPH Site

The VPH site is a critical service provider. Critical WAST services hosted at VPH include critical staff, who on a daily basis, receive a number of emergency and non-emergency phone calls from the public requiring at times urgent medical attention. Ambulances are despatched from the control room once triage has been assessed over the phone and all emergencies are tracked and logged from there using inhouse systems, all connected to the WAST network. Due to the nature of the site, resiliency and network uptime is paramount. When an outage occurs, which it has done in the recent past, operators can be forced to paper, meaning a delay in the response to medical emergencies, this not only affects regional services, but can have an effect on National services as the workload is shifted. Typically, much of the resilience lies in L3 (routing), and so not much attention has been given to L2, perhaps because from misconception that all attacks are made from outside the network (untrusted). WAST have invested in high end equipment, that is capable of running the network comfortably.
There is always a severe risk of service disruption and downtime whether from third party network providers, cyber-attacks, or misconfiguration. In January-2022 a severe outage occurred when one of the outside links to a data centre rerouted traffic from a 10Gb link over a 1Gb link. This caused a bottleneck and 999 calls into the VPH centre had to be rerouted to Ambulance Services in England. The scale of the outage is one that WAST aim to avoid in future. Following the outage, the directorate asked that all departments draw up an analysis of their systems and protect inhouse systems.
Cyber criminals that endeavour to cause disturbance to a critical service could target the network, and the threat is real. The Firewalls at the edge of the network consist of 2x Fortigate Firewalls 1100 that provide Next Generation Firewall Services including Intrusion Prevention and Intrusion Detection Services with multiple resilient connections via numerous Virtual Routing and Forwarding (VRF) interfaces. The Secure VRF is segregated and secured via stringent access control lists to ensure no contamination from the wider network jeopardises critical service performance.
The two Core switches are Catalyst 9500 switches and the high specification exceeds the required specification for L2 requirements at VPH. The access switches are a mix of Catalyst 9300, 3850 and 3750X. L2 protocols are used, however, this report will highlight some of the improvements that can be made to ensure that the network is protected against certain attacks and misconfigurations. Network outages at L2 can be very disastrous.
According to the Pearson Vue academy, who provide networking training for professionals, in 2016 the main L2 attacks consisted of[38]:
· MAC 
· VLAN  
· Gratuitous Address Resolution Protocol (GARP) 
· STP 
· CDP
· HSRP
· DHCP.
Mitigation of these vulnerabilities are relatively straight forward. If starting a network build from the beginning, these protective measures could be easily implemented. However, in a production environment where the network uptime has been over a year, unexpected behaviour could be experienced, which directorates are keen to avoid.
Not all of the vulnerabilities will be mitigated in this report, as a realistic evaluation needs to be undertaken on whether it is essential that certain protocols are actually secured. This said, risks of running them will be highlighted. We must bear in mind, that although a cyber-attack could cause a network outage, so could a network administrator who accidentally misconfigures a service. The outcome of the decisions will be presented in the final conclusion.
VPH is one of the larger sites with many switches. WAST utilise much of the protocols that are susceptible to attacks highlighted above.
· RTSP is used as loop prevention measures in the L2 network.
· VLAN are used to segregate services, 
· VTP is used to manage the VLAN databases. 
· CDP to identify Cisco devices connected to interfaces. Good for troubleshooting or documenting the network.
· HSRP to provide routing redundancy between the L3 Core Switches.
· DHCP to automatically assign unique Internet Protocol addresses to hosts / clients.

When the switches are unboxed, a template (created by WAST) is used to install new configuration onto them. Since the template was created, approximately 10 years ago, some useful features have been left out that could protect against any unwanted behaviour or disturbance. The main objective of the features would be to protect against an engineer, who could inadvertently carry out an action that a cyber attacker with malicious intent would do.
Within WAST, when expanding the network, most likely for user access such as when a new department moves into an area, a project is generated. Usually a Multi-Mode Fibre is run to a dedicated area (if there is not one there at present), and a Switch is installed to enable the interfaces for user access. As used switches may be reused to save money, this presents a risk as switches are removed without erasing configuration. If legacy configuration on a switch is present, and a new switch is installed on the production network without checking the configuration, it could be disastrous. Occasionally, non-network staff are utilised to connect a switch and an engineer will discuss steps over the phone. Similarly, third party may have access to hub rooms  and connect their equipment into WAST infrastructure (firewalls, switches, routers), without WAST administrators knowing L2 issues could start to present themselves in an unwanted fashion.
To note, most of WAST sites are small ambulance stations that use the Public Service Broadband Aggregation (PSBA) as a breakout. Behind each PSBA router is a WAST 24 port Cisco 2960 Switch that provides the ambulance staff wireless, phone and a computer terminals. There are circa 90 ambulance stations located all around Wales that WAST provide network connectivity for. There are also a further four main regional offices, Ty Elwy (North Wales), Llanfairfechan (North Wales), Llangynnor (Camarthenshire) and Thanet House (Swansea). These are also crucial as they provide 111 and 999 services through a regional control room. These four sites are slightly smaller than VPH, however share a common infrastructure.
The main focus of this report will be at the authors VPH, however any findings can be applied to all sites as the intention of this report is to eventually apply a security posture at all of WAST sites.
[bookmark: _Toc108095633][bookmark: _Toc109736347]4.3 Design
The L2 network at each WAST Regional HQ consist of a number of High Performance Cisco Catalyst 9300 switches to provide high speed access and availability for user devices and servers.  
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Figure 7: L2 topology at WAST displaying the protocols used.

Software Design Networking(SDN) would remove the L2 decision making from the switches once connected to the network by using a central controller for all networking decisions[39]. WAST are a very long way to transition to an SDN model, mainly due to costing and resources, therefore must use the traditional network practice until a time comes to migrate to an SDN architecture that will remove the complexity of L2 protocols. 
For clarity, the purpose of the Design and Implementation section is not to remove or replace the current protocols in use at WAST, but to use them in the most secure and safest way, without causing any disruption to the production network.
The overall design of the L2 network will be to use the protocols securely, this will be tested in the home lab environment and depending on the results, implemented in VPH, and then the other regional HQ’s. The home lab will be able to test all the protocols discussed in the literature review and is set up using routers, switches and a Kali Linux platform that can simulate a threat-actor or a misconfigured L2 device.


[bookmark: _Toc108095634][bookmark: _Toc109736348]4.4 Implementation
The home lab (see Figure 8) consists of a Cisco Catalyst 2900 series router, 2 x Cisco Catalyst 3750G 24 port switches, a Cisco 3750x 48 port switch, a Kali Linux machine and a Lenovo Think Pad laptop. The router is a DHCP server. The 24 port Switches are the Cores and the 48 port switch is a server / access port. The cores in the laboratory are not to the same performance as the ones in production environment, however they run the protocol suites adequately for testing purposes.
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Figure 8: The home lab topology.
R1 (the 2900 Series Router) has DHCP pools configured for each of the VLANs, as well as a management IP address for network reachability. The DHCP pools are configured to issue DHCP addresses for the laptops and they can show IP bindings (DHCP leases). The configuration of the home lab switches will be as close as possible to the ones on the WAST production network. The difference in models may cause some issues in some of the protocols being supported, however, a network simulation program such as GNS3 can be used to run unsupported IOS commands[40]. Unnecessary configuration will be omitted in the home lab network to provide uncomplicated output. The subnets used in the home lab will be different to the ones used in WAST, to ensure that no attacks could be accidentally leaked onto the production environment, especially if the home lab laptop connects via VPN. The home lab will run the same modes of the two protocols, using the Kali Linux machine. An attempt to disrupt the protocols will be made prior and after recommended security measures have been implemented which will be used to assess the suggested measures.
APPENDIX 2 shows a copy of the running configuration of these devices. 
A copy of the running configuration of these devices in APPENDIX 2.

[bookmark: _Toc109736349]4.5 Conclusion
This chapter has discussed the current network landscape at one of the WAST main sites (VPH). The current budget at WAST, and the vision of the network manager provides the report a clear path to follow when it comes to implementing L2 security. The traditional network (connecting switches) to the core with redundant link will remain. The protocols that are used will remain on the WAST network. There is no scope to move to SDN, therefore WAST must secure L2 as much as possible. The current template which is copied to the running configuration to a new switch will need to be reviewed and amended with a new template that will be created following the outcomes of the next chapter. The configuration of the protocols that are currently running on the WAST network have not been adapted to recent guidelines, and if not for this report, may not have been reviewed at all. The highlight of this report is that it can be presented to the IT Operations board, and the findings discussed. A proactive response can made to get the measures in place.

[bookmark: _Toc108095636][bookmark: _Toc109736350]CHAPTER 5: TESTING AND EVALUATION

[bookmark: _Toc109736351]5.1 Introduction
Chapter four, provided  a background to the problems facing WAST at L2.  This chapter will provide the outcome of the attacks made on the existing configuration and then the configuration that includes the mitigations.

[bookmark: _Toc108095638][bookmark: _Toc109736352]5.2 HSRP Attack

HSRP allows routers to be clustered and share a virtual IP (VIP). The VIP is used as the default gateway IP for hosts, if the priority router becomes unreachable, the secondary will take the VIP and traffic will not be affected.
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Figure 9:HSRP: Shows the router is Standby for L3 decisions. The priority is 160 and was set by the author.
[image: ]
Figure 10: HSRP: show standby output.

SW1 is a L3 switch, and is the active HSRP router. The Priority is 150 and therefore the lowest priority wins. The VIP for the HSRP routers is 192.168.2.5 for VLAN2 hosts in this scenario. The virtual MAC for the HSRP address is 000.0c07.ac02. This is correct and is stated in all the HSRP documentation. 
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Figure 11: HSRP: Yersinia on the Kali Linux machine displaying HSRP traffic that it sees.

Whilst the HSRP in the lab environment is configured and is working correctly, Yersinia is launched and we can see the HSRP traffic. 224.0.0.2 is the multicast address that HSRP uses to communicate between participants[41].

[image: ]
Figure 12: HSRP: The attack vector being selected, to send a packet to become the active router.

There is no Denial of Service (DoS) attack that can be carried out using Yersinia, however, disruption can easily be caused. The Kali Linux machine is set to become the ACTIVE router, meaning all L3 traffic  (traffic destined for other networks) will flow to it thus it poses a real risk, not only for performance, but also security.
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Figure 13: HSRP: Yersinia, the source IP being configured, last two octets 6.66 to signify an attacker.

A random IP address, that can be easily identified is used to become the ACTIVE router.
[image: ]Figure 14: HSRP: The results of the attack being shown. Port flapping in place, meaning disruption is recognised.

Once the attack is started, we can see immediately that the current ACTIVE router, is starting to encounter issues on its interfaces.

[image: ]
Figure 15: HSRP: show standby output following the attack shows that 6.66 with priority of 255 is now the active router.

 “show standby” command is run and the output states that the ACTIVE router is now 66.6.168.192 (the Yersinia IP backwards). All L3 Traffic is now routing to the Kali Linux machine. 


[bookmark: _Toc108095639][bookmark: _Toc109736353]5.2 RSTP Attack

[image: ]
Figure 16: RSTP: show spanning tree output.

Prior to any attack, SW1 is displayed as the spanning-tree root. The L2 topology is converged and each path is built to the root-(SW1) based on best cost calculation. All ports on the root-bridge are designated forwarding. The priority has not been changed from the default of 32768. This means any switch that is connected can become the root-bridge if it has a lower MAC-address than 001b.d4a2.5480 
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Figure 17: RSTP: Yersinia, the attack to claim the root-role is selected. This will cause all switches to calculate their best path to Yersinia.

There are many attacks that can be used to disrupt spanning-tree operation. This attack (claiming root-role) could happen if a rogue switch is connected to an interface on the network. The attack is run.

All ports on the root-bridge are designated forwarding. The priority has been changed from the default of 32768. This is to ensure that an administrator has determined the root-bridge and has not left it to the switches to automatically distinguish. The switch no longer displays “This bridge is the root” and it shows the MAC-address that the malicious program has used.  001b.d4a2.5480.
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Figure 18: RSTP: The root-bridge is recognised on int F1/0/48 (The trunk to where Yersinia is located. The Yersinia MAC-address is also identified as the root-bridge.

The attack is carried out and we can see that the root-designation has changed. 001b.d4a2.5480 was the MAC-address of the original root-bridge, if we look carefully 001b.d4a1.5480 (lower than the original, has been used to used by Yersinia) to win the election as the new root-bridge. Yersinia has changed the bridge priority from the default of 32768 to 28674, again lower than the default. As set out in STP documentation, the lowest values win in the election of the root-bridge. All L2 traffic (not destined for other networks) will now flow to the root.

[bookmark: _Toc108095640][bookmark: _Toc109736354]5.3 CDP Attack
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Figure 19: CDP: Normal CDP output displaying what Cisco devices are connected to the WAST-SW1 device.

[image: ]
Figure 20: CDP: Normal CDP output displaying which Cisco devices are connected to the WAST-SW2 device.

The purpose of CDP is to display to the administrator all directly connected Cisco devices. Figures 19 and 20 show connected to SW1 is SW2 on interface Fast Ethernet 1/0/48 and that device is a 3750 switch named WAST-SW2 connected on interface Fast Ethernet 1/0/24. A “show cdp entry” command will display further information, including IP address and software version running. This can provide administrators with valuable information for troubleshooting or mapping the entire Cisco estate. It could provide malicious threat-actors the same information for exploiting vulnerabilities and building a topology. 

Also connected to SW1 is the WAST_CORE, which is the edge router. The edge router is the router that provides internetwork connectivity and is the gateway for traffic in and out of the network. In the production environment, due to the nature of WAST operations, edge routers have very high specification Firewalls that control this access. CDP is enabled by default to all cisco devices, other than firewalls. For security, firewalls do not partake in CDP / LLDP[42]. Note that the Kali Linux machine that is used to carry out the simulated attacks is connected to interface Fa0/17  but is not displayed in the CDP table as it is not a Cisco device.

WAST SW2 is connected to WAST SW1. 
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Figure 21: After the CDP attack is carried out by Yersinia, it floods the CDP database, if continued this will kill the switch. Note: Platform “Yersinia”.

Following the CDP attack, we can see that on SW2, WAST-SW1 is still shown as connected to the same interface. Also displayed are some unhelpful, automatically generated Device ID’s, all connected to Fast Ethernet 1/0/17 (the Kali Linux machine). It has identified the platform as Yersinia – the attacking tool. 

If the administrator was to hit the space bar on this output, it will display another page, full of the same automatically generated information. The danger is that this attack will kill the CPU of the switch and make it redundant. The information at the top of the output shows CPU Hog messages identifying to this process. The root of the issue on the one switch is easily identifiable as connected to Fast Ethernet 1/0/17, however this attack on multiple switches could troublesome.

[bookmark: _Toc108095641][bookmark: _Toc109736355]5.4 DTP Attack
As with CDP, DTP is also enabled by default on all Cisco switches[43] which gives the cisco switch the ability to autonomously determine whether it is going to use a connected interface as a trunk or an access link. If an interface is not specifically assigned a role or is left in its default form, it will form a trunk link with another Cisco switch. If a malicious threat-actor connects to an interface and carries out a DTP attack, it will form a trunk. Trunk interfaces carry all VLAN traffic, including network L2 management traffic[44].
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Figure 22: DTP: The attack is selected to negotiate a trunk against a switch that does not have the switchport forced to access mode.

With DTP enabled, the Kali Linux machine is connected to an interface with no configuration. The switchport is not shut or assigned a role. Yersina offers a packet to the switch to enable trunking.
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Figure 23: DTP: The attack is sent and the packet to force the switch to trunk is acknowledged. All VLAN’s will now be visible.

The attack begins, and the exchange of negotiations is carried out. It takes seconds for the trunk to form.
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Figure 24: DTP: The interface is reset and the trunk is formed. The interface connecting the Yersinia to the network is now trunking.

The interface is in the up / up state, meaning both interface and protocol is up and traffic can be sent over the trunk (to the malicious users computer).

[bookmark: _Toc109736356]5.5 VTP Attack
The amount of VLANs on the WAST network is relatively small, and they don’t span around all the switches in VPH. However VTP is used to manage the VLAN database. Although convenient, it is not good practice to use VTP as it can cause disaster for networks, such as a VTP bomb. One of the main reasons for writing this report was an experience of a VTP bomb[45] caused by the author on a medical grade network. A hospital site with more than 100 VLAN’s was brought down after a switch was installed that had a VTP process with a higher revision number than the Core switch. All the VLAN database was overwritten with a test switch’ VLAN database, consisting of just five VLANs. Although it wasn’t a malicious attack, the event and administration error caused critical services to be rerouted to other hospitals and an investigation ensued. One of the biggest outcomes was the lack of understanding of L2 protocols and how misconfigurations could lead to major problems.
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Figure 25: VTP: Showing the VLAN database. 2 the only one created by the administrator.

The above figure shows the VTP role of WAST-SW1 as server. Any VLAN created will propagate through the network. The “show vlan” command displays the VLAN database, VLAN 1 (the default), and VLAN 2 which is the management and was manually created.
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Figure 26: VTP: Yersinia. Attack to add a VLAN.

The flavour of attacks is displayed in Figure 26. With just a click of a button, the whole switch could be wiped. The DoS attacks could prove catastrophic; however, the extent and effectiveness of the attacks can be demonstrated.

[image: ]
Figure 27: VTP: Yersinia: name of malicious VLAN, VLAN number is 666.

A new VLAN could be created across the switch estate, ID 666 and Name UWTSD is used so the reader can easily identify the newly created VLAN.
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Figure 28: VTP: Yersinia: VTP traffic exchanged.
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Figure 29: VTP: We can now see that VLAN 666 has been added to the database.
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Figure 28: VTP: Deleting the malicious VLAN for demonstration.

The same process goes for removing the VLAN from the database. Under the same attack tool, the Kali Linux requests the VLAN to be removed. 
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Figure 30: VTP: VLAN 666 removed by Yersinia.
VLAN 666 is now removed from the database. Although this is a test environment, a removal of the Server VLAN in a production environment will mean that all clients would not be able to communicate with essential services. In the 999 realm, all Cisco phones register to the Cisco Unified Call Manager server (CUCM), if CUCM is not reachable, all the phones will cease to work. Granted, there is a fall-back analogue option, however 999 will be put back to pen and paper, resulting in delayed response times. Another scenario is the ambulance despatching service, using specialist software, operators use computers that communicate with a specialist server. If that server is unreachable, operators will need to use the phones. However, if the Cisco Phones are also down (due the server VLAN is deleted), they will be pushed to the analogue method.

[bookmark: _Toc108095643][bookmark: _Toc109736357]5.6 DHCP Attack

DHCP is used to provide network devices with a usable unique IP address, and it can also be used to dynamically assign IP addresses for network essential services (such as default gateways, time servers, wireless LAN controllers). WAST utilise four x Windows 2019 servers for DHCP and redundancy, however the pools are configured with the same IP ranges, so if one server was lost, another would become the primary, the database is shared. This does not mitigate DHCP depletion. If DHCP depletion occurred, a host that requests an IP will assign itself an Automatic Internet Protocol Addressing(AIPA), which is not routable and belongs to the 169.X.X.X range[46]. Hosts not being able to communicate on a network will amount to many service desk calls until the root cause is discovered and resolved.
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Figure 31: DHCP normal operation, only 2 bindings on WAST server.
In Yersinia, the DHCP attack is not started. WAST_CORE (the router that has the DHCP server for simulation) displays two DHCP bindings in a /24 subnet, the /24 subnet allows for 254 usable IP addresses meaning 254 devices can obtain a usable, routable IP address for that particular subnet / VLAN[47].

If all the addresses are taken, hosts will need to be configured for a different VLAN or the existing subnet would need to be expanded.
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Figure 32: DHCP: Yersinia: attack to send packets selected.
There are few attacks against DHCP. A rogue server attack would simulate an end user connecting their own router into the network to expand it for fellow colleagues or an actual attack to act a s a MiTM to sniff traffic. 
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Figure 33: DHCP: Yersina: The attack takes place, and DISCOVER messages flooded. Note: The amount of DHCP traffic sent in milliseconds (ms). If not stopped it would kill the device.

In this attack, using the DORA principle, the attack sends DHCP discover messages to the server. The traffic count on DHCP packets is extremely high as the process starts.
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Figure 34: DHCP: The IP DHCP binding on the core is cleared for ease of viewing.
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Figure 35: DHCP: The depleted addresses on the server with randomly generated MAC-addresses by Yersinia.

In milliseconds, as the DORA process is continued, the IP DHCP binding is depleted, and his will carry on until the attack can be stopped. The MAC-addresses in the figure are all randomly generated, poisoning the MAC-address table on the switch.




[bookmark: _Toc109736358]5.7 Mitigations

The protocols investigated have been in place and used for many years. Whilst widely used, and some updates in versions of the protocols have been adapted, few changes in relation to best practices and securing them have occured. Higher layers of the OSI model, particularly the application, will see many threats and changes. Vendors are constantly keeping their user applications patched as this is where most of the attacks are seen to be targeted. The user is deemed the biggest threat to the network. L2 is often ignored in Cyber Security, however as discussed in this report, it is very vulnerable. It is true to say that your network is only as good as your weakest link. L2 operations affect all other traffic.
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Figure 36 [48] Percentage of organisations that have the following rules or controls in place.

Interestingly L2 implementations seem to be overlooked in the Cyber Security Breaches Survey 2022 above. A section that covers security control on company devices for example (eg laptops) could provide a vague interpretation that this covers network devices. However this reinforces that most of the cyber threat is user targeted. A sign that L2 continues to be overlooked or generalised.
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Figure 37: HSRP: Show Standby shows that Core is the active router.

[image: A picture containing text

Description automatically generated]
Figure 38 : HSRP: The key-chain for authentication on Core 1 is configured.
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Figure 39: HSRP: immediately recognises that a device with authentication is sending HSRP packets.

Since authentication is initiated on Core1, Core 2 HSRP packets are ignored, and bad authentication notices are given in the logs. Int Gi0/1.2 is part of standby 2 (VLAN 2) instance.
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Figure 40: HSRP: Standby router is unknown now as Core 2 (sw1) has no authentication configured.
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Figure 41: HSRP: SW1 believes it is the active router.
This would cause some network disruption as two routers are now claiming to be the active.
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Figure 42:HSRP: Authentication is now configured on Core 2(sw1).
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Figure 43: HSRP: Standby 2 instance is now working as intended with authentication string.

Yersinia
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Figure 44: HSRP Yersinia is used to carry out same attack on HSRP, now with authentication configured. This is the malicious IP.

[image: A screenshot of a computer

Description automatically generated with low confidence]
Figure 45: HSRP listens on multicast 224.0.0.2, the malicious IP (presented backwards in yersinia).
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Figure 46: HSRP: Non authenticated HSRP messages on Core are dropped.
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Figure 47: HSRP: Non authenticated HSRP messages on SW1 are dropped. 

Debug on the Core shows that 192.168.6.66 has no or invalid authentication configured, and the messages are dropped. 


[bookmark: _Toc108095646][bookmark: _Toc109736360]5.9 RSTP Mitigation
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Figure 48: RSTP shows SW1 is the root-bridge.
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Figure 49: RSTP shows that both 1/0/1 an 1/0/48 are partaking in RSTP and that the both interfaces are forwarding Note: another indication that this is the root-bridge.
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Figure 50: RSTP:Root-guard being configured on a per interface basis. 
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Figure 51: RSTP: SW2, displays its interface to reach the root.
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Figure 52: RSTP: Shows that the a BPDU with superior priority on a port configured with root-guard will put the port in the blocking state.
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Figure 53: RSTP: Yersina: Displays the configuration on the malicious threat-actor’s.
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Figure 54: RSTP: The same attack carried out earlier is primed.
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Figure 55: RSTP: BPDU’s are sent.
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Figure 56: RSTP: The access port of the malicious threat-actor is immediately shut, protecting RSTP. 
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Figure 57: RSTP: SW2 clearly displays the status of the malicious port and the reason its shut. Administrator could investigate immediately.

Root-guard protects against superior BPDU.

If we wanted to prevent another switch being connected to an interface, we could implement BPDU-Guard on every access port. BPDU will stop any unexpected switch being connected to an interface. Interface Fa1/0/24 is connected to sw1. If we put BPDU-Guard on this interface the interface will shut because it doesn’t allow BPDU-packets. BPDU-guard can be placed on all access interfaces.
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Figure 58: RSTP: BPDU-Guard configured on a port receiving BPDU-frames.
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Figure 59: RSTP:BPFU guard demonstrated, placing the interface in error disabled.
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Figure 60: DHCP : snooping config on int fa1/0/24.

DHCP snooping is on a per interface basis. All ports are untrusted, until a trusted statement is issued on a trusted interface. Any DHCP messages will be ignored on untrusted interfaces but allowed on trusted interfaces. This means that any DHCP traffic on untrusted interfaces will be dropped. Rogue servers in this instance will not be able to send DHCP messages.
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Figure 61: Switchport-security to protect against multi MAC-addresses being used.

Switchport-security in the above scenario will mitigate against MAC-Spoofing and attacks against DHCP. Switchport port-security maximum 3 will place an interface into the “shut” state. If any interface receives traffic for more than three MAC-addresses with the above configuration, then it will automatically shut the interface.
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Figure 62: DHCP: The attack is carried out.

The configuration is placed on the malicious threat-actor interface and the DHCP attack (where the yersinia device generates random MAC-addresses for DHCP bindings) is initiated. The attack is against the trusted DHCP server; therefore, the traffic is allowed, however the switchport-security is in place and therefore shuts the interface.
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Figure 63: The Security policy immediately shuts the port. Protecting the DHCP service.

The output above shows switchport-security autonomously closing the port, the interface and the MAC-address that caused the violation.
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Figure 64: DHCP: Shows normal binding after the attack. The mitigation is successful.

On the DHCP server, it shows that the bindings are clear from the attack and that the DHCP bindings are actually no affected and services are functioning normally.

[bookmark: _Toc109736362]5.11 VTP Mitigation
As we can see from the below output, SW1 and SW2 are in the same VTP domain however they have different VLAN databases.
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Figure 65: The normal operating VLAN database on SW1.
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Figure 66: VLAN 13 on SW2 is added to show a difference in the VLAN database between switches.

The reason for this is that SW1 has authentication set, meaning that VTP is now secured. If we add the authentication on SW2 side:
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Figure 67: VTP authentication configured on the VTP domain.
SW1 and SW2 will have the same VLAN database. Only expected switches with VTP authentication enabled will be able to exchange VLAN databases.
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Figure 68: VTP: a new VLAN is created (99).
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Figure 69: VLAN database has been overwritten (13 has deleted, 999 has added). The overwriting has occurred. 

SW1 and SW2 post authentication mitigation is a good way of ensuring consistency in the VLAN database and to ensure that the risk to the core VLAN database is secured as well as it could be. Further steps can be taken, for example the core could be configured as a server, and the remaining as transparent. This means that only the core will be able to create new VLANs throughout the network. In transparent mode, the switches ignore the updates. As WAST is a small network, this would be acceptable. Another mode of VTP is client, VLANs cannot be created when VTP is in a client mode, however if a client has a higher revision number than the server, it will rewrite the servers database with its own. In WASTs scenario, the core will be nominated as the VTP server, and the connecting switches will be transparent. VLANs will be manually created on the transparent switches[49].

[bookmark: _Toc109736363]5.12 CDP Mitigation

CDP was assessed, and although an attack could be carried out, the usefulness of CDP and what it does for engineers far outweighs the risk. Information from CDP provides engineers the ability to quickly troubleshoot and understand the topology of the network. CDP mitigations are very limited and consist of not running CDP at all (no visibility of connected devices) or to limit information provided about connecting Cisco (not only switches) devices. For this reason, CDP will remain, however the risk is understood and will be noted.



[bookmark: _Toc109736364]CHAPTER 6 CONCLUSION AND RECOMMENDATIONS

This report covers the configuration of L2 security on a production network at WAST. It was discovered that the current L2 landscape is not adequate to protect the network from failure. The suite of protocols / measures suggested in this report would provide WAST with a stronger stature in defence. The research identified WAST not having the recommended measures in place. A recommendation to implement the measures, and the benefits they bring.
This report has provided an extensive insight int the research of L2 protocols, their design and features. The research of the protocols in this report will aide network administrators when considering L2 improvements. It is recommended that the changes to security highlighted in this report are made before the scalability of WAST makes it more difficult. The scalability of organisation, network landscape and constant threats means these protocols must continue to be under review and that this report is not a final solution. This report has demonstrated how temperamental L2 is, but also how important it is to ensure it operates to its maximum potential. A L2 outage affects all of the network. An organisation that provides critical services must have optimal network uptime. WAST IT board of directors have been very supportive of this project as the report and work has highlighted that all the networking switches support the mitigation measures. What is also positive is that the key changes can be implemented without great risk, however a Change Control will be required to cover the work. In a change control, these measures will need to be explained to non-technical staff, however a copy of this report can be provided for their general understanding. The L2 infrastructure must be protected, evolved and on the security agenda.

[bookmark: _Toc109736365]CHAPTER 7 REFLECTIONS
This report explored weather the L2 protocols used in WAST could be secured effectively without causing too much of an impact on network performance. The author believes that the L2 attacks and mitigations in this report were effective. 

As part of this report, some of the mitigations have been seen as “quick wins” and have already been implemented on the production environment. DTP has been mitigated against in VPH by forcing all the non-trunking interfaces as access ports. BPDU-Guard and port fast has also been put on these interfaces. A new configuration template has been created for the various switch models, these can be used as a base template, meaning only configuration that is not known (IP addressing etc) needs to be applied.

The project was enjoyable. Some of the more complex mitigations will need further investigation, especially when configuring authentication and forcing root-guard as how these changes behaved in the laboratory may affect live systems and servers differently, but this will be covered in an extensive change control.

As an engineer in this field, the author believes that his understanding and respect for the L2 infrastructure has deepened and their interest in this field will result in further study and research in this field.
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[bookmark: _Toc109732402][bookmark: _Toc109736371]Low/Moderate/High/Now

	[bookmark: _Toc109732403][bookmark: _Toc109736372]Change Summary:


	[bookmark: _Toc428526399][bookmark: _Toc109732404][bookmark: _Toc109736373]Who will be doing the work?

	Name:
	Geraint Hill

	Team:
	Networking

	Telephone:
	

	Email:
	Geraint.hill@wales.nhs.uk

	

	[bookmark: _Toc428526400][bookmark: _Toc109732405][bookmark: _Toc109736374]Where and when is the work taking place?

	Start Date:
	

	Completion date:
	

	Project/Service Desk request:
	

	Location Site and Room:
	

	Equipment to be worked on:
	

	ICT and Other Staff supervising/doing the work:
	Geraint Hill

	Impact on other systems/departments:
	None

	

	[bookmark: _Toc428526401][bookmark: _Toc109732406][bookmark: _Toc109736375]Why Is The Work Being Done?  Justify the work – include details of testing if applicable,

	



	

	[bookmark: _Toc428526402][bookmark: _Toc109732407][bookmark: _Toc109736376]Describe the Work to Be Done Include details of patches, backup and rollback strategy etc.,

	

	

	[bookmark: _Toc109732408][bookmark: _Toc109736377]Risk Assessment

	
Reverse the commands.
 

	

	Success Measures

	

	

	[bookmark: _Toc236737603][bookmark: _Toc109732409][bookmark: _Toc109736378]Details of 3rd Party Involvement

	
None




	

	Other Information

	


WAST ICT Request for Change
Change Approval
	

	[bookmark: _Toc109732410][bookmark: _Toc109736379]Responsible:
	Geraint Hill

	

	[bookmark: _Toc109732411][bookmark: _Toc109736380]Accountable:
	Geraint Hill

	

	[bookmark: _Toc109732412][bookmark: _Toc109736381]Consulted:
	
	

	[bookmark: _Toc109732413][bookmark: _Toc109736382]Informed:
	
	



Work Signoff
	
	Completed By
	Confirmed By
	Date
	Comments

	[bookmark: _Toc109732414][bookmark: _Toc109736383]Change Completed:
	
	
	
	

	[bookmark: _Toc109732415][bookmark: _Toc109736384]Work Completed:
	
	
	
	




APPENDIX 2 – RUNNING CONFIG OF HOME LAB

hostname WAST_CORE
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
network-clock-participate wic 0
network-clock-participate wic 1
!
ip cef
!
!
!
ip dhcp excluded-address 192.168.2.1 192.168.2.10
!
ip dhcp pool WAST_MANAGMENT
 network 192.168.2.0 255.255.255.0
 default-router 192.168.2.1
!
!
!
no ipv6 cef
multilink bundle-name authenticated
!
!
!
!
!
!
!
voice-card 0
!
!
!
!
!
!
!
!
license udi pid CISCO2901/K9 sn FCZ1748C2RN
hw-module pvdm 0/0
!
!
!
!
redundancy
!
!
!
!
!
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 ip address 192.168.1.1 255.255.255.0
 duplex auto
 speed auto
!
interface GigabitEthernet0/1
 no ip address
 duplex auto
 speed auto
!
interface GigabitEthernet0/1.2
 encapsulation dot1Q 2
 ip address 192.168.2.1 255.255.255.0
!
interface BRI0/0/0
 no ip address
!
interface BRI0/0/1
 no ip address
!
interface BRI0/1/0
 no ip address
!
interface BRI0/1/1
 no ip address
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
!
!
!
!
control-plane
!
!
voice-port 0/0/0
!
voice-port 0/0/1
!
voice-port 0/1/0
!
voice-port 0/1/1
 !
 !
 !
!
!
!
mgcp profile default
!
!
!
!
!
gatekeeper
 shutdown
!
!
!
line con 0
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login
 transport input all
!
scheduler allocate 20000 1000
!
end 

WAST_SW1

ip access-list standard ACL_SNMP
Permit 192.168.0.0 0.0.255.255

No ip http server
Vtp mode transparent 
ip domain-name 
ip name-server 
no ip domain lookup 
spanning-tree mode rapid-pvst




snmp-server view ALL-ACCESS iso included
snmp-server group Group1 v3 priv read ALL-ACCESS access ACL_SNMP
snmp-server user PRTG Group1 v3 auth sha Prometheus priv aes 128 Prometheus access ACL_SNMP

Username wast-local-user priv 15 secret WastAdm1n

SNMP V2

LetmeCU

Line vty 0 15
session-timeout 60
 exec-timeout 15 0
 logging synchronous
 login local
 transport input ssh

line con 0
 exec-timeout 15 0
 logging synchronous
 login local

banner login ^CCCCC
  ||          |||        ||     |||||        |||||||  ||||||||||||
   ||       ||  ||      ||    ||    ||      ||             ||
     ||    ||     ||   ||    ||||||||||      ||||||        ||
       ||||        ||||     ||        ||          ||       ||
        ||          ||     ||          ||   |||||||        ||
 -----------------------------------------------------------------
                     Welsh Ambulance Service Trust
 -----------------------------------------------------------------
                O N L Y  A U T H O R I Z E D  A C C E S S
 -----------------------------------------------------------------
 *****************************************************************
 *         Unauthorised access or use of this equipment         *
 *          is prohibited and constitutes an offence             *
 *             under the Computer Misuse Act 1990.               *
 *            If you are not authorised to use this              *
 *             system, terminate this session now.               *
 *****************************************************************
  ^C

logging host 

logging buffered 16777216
clock timezone BST 0 0
clock summer-time BST recurring last Sun Mar 01:00 last Sun Oct 02:00
ntp server 10.61.240.97
Ntp server 10.61.0.19 perfer

int range Fa1/0/1 - 47
switchport mode access
switchport access vlan 2
spanning tree bpdu-guard enable
spanning tree portfast

int fa1/0/48
switchport mode trunk
description UPLINK
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[bookmark: _Toc109736385]ETHICS FORM
APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  


SECTION A: About You (Principal Researcher)

	Full Name:
	Geraint Arfon Hill

	Tick all boxes which apply:

	Member of staff:
	☐	Student:
	☒	Honorary research fellow:
	☐


	Faculty/School/Centre:
	University of Wales Trinity St Davids

	Campus:
	Bay Campus

	E-mail address:
	9900497@student.uwtsd.ac.uk

	Contact Telephone Number:
	07908269850

	For students:

	Student Number:
	9900497
	Undergraduate
	☒
	Programme of Study:
	Cyber Security and Networking
	Taught Postgraduate
	☐
	Director of Studies/Supervisor:
	
	Research
	☐


SECTION B: Approval for Research Activity

	Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)
	YES
	☐	NO
	☒
	     
	Date

	If Yes, please indicate source of approval (and date where known):
	Research Degrees Committee
	☐	

	
	Faculty Research Committee
	☐	

	
	Other (write in)

	☐	


Approval in principle must be obtained from the relevant source prior to seeking ethical approval.

SECTION C:  External Ethical Guidance Materials

	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines.

	
	☒
	
	☐

	
	☐




SECTION D: External Collaborative Research Activity

	Does the research activity involve collaborators outside of the University?
	YES
	☒
	NO
	☐

	
If Yes, please provide the name of the external organisation and name and contact details for the main contact person:

	Institution
	WAST healthboard

	Contact person name
	Tony Raine

	Contact person e-mail address
	Tony.raine@wales.nhs.uk



Where research activity is carried out in collaboration with an external organisation
	Does this organisation have its own ethics approval system?
	YES
	☐
	NO
	☒

	If Yes, please attach a copy of any final approval (or interim approval) from the organisation




SECTION E: Details of Research Activity

	Indicative title:
	Securing the Data Link Layer (L2) on the WAST network infrastructure

	Proposed start date:
	09/2018
	Proposed end date:
	07/2022

	The aim of this report is to evaluate if the current L2 implementation at WAST is secure enough or if further measures can or need to be implemented to ensure WAST are in the optimal posture and are adequately protected against threats and vulnerabilities. 

[bookmark: _Toc109133243][bookmark: _Toc109736386]1.2 Objectives

To meet the aim, the following objectives will need to be met:

· Research L2 protocols that are used across the WAST health board and identify best practices for securing them
· Conduct an extensive analysis of L2 protocols on existing WAST network
· Replicate the existing infrastructure in a home lab environment
· Identify the vulnerabilities and implement the recommended mitigations safely
· In a testing environment, apply configuration to enable the mitigations and interrogate them by attacking the specific protocols
· Evaluate the results of the mitigations and decide if there’s a business case to implement them
· Provide the IT Ops board with a clear plan to implement the new measures on the production network
It is predicted that most of the security measures offered in this report will be applied on a small site before implementing across the board, eventually to the main sites upon its success. 

The report should re-invent and future proof the existing configuration that is currently copied to L2 devices and act as a baseline for future deployments.


	

	Proposed methods
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. (Maximum 600 words)

	To implement these changes on the WAST production network could cause some disruption to critical services, such as the 999 telephony and services and also the less urgent 111 calls, however these services need to be considered as crucial as each other. Complacency when bulk configuring these devices could be an issue. WAST do not have a central management for pushing out configuration and rely on engineers like myself to configure devices. To ensure that configuration is correctly applied, it is important that under any circumstance a Change control process is adhered to and that the work is suitably planned, understood and communicated. Failure to do this will result in loss of confidence.




	Location of research activity
Identify all locations where research activity will take place.

	Initially at VPH HQ in Cwmbran where author is based.

(this box should expand as you type)

	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural sensitivities or vulnerabilities of participants.

	

(this box should expand as you type)




SECTION F: Scope of Research Activity

	Will the research activity include:
	
YES
	
NO

	Use of a questionnaire or similar research instrument?
	☐
	☒

	Use of interviews?
	☐
	☒

	Use of diaries?
	☐
	☒

	Participant observation with their knowledge?
	☐
	☒

	Participant observation without their knowledge?
	☐
	☒

	Use of video or audio recording?
	☐
	☒

	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	Investigation of participants involved in illegal activities?
	☐
	☒

	Use of procedures that involve deception?
	☐
	☒

	Administration of any substance, agent or placebo?
	☐
	☒

	Working with live vertebrate animals?
	☐
	☒

	Other primary data collection methods, please explain in this box



	☐
	☒



If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



[bookmark: _Toc109736387]GLOSSARY

WAST – Welsh Ambulance Service Team. A health board in Wales that organises ambulatory care.

LAYER 2 – Data Link layer. The protocol data unit is a frame. Switches reside on this layer of the Open System Interconnection Model.

SBUHB – Swansea Bay University Health Board. A health board in South Wales where the author worked. 
  
RFC – Request for Comments. Where protocols are documented for Information Technology purposes. 

DHCP – Dynamic Host Configuration Protocol. Used to autonomously issue Internet Protocol Version 4 (IPv4) addresses to hosts.

BOOP – Bootstrap Protocol. Enables the network user to be configured and to obtan an IP address.

STP – Spanning Tree Protocol. A protocol that ensures a loop free network. Enabled by default on switches.

RSTP – A mode of Spanning Tree Protocol. Known for its simplicity and rapid convergence time.

HSRP – Hot Standby Routing Protocol. A redundancy protocol.

CDP – Cisco Discovery Protocol. Cisco Propriety protocol to display what other Cisco devices are connected. The open standard equivalent is Link Layer Discovery Protocol (LLDP).

VTP – VLAN Trunking Protocol. A way to manage VLAN’s easily over the network.

DTP – Dynamic Trunking Protocol. Enabled by default, allows switches to dynamically form trunk links between them.

OSPF – Open Shortest Path First. An interior routing protocol that uses link states to make routing decisions autonomously.

VPH – Vantage Point House. The building in South Wales that WAST use as a headquarters (HQ).

VLAN – Virtual Local Area Network, A segmented network used to increase broadcast domains.

VRF – Virtual Routing and Forwarding. Different instances of routing that co-exist on a single router.

TCP – Transmission Control Protocol. This is the main protocol of the Internet, uses acknowledgements in packet exchange. Reliable.

UDP – User Datagram Protocol. Packet exchange without acknowledgements. Unreliable.

Threat-Actor – A user that intends to cause harm to a digital infrastructure.

LLDP – Link Layer Discovery Protocol. The open standard version of CDP.

VoIP – Voice Over Internet Protocol. Telecommuting over a digital network using IP addresses.

CUCM – Cisco Unified Call Manager. Cisco’s platform to manage a VoIP service and network.

CPU – Central Processing Unit. Performs instructions for a computer.  

AP – Access Point. Enables clients to connect wirelessly to the network.

WLC – Wireless LAN Controller. Used to manage AP’s.

LAN – Local Area Network. A network that is managed by an organisation.

NGFW – Next Generation Firewall. A firewall that does more than just permits and denies traffic. It can also make decisions based on the type of traffic it see’s on the network.

GNS3 – A network simulation tool that is used by students.

Yersinia – A tool used to cause disruption to L2 protocols.

AIPA –Automatic Private IP Addressing. A self assigned address when DHCP is not reachable or if a static IP is not set.

DORA – The process of the DHCP protocol. Discover, Offer, Request, Acknowledge.

IP – Internet Protocol. Governs data over the network.
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GigabitEthernet8/1.2 - Group 2
State is Standby
1 state change, last state change 00:00:06
Virtual IP address is 192.168.2.5
Active virtual MAC address is 0000.0c07.ac62
Local virtual MAC address is 0000.0c07.ace2 (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.200 secs
Preemption disabled
Active router is 192.168.2.2, priority 150 (expires in 10.512 sec)
Standby router is local
Priority 160 (configured 160)
Group name is "hsrp-Gi@/1.2-2" (default)
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WAST-Shl#sh standby
05:14:20: %SYS-5-CONFIG_I: Configured from console by console
Vlan2 - Group 2
State is Active
2 state changes, last state change ©0:10:06
Virtual IP address is 192.168.2.5
Active virtual MAC address is 0000.0c07.ac62
Local virtual MAC address is 0000.0c07.ace2 (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.648 secs
Preemption disabled
Active router is local
Standby router is 192.168.2.1, priority 160 (expires in 7.677 sec)
Priority 150 (configured 150)
TP redundancy name is "hsrp-V12-2" (default)
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:37: %SW_MATM-4-MACFLAP_NOTIF: Host 885a.9274.a@91 in vlan 2 is flapping be
port Fal/@/48 and port Fal/e/1
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WAST-Sh1#sh standby
Vlan2 - Group 2
State is Listen
3 state changes, last state change 00:00:59
Virtual IP address is 192.168.2.5
Active virtual MAC address is 885a.9274.a091
Local virtual MAC address is 0000.0c67.ac02 (v1 default)
Hello time 3 sec, hold time 10 sec
Preemption disabled
Active router is 66.6.168.192, priority 255 (expires in 9.647 sec)
Standby router is 192.168.2.1, priority 160 (expires in 9.043 sec)
Priority 150 (configured 150)
IP redundancy name is "hsrp-V12-2" (default)
WAST-SW1#

05:24:34: %SW_MATM-4-MACFLAP_NOTIF: Host 885a.9274.a091 in vlan 2 is flapping between port Fal/@/48 and port Fal/@/1
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WAST-SW1(config)#do sh spanning-tr

VLANGOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32769
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This bridge is the root
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Fal/0/48 Desg FHD 19 128.52  P2p
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WAST-SW1#sh cdp ne
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme  Capability Platform Port ID
WAST-SW2 Fas 1/0/48 154 ST WS-C3750- Fas 1/0/24
WAST_CORE Fas 1/0/1 145 RSI €ISC02901 Gig @/1
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WAST-SW2#sh cdp ne
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme  Capability Platform Port ID
WAST-SW1 Fas 1/0/24 165 sI WS-C3750- Fas 1/0/48
WAST-Sw2:#f]
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WAST-Sk2#sh cdp ne
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme  Capability Platform Port ID
WAST-SW1 Fas 1/6/24 173 sI WS-C3750- Fas 1/0/48
WAST-SW2#

01:06:38654705664: %SYS-3-CPUHOG: Task is running for (2137)msecs, more than (2000)msecs (101/6),proc
ess = HLFM address learning process.
~Traceback= 4CF61C ACF748 4BAD7C 161EF4 1635F4 AAEBAO AAEEA4 4AEFDS 4AADCO 4AAF70 9AQE9D 998464
01:06:51539607552: %SYS-3-CPUHOG: Task is running for (4274)msecs, more than (2000)msecs (204/6),proc
ess = HLFM address learning process.
~Traceback= 1170080 161DB0 1635F4 4AEBA® 4AEEAA 4AEFDS 4AADCO 4AAF70 9ADE9® 998464 sh cdp ne
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme  Capability Platform Port ID
WAST-SW1 Fas 1/0/24 152 S1 WS-C3750- Fas 1/0/48
0000000 Fas 1/0/17 250 RTBS yersinia Eth @
1111111 Fas 1/0/17 243 TIr  yersinia Eth @
2222222 Fas 1/0/17 250 RTSI yersinia Eth @
3333222 Fas 1/0/17 249 RTSI yersinia Eth @
2222273 Fas 1/0/17 249 RBSHI yersinia Etho
NNNN222 Fas 1/0/17 242 RTBSHI yersinia Eth @
LLLLLL3 Fas 1/0/17 249 BHIr yersinia Eth @
LLLL333 Fas 1/0/17 249 BSI yersinia Eth @
KK33333 Fas 1/0/17 242 s yersinia Eth @
\EEEEES Fas 1/0/17 242 r yersinia Eth @
EEEEEEEY Fas 1/0/17 249 TBSHI yersinia Eth @
2444444 Fas 1/0/17 249 RTBSHI yersinia Eth @
444KKKK Fas 1/0/17 241 TSH  yersinia Eth @
PPPP444 Fas 1/0/17 241 Rr yersinia Eth @
5555555 Fas 1/0/17 249 BSI yersinia Eth @
MMMMS55 Fas 1/0/17 249 TBHIr yersinia Eth @
SMMMMHM Fas 1/0/17 241 r yersinia Eth @
QQQQ555 Fas 1/0/17 241 Tr yersinia Eth @
6666666 Fas 1/0/17 248 RTBHIr yersinia Eth @

T |
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- Choose protocol attack (x]
CDP DHCP 8021Q 8021X DTP HSRP ISL MPLS STP VIP
Choose attack
Description Dos

sending DTP packet
@® enablingtrunking

Cancel oK.
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CDP DHCP 8021Q 802.1X DIP HSRP ISL MPLS STP VIP Yersinialog

Neighbor-ID  Status
001BD5366F14 04 ACCESS/AUTO
OC7CE846D595 03 ACCESS/DESIRABLE
001BD5366F14 84 TRUNK/AUTO

Interface  Count Last seen

eth0 1 14Jun 09:00:22
eth0 3 14Jun 09:00:43
eth0 3 14Jun 09:00:43
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IAST-SW2(config)#
95:25:19: %LINEPROTO-5-UPDOWN: Line
)5:25:20: %LINK-3-UPDOWN: Interface
95:25:23: %LINK-3-UPDOWN: Interface
)5:25:24: %LINEPROTO-5-UPDOWN: Line
IAST-SW2(config)#
IAST-Sh2(config)#
95:26:11: %LINEPROTO-5-UPDOWN: Line
)5:26:14: %LINEPROTO-5-UPDOWN: Line

protocol on Interface FastEthernet1/0/17,
FastEthernet1/0/17, changed state to down
FastEthernet1/0/18, changed state to up

protocol on Interface FastEthernet1/0/18,

protocol on Interface FastEthernet1/0/18,
protocol on Interface FastEthernet1/0/18,

changed

changed

changed
changed

state

state

state
state

to

to

to
to

down

up

down

upl]
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WAST-SWl#sh vtp status

VTP Version 22
Configuration Revision 1
Maximum VLANs supported locally : 1605

Number of existing VLANs 6

VTP Operating Mode : Server

VTP Domain Name WAST

VTP Pruning Mode Disabled

VTP V2 Mode Disabled

VTP Traps Generation Disabled

MDS digest : 0x23 OXDE 0x60 Ox84 0x08 Ox7B 0x06 Ox8A

Configuration last modified by 0.0.0.0 at 3-1-93 00:04:45

Local updater ID is 192.168.2.2 on interface V12 (lowest numbered VLAN interface found)
WAST-SW1#

WAST-SW1#

WAST-SW1#

WAST-SW1#

WAST-SW1#sh vlan

1 default active  Fal/6/2, Fal/e/3, Fal/0/4
Fal/e/5, Fal/0/6, Fal/0/7
Fal/0/8, Fal/0/9, Fal/6/10
Fal/0/11, Fal/6/12, Fal/6/13
Fal/0/14, Fal/6/15, Fal/6/16
Fal/0/17, Fal/6/18, Fal/6/19
Fal/0/20, Fal/6/21, Fal/6/22
Fal/0/23, Fal/6/24, Fal/6/25
Fal/0/26, Fal/6/27, Fal/6/28
Fal/0/29, Fal/6/30, Fal/6/31
Fal/0/32, Fal/6/33, Fal/6/34
Fal/0/35, Fal/6/36, Fal/6/37
Fal/0/38, Fal/6/39, Fal/6/40
Fal/0/41, Fal/6/42, Fal/6/43
Fal/0/44, Fal/6/45, Fal/6/46
Fal/0/47, 6i1/6/1, Gil/0/2
Gi1/e/3, Gil/e/a

2 MANAGMENT active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup

1004 fddinet-default act/unsup
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- Choose protocol attack. [x}

CDP DHCP 8021Q 8021X DTP HSRP ISL MPLS STP VTP
Choose attack
Description Dos
sending VTP packet
deletingall VTP vians v
deletingonevian v
@ adding one vian
Catalystzeroday v

Cancel oK.
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- VTP attack parameters
adding one vian

VLANID 666
VLAN Name | UWTSD|

Cancel

oK.
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CDP DHCP 8021Q 802X DTP HSRP ISL MPLS STP VIP Yersinialog
Code Domain  MD5 Interface  Count Last seen
01SUMMARY WAST  23DE6084087B068A| ethO 1 14Jun 09:00:49
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CDP DHCP 8021Q@ 802X DTP HSRP ISL MPLS STP VTP Yersinialog
Code Domain MD5 Interface Count Lastseen
03REQUEST WAST eth0 3 14 Jun 09:04:05
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WAST-SW2#sh vlan

2 MANAGMENT

666 UWTSD

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

active
active
act/unsup
act/unsup
act/unsup
act/unsup

Fal/0/1, Fal/0/2, Fal/0/3
Fal/e/4, Fal/0/5, Fal/0/6
Fal/0/7, Fal/0/8, Fal/0/9
Fal/0/10, Fal/6/11, Fal/6/12
Fal/0/13, Fal/6/14, Fal/6/15
Fal/0/16, Fal/6/19, Fal/6/20
Fal/0/21, Fal/6/22, Fal/6/23
Gi1/0/1, Gi1/e/2

Fa1//17
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o Vet Q)
deleting one vian

VLANID | 666

Cancel  OK




image36.png
WAST-SW2(config)#do sh vlan

2 MANAGMENT

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

active

act/unsup
act/unsup
act/unsup
act/unsup

Fal/0/1, Fal/@/2, Fal/e/3
Fal/0/4, Fal/e/5, Fal/0/6
Fal/0/7, Fal/0/8, Fal/e/9
Fal/0/10, Fa1/0/11, Fal/0/12
Fal/0/13, Fal/0/14, Fal/0/15
Fal/0/16, Fa1/0/19, Fal/0/20
Fal/0/21, Fal/0/22, Fal/0/23
6i1/0/1, Gi1/6/2

Fal/0/17
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File Protocols Actions Options Help

% % (w] a £ ’ 2

Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Editmode Exit

CDP DHCP 8021Q 802.1X DTP HSRP ISL MPLS STP VIP Yersinialog

B4  WAST-SW2 ethd E] 12 Mar 09:34:21
Cisco Discovery Protocol
Source MAC ~ 06:45:8B:6B:41:56 DestinationMAC ~ 61:60:0C:CC:CC:CC

Version 01 TIL B4  Checksum 0000

Extra

WAST_CORE>
WAST_CORE>

WAST_CORE>

WAST_CORE>

WAST_CORE>

WAST_CORE>

WAST_CORE>en

WAST_CORE#

WAST_CORE#

WAST_CORE#

WAST_CORE#

WAST_CORE#

WAST_CORE#sh ip dhcp bind
WAST_CORE#sh ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/
Hardware address/
User name
192.168.2.11 0100.029.6ed2.64
192.168.2.13 0184.2938.979d.37
WAST_CORE#f]

Lease expiration

Mar 13 2022 01:20 PM
Mar 13 2022 01:18 PM

Type

Automatic
Automatic
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-
File Protocols Actions Options Help

% % (w] = a £ /

Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Editn

CDP DHCP 802.1Q 802.1X DTP HSRP ISL MPLS STP

- Choose protocol attack. [x}

CDP DHCP 8021Q 802X DTP HSRP ISL MPLS STP VIP .
Destination MAC
Choose attack
Description DoS 255.255.255.255
® sending RAW packet N 85 Hops
sending DISCOVER packet v/
creating DHCP rogue server B0.0.0

sending RELEASE packet v

Cancel oK.
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O

Yersinia 082

File Protocols Actions Options Help

% % (w] = a £ ’ 2

Launchattack Editinterfaces Loaddefault Listattacks Clearstats  Capture Editmode Exit

Protocols  Packets CDP DHCP 802.1@ 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog
7 sip DIP MessageType Interface Count Last seen

0000 255255255255 O1DISCOVER eth0 1 12 Mar 09:38:46

O 0.0.00 255255255255 O1DISCOVER ~eth0 1 12 Mar 09:38:46

O 0.0.00 255255255255 O1DISCOVER ~eth0 1 12 Mar 09:38:46

O 0.0.00 255255255255 O1DISCOVER ~eth0 1 12 Mar 09:38:46

O X 255.255.255.255 O1DISCOVER ~ eth0 1 12 Mar 09:38:46

O 0.0.00 255255255255 O1DISCOVER ~eth0 1 12 Mar 09:38:46

o 0.0.00 255255255255 O1DISCOVER ~eth0 1 12 Mar 09:38:46

ZE 0000 255255255255 O1DISCOVER ~eth0 1 12 Mar 09:38:46

- Choose protocol attack © VER etho 1 12 Mar 09:38:46

CDP DHCP 8021Q 8021X DTP HSRP ISL MPLS STP VIP

DestinationMAC ~ FF:FF:FF:FF:FF:F

Choose attack
Description Dos 255.255.255.255 SPort 68
ending RV pecked N 8  Hops 60  Xid  6ee
@ sending DISCOVERpacket v/

creating DHCP rogue server 0.0.0.0 sl e.0.0.8

sending RELEASE packet v

db99 0800 4510 ....... )9u....E.
0000 0000 FFFf .
0101 0600 643C
Anan AnAA AAAA

oK.
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WAST_CORE#clear ip dhcp binding *

WAST_CORE#sh ip dhcp bindi

WAST_CORE#sh ip dhcp binding

Bindings from all pools not associated with VRF:

1P address Client-ID/ Lease expiration
Hardware address/

User name
WAST_CORE#f]

Type
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Bindings from all pools not associated with VRF:

IP address
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0100.
0248.
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[l Businesses
[l Charities

Up-o-date malware protection o
A password policy that ensures that
users set strong passwords

Firewalls that cover the entire IT
network, as wellas individual devices SERIIIEEG—_—_—

Restricting IT admin and access
rights to specific users [EEEI

Backing up data securelyvia a cloud

service

Security controls on company-
owned devices (e.g. laptops) HS I

An agreed process for staff to follow
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with fraudulent emails or websites*

Backing up data securely via other EZEG_—
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Monitoring of user activity e
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staff connecting remotely*
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WAST_CORE#sh standby
GigabitEthernet6/1.2 - Group 2
State is Active
2 state changes, last state change 02:02:24
Virtual IP address is 192.168.2.5
Active virtual MAC address is 0000.0c07.ac62
Local virtual MAC address is 0000.0c67.ac02 (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.184 secs
Preemption disabled
Active router is local
Standby router is 192.168.2.2, priority 150 (expires in 8.960 sec)
Priority 160 (configured 160)
Group name is "hsrp-Gi0/1.2-2" (default)
WAST_CORE#f]
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!
key chain HSRP
key 1
key-string WAST-UWTSD
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WAST_CORE(cont1ig-subit)#standby 2 authentication md> key-chain HSRP

WAST_CORE (config-subif)#

WAST_CORE (config-subif)#

WAST_CORE (config-subif)#

WAST_CORE (config-subif)#do shr

*Jun 28 09:16:39.035: %¥HSRP-4-BADAUTH: Bad authentication from 192.168.2.2, grou
p 2. remote state fI
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WAST_CORE(config-subif)#do sh standby
GigabitEthernet0/1.2 - Group 2
State is Active
2 state changes, last state change 02:12:02
Virtual IP address is 192.168.2.5
Active virtual MAC address is 000.0c07.aco2
Local virtual MAC address is 0000.8c07.ac02 (vi default)
Hello time 3 sec, hold time 10 sec
Next hello sent in .144 se
Authentication MDS, key-chain "HSRP"
Preemption disabled
Active router is local
Standby router is unknown
Priority 160 (configured 160)
Group name is “hsrp-6i6/1.2-2" (default)
WAST_CORE (config-subif)#
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WAST-SW1#sh standby
Vlan2 - Group 2
State is Active
2 state changes, last state change 00:04:45
Virtual IP address is 192.168.2.5
Active virtual MAC address is 0000.0c07.ac62
Local virtual MAC address is 0000.0c07.ace2 (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.479 secs
Preemption disabled
Active router is local
Standby router is unknown
Priority 150 (configured 150)
IP redundancy name is "hsrp-V12-2" (default)
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WAST -SW1#
02:18:13: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.
02:18:43: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.
WAST-SWL#
WAST-SWL#
WAST-SWL#
WAST-SWl#conf t
Enter configuration commands, one per line. End with CNTL/Z.
WAST-SW1(config)#
02:19:13: ¥HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group
02:19:43: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group
1
1

remote state Active
remote state Active

&

group
group

&

&
&

remote state Active
remote state Active
remote state Active
remote state Active

02:20:15: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group
02:20:48: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group
WAST-SW1(config)#

WAST-SW1(config)#

WAST-SW1(config)#

WAST-SW1(config)#

02:21:18: ¥HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group 2, remote state Active
WAST-SW1(config)#

WAST-SW1(config)#

WAST-SW1(config)#key ch

WAST-SW1(config)#key chain HSRP

WAST-SW1(config-keychain)#key 1

WAST-SW1(config-keychain-key)#key sti

WAST-SW1(config-keychain-key)#key str

WAST-SW1(config-keychain-key)#key

WAST-SW1(config-keychain-key)#key-string WAST-UNTSD

WAST-SW1(config-keychain-key)#

02:21:50: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group 2, remote state Active
WAST-SW1(config-keychain-key)#

WAST-SW1(config-keychain-key)#int vlan 2

WAST-SW1(config-if)#st

WAST-SW1(config-if)#standby 2 au

WAST-SW1(config-if)#standby 2 authentication md5 key

WAST-SW1(config-if)#standby 2 authentication md5 key-ch

WAST-SW1(config-if)#standby 2 authentication md5 key-chain

02:22:21: %HSRP-4-BADAUTH: Bad authentication from 192.168.2.1, group 2, remote state ActiveHSRP
WAST-SW1(config-if)#
WAST-SW1(config-if)#
WAST-SW1(config-if)#
WAST-SW1(config-if)#
WAST-SW1(config-if)#
02:22:24: %HSRP-6-STATECHANGI
02:22:34: %HSRP-6-STATECHANGI

NP

Vlan2 Grp 2 state Active -> Speak
Vlan2 Grp 2 state Speak -> Standbyf]
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WAST-SW1(config-if)#do sh standby
Vlan2 - Group 2
State is Standby
4 state changes, last state change 00:00:47
Virtual IP address is 192.168.2.5
Active virtual MAC address is 0000.0c07.ac02
Local virtual MAC address is 0000.0c07.ac02 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.550 secs
Authentication MD5, key-chain "HSRP"
Preemption disabled
Active router is 192.168.2.1, priority 160 (expires in 8.045 sec)
Standby router is local
Priority 150 (configured 150)
IP redundancy name is "hsrp-V12-2" (default)
WAST-SW1 (config-if)#]
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M HSRP attack parameters [x}
becoming ACTIVE router

SourceIP | 192.168.6.66]

Cancel oK
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CDP DHCP 8021Q 802.1X DTP HSRP

SIP
192.168.2.1
192.168.2.2
192.168.2.2
192.168.2.2

DIP
224002
224002
224002
224002

66.6.168.192 224.0.0.2

66.6.168.192 224.0.0.2

Auth VIP
192.168.2.5
192.168.2.5
0.0.0.0
0.0.0.0
192.168.2.5
192.168.2.5

ISL MPLS STP VIP Yersinialog

Interface
eth0
eth0
eth0
eth0
eth0
eth0

Count
19
16

Last seen
28 Jun 06:47:31
28 Jun 06:47:29
28 Jun 06:46:55
28 Jun 06:
28 Jun 06:47:26
28 Jun 06:
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WAST_CORE#
*Jun 28 09:37:07.663: ¥HSRP-4-BADAUTH: Bad authentication from 66.6.168.192, group 2, remote state Speak
*Jun 28 09:37:38.707: %HSRP-4-BADAUTH: Bad authentication from 66.6.168.192, group 2, remote state Activell
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WAST -SW1#
@2:35:53: %HSRP-4-BADAUTH: Bad authentication from 66.6.168.192, group 2, remote state Speak]]
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WAST-SWl#sh spanning-tree

VLANGOOL
Spanning tree enabled protocol rstp
Root ID  Priority 32769
Address 001b. d4a2.5480
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 001b. d4a2.5480
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa1/0/1 Desg FHD 19 128.3  P2p
Fal/0/48 Desg FHD 19 128.52  P2p
VLANGOO2

Spanning tree enabled protocol rstp
Root ID  Priority 32770
Address 001b. d4a2.5480
This bridee is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32770 (priority 32768 sys-id-ext 2)
Address 001b. d4a2.5480
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fal/0/1 Desg FWD 19 128.3  P2p
Fal/e/48 Desg FWD 19 128.52  P2p
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IAST-SW1#sh span
00:15:33: %SYS-5-CONFIG_I: Configured from console by consolen
IAST-SM1#sh spanning-tree active

LANGOOL
Spanning tree enabled protocol rstp
Root ID  Priority 32769

Address 001b. d4a2.5480

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 001b. d4a2.5480
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Desg FHD 19 128.3  P2p
Desg FHD 19
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- T el e

WAST-SW1(config)#int fa1//1

WAST-SW1(config-if)#spa

WAST-SW1(config-if)#spanning-tree gur

WAST-SW1(config-if)#spanning-tree gua

WAST-SW1(config-if)#spanning-tree guard root

WAST-SW1(config-if)#

00:17:34: %SPANTREE-2-ROOTGUARD_CONFIG_CHANGE: Root guard enabled on port FastEthernet1/0/1.
WAST-SW1(config-if)#

WAST-SW1(config-if)#int fal/0/48

WAST-SW1(config-if)#sp

WAST-SW1(config-if)#spann

WAST-SW1(config-if)#spanning-tree gu

WAST-SW1(config-if)#spanning-tree guard root

WAST-SW1(config-if)#

@9:17:55: %SPANTREE-2-ROOTGUARD_CONFIG_CHANGE: Root guard enabled on port FastEthernetl/e/4s.[]
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WAST-SW2#sh spanning-tree active

VLANGOOL
Spanning tree enabled protocol rstp
Root ID  Priority 32769
Address  001b.d4a2.5480
Cost 19
Port 26 (FastEthernet1/6/24)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 001b.d536.6F00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type





image58.png
WAST-SW2(config)#int fa1/6/24

WAST-SW2(config-if)#sp

WAST-SW2(config-if)#spann

WAST-SW2(config-if)#spanning-tree ro

WAST-SW2(config-if)#spanning-tree gu

WAST-SW2(config-if)#spanning-tree guard ro

WAST-SW2(config-if)#spanning-tree guard root

WAST-SW2(config-if)#

02:26:55: %SPANTREE-2-ROOTGUARD_CONFIG_CHANGE: Root guard enabled on port FastEthernet1/0/24.
02:26:56: %SPANTREE-2-ROOTGUARD_BLOCK: Root guard blocking port FastEthernet1/6/24 on VLANOGO1.
02:26:57: ¥LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
62:26:57: ¥LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan2, changed state to down
WAST-SW2(config-if)#

WAST-SW2(config-if)#no spann

WAST-SW2(config-if)#no spanning-tree guard root

WAST-SW2(config-if)#

02:28:16: %SPANTREE-2-ROOTGUARD_CONFIG_CHANGE: Root guard disabled on port FastEthernet1//24.
62:28:16: ¥SPANTREE-2-ROOTGUARD_UNBLOCK: Root guard unblocking port FastEthernet1/0/24 on VLANGGO1.
02:28:18: LINEPROTO-5-UPDOKN: Line protocol on Interface Vlanl, changed state to up

02:28:18: LINEPROTO-5-UPDOKN: Line protocol on Interface Vlan2, changed state to upl]
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WAST-SW2(config-if)#do sh run int fal/e/17
Building configuration. ..

Current configuration : 140 bytes

interface FastEthernet1/0/17
description MALICIOUS_USER
switchport access vlan 2
switchport mode access
spanning-tree guard root
end
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- Choose protocol attack. [x}

CDP DHCP 8021Q 8021X DTP HSRP ISL MPLS STP VIP
Choose attack

Description Dos
sending conf BPDU
sending tcn BPDU
sending conf BPDUs v
sending tcn BPDUs v

. ® Claiming Root Role
Claiming Other Role
Claiming Root Role with MiTM v/

Cancel oK
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L] Yersinia 0.82
File Protocols Actions Options Help

% % (w] = a £ ’ 2

Launchattack Editinterfaces Loaddefault Listattacks Clearstats  Capture Editmode Exit

Protocols  Packets CDP DHCP 8021Q 802.1X DTP HSRP ISL MPLS STP VIP Yersinialog
1

Rootld Bridgeld Port Interface Count Lastseen
o 8002.001BD4A25480 8002.001BD5366F00 8013 ethO 7 28 Jun 09:09:26
o 8002.001BD4A15480 8002.001BD5356F00 8013 ethO 8 28 Jun 09:09:39
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AAST-SW2(config-if)#
2:39:18: %SPANTREE-2-ROOTGUARD_BLOCK: Root guard blocking port FastEthernet1/@/17 on VLAN@Ge2.J|
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WAST-SW2#sh spanning-tree

VLANGOOL
Spanning tree enabled protocol rstp
Root ID  Priority 32769
Address 001b. d4a2.5480
Cost 19
Port 26 (FastEthernet1/6/24)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 001b.d536.6700
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

VLANGOO2
Spanning tree enabled protocol rstp
Root ID  Priority 32770
Address 001b. d4a2.5480
Cost 19
Port 26 (FastEthernet1/6/24)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32770 (priority 32768 sys-id-ext 2)
Address 001b.d536.6700
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa1/0/17 Desg BKN*19 128.19  P2p *ROO
Fa1/0/24 Root FWD 19 128.26 P2p

WAST-Sw2:l
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WAST-SW2(config)#int fal/0/24
WAST-SW2(config-if)#sp
WAST-SW2(config-if)#span
WAST-SW2(config-if)#spanning-tree bp
WAST-SW2(config-if)#spanning-tree bpdugu
WAST-SW2(config-if)#spanning-tree bpduguard en
WAST-SW2(config-if)#

02:48:13:
02:48:13:
02:48:13:
02:48:13:
02:48:14:
02:48:14:

%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port FastEthernet1/6/24 with BPDU Guard enabled. Disabling port.
%PM-A-ERR_DISABLE: bpduguard error detected on Fal/@/24, putting Fal/@/24 in err-disable state
%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port FastEthernet1/6/24 with BPDU Guard enabled. Disabling port.
%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port FastEthernet1/6/24 with BPDU Guard enabled. Disabling port.
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet1/0/24, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to downl]
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WAST-SW2(config-if)#do sh int fal/e/24
FastEthernet1/6/24 is down, line protocol is down (err-disabled)
Hardware is Fast Ethernet, address is 0@1b.d536.6fla (bia 001b.d536.6f1a)
Description: LINK TO WAST_SW1
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed, media type is 10/10@BaseTX
input flow-control is off, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:32, output 00:00:34, output hang never
Last clearing of "show interface” counters never
Input queue: ©/75/6/0 (size/max/drops/flushes); Total output drops: @
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate @ bits/sec, @ packets/sec
5 minute output rate @ bits/sec, @ packets/sec
24301 packets input, 1927340 bytes, @ no buffer
Received 22639 broadcasts (@ multicasts)
@ runts, @ giants, @ throttles
@ input errors, @ CRC, @ frame, @ overrun, @ ignored
@ watchdog, 22629 multicast, @ pause input
© input packets with dribble condition detected
5588 packets output, 647162 bytes, @ underruns
@ output errors, @ collisions, 1 interface resets
© babbles, 0 late collision, @ deferred
@ lost carrier, @ no carrier, @ PAUSE output
© output buffer failures, @ output buffers swapped out
WAST-SW2(config-if)#j]
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WAST-SW2(config)#do sh cdp ne
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
WAST-SW1 Fas 1/0/24 139 SI WS-C3750- Fas 1/0/48
WAST-SW2(config)#int fal/0/24
WAST-SW2(config-if)#ip dh
WAST-SW2(config-if)#ip dhcp sn
WAST-SW2(config-if)#ip dhcp snooping ?

limit DHCP Snooping limit

trust DHCP Snooping trust config

vlan DHCP Snooping vlan

WAST-SW2(config-if)#ip dhcp snooping tr
WAST-SW2(config-if)#ip dhcp snooping trust ?
<er>

WAST-SW2(config-if)#ip dhcp snooping trust
WAST-SW2(config-if)#ip dhcp
WAST-SW2(config-if)#ip dhcp snoo
WAST-SW2(config-if)#ip dhcp snooping vl
WAST-SW2(config-if)#ip dhcp snooping vlan 2
WAST-SW2(config)#do sh run int fa1/e/24
Building configuration. ..

Current configuration : 151 bytes
!

interface FastEthernet1/6/24
description LINK TO WAST_SWl
switchport trunk encapsulation dotlq
switchport mode trunk

ip dhcp snooping trust

end

WAST-SW2 (config)#ll
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interface FastEthernet1/0/17
description MALICIOUS_USER
switchport access vlan 2
switchport mode access

switchport port-security maximum 3
switchport port-security
spanning-tree guard root

end
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Yersinia 0.82

File Protocols Actions Options Help

® ®

a = a 3 ’ 3

Launchattack Editinterfaces Loaddefault Listattacks Clearstats  Capture Editmode Exit

Proto

Field

Source MAC

Destination MAC

sip

DIP 255255.

SPort 68

DPort 67

op o1

Hiype o1

HLEN 06
09:38:24

cols  Packets
J
61244
J
J
J

CDP DHCP 8021Q 8021X DTP HSRP ISL MPLS STP VIP Yersinialog
sP DIP MessageType Interface Count Last seen

0.0.0.0 255.255.255.255 OTDISCOVER ~ eth0 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
255.255.255.255 O1DISCOVER  ethO 1 28 Jun 09:38:04.
0.0.0.0 255.255.255.255 O1DISCOVER ~eth0 1 28 Jun 09:38:04.
Dynamic Host Configuration Protocol
SourceMAC ~ 02:48:33:66:02:51 DestinationMAC ~ FF:FF:FF:FF:FF:FF Extra
SIP 0.6.0.0 DIP  255.255.255.255 SPort 68 DPort 67

Op @1  Hwype 01  HIEN 0  Hops 00  Xid 00809869 Secs 0000
a  e.0.0.0 Yl 0.0.0.0 Sl 0.0.6.0 Gl 0.0.0.0

CH  02:48:33:66:02:51

0x0000: FFFf FFFf FFFf 000c 296e d264 0800 45CO
0x0010: 013 0000 4000 4011 38f2 0000 0000 FFf
0x0020: ffff 0044 0943 0128 66a3 0101 0600 539
Avan2n. hhSf AAA NAAA AANA AAAA AAAA ANAA ARAA

Flags

8000
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WAST-SW2(config-if)#

03:07:52: %PM-4-ERR_DISABLE: psecure-violation error detected on Fal/@/17, putting Fal/@/17 in err-disable state

03:07:52: %PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred, caused by MAC address 7cde.1835.e3ed on port FastEthernet1/6/17.
03:07:53: ¥LINEPROTO-5-UPDOKN: Line protocol on Interface FastEthernet1/6/17, changed state to down

03:07:54: %LINK-3-UPDOWN: Interface FastEthernet1//17, changed state to downl]
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WAST_CORE#sh i

p dhcp binding

Bindings from all pools not associated with VRF:

Lease expiration

Jun 29 2022 11:57 AM
Jun 29 2022 11:57 AM

Lease expiration

IP address Client-ID/
Hardware address/
User name
192.168.2.11 0100.0c29.6ed2.64
192.168.2.13 0184.a938.979d.37
WAST_CORE#sh ip dhcp bind
Bindings from all pools not associated with VRF:
IP address Client-ID/
Hardware address/
User name
192.168.2.11 0100.0c29.6ed2.64

192.168.2.13

0184.a938.979d.37

Jun 29 2022 11:57 AM
Jun 29 2022 11:57 AM

Type

Automatic
Automatic

Type

Automatic
Automatic
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WAST-SW1#sh vlan

2 MANAGMENT
1002 fddi-default
1003 token-ring-default

active
act/unsup
act/unsup

Fal/0/2, Fal/0/3, Fal/0/4
Fal/e/5, Fal/0/6, Fal/0/7
Fal/0/8, Fal/0/9, Fal/6/10

Fal/0/11, Fal/6/12,
Fal/0/14, Fa1/6/15,
Fal/0/17, Fa1/6/18,
Fal/0/20, Fa1/6/21,
Fal/0/23, Fal/6/24,
Fal/0/26, Fal/6/27,
Fa1/0/29, Fa1/6/30,
Fal/0/32, Fa1/6/33,
Fal/0/35, Fa1/6/36,
Fal/0/38, Fa1/6/39,
Fal/0/41, Fal/6/42,
Fal/0/44, Fal/0/4s,

Fa1/0/13
Fal/0/16
Fa1/0/19
Fal/0/22
Fa1/0/25
Fal/0/28
Fal/0/31
Fal/0/34
Fal/0/37
Fal/0/40
Fal/0/43
Fal/0/46

Fal/0/47, Gi1/0/1, Gi1/e/2

6i1/0/3, Gil/e/a
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WAST-SW2#sh vlan

1 default active  Fal/6/1, Fal/0/2, Fal/0/3
Fal/0/4, Fal/6/5, Fal/0/6
Fal/0/7, Fal/e/s, Fal/0/9
Fal/0/10, Fal/0/11, Fal/0/12
Fal/0/13, Fal/0/14, Fal

00:15:09: %SYS-5-CONFIG_I: Configured from console by console/@/15
Fal/0/16, Fal/0/18, Fal/0/19
Fal/0/20, Fal/0/21, Fal/0/22
Fal/0/23, Gi1/0/1, Gi1/0/2

2 MANAGMENT active  Fal/0/17

13 VTP_TEST active
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WAST-SW1(config)#vtp password UWTSD
Password already set to UWTSD
WAST-SW1(config)#
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WAST-SW1(config-if)#do sh vlan

2 MANAGMENT
999  VLAN@999
1002 fddi-default

active
active
act/unsup

Fal/0/2, Fal/0/3, Fal/0/4
Fal/e/5, Fal/0/6, Fal/0/7
Fal/0/8, Fal/0/9, Fal/6/10

Fal/0/11, Fal/6/12,
Fal/0/14, Fa1/6/15,
Fal/0/17, Fa1/6/18,
Fal/0/20, Fa1/6/21,
Fal/0/23, Fal/6/24,
Fal/0/26, Fal/6/27,
Fa1/0/29, Fa1/6/30,
Fal/0/32, Fa1/6/33,
Fal/0/35, Fa1/6/36,
Fal/0/38, Fa1/6/39,
Fal/0/41, Fal/6/42,
Fal/0/44, Fal/0/4s,

Fa1/0/13
Fal/0/16
Fa1/0/19
Fal/0/22
Fa1/0/25
Fal/0/28
Fal/0/31
Fal/0/34
Fal/0/37
Fal/0/40
Fal/0/43
Fal/0/46

Fal/0/47, Gi1/0/1, Gi1/e/2

6i1/0/3, Gil/e/a
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WAST-SW2(config)#do sh vlan

2 MANAGMENT

999 VLAN@999

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

active
active
act/unsup
act/unsup
act/unsup
act/unsup

Fal/0/1, Fal/0/2, Fal/0/3
Fal/e/4, Fal/0/5, Fal/0/6
Fal/0/7, Fal/0/8, Fal/0/9

Fa1/e/10,
Fal/0/13,
Fa1/0/16,
Fa1/0/20,
Fal/0/23,
Fal/0/17

Fal/0/11, Fa1/0/12
Fal/0/14, Fa1/0/15
Fal/0/18, Fa1/0/19
Fal/0/21, Fal/0/22
6i1/0/1, Gi1/6/2
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"ﬂ 'VMware Workstation 16 Player (Non-commercial use only)
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I—D‘ kali-linux-2022.1-vmware-amd64

Welcome to VMware Workstation
16 Player
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Create a New Virtual Machine

Create a new virtual machine, which will then be added to the
top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be added to
the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

Help
View online help.

“This product is not licensed and is authorized for non-
commercial use only. For commercial use, purchase a license.
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Virtual Machine Settings

Hardware Options

Device Summary Device status
268 Connected
4 ] Connect at power on
[\Hard Disk (SCST) 80 GB
(=) Co/DVD (IDE) Auto detect Network connection
USB Controller Present
Sound Card Auto detect
—Ibisplay Auto detect & configure Adapters
(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
O Custom: Specific virtual network
VMnetd v

(O LAN segment:

LAN Segments... | Advanced...
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File Actions Edit View Help

E(kali@kali)- =]
$ ifconfig
etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.2.12 netmask 255.255.255.0 broadcast 192.168.2.255

inet6 fe80::20c:29ff:fe6e:d264 prefixlen 64 scopeid 0x20<link>

ether 00:0c:29:6e:d2:64 txqueuelen 1000 (Ethernet)

RX packets 1 bytes 342 (342.0 B)

RX errors @ dropped © overruns @ frame 0

TX packets 11 bytes 1142 (1.1 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0





