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ABSTRACT


INTRODUCTION

Task:
The principal feature of BYOT, which makes it attractive to users is that the user owns, maintains and supports their device. This poses so many security challenges to the data controllers at the enterprise network. The security of customer data, employee data, and intellectual properties is the main concern. 

From the scenario given above, develop a comprehensive BYOT framework that covers all aspects of the company's enterprise network.  This implementation must be submitted on Moodle.
· The framework should reflect your study stream this could include but not limited user policy, device management policy, security policy etc. 
· A data flow diagram showing the implementation of your BYOT management architecture is required.
· Use appropriate software such as Cisco Packet Tracer or any other suitable tools to demonstrate the configuration of the Hyper-fort Ltd enterprise network.
· The countermeasures employed for the implementation should demonstrate secured and restricted access to the company such as their services, email, blogging, social interaction, etc.
· Select a Mobile Device Management Software for your BYOT and explain the rationale for your choice.
· Write the advantages and disadvantages of BYOT (Think of increase in productivity as opposed to risks).

Your design should also assess the following issues and mitigate threats emanating from them when used in the proposed BYOT to be deployed at Hyper-fort.

· What type of data is retained by the mobile devices connecting to Hyper-fort network?
· What is the potential for data leakage when the participating devices leaves the office environment?
· How to address the blending of personal and business usage when devices are in office.
· What strategy to deploy to deal with different brands of devices.
· What strategy to deploy to deal with different Operating System platforms.
· What strategy to deploy to deal with different application on user devices.
· What mitigating strategy will be deployed when the owner of a participating device leaves their employment or the device is lost, stolen, or fails.









Problem Formulation and implementation

Hyper-Fort are joining an increasing number of companies to join the BYOD concept of IT within business. To make an effective network, it is assumed that a proficient network engineer has installed the servers, intranet, extranet as well as a cloud based VPN with a firewall system.
The Intranet is the system based within Hyper-Fort for the staff to access the companies network while the Extranet would be a means for customers and possibly suppliers to access aspects of Hyper-Forts network. The VPN would be used as a means for remote access from outside of Hyper-fort to access the network.
[image: ][1]


If a remote user is accessing the VPN, how do we stop them downloading sensitive data?
Intranet for staff, Extranet for customers/clients
The three predominant protocols deemed apt for Hyper-Fort BYOD are an employee code of conduct, management rules followed by security systems within the network. 

EMPLOYEE CODE OF CONDUCT AND MANAGEMENT RULES
This would set up a legal agreement between the employee and Hyper-Fort to ensure the legality of the usage of the network within the laws of the U.K. It also must contain:
· Training and guidance regarding the safe use and storage of passwords.
· To constantly update software on their devices when prompted to plug known operating system security flaws.
·  All devices have find my device software, along with remote VPN wiping software.
· Antivirus and malware software should also be installed on all BOYD hardware for staff.
· If member of staff is sacked, how do you remove their data and access? There is a method of remote wiping over a VPN if a member of staff is fired or a piece of mobile technology is stolen. Remote wiping is the final reactive solution that is triggered when a device is lost, stolen or the owner separates from the company. The technique involves logging into, then removing all company applications and data residing on the device[1].
· 

SECURITY SYSTEMS WITHIN THE NETWORK
It is assumed the network has been installed by a proficient network engineer. It is often assumed that network security is only based upon a software basis, but often physical means are needed too, such as having no empty uncovered active ports on routers or switches, and as seen below in my simulation there is an RFID reader access to the server room.
[image: ]

[bookmark: _GoBack]The first process completed after the virtual building of the network was to add passwords to the staff and visitors wireless access points. This was done via the settings on the config menu under Port 1. WPW-PSK short for Wi-Fi Protected Access Pre-Shared Key) had to be enabled. To encrypt a network with WPA2-PSK instead of providing the router with an encryption key, a plain-English passphrase between 8 and 63 characters long is used. Using a technology called TKIP (for Temporal Key Integrity Protocol) which scrambles the keys using a hashing algorithm


[image: ]

A simple flow chart to show the password access to the network is shown below.
[image: ]

The main barrier to unwanted network access is to password protect all switches, modems and routers. This is done on the simulation by accessing the local console screen on each switch and modem and following the code below.
[image: ]
Unfortunately the firewall was locked in the simulation as that is covered in further levels of study so the simulation is not working as it should.
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Switch(config) #interface FastEthernetS/l
Switen(config-if)#line con O

Switeh (config-line) tpassword ciseo
Switch (config-line) login
Swicen(config-line) #line vey O

Switeh (config-line) fpassword ciseo
Switch (config-line) 1ogin
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