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[bookmark: _Toc237276467]TASK 1: Research in Data Security and Compliance
[bookmark: _Toc237276468][bookmark: _Toc237432562]Introduction:
Digital transformation has changed how organisations access, manage, and protect information. Cloud computing, hybrid working, mobile devices, IoT, and third-party services 4have increased flexibility but also expanded cybersecurity risks, including compromised credentials, software vulnerabilities, misconfigured cloud environments, and insecure applications [1].
Traditional perimeter-based security trusts users and devices inside the corporate network after authentication. However, major incidents such as Equifax, SolarWinds, Colonial Pipeline, and MOVE it show attackers exploit trusted identities and vulnerable applications to bypass these defences [2]. Therefore, organisations need a security model that continuously verifies every access request regardless of location.
Zero Trust Architecture (ZTA) applies the principle of "Never Trust, Always Verify." It continuously validates user identity, device health, application behaviour, and contextual risk before granting access. This reduces attack surfaces, limits lateral movement, and improves resilience against modern threats [3].
NIST formalised ZTA in Special Publication 800-207. Bodies including CISA, ENISA, and the UK NCSC recommend its adoption for cloud and hybrid environments. Zero Trust integrates IAM, MFA, EDR, SIEM, ZTNA, and SOAR to provide continuous monitoring and adaptive protection [4].
This report critically evaluates ZTA principles, implementation challenges, and effectiveness compared with traditional models. It also examines how Zero Trust enhances regulatory compliance, business resilience, and enterprise cybersecurity in cloud and hybrid environments.






[bookmark: _Toc237276469][bookmark: _Toc237432563]Background and Literature Review
Cybersecurity has evolved from isolated internal networks to interconnected digital environments. Traditional security relied on perimeter controls such as firewalls, VPNs, and IPS, assuming authenticated internal users could be trusted [5]. However, cloud computing, remote working, mobile technologies, and third-party services have reduced the effectiveness of this model.
Cloud adoption has removed clear network boundaries. Employees now access SaaS, PaaS, and IaaS from multiple devices and locations, increasing risks from compromised credentials and cloud misconfigurations [6]. As a result, security has shifted from protecting perimeters to continuously verifying identity and device trust.
The Zero Trust concept was introduced by John Kindervag in 2010 and formalised in NIST SP 800-207. It is based on continuous authentication, least-privilege access, policy enforcement, and risk-based decisions, ensuring every access request is authenticated regardless of location [7], [3].
Modern Zero Trust uses IAM, MFA, EDR, XDR, SIEM, and SOAR to improve visibility, automate response, and reduce attacker dwell time [8]. ZTNA and SASE further strengthen security by replacing unrestricted VPN access with identity-based controls [9].
Research shows Zero Trust improves resilience against ransomware, credential theft, insider threats, and supply chain attacks. However, challenges remain, including legacy infrastructure, costs, skills shortages, and organisational resistance [10], [11].
Overall, literature shows Zero Trust is a comprehensive strategy, not a single product. By combining identity management, governance, monitoring, and risk-based access, it provides a foundation for securing cloud and hybrid environments.







[bookmark: _Toc237276470][bookmark: _Toc237432564]Principles of Zero Trust Architecture 
Zero Trust Architecture (ZTA) is a modern cybersecurity model that eliminates the assumption that users or devices inside an organisational network are automatically trustworthy. Unlike traditional perimeter-based security, Zero Trust requires every access request to be continuously authenticated, authorised, and validated regardless of its origin. This principle is commonly summarised as "Never Trust, Always Verify." According to NIST Special Publication 800-207, access decisions should be based on user identity, device health, application sensitivity, and contextual risk rather than network location [1].
The effectiveness of Zero Trust depends on several interconnected principles that collectively reduce attack surfaces, restrict lateral movement, and improve organisational resilience.
[bookmark: _Toc237276471][bookmark: _Toc237432565]Continuous Identity Verification
Identity is the foundation of Zero Trust. Every user, device, application, and workload must be verified before access is granted. Authentication is a continuous process rather than a one-time login event. Organisations use adaptive authentication and behavioural analysis to ensure that user activity remains consistent throughout a session.
Multi-Factor Authentication (MFA) strengthens identity verification by requiring additional authentication factors such as biometrics, mobile authentication applications, or security tokens. Contextual information—including user location, device health, login behaviour, and resource sensitivity—is also evaluated to identify abnormal activity and increase security where necessary [4]. 
[bookmark: _Toc237276472][bookmark: _Toc237432566]Least Privilege Access
Zero Trust Architecture applies the Principle of Least Privilege (PoLP), ensuring that users, devices, and applications receive only the minimum level of access required to perform authorised tasks. Access permissions should be based on identity, role, device status, and business requirements rather than simply trusting users because they are inside the organisational network. Technologies such as Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC), and Just-in-Time (JIT) access can help organisations restrict unnecessary privileges. Limiting permissions reduces the risk of privilege escalation, insider threats, and unauthorised access if user credentials become compromised [4].
[bookmark: _Toc237276473][bookmark: _Toc237432567]Micro-Segmentation
Traditional enterprise networks often allow unrestricted communication between internal systems once perimeter security has been bypassed. Zero Trust addresses this weakness through micro-segmentation, dividing networks into smaller security zones protected by individual access policies.
Only authorised users and applications can communicate between segments, significantly reducing lateral movement and limiting the impact of security breaches. Sensitive systems such as financial databases, customer records, and development environments remain isolated from general network traffic[1].
[bookmark: _Toc237276474][bookmark: _Toc237432568]Continuous Monitoring and Visibility
Continuous monitoring enables organisations to maintain real-time visibility across users, endpoints, applications, and cloud environments. Security Information and Event Management (SIEM) platforms collect and analyse security logs, while Endpoint Detection and Response (EDR) tools monitor endpoints for malicious behaviour.
Artificial Intelligence (AI) and Machine Learning (ML) enhance monitoring by detecting behavioural anomalies such as unusual login times, impossible travel events, abnormal data transfers, or unexpected privilege escalation. Continuous monitoring improves threat detection and enables faster incident response [6].
[bookmark: _Toc237276475][bookmark: _Toc237432569]Assume Breach Mentality
Zero Trust assumes attackers may already exist within organisational environments. Rather than focusing solely on preventing intrusion, organisations prioritise detecting, containing, and recovering from security incidents as quickly as possible.
[bookmark: _Toc237276476]This proactive approach reduces attacker dwell time and limits business disruption by ensuring compromised accounts or devices are identified and isolated before significant damage occurs [1]. 
[bookmark: _Toc237432570]Automation and Orchestration
Modern cyberattacks develop faster than manual investigations can respond. Consequently, Zero Trust integrates Security Orchestration, Automation and Response (SOAR) platforms to automate routine security tasks such as account suspension, endpoint isolation, malicious IP blocking, vulnerability ticket creation, and incident prioritisation.
Automation reduces the Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR), improving organisational resilience and operational efficiency [6].
[bookmark: _Toc237276477][bookmark: _Toc237432571]Critical Discussion
The principles of Zero Trust transform cybersecurity from a perimeter-focused approach into a continuous, identity-driven security strategy. Continuous authentication, least-privilege access, micro-segmentation, monitoring, and automation significantly reduce risks associated with credential theft, insider threats, ransomware, and supply chain attacks. However, successful implementation requires executive commitment, effective governance, and integration with existing infrastructure. Therefore, Zero Trust should be viewed as a long-term organisational strategy rather than a standalone security product [1], [6].

Table 1. Comparison of Traditional Security and Zero Trust Architecture
	Feature
	Traditional Security
	Zero Trust Architecture

	Trust Model
	Implicit trust
	Never trust, always verify

	Authentication
	One-time login
	Continuous verification

	Network Design
	Perimeter-based
	Identity-centric

	Access Control
	Broad permissions
	Least privilege

	Monitoring
	Periodic
	Continuous

	Incident Response
	Reactive
	Automated and proactive

	Cloud Support
	Limited
	Cloud and hybrid ready

	Insider Threat Protection
	Limited
	Strong

	Business Resilience
	Moderate
	High
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[bookmark: _Toc237276478][bookmark: _Toc237432572]Comparison of Zero Trust Architecture with    Traditional Security Models
Traditional cybersecurity has historically relied on perimeter-based security using firewalls, Virtual Private Networks (VPNs), and Intrusion Detection Systems (IDS). This model assumes that authenticated users and devices inside the network can be trusted. While effective for conventional office environments, it is less suitable for organisations operating with cloud computing, remote working, mobile devices, and third-party services [14].
Zero Trust Architecture eliminates implicit trust by requiring every user, device, application, and workload to be continuously authenticated and authorised, regardless of network location. This identity-centred approach significantly reduces risks associated with credential theft, insider threats, and lateral movement [1].
Access control represents a key difference between the two models. Traditional security often grants broad permissions after authentication, increasing the impact of compromised accounts. In contrast, Zero Trust applies the Principle of Least Privilege (PoLP) through Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC), and Just-in-Time (JIT) access, ensuring users receive only the permissions required for authorised tasks [4].
Network architecture also differs significantly. Traditional security protects a single network perimeter, whereas Zero Trust uses micro-segmentation to isolate critical resources and restrict lateral movement following a breach [1].
Monitoring capabilities further distinguish the two approaches. Traditional environments generally depend on periodic log reviews and signature-based detection, while Zero Trust continuously monitors user behaviour, device health, and network activity using Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR), Extended Detection and Response (XDR), and Security Orchestration, Automation and Response (SOAR). Artificial Intelligence (AI) strengthens these capabilities by detecting behavioural anomalies and accelerating threat response.
Although Zero Trust requires investment in identity management, cloud security, governance, and staff training, particularly where legacy infrastructure exists, it delivers stronger resilience, improved regulatory compliance, and lower long-term cyber security risk. 


Table 2. Comparison of Traditional Security and Zero Trust Architecture
	Security Area
	Traditional Security
	Zero Trust Architecture

	Trust Model
	Trust internal network
	Verify every request

	Authentication
	One-time login
	Continuous authentication

	Access Control
	Broad permission
	Least privilege

	Network Protection
	Perimeter firewall
	Micro-segmentation

	Monitoring
	Periodic review
	Continuous monitoring

	Threat Detection
	Signature-based
	Behaviour and AI-based

	Remote Working
	VPN-dependent
	Secure identity-based access

	Insider Threat Protection
	Limited
	Strong

	Cloud Security
	Difficult to secure
	Cloud-native security

	Regulatory Compliance
	Moderate
	Strong


	

[bookmark: _Toc237276479][bookmark: _Toc237432573]Critical Evaluation
Perimeter-based security remains appropriate for some isolated legacy environments but is insufficient for modern cloud and hybrid infrastructures. Zero Trust provides continuous verification, stronger identity protection, and improved visibility, making it more effective against evolving cyber threats. Although implementation requires organisational commitment and investment, its long-term security and resilience benefits make it the preferred approach for modern enterprises.
[bookmark: _Toc237276480][bookmark: _Toc237432574]Implementation Challenges of Zero Trust Architecture
Although Zero Trust Architecture (ZTA) provides stronger protection against modern cyber threats, its implementation involves technical, organisational, and financial challenges. Successful adoption requires changes in technology, governance, organisational culture, and business processes rather than simply deploying new security products [6].



	
Table 3. Key Implementation Challenges
	Challenge
	Impact
	Recommended Mitigation

	Legacy systems
	Compatibility issues
	Phased system upgrades

	High implementation cost
	Budget constraints
	Prioritise critical assets

	Skills shortage
	Reduced effectiveness
	Staff training and certification

	User resistance
	Lower adoption
	Awareness and change management

	Complex hybrid environments
	Integration difficulties
	Standardised security architecture

	Privacy compliance
	Regulatory risk
	Privacy-by-design and governance



[bookmark: _Toc237276481][bookmark: _Toc237432575]Legacy Systems
Many organisations continue to depend on legacy systems that were not designed to support modern security requirements. These systems may have limited compatibility with Zero Trust technologies, including Multi-Factor Authentication (MFA), Identity and Access Management (IAM), and Zero Trust Network Access (ZTNA). Integrating outdated applications into a Zero Trust environment can create technical difficulties and increase migration risks.
To address these challenges, organisations should adopt phased system upgrades and carefully plan migration activities. A gradual transition approach allows critical business operations to continue while improving security capabilities and reducing disruption [6]
[bookmark: _Toc237276482][bookmark: _Toc237432576]High Implementation Cost
Implementing Zero Trust requires significant financial investment in security technologies, infrastructure improvements, and operational resources. Solutions such as Identity and Access Management (IAM), Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), Security Orchestration, Automation and Response (SOAR), and cloud security platforms can increase implementation costs.
Budget limitations may prevent some organisations from adopting Zero Trust fully. Therefore, organisations should prioritise critical assets and implement Zero Trust controls gradually according to available resources and security requirements.
[bookmark: _Toc237276483][bookmark: _Toc237432577]Skills Shortage
Effective Zero Trust implementation requires cybersecurity professionals with expertise in identity management, cloud security, threat detection, and risk management. A shortage of skilled personnel can reduce the effectiveness of security controls and create difficulties in deployment and ongoing management.
Continuous staff training, professional development, and cybersecurity certification programmes can help organisations develop the required expertise and improve the successful adoption of Zero Trust principles.
[bookmark: _Toc237276484][bookmark: _Toc237432578]User Resistance
Zero Trust introduces stricter authentication processes, continuous verification, and reduced access privileges, which may initially be viewed as inconvenient by employees. User resistance can reduce adoption and affect the effectiveness of security improvements.
To overcome this challenge, organisations should provide cybersecurity awareness training, communicate the benefits of Zero Trust clearly, and apply effective change management strategies. Employee involvement and leadership support are essential for successful adoption.
[bookmark: _Toc237276485][bookmark: _Toc237432579]Complex Hybrid Environments
Modern organisations often operate hybrid environments that combine on-premises infrastructure, cloud services, mobile devices, Internet of Things (IoT) technologies, and third-party applications. Managing and integrating these different systems into a unified Zero Trust framework can create significant complexity.
Standardised security architecture, consistent policies, and effective governance are required to ensure successful integration. Poorly managed integration may create security gaps and reduce operational efficiency [19].
[bookmark: _Toc237276486][bookmark: _Toc237432580]Privacy Compliance
Zero Trust relies on continuous monitoring of users, devices, and access activities, which creates privacy and regulatory challenges. Organisations must ensure that data collection and monitoring practices comply with legal requirements, including the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Applying privacy-by-design principles and strong governance practices helps organisations balance security requirements with privacy protection. Data collection should remain transparent, proportionate, and limited to legitimate security purposes [17], [18]
[bookmark: _Toc237276487][bookmark: _Toc237432581]Critical Evaluation
Despite these challenges, the long-term advantages of Zero Trust outweigh the initial implementation costs. Organisations benefit from stronger identity protection, improved visibility, reduced attack surfaces, and faster incident response. A phased implementation approach supported by effective governance, employee training, and continuous improvement enables organisations to adopt Zero Trust successfully while maintaining business continuity.

[bookmark: _Toc237276488][bookmark: _Toc237432582]AI, Continuous Monitoring and Future Directions of    Zero Trust Architecture
Continuous monitoring is a core principle of Zero Trust Architecture (ZTA) because cyber threats evolve rapidly and cannot be managed through periodic security reviews alone. Zero Trust continuously monitors users, devices, applications, workloads, and network activity to detect suspicious behaviour before significant damage occurs. Unlike traditional security models that primarily focus on prevention, Zero Trust emphasises continuous verification, detection, and response throughout each user session [20].
Modern organisations generate large volumes of security data from cloud services, endpoints, applications, identity systems, and network devices. Security Information and Event Management (SIEM) platforms centralise these logs, enabling security teams to identify abnormal behaviour and investigate incidents efficiently. Endpoint Detection and Response (EDR) and Extended Detection and Response (XDR) further strengthen visibility by monitoring endpoints and correlating security events across multiple environments [21].
Artificial Intelligence (AI) and Machine Learning (ML) play an increasingly important role in Zero Trust because manual analysis cannot effectively process the volume of modern security events. AI establishes behavioural baselines for users and devices, enabling organisations to detect anomalies such as impossible travel, unusual login times, abnormal data transfers, privilege escalation, and compromised accounts. Machine learning continuously improves detection accuracy while reducing false positives as threats evolve.
Automation further enhances Zero Trust through Security Orchestration, Automation and Response (SOAR) platforms that perform routine security tasks automatically. These include disabling compromised accounts, isolating infected devices, blocking malicious IP addresses, initiating vulnerability management processes, and notifying security teams. Automation reduces the Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR), improving operational resilience and incident response efficiency.
The future of Zero Trust is expected to focus on AI-driven threat intelligence, cloud-native security, Secure Access Service Edge (SASE), Zero Trust Network Access (ZTNA), password less authentication, behavioural biometrics, and adaptive access control. As organisations continue adopting cloud computing, hybrid working, Internet of Things (IoT), and 
AI technologies, Zero Trust will evolve into a comprehensive risk-based cybersecurity framework rather than a standalone security solution. [6]




























	
	
	


Figure 2. Continuous Zero Trust Security Lifecycle
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Table 4. Advantages of AI within Zero Trust
	Capability
	Security Benefit

	Behaviour Analytics
	Detects insider threats

	Machine Learning
	Identifies unknown attacks

	Automated Response
	Reduces response time

	Continuous Monitoring
	Improves security visibility

	Predictive Analytics
	Identifies emerging risks

	Risk Scoring
	Supports adaptive access decisions




[bookmark: _Toc237276489][bookmark: _Toc237432583]Critical Evaluation
Artificial Intelligence significantly strengthens Zero Trust Architecture by improving threat detection, accelerating incident response, and supporting adaptive security decisions. However, AI should complement rather than replace human expertise, as inaccurate models or poor-quality data may generate false positives or fail to detect sophisticated attacks. Effective cybersecurity therefore requires a balanced approach that combines AI-driven automation with skilled security professionals, strong governance, and continuous policy improvement.
Aspect| Benefits| Limitations
Security Control| Strong identity verification and reduced attack surface| Requires continuous monitoring and policy management
Access Management| Least-privilege access improves protection of sensitive resources| Complex implementation across existing systems
Business Operations| Supports cloud services and remote working environments| Initial cost and operational complexity






[bookmark: _Toc237276490][bookmark: _Toc237432584]Critical Evaluation of Zero Trust Architecture
Zero Trust Architecture (ZTA) provides a modern approach to cybersecurity by replacing traditional perimeter-based security with continuous verification and least-privilege access principles. It improves protection against evolving cyber threats by ensuring that users, devices, and applications are continuously assessed before access is granted [1]
A key advantage of Zero Trust is improved visibility and control over organisational resources. By applying identity verification, device validation, and continuous monitoring, organisations can reduce unauthorised access and limit the impact of potential breaches. It is particularly valuable for cloud-based environments and remote working models [2]
However, Zero Trust adoption also has limitations. Implementation can be complex due to integration challenges with legacy systems, increased operational requirements, and the need for significant investment in security technologies and staff training [3].
Area| Evaluation
Security| Reduces attack surface through continuous verification
Implementation| Requires investment and careful integration
Business Impact| Supports secure cloud and remote access
Overall, Zero Trust Architecture offers a stronger and more adaptive security model than traditional approaches. However, its success depends on effective planning, governance, and continuous improvement rather than technology implementation alone [1],[4].


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	







[bookmark: _Toc237276491][bookmark: _Toc237432585]Recommendations
To maximise the effectiveness of Zero Trust Architecture (ZTA), organisations should adopt a structured and gradual implementation approach. The following recommendations can support successful deployment and long-term security improvement.
[bookmark: _Toc237276492][bookmark: _Toc237432586]Recommendation| Purpose
Implement strong identity and access management| Ensures users and devices are continuously verified before access is granted
Adopt continuous monitoring and threat detection| Improves visibility and enables faster response to security incidents
Integrate Zero Trust with existing security frameworks| Supports effective governance, compliance, and risk management
Provide employee security awareness training| Reduces human-related security risks and improves adoption
Organisations should also regularly review and update Zero Trust policies to address emerging threats and technological changes. Successful implementation requires collaboration between security teams, management, and users to maintain effective cybersecurity practices [1], [2].
[bookmark: _Toc237276493][bookmark: _Toc237432587]Conclusion
Zero Trust Architecture (ZTA) provides a modern cybersecurity approach that addresses the limitations of traditional perimeter-based security models. By applying continuous verification, least-privilege access, and continuous monitoring, Zero Trust helps organisations improve protection against evolving cyber threats [1], [2].
This research has highlighted that ZTA offers significant benefits, including improved visibility, stronger access control, and better support for cloud and remote working environments. However, successful adoption requires careful planning, effective governance, investment in security technologies, and integration with existing systems [3].
Although Zero Trust is not a complete solution for all cybersecurity risks, it provides a flexible and adaptive framework for strengthening organisational security. When implemented alongside appropriate policies, employee awareness, and continuous improvement processes, Zero Trust can significantly enhance cybersecurity resilience and compliance capabilities [1], [4].

[bookmark: _Toc237276494][bookmark: _Toc237432588]TASK 2: Cybersecurity Programme Design for the Equifax Case Study
[bookmark: _Toc237276495][bookmark: _Toc237432589]Organisational Structure and Accountability
The 2017 Equifax data breach demonstrated that cybersecurity failures often result from weaknesses in governance rather than technology alone. Attackers exploited an unpatched Apache Struts vulnerability, gaining unauthorised access to sensitive information belonging to approximately 147 million individuals. The incident exposed weaknesses in vulnerability management, patch governance, asset visibility, and executive oversight [15]
A modern cybersecurity programme should establish a clear governance framework where accountability extends from the Board of Directors to operational security teams. The Board should define cybersecurity strategy, approve risk appetite, and review cyber risk reports regularly. Executive management should ensure that cybersecurity objectives align with business priorities and regulatory requirements.
The Chief Information Security Officer (CISO) should lead the cybersecurity programme with support from IT operations, risk management, compliance, legal, human resources, and internal audit teams. Clearly defined roles improve accountability and enable effective decision-making during security incidents.
Governance should align with recognised standards, including the NIST Cybersecurity Framework (CSF), NIST SP 800-207, ISO/IEC 27001, and the UK Cyber Assessment Framework. Regular governance meetings, audits, and executive reporting should support continuous oversight and improvement.













Figure3. Cybersecurity Governance Structure:
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Table 5. Governance Responsibilities
	Role
	Key Responsibilities

	Board of Directors
	Cybersecurity strategy and oversight

	Chief Executive Officer
	Business alignment and resource allocation

	Chief Information Security Officer
	Security leadership and governance

	Security Operations Centre Team
	Continuous monitoring and incident detection

	Information Technology Operations
	Patch management and infrastructure security

	Risk and Compliance
	Regulatory compliance and risk management

	Internal Audit
	Independent assurance and policy review



[bookmark: _Toc237276496]
[bookmark: _Toc237432590]Critical Evaluation
Strong governance ensures cybersecurity becomes an organisational responsibility rather than only an IT function. Clear accountability, executive oversight, and recognised governance frameworks improve resilience, support compliance, and reduce the likelihood of governance failures similar to those experienced by Equifax.
A modern cybersecurity programme requires layered technical controls to prevent, detect, and respond to cyber threats. Following the Equifax breach, organisations should implement defence-in-depth supported by Zero Trust Architecture, continuous monitoring, and vulnerability management.
Identity protection should be strengthened through Multi-Factor Authentication (MFA), Identity and Access Management (IAM), Role-Based Access Control (RBAC), and the Principle of Least Privilege. These controls reduce the impact of compromised credentials and limit unauthorised access to sensitive systems.
Network security should incorporate Zero Trust Network Access (ZTNA), micro-segmentation, secure remote access, firewalls, intrusion prevention systems, and encrypted communications. Network segmentation limits lateral movement and prevents attackers from accessing additional systems.
Endpoint protection should include Endpoint Detection and Response (EDR), Extended Detection and Response (XDR), application control, vulnerability scanning, and automated patch deployment. Vulnerability assessments should prioritise high-risk systems.
Cloud environments require secure configuration, encryption, secure APIs, Cloud Access Security Brokers (CASB), and continuous monitoring.
Security monitoring should integrate Security Information and Event Management (SIEM), Security Orchestration, Automation and Response (SOAR), threat intelligence, behavioural analytics, and Artificial Intelligence (AI). Automated detection reduces Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR), improving incident response.






Table 6. Recommended Technical Controls
	Security Area
	Recommended Controls

	Identity Security
	MFA, IAM, RBAC, Least Privilege

	Network Security
	ZTNA, Firewalls, Micro-segmentation

	Endpoint Security
	EDR, XDR, Patch Management

	Cloud Security
	Encryption, CASB, Secure Configuration

	Monitoring
	SIEM, SOAR, Threat Intelligence

	Data Protection
	DLP, Backup, Encryption



[bookmark: _Toc237276498][bookmark: _Toc237432591]Critical Evaluation
Technical controls are most effective when integrated into a cybersecurity programme supported by governance and continuous monitoring. Zero Trust, automated detection, and proactive vulnerability management can reduce cyber risk while improving resilience and regulatory compliance.
[bookmark: _Toc237276499][bookmark: _Toc237432592]Policies and Procedures  
A successful cybersecurity programme depends on well-defined policies that promote consistent security practices. Following the Equifax breach, policies should focus on proactive risk management, regulatory compliance, and continuous improvement.

[bookmark: _Toc237276500][bookmark: _Toc237432593]Vulnerability Management Policy
The organisation shall maintain a vulnerability management programme to identify, prioritise, and remediate security weaknesses. Automated vulnerability scanning should cover servers, endpoints, applications, cloud services, and network infrastructure. Vulnerabilities should be classified using the Common Vulnerability Scoring System (CVSS) and remediated according to organisational risk.
Critical vulnerabilities should be addressed within 72 hours, while lower-risk vulnerabilities should follow agreed remediation schedules. Regular penetration testing and vulnerability assessments should verify remediation effectiveness.
[bookmark: _Toc237276501][bookmark: _Toc237432594]Patch Management Policy
Operating systems, applications, databases, and network devices must follow a structured patch management process. Security patches should be tested before deployment and applied according to risk classification.
Critical patches should be deployed immediately after validation, while routine updates should follow scheduled maintenance. Management should review patch compliance reports to ensure protection against known vulnerabilities.
[bookmark: _Toc237276502][bookmark: _Toc237432595]Secure Software Development Lifecycle (SSDLC)
Security should be integrated throughout the Software Development Lifecycle (SDLC). Developers should apply secure coding standards, conduct code reviews, and perform security testing before deployment.
Applications should undergo security testing before release. Continuous Integration and Continuous Deployment (CI/CD) pipelines should include automated security testing to identify vulnerabilities early.
[bookmark: _Toc237276503][bookmark: _Toc237432596]Asset Management Policy
The organisation shall maintain an inventory of hardware, software, cloud services, and information assets. Each asset should have an owner responsible for its security and lifecycle.
Assets should be classified according to business value and sensitivity. Regular inventory reviews help identify obsolete or unsupported systems.
[bookmark: _Toc237276504][bookmark: _Toc237432597]Data Protection Policy
Sensitive information should be protected using encryption, role-based access control, data classification, and secure backups. Personal data must be processed in accordance with the UK GDPR and the Data Protection Act 2018.
Data Loss Prevention (DLP) technologies should prevent unauthorised disclosure of confidential information. Backup procedures should be tested regularly to support business continuity.

[bookmark: _Toc237276505][bookmark: _Toc237432598]Continuous Monitoring Policy
Continuous monitoring should provide real-time visibility across users, devices, applications, and cloud environments. SIEM, EDR, and SOAR platforms should continuously collect and analyse security events.
Artificial Intelligence (AI) and behavioural analytics should identify unusual activity and support rapid incident response. Security alerts must be reviewed by the Security Operations Centre (SOC), with critical incidents escalated through established response procedures.

Table 7. Summary of Security Policies
	Policy
	Purpose
	Expected Outcome

	Vulnerability Management
	Identify and remediate vulnerabilities
	Reduced security exposure

	Patch Management
	Timely deployment of security updates
	Protection against known threats

	SSDLC
	Build security into software development
	Secure applications

	Asset Management
	Maintain asset inventory
	Improved visibility and accountability

	Data Protection
	Protect sensitive information
	Regulatory compliance

	Continuous Monitoring
	Detect and respond to threats
	Faster incident response




SSDLC| Build security into software development| Secure applications Asset Management| Maintain asset inventory| Improved visibility and accountability
Asset Management| Maintain asset inventory| Improved visibility and accountability
Continuous Monitoring| Detect and respond to threats| Faster incident response image.





[bookmark: _Toc237276506][bookmark: _Toc237432599]Critical Evaluation
[bookmark: _Toc237276507]These policies establish a cybersecurity framework that supports risk management, continuous monitoring, and regulatory compliance. Together they reduce cyber risk and strengthen resilience against attacks similar to the Equifax breach. Regular reviews, employee awareness training, and executive oversight ensure continued effectiveness as cyber threats evolve.
Compliance, Incident Response and Protection Controls  
The incident response process should follow the NIST Incident Response Lifecycle, consisting of Preparation, Detection and Analysis, Containment, Eradication, Recovery, and Lessons Learned [16]. Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR), and Security Orchestration, Automation and Response (SOAR) platforms should provide continuous monitoring and automated alerting to reduce response times.
Following every incident, a post-incident review should identify root causes, evaluate response effectiveness, and update organisational policies, security controls, and staff training programmes. This continuous improvement process strengthens organisational resilience against future attacks [16].

















Figure 4. Incident Response Lifecycle                Preparation
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Figure 4 shows the 6 NIST phases: Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned. Equifax failed in Preparation with poor patching and in Identification due to a 76-day detection delay.






Table 8. Compliance Framework
	Framework
	Purpose

	UK GDPR
	Protection of personal data

	Data Protection Act 2018
	UK data privacy legislation

	ISO/IEC 27001
	Information Security Management System

	NIST CSF
	Cybersecurity governance and risk management

	NIST SP 800-207
	Zero Trust Architecture guidance



[bookmark: _Toc237276508][bookmark: _Toc237432600]Compliance, Incident Response and Protection Controls 
Compliance should be supported through regular audits, risk assessments, security awareness training, data classification, encryption, and documented governance processes. Maintaining compliance reduces legal exposure, protects customer information, and strengthens stakeholder confidence.
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Successful implementation should follow a phased approach that minimises operational disruption while improving security maturity.

Table 9. Implementation Roadmap
	Phase
	Key Activities
	Duration

	Phase 1
	Governance, risk assessment, asset inventory
	Month 1

	Phase 2
	MFA, IAM, Zero Trust deployment
	Months 2-3

	Phase 3
	Patch management, vulnerability scanning, SSDLC
	Months 4-5

	Phase 4
	SIEM, EDR, SOAR, AI monitoring
	Months 6-7

	Phase 5
	Compliance audit, staff training, continuous improvement
	Month 8



This phased roadmap strengthens cybersecurity capabilities while maintaining business continuity.


[bookmark: _Toc237276510][bookmark: _Toc237432602]Key Performance Indicators (KPIs)
Continuous measurement ensures that cybersecurity controls remain effective. Recommended KPIs include:
Table 10. Cybersecurity Key Performance Indicators
	KPI
	Target

	Critical patch compliance
	>95%

	MFA adoption
	100% privileged users

	Mean Time to Detect (MTTD)
	<24 hours

	Mean Time to Respond (MTTR)
	<8 hours

	High-risk vulnerabilities remediated
	Within 72 hours

	Security awareness completion
	100% staff annually



Regular KPI reviews support continuous improvement and provide evidence of cybersecurity performance to senior management.

[bookmark: _Toc237276511][bookmark: _Toc237432603]Task 2 Conclusion 
The Equifax breach demonstrated that effective cybersecurity requires more than technical controls. Strong governance, proactive vulnerability management, Zero Trust Architecture, continuous monitoring, secure software development, and regulatory compliance must operate together within a structured cybersecurity programme.
The proposed framework addresses the weaknesses exposed during the Equifax incident by improving governance, implementing modern security controls, strengthening organisational policies, and supporting continuous improvement. Adoption of recognised frameworks such as NIST SP 800-207 and ISO/IEC 27001, together with Zero Trust principles, enhances organisational resilience and reduces the likelihood and impact of future cyber incidents [1],[3]
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