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Is IPv6 Better or Worse than IPv4

[bookmark: _Toc39087865]Introduction
In this paper the writer will be talking about the difference between IPv4 and IPv6 networks. They will be comparing the two, as well as talking about the advantages and disadvantages of both. IPv4 and IPv6 are different version of IP addresses. An Internet Protocol (IP) address is the unique identifier for a computer [1]. The IPv6 addresses are a lot newer than IPv4 addresses. The substantial increase in technology over the last few years has caused there to be a shortage of IPv4 addresses, therefore the IPv6 addresses were introduced. 

[bookmark: _Toc39087866]Background
Since IPv6 (2012) is much newer than IPv4 (1980s), it is usually believed to be better and faster than IPv4. Although this may not be the case. Like previously mentioned, the primary reason for the creation of IPv6 was because there was simply not enough IPv4 address due to increase in computer use. A book authored by William R. Parkhurst claims that there is just less than 3,700,000,000 (3.7 billion) possible IPv4 addresses [2]. Although this seems like a lot, every laptop/computer, smartphone and any Internet of things device need their own address. IT Service Management Company ‘Gartner’ have predicted there to be around 33 billion connections by 2020 [3].
An internet connection is essential for every business. Almost 100% of businesses or organisations use the internet in one way or another. Internet Security is essential for these businesses, an unsecure network can break an organisation in a few minutes if an attacker gained access. This brings up several questions, all with slightly confusing answers. The main question is; which protocol is more secure? An article from Paul Bischoff answers this. Some Internet Service Providers (ISPs) use IPv6 tunnels to allow users with IPv4 connections to access IPv6 content, these tunnels are vulnerable to attackers [4]. Although IPv6 has fixed a lot of the security issues that IPv4 had, it’s not necessarily safer to use. Not all internet service providers have made the switch to IPv6 because of Network Address Translation (NAT). NAT basically turns private IP address in public IP addresses. Without this, large organisations would need an enormous amount of IPv4 addresses in order to access the internet on each device [5]. A comprehensive experiment measuring security and speeds in both IPv4 and IPv6 networks would show which protocol is better to use for either short term or long term. There have already been a few studies in this area, yet a lot of these studies comparing the speed exclusively. It would be important to know whether the added security is costing the user their internet speed.

[bookmark: _Toc39087867]Literature Review [6]
A journal article by Amer Nizar Abu Ali goes in depth about the comparison between IPv4 and IPv6. The article includes a comprehensive study on both internet protocols and talks about a brief history as well as the migration from IPv4 to IPv6. It would be the perfect resource for anyone who wants to learn more about both protocols since it includes the limitations and advantages in one place. This article is incredibly well worded and doesn’t miss any information in the area covered. There are a few things that could be added to increase the value of the article and add more detail to the different protocols.
One thing the article hasn’t covered much is the security of both. A lot could be said about how they differ and what those difference mean to the user. The security if a very important part of a network, for business use and personal use. A detailed description of how secure these networks are compared to one another would’ve fit perfectly into the article. It does cover the security in some parts, but not as much as it should be, based on the importance of security. 
Another minor issue with the article is how its written. It is written perfectly if the user reading already has a good understanding about computer networking, yet if the reader was a beginner trying to learn they may get confused with all the abbreviations. It would’ve been difficult for the author to write the article in such a way that it is easy to read for beginners, but it would’ve been something worth doing. Aside from that, the article has many great features. These features include a great introduction and conclusion, useful for summing up the entire article into short paragraphs. Another feature is the use of lists and images to make the article more appealing. Often, lists make a paper so much easier to read because there is less text surrounding the important information. These are great for listing information such as features, advantages and disadvantages.
The article is perfect for somebody who already understands computer networks (the target audience) but not so great for somebody trying to learn about them for the first time. The article goes in depth on what’s covered, yet there are some things that could’ve been expanded to give the reader a bigger idea on what is included where.

[bookmark: _Toc39087868]Effects to Industry/ Organisations
There are a few reasons why IPv6 has not been widely deployed yet. The main reason being that there is no immediate need for it yet. An article written by Drew Conry-Murray states that there would be a learning curve to switch to IPv6 since it is an entire new way of communicating. It also states that not all hardware and software offer the same functionality, so these would need to be changed to work correctly [7]. If a large organisation wanted to change from IPv4 to IPv6, it could be a very expensive process. They may need to change a lot of the hardware and software that they are currently using. Like the article mentioned, if a business had to change their primary software, the employees would need to learn how to use this software efficiently and quickly to minimise the effect the transition has. This could cost more money for the business since they wouldn’t be able to function correctly. 
If a large organisation migrated to IPv6, it may take years to finalise the change. An article by Mark Dargin provides a list of what would need to be updated to orchestrate a successful change. This list includes; Routers, Switches, Settings, Firewalls, policy and procedure documentation and a handful of others [8]. This would cost a lot of time and money, and since there is no immediate need to change, organisations are not in a rush

[bookmark: _Toc39087869]Key Differences and Expected Outcome
Each protocol is different in their own ways. There isn’t too much to say about an expected outcome. IPv6 is said to be more reliable at making sure the traffic reaches its destination without being intercepted [8]. It is inevitable that soon IPv6 will be the dominant internet protocol version. Since IPv4 and IPv6 are not directly compatible, there will need to be a switch eventually. An article written by Darren Orf states that there is enough possible IPv6 addresses to assign a unique address to every atom on earth. A staggering 340 undecillion possible addresses (that’s 340 followed by 36 zeros) [10]. An IPv4 address is a 32-bit address whereas an IPv6 is a 128-bit address. Another big difference is that IPv4 uses number values exclusively whereas IPv6 uses an alphanumeric method.
The end of the study will include an in-depth comparison including multiple tests on both IPv4 and IPv6 networks to different websites from different locations. This will show an accurate representation of what the connection speeds are like worldwide. We can expect the speeds to be very similar, if not the same.

[bookmark: _Toc39087870]Aims and Objectives
The overall aim of this study is to see whether the added security of IPv6 comes with the cost of the user’s speed. Some studies show that there is not much difference between the speeds from different locations, while others say there is a difference. It would be good to find out indefinitely which Is the strongest protocol. There will be different objectives in the study. One of these objectives would be to test the speed from different major cities around the world, another would be to test the security of each protocol by trying to gain access in a private network environment using both IPv4 and IPv6. Some ISPs use IPv4, some use IP6v and some use transition methods to allow IPv4 networks to access IPv6 content. These methods will need to be tested to see which is the most reliable. 
The results will be gathered and put in to a table to compare side my side. This will include connection times and how long it to gain unauthorised access into the network (if possible). The ‘ping’ command inside a command line will show how long (to the millisecond) it took to connect to a webpage. Doing this for different webpages in different location using different protocols will give in depth results to see if these results and times differ in any way. If they do differ, research would be held on potential reasons behind this based on the geographical location.

[bookmark: _Toc39087871]Research and Development Methods
[bookmark: _Toc39087872]Research methods
This study will be testing different methods of gathering data to see which proves more useful. A series of experiments would allow for accurate first hand results, which would be carried out multiple times in order to find an average. This will reduce the chance of any anomalies that could affect the result. A survey could also be beneficial, yet this would need to be targeted at a very specific group of people. For example, a question could be which protocol do they prefer. You can’t really ask that the general public, so it would be better to target a group of computing or networking students who know more about the topic chosen.
If primary research I not possible in a specific area, then case studies can be used. These studies have been complete by others who are trying to achieve a similar goal. These studies can be compared against one another to get an average for more accurate results. These case studies would need to be checked to see if they are reliable and still valid. Research would need to be conducted on the person / organisation that performed the initial experiment to confirm they are a legitimate source. The date the initial experiment was held would be important to know, if this was a few years ago then it may have changed over the years. Matching the date to any big change to see whether it would be infected by this would need to eb done to ensure the results are still accurate and not effected.
[bookmark: _Toc39087873]Data Collection Methods
In order to make the experiment successful, there would need to be certain data collected. The two main types of data are the Connection Speeds and the Security Test.
[bookmark: _Toc39087874]Connection Speeds
In order to check the connection speeds for both IPv6 and IPv4, the user would need to use a basic ping command to various highly visited sites that support both IPv4 and IPv6 connections. These tests would need to take parts in different geographical locations in order to get an average result. The ping test gives an answer in milliseconds (ms), the results would be put into a table and compared against each other to see if there is a difference in speed.
If it isn’t possible to visit different geographical location, there may be a need to check existing results from an experiment that has already been complete by a third party. This would only happen if it is impossible to gather the results by experimenting. A content delivery network (CDN) may need to be used in order to gather the results from different locations throughout the world. A CDN is a network of computers that delivers content to the user [11].
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A security test would be a lot more complex than a speed test. This is where there could be a handful of problems. Unlike the connection speeds, a lot of thought would ned to go into this if the data was gathered manually. It could be possible to use data from a previous experiment, yet these may be heavily outdated. There are several online tools that offer free website security checks. These tools will search your website for any flaws/security vulnerabilities or threats. An article written by Chandan Kumar shows a list of the best online tools for this job. It also has an infographic that shows the most common web vulnerabilities back in 2018. This may not be up to date, but it would prove useful in the experiment [12].
A good test for security would be to try and gain access to a server (with permission), there would need to be a test for a server that uses IPv4, and another that uses IPv6. Another test would be to use a handful of the tools previously mentioned in order to find vulnerabilities. The one with the most vulnerabilities found (if any) would have the weakest security. This would involve using multiple tools instead of just one to get an average result. This would make the test more accurate and would test to see how good / honest these free online tools are.

[bookmark: _Toc39087876]Risk and Limitations
There are not many risks for the project, most of the experiment is passive. There may be a few issues when it comes to collecting the data for the security part of the experiment. Like previously mentioned, there are two main ways to gather data for the security aspect. One of these is to try and gain access to secure networks using both IPv4 an IPv6. There will need to be specific control measures in place in order to make this a fair test. If not, the results could be biased. This would be very difficult to monitor.
For the speed tests, it’s not exactly difficult to gather the results. Although, in order to get results from different parts of the world and remain accurate may be an issue. Another issue would being find enough websites to use for the speed test. The websites would need to be compatible for IPv4 and IPv6 networks preferably without the use of any network transmission methods since this may impact the results.

[bookmark: _Toc39087877]Evaluating the Results
The results will speak for themselves, yet these need to be analysed. Once all the data is collected, they will be compared against others who have performed similar experiments. The other experiments would also be researched beforehand, they will be used for predictions. The aim is to have the collected data side by side, to spot trends or anomalies. These results can also be put into graphs for a visual input, which often helps when analysing.

[bookmark: _Toc39087878]Resources and Planning
A few things will be required to carry out the experiment. The first obvious one, is a computer system. This computer system will allow for the speed and the security tests of the IPv4 and IPv6 networks. Since the speed test will be done using the ping command, there is a no need to install any software to gather this data since a command lines are built in to every operating system. To record the security data, there are some tools that need to be downloaded. These tools aren’t specific, and there are multiple tools to choose from. Luckily, a lot of the programs are easy to use and do not require any programming knowledge to be able to use.  
Obviously, the biggest requirement for this test is a stable internet connection. If an internet connection is unstable, it won’t give consistent results. The more inconsistent the results, the less accurate the results would be. If you are doing a ping test and your personal connection keeps dropping, the ping test may show different results for each ping. In this case, it would be an issue with the internet connection and not necessarily the network connection the site is using. There is no way on guaranteeing yourself a stable internet connection, since this would be greatly infected by multiple factors. These factors could include location and weather in some cases. A way of increasing the stability in your own household is using a wired connection instead of a wireless one. This would involve using an ethernet cable to connection your computer system directly to your home router to give a stronger / prioritised connection to the connected device. Another way of increasing stability is kindly asking any body else who may be using the internet if they could stop for a few minutes whilst the experiment is taking place. This would make the connection stronger for the device performing the test. These would need to be measured because any difference could change the results and jeopardise the test.
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In conclusion, this experiment will be entirely based on IPv4 and IPv6 network. It will test mainly the speed and security average of either network, bases across a series of tests. Research will also be done to see the results of similar tests carried out by third parties, to see if the results outside this project are consistent. This will also be done to give some predictions on what to expect when it comes to the speed and security tests.

 



Bibliography

[1] 	S. Crawford, “What is an IP address?,” HowStuffWorks, 12 January 2001. [Online]. Available: https://computer.howstuffworks.com/internet/basics/what-is-an-ip-address1.htm. [Accessed 22 April 2020].
[2] 	W. R. Parkhurst, Routing First-Step, Cisco Press, 2004. 
[3] 	Industry Perspectives, “IPv4 in a World of IoT,” DataCenter Knowledge, 31 January 2017. [Online]. Available: https://www.datacenterknowledge.com/archives/2017/01/31/ipv4-world-iot. [Accessed 23 April 2020].
[4] 	P. Bischoff, “IPV6 vs IPV4: what are they, what’s the difference, which is most secure?,” Comparitech, 11 January 2019. [Online]. Available: https://www.comparitech.com/blog/vpn-privacy/ipv6-vs-ipv4/. [Accessed 23 April 2020].
[5] 	K. Shaw, “What is IPv6, and why aren’t we there yet?,” NetworkWorld, 27 September 2018. [Online]. Available: https://www.networkworld.com/article/3254575/what-is-ipv6-and-why-aren-t-we-there-yet.html. [Accessed 23 April 2020].
[6] 	A. N. A. Ali, “Comparison study between IPV4 & IPV6,” IJCSI International Journal of Computer Science Issues, vol. 9, no. 3, pp. 314-317, 2012. 
[7] 	D. Conry-Murray, “The Reason Enterprises Aren’t Deploying IPv6,” PacketPushers, 29 September 2011. [Online]. Available: https://packetpushers.net/the-reason-enterprises-arent-deploying-ipv6/. [Accessed 24 April 2020].
[8] 	M. Dargin, “Time to consider a move to IPv6,” Network World, 26 June 2017. [Online]. Available: https://www.networkworld.com/article/3203708/time-to-consider-a-move-to-ipv6.html. [Accessed 24 April 2020].
[9] 	T. Bradley, “IPv6: Five Things You Should Know,” PCWorld, 6 June 2012. [Online]. Available: https://www.pcworld.com/article/257037/ipv6_five_things_you_should_know.html. [Accessed 23 April 2020].
[10] 	D. Orf, “We're Running Out of Internet,” Gizmodo, 15 May 15. [Online]. Available: https://gizmodo.com/were-running-out-of-internet-1704241036. [Accessed 23 April 2020].
[11] 	B. Skvorc, “What Is a CDN and How Does It Work?,” SitePoint, 11 June 2018. [Online]. Available: https://www.sitepoint.com/what-is-a-cdn-and-how-does-it-work/. [Accessed 24 April 2020].
[12] 	C. Kumar, “11 Online Free Tools to Scan Website Security Vulnerabilities & Malware,” GeekFlare, 21 March 2020. [Online]. Available: https://geekflare.com/online-scan-website-security-vulnerabilities/. [Accessed 24 April 2020].



image1.png




image2.png




image3.png
Comparing IPv4 and IPv6 Networks

T, s2020

Projectstat

f AN | ST | S w20 | SeA2E0 | SemA2 | Oas2 | Oanam | 0w

Display ook

Estensive Research

TooiNa s s
ToalNoz s s
ToalNog

BestLocatons s s

Bestbsias s o

Speed Tests.

Security Tests





