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Abstract-This report provides an overview of cryptography methods, their applications, and their role in ensuring confidentiality, integrity, and authentication. The discussion extends to security technologies like firewalls, access controls, and VPNs, emphasizing their importance in protecting digital resources and securing communications. Additionally, it addresses quantum threats to current encryption systems, underscoring the need for proactive advancements in security. This comprehensive analysis aims to highlight how these technologies contribute to creating a safer digital environment.

I. Introduction:
In today’s digital landscape, protecting sensitive data and ensuring secure communication is critical for individuals and organizations. As cyber threats evolve, technologies such as cryptography, firewalls, access controls, and VPNs play important roles in safeguarding information and maintaining privacy. This paper digs into the fundamentals of these security mechanisms, highlighting their importance, applications, and the emerging challenges posed by quantum computing. By understanding these technologies, we can better equip ourselves to navigate and secure an increasingly connected world. [1]
[bookmark: _Toc184912515]II. Task 1: Research in Data Security and Compliance:
In this section, the author will conduct deep research into Cryptography and Security Technologies such as Firewalls, Access, Controls and VPNs.
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A. [bookmark: _Toc184912516]Cryptography:
Cryptography uses developed coded algorithms to protect information being transmitted so that only people with the decryption key can access or read the information. In other words, cryptography makes communications difficult for unauthorized people to read.[2]

[bookmark: _Toc184912517]1) Types of Cryptography:
Symmetric Cryptography: In this type of encryption, the sender and the receiver of the message utilize a shared encryption key to open messages. It is quicker and easier. However, despite its speed and simplicity, the sender and receiver need to exchange keys in a secure way. The most widely used symmetric key encryption technologies are Advanced Encryption Systems (AES) and Data Encryption Systems (DES).
Asymmetric Encryption: This cryptography uses a pair of keys to encrypt and decrypt information. The private key of the receiver is used for decryption, and the public key of the sender is used for encryption. Private and public keys are not the same; even if everyone knows the public key, the intended recipient is the only person who can decode the message, as they are the only one with access to the private key. The RSA algorithm is the most widely used asymmetric key encryption.
Hash Functions: This algorithm does not use any keys. It is impossible for the contents of plain text to be recovered because a hash value with a fixed length is calculated as per the plain text. Hash functions are used by several operating systems to encrypt passwords.[3]

[bookmark: _Toc184912518]2) Role of Cryptography in Security:
Data Confidentiality: Cryptography protects confidentiality by limiting sensitive data access to authorized users only. Instant messaging apps, which we use regularly, are excellent examples of cryptography because user chats are encrypted to prevent interception or hacking.
Data Integrity: It guarantees that information is not altered or corrupted. Hash functions offer a way of confirming that information has not been altered in transit from its source to its destination. Hash functions can identify whether any changes were performed during transmission by producing distinct values.
Authentication: By confirming the identity of systems or people, authentication guarantees secure communication. It also plays a crucial role in stopping fraudulent operations like impersonation or spoofing attacks.[4]
Availability: Cryptography helps increase the availability of data by ensuring that only people with permission can access networks and recover data promptly and reliably.
Non-repudiation: The affirmation of a transmitted communication is known as non-repudiation. By using digital certificates to prevent the sender from contesting the legitimacy of the data, this idea ensures that the recipient cannot deny transmitting information. [5]

[bookmark: _Toc184912519]3) Applications of Cryptography
Cryptocurrencies and Digital Wallets: Protecting your virtual assets.
Blockchain Security: Digital signatures and cryptographic hash functions guarantee that blockchain, the foundation of cryptocurrencies like Bitcoin, stays secure.
Secure Digital Wallets: The use of cryptographic protocols keeps financial data private and stops unauthorized access to digital wallets. [6]
Protecting Communication Channels. Keeping conversations private:
Email and Messaging Encryption: End-to-end encryption is used by applications to ensure that only the intended recipient can read your messages. Programs like PGP (Pretty Good Privacy) encrypt emails to maintain privacy. [7]
Identifying Verification and Access Control: Securing digital gateways:
Biometric Authentication: To ensure personal data stays secure, cryptographic hash functions are used to protect fingerprint data:
Smart Cards and PINs: To enhance security in identity verification systems, cryptographic algorithms are used to protect smart cards and PINs.
Secure Data Storage:
Encrypted Storage Solutions: Cloud storage encryption ensures data remains secure in the cloud, and full disk encryption prevents unauthorized access to data in case of loss or theft.
Digital Signatures and Authentication:
Document Integrity: To ensure that documents have not been tampered with, digital signatures are used to verify the authenticity of contracts.
SSL/TLS Certificates: To protect users from fraudulent sites, cryptographic certificates are used to verify websites are legitimate and secure.
Healthcare Information Security. Safeguarding sensitive data:
Patient Confidentiality: By protecting patient data from unauthorized access, cryptography plays a key role in HIPAA compliance.
Secure Health Information Exchange: To ensure privacy, cryptographic techniques secure the transfer of medical data between healthcare providers. [8]
4) [bookmark: _Toc184912520]. The Quantum Threats to Cryptography:
Quantum computers could pose a serious threat to the security of today’s encryption systems, potentially by breaking public key cryptography in just a few years from now. Modern businesses, from banks to retailers to government agencies, rely on cryptography to secure transactions and verify identities. [9]
Peter Shor, a mathematician, created an algorithm that shows that a powerful quantum computer could crack encryption methods like RSA, Diffie-Hellman, and ECC. For example, a 1000-qubit quantum computer could break 160-bit ECC, and a 2000-qubit one could break 1024-bit RSA. While such powerful computers do not exist yet, hackers are already collecting encrypted data, hoping to decrypt it once these computers are available. [10]

B. [bookmark: _Toc184912521]Security Technologies: Firewalls, Access Controls, VPNs.

1. [bookmark: _Toc184912522]Firewalls:
A firewall is the primary defence mechanism that monitors incoming and outgoing network traffic to determine whether to permit or block traffic according to established security rules. [11]

1.1. Types of Firewalls:
There are many types of firewalls, typically classified based on the system they protect, their form factor, where they placed in the network and the method used for data filtering: [12]  
Hardware Firewall: A physical device that protects a network’s perimeter by filtering and monitoring incoming and outgoing traffic. 
Software Firewall: Installed on individual devices to monitor and filter traffic.
Cloud Firewall: Protects cloud resources by filtering traffic in cloud environments.
Packet-Filtering Firewall: Filters traffic based on IP addresses, ports, and protocols.
Proxy Firewall: Acts as an intermediary, filtering traffic between users and services.
Stateful Inspection Firewall: Tracks active connections and allows traffic based on context. [13]
Next-Gen Firewall (NGFW): Combines traditional firewall features with advanced security like deep packet inspection and intrusion prevention.
Web Application Firewall: Acts as intermediaries between internal and external networks by handling all communication requests. [14]

2. [bookmark: _Toc184912523]Access Control:
Access control is a security measure that manages who or what can access certain resources in a system. It is an essential part of keeping a business or organization safe by minimizing potential risks. [15]

2.1 Types of Access Controls:
Discretionary Access Control (DAC): In DAC systems, every object has an owner who controls access and decides who can use it, giving flexibility to manage permissions case by case.
Mandatory Access Control (MAC): Access is based on clearance levels in MAC systems, set by a central authority, with rights organized into tiers. It is commonly used in government and military settings.
Role-Based Access Control (RBAC): In RBAC, access is tied to roles based on job functions, not personal identity or rank, ensuring users only access what they need to do their work.
Attribute-Based Access Control (ABAC): ABAC offers flexibility and reduces the need for many role assignments by attributes and conditions like time or location. [16]

3. [bookmark: _Toc184912524]VPNs:
A VPN (Virtual Private Network) helps protect privacy and secure personal data online. It encrypts connections between devices and the network, enhancing online privacy and security. [17]

3.1 Types of VPNs:
Personal VPNs: Helps users secure their internet connection at home or on the go by masking IP addresses and encrypting online data to protect them from cyber snoopers.
Remote Access VPNs: Provides secure access to the internet or a private network, ideal for individual users.
Site-to-Site VPNs: Allows employees to securely connect and collaborate across different office locations. Businesses use them to keep their network unified and private as they grow and add more locations.
SSL VPNs: An SSL VPN lets users securely access web apps like file-sharing services and internal directories by keeping emails, calendars, and documents safe from prying eyes. [18]



[bookmark: _Toc184912525]Task 2: Case Scenario:
Based on the scenario given, the author will set up a new company called CyStresSolution (CSS) that specialises in threat intelligence and consultancy. CSS helps businesses tackle cyber threats and provides tools for compliance, business continuity, data recovery and risk management, including cloud solutions. To meet the needs of the company’s new information security unit, the author will design and discuss an approach, drawing from previous task.
1. [bookmark: _Toc184912526]Organisation Structure / Chart:
[bookmark: _Hlk184767668]It is important to establish the correct structure for this unit and what roles and responsibilities are most suited when collaborating with other units such as HR, Legal and Finance.
[bookmark: _Hlk184767692]CSS – Proposed Information Security Unit


[bookmark: _Hlk184768924]Structure Explanation:
· Chief Information Security Officer: This is a senior role, it has the responsibility of the overall unit and the cybersecurity agenda of the company.
· Deputy Chief Information Security Officer:  Responsible for the day-to-day operations of the unit as well as offering support to team managers.
· Information Security Manager: Overseeing the company’s computer networks and systems, ensuring that there is no unauthorised access or use. [19]
· Compliance Manager: Ensures the company is complying with regulatory industry standards e.g. GDPR.
· Cybersecurity Policy Officer: Develops and enforces security policies for the company e.g. Information Security Management Systems.
· Incident Response Manager: Oversees any security breaches and ensures the company resumes to business as usual as quickly as possible with minimum impact.
· Risk Management Lead: Overseas the risk team and monitors any risks to information systems 
· Information Governance Officer: Manages the processes necessary to protect data and advises on best practices.
· [bookmark: _Hlk184769484]Security Analyst: Reports on security breaches and monitors any threats. [20]


2. [bookmark: _Toc184912527]Policies and Procedures: 
There are a plethora of policies and procedures necessary to meet the need of the new company. Some of the essential policies include:
· Risk management and assurance: This explains the framework and procedures for the management of strategic and operational risks in a company.

· Information Security Management System (ISMS) policy statement: This outlines the company’s approach to information security management. It provides the guiding principles and responsibilities necessary to safeguard the security of the information systems.

· Acceptable Use: This provides guidelines for the appropriate use of a company’s IT resources for all staff.

· Access control: This secures sensitive data and minimises the risk of an attack. The policy functions by authenticating user credentials, proving their identity, and allowing the pre-approved permissions associated with their username and IP address.[21]
Policies can be listed in a policy register, a central repository that is designed to help companies keep track of progress of policy reviews. 

· Some of the essential procedures that need considering are:
· Change management: This exists to ensure that the company’s ICT changes are formally authorised and controlled in a proper and secure manner. The procedure ensures that the security, reliability and availability of the ICT network and systems are maintained.

· Security incident reporting and management: This is the process of handling security incidents in a structured and controlled way. This procedure ensures that security incidents are quickly reported to the correct people, so that they can be dealt with speedily and efficiently; and that damage caused is kept to a minimum. 

· ISO2700 Risk assessment and risk management: Business risks are constantly changing as new technologies are developed and new threats identified. The management of security therefore requires a dynamic approach within a cycle of continuous improvement. This requires that risk assessments are undertaken at appropriate intervals, that risk treatment plans are updated, and identified security improvements are implemented. [22]

3. [bookmark: _Hlk184769534][bookmark: _Toc184912528]Compliance (Laws and Ethics): 
[bookmark: _Hlk184769556]When taking compliance into consideration for meeting the needs of the company, it is necessary to first establish what the key industry regulations are: [23] 



	[bookmark: _Hlk184769610]Regulations
	The importance

	GDPR (UK General Data Protection Regulation)
	All UK organisations and businesses that deal with personal data must follow the UK-GDPR rules. By following these strict rules, companies can be confident knowing that they are holding personal information in a consensual and secure way.[24]
The company will need to be guided by the seven data protection principles outlined in Article 5 of the UK GDPR. [25]


Having these regulations in place within the company policies means that all staffs need to be aware of the rules and procedures to follow when handling other people’s information. All staff will need to have training on GDPR to ensure that they are compliant and know what to do if there is a breach.
[bookmark: _Toc184912529]3.1   Key Points of GDPR:
· Data Consent: CyStresSolution (CSS) must ensure that it obtains clear and explicit consent from clients and users before collecting, processing or storing their personal information. To comply with GDPR, CSS’s terms and conditions need to be straightforward and easy to understand. This approach not only fulfils legal requirements but also avoid confusions and helps build trust with customers by showing transparency in how their data is handled. 

· Right to be forgotten: CSS must respect user’s rights to have their personal data removed from its systems if requested. This means deleting the data completely, stopping any further sharing, and ensuring third-party processors also cease handling it. By implementing this process, CSS demonstrates its commitment to user privacy and builds confidence in its data management practices.  


· Data Portability: As part of GDPR, CSS must allow users to transfer their data to other service providers whenever needed. This ensures users remain in control of their personal information and can swich providers without hassle. Making data easily portable reflects CSS’s focus on user empowerment and maintaining a competitive edge in the market. [26]






3.2 [bookmark: _Toc184912530]Steps for enchanting Data Compliance at CSS:

· Review Notices and Agreements: 
· The information Governance Officer of CSS will lead the update of all internal and external data privacy notices to ensure they are aligned with GDPR requirements.
· The Compliance Manager: Will oversee the revision of customer contracts, ensuring they explicitly define how data is collected, processed, stored and protected.  

· Assign responsibilities: 
· The Chief Information Security Officer of the Company will assign clear roles and responsibilities within the information security unit.
· Compliance Manager will evaluate the necessity of appointing a dedicated Data Protection Officer (DPO) and consult relevant guidelines from the Information Commissioner's Office (ICO).




· Educate the Team:
· The Cybersecurity Police Officer will develop and deliver training sessions for employees focusing on GDPR principles and their practical applications like minimising data usage and enchanting transparency. 
· Information Security Manager will ensure team members understand secure practices for handling sensitive client data and follow established protocols.  

· Strengthen Security Measures:
· Security Analyst regularly monitor and analyse systems used to collect, process and store personal data to detect vulnerabilities.
· Incident Response Manager will establish and maintain robust protocols for handling security breaches, ensuring swift mitigation to protect client data. 
· Risk Management Lead will oversee proactive risk assessments of the company’s data systems, to ensure that vulnerabilities are identified and mitigated before they are exploited.  [27] 

4. [bookmark: _Toc184912531]Governance and Strategic Planning for Security: 
  
4.1 [bookmark: _Toc184912532]  Understanding CSS and Aligning Security Goals.
To effectively manage security governance, CSS must first gain a deep understanding of its core operations, objectives, and cultural values. This involves identifying critical data assets, evaluating existing security measures, and ensuring alignment with GDPR and other compliance requirements. By tailoring security initiatives to the organisation’s specific needs, CSS can establish a solid foundation for minimising risks, protecting sensitive information, and achieving business objectives. Understanding the organisation’s current state is key to aligning security strategies with broader goals.
4.2 [bookmark: _Toc184912533]  Establishing a Governance Framework and Translating Strategy into Action.
CSS should develop a governance framework that defines clear roles, responsibilities, and processes for managing security. This framework must emphasise the importance of mitigating business risks and ensuring compliance. Key actionable steps include implementing secure data handling practices, designing robust incident response plans, and fostering a security-first culture. Translating the framework into practical actions requires developing policies, procedures, and tools that enable consistent and proactive management of cybersecurity risks. A well-crafted governance framework will help CSS align security with business priorities and regulatory standards.
4.3 [bookmark: _Toc184912534]  Securing Leadership Support, Setting Goals, and Building Awareness.
Executive support is critical for driving the success of CSS’s security efforts. Leadership must champion the governance framework by prioritising resources and fostering a security-driven agenda. The organisation should define clear goals, such as minimizing risks, achieving compliance, and enhancing client trust. To maintain progress, CSS should create a detailed roadmap that includes short-term objectives, such as deploying basic controls, and long-term milestones, like implementing advanced threat detection systems.
Regular audits, employee training programs, and transparent communication are essential to ensuring that security practices evolve and remain effective. [28]
Security Lifecycle for CSS:
The lifecycle diagram below outlines the five stages of security of CSS and demonstrates how they work together to protect data and enhance the organisation resilience.   


4 [bookmark: _Toc184912535]Risk Management:
· Identifying and Managing Risks: Risk management is essential for CSS to protect its systems and data from potential threats. This involves identifying operational risks, such as system failures or data breaches, and addressing competitive risks, like adapting to changes in the digital landscape. By pinpointing unexpected events or conditions that could disrupt its services, CSS can minimise operational interruptions and maintain trust.
· Balancing Risk and Innovation: Managing risks effectively allows CSS to foster growth and innovation while safeguarding critical assets. By setting clear boundaries and controls, CSS can encourage creativity without exposing the organisation to unnecessary risks, ensuring it remains agile and competitive in the evolving cybersecurity industry.
· Informed Decision-Making: Risk management equips CSS with a framework to make data-driven decisions, particularly when facing strategic uncertainties like emerging cyber threats. This structured approach ensures that CSS remains resilient and proactive in mitigating risks while enhancing operational performance. [29]

Cybersecurity Risk Management Framework for CSS:

    
   
                      
A table Chart for mapping responsibilities across CSS’s organisation structure. [30]

	Function
	Leadership (CISO)
	Policy Officer
	Compliance Manager
	Security Analyst

	Develop Security Framework
	Oversees 
	Drafts Policies 
	Ensures alignment with laws
	Reviews risk

	Implement Policies and Procedures
	Approves resources 
	Coordinates with teams
	Validates regulatory compliance
	Monitors implementation

	Incident Response
	Leads response strategy
	Ensures response protocol
	Accesses legal implications 
	Investigates threats 


	Training and Awareness
	Promotes security agenda
	Designs training programs
	Tracks GDPR compliance
	Evaluates employee feedback

	Audit and Improvement
	Approves action plans
	Updates policies
	Reviews compliance performance 
	Providers data driven insights






5 [bookmark: _Toc184912536]Contingency Planning:
What Is Contingency Planning? Contingency planning is about preparing for the what ifs by developing backup plans to handle disruptions that may impact CSS operations. Whether it is a cyber-attack, supply chain failure, or unexpected staffing issues, having clear action plans ensures CSS can adapt quickly, minimise downtime, and maintain trust.

How CSS Can Benefit from Contingency Plans: By implementing strategies like proactive risk analysis, regular employee training, and recovery protocols, CSS can safeguard its systems and services against potential disruptions. Contingency plans allow CSS to continue functioning effectively, reduce damages, and enhance resilience in the face of unexpected challenges.[31]  




Normal CSS Ops




Is there any issue 

	Yes

   No


Alert IT Security

[bookmark: _Toc184912537]Activate Backup Server

[bookmark: _Toc184912538]



     Resolved Successfully









6 [bookmark: _Toc184912539]Protection Mechanisms:

· Protection Mechanisms for CSS:
· Encryption for Sensitive Data: Implement encryption to secure sensitive information in CSS. This ensures that any data transmitted through stylesheets, such as sensitive class names or inline scripts, is obfuscated and not easily accessible. Modern encryption standards must be used to prevent unauthorised access or manipulation of CSS assets.
· Access Control with Firewalls and VPNs: Protect CSS files from unauthorised access by restricting their availability through firewalls and VPNs. This ensures that only authenticated users or systems can access critical style resources, minimising the risk of exploitation or tampering by external actors.
· Authentication and Integrity Checks: Use of digital signatures or hashing mechanisms to verify the authenticity and integrity of CSS files. This prevents attackers from injecting malicious styles or scripts into codebase. Secure file transfer protocols like HTTPS must be used to ensure stylesheets remain intact during transmission. [32]



[bookmark: _Toc184912540]Conclusion:
Managing risks and ensuring strong security measures are critical for keeping systems like CSS reliable and secure. Contingency planning helps organisations respond quickly to unexpected disruptions, reducing downtime and maintaining smooth operations. At the same time, security measures like encryption, firewalls, VPNs, and authentication work together to protect sensitive data, prevent unauthorised access, and uphold trust in digital systems. By combining these strategies, businesses can create a safer, more resilient environment that is well-prepared to handle challenges and protect their essential resources.
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Core Principles 


Data Consent 


Right to be Forgotten


Data Portability


Processes


Design consent forms, maintain records.


Automate deletion processes, audit integrations.


Secure data export tools, client support.


Outcomes


Improved Compliance


Enhanced Client Trust


Reduced Risks



Assessment


Planning 


Implementation


Monitoring


Improvement


To evaluate existing security poicies and frameworks for gaps.


Performing a risk analyses to identify vulnerabilities and potential threats.


Prioritise resource allocation for high-impact initiatives.


Define security goals aligned with organisational objectives.


Conduct staff training programs.


Establish secure data handling practices, incuding encryption of backups.


Set up real time threat detection systems


Monitor compliance with GDRP and other regulatory requirements.


Document lessons learned from incidents to improve future responses.



CSS cybersecurity Governance


Understanding the Organisation aligning goals 


Creating a governance framework


Policies and procedures (incident response plans, data handling)


Leadership Support and Awareness


Training programs (regular workshops for employees) 



CISO – Chief Information Security Officer


Deputy CISO


Information Security Manager


Security Architect 


Security Engineers


Application Security Engineer


Penetration Tester/Ethical Hacker 


Threat Intelligence Analyst 


Compliance Manager 


Senior Compliance Officer


Compliance Officer


Data Protection Officer (DPO) 


Cybersecurity Policy Officer


Incident Response Manager 


Incident Response Team


Risk Management Lead 


Risk Analyst


Planning, Performance & Risk Officer


Information Governance Officer


Security Analyst 


