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Introduction

System software that manages hardware and software of a computer is required which is an
Operating System (OS). It is also used as a source of communication between the user and the
computer hardware through which the user can easily execute the application and perform other
computing functions. Both Microsoft windows and Linux are popular operating systems with
both the command-line interface and graphical user interface system administration. OSs are
also important as they control the memory, processes, files and devices such that the computer
operates comfortably. This report discusses some of the greatest operating system
functionalities and it explains how to use Windows and Linux command line interfaces. It also

talks of the application of scripting to automate handling the system administration.



Task 1 — Key Functions of Operating Systems

The operating systems have turned out to be highly essential in handling the computer
resources and also in the due manner of interaction between the hardware and the software
components [1]. With the assistance of a few significant functions, an operating system can

perform a number of these functions.
Process Management

Process management involves control of running of computer programs. The operating system
is also committed to process usage and enables allocation of more than one program to be run
simultaneously without distraction to the rest. This is the so-called multitasking. The operating
system decides the timing of the tasks to be accomplished depending on the priority and the
need of that system. There is also a Task Manager of windows in which users can monitor the
on-going processes of computer as well as shows the CPU usage, memory usage and running

processes.
Memory Management

Memory management is the process of inside allocation and administration of primary memory
of a computer (RAM). The operating system determines the allocated memory size which the
individual process is being given, and which the programs are not sharing memory with the
rest of the processes. The modern operating systems also use virtual memory and the memory
is merely increased by storing the data at least on the hard disk in an interim format. This helps
the systems in the implementation of large scale applications despite a limited physical memory

situation.
File System Management

The operating system organizes the data within files and directories to help users to access and
store data easily. File system management helps users to delete, create, move, and modify files
and control access authority. There is a File Explorer interface in the Windows systems and it

allows exploration of the folders and with ease to manipulate files.
Device Management

Operating systems deal with hardware devices such as keyboards, printers, storage devices and
monitors [2]. This is achieved through the use of device drivers that take the role of an

interpreter between the operating system and the hardware devices. To give an example, the



operating system will interact with the printer driver when a user is printing a document to

carry out the act.
Security and User Management

The other crucial functions of operating system is security. It restricts the access to resources
in the system through authentication systems such as usernames and passwords. Administrators
are allowed to control the access of files, applications and systems through user accounts. The
permission of access control assists in ensuring that one can only perform a specific action

which is authorized by the user.
Networking

The operating systems also have the ability to perform networking in which computers are
linked either to the internet or other computers on a network [3]. The capabilities of networking
include IP configuration, tracking network and communication protocols. These functions are
applicable in accessing online resources, in exchanging files besides in collaboration with other

systems.

= Task Manager - N
File Options View

Processes | Performance | App history | Startup | Users | Details | Services

. 3% 23% 0% 0%
MName Status CPuU Memory Disk MNetwork
) A
Apps (1)
1% Task Manager 1.0% 6.1 MB 0.1 MB/s 0 Mbps

Background processes (8)

[y Google Crash Handler 0% 0.3 MB 0 MB/s 0 Mbps
}j Google Crash Handler (32 bit) 0% 0.2 MB 0 ME/s 0 Mbps
[y Google Installer (32 bit) 0% 0.5 MB 0 MB/s 0 Mbps
5| Host Process for Windows Tasks 03t 1.4 MEB 0 MB/s 0 Mbps
o Microsoft Windows Search Filte... 0% 0.8 MB 0 MB/s 0 Mbps
* g=w Microsoft Windows Search Inde... 0% 5.8 MB 0 MEB/s 0 Mbps
¢=2 Microsoft Windows Search Prot... 0% 1.2 MB 0 MB/s 0 Mbps
= Spooler SubSystem App 0% 0.5 MB 0 MB/s 0 Mbps

Windows processes (22)

u-| Antimalware Service Executable 0% 17.3 MB 0 MB/s 0 Mbps

e BT R a— ~ ane A an o anr AT

o - -
&) Fewer details End tas

Figure 1: Windows Task Manager



= Disk Management - ':'
File Action View Help

e F HFE DX S B

Volume I Layout I Type I File System Status I Capacity I Free Spa... | %1
Simple Basic MTFS Healthy (5.. 40,00 GB 731 GE 12
EEIRS_CCSA_KMFRE... Simple Basic LUDF Healthy (P... 4.02GE omMEB 0%
£ >
P
—Disk 0
Basic (5]
40,00 GB 40,00 GB NTFS

Online Healt/hy (Systern, Boot, Pye File, Active, Crash DL?], Prir? Partition)
.4CD-ROM 0 _‘
CD-ROM [IRS rrSA ¥AAFRE EM-1IS DVG (N ~

B Unallocated [ Primary partition

Figure 2: Disk Management

=] Control Panel - O

T @ + Control Panel v G Search Control Panel 2
Adjust your computer’s settings View by: Category ~

User Accounts and Family Safety
I@'Change account type
'@' Set up Family Safety for any user

iy  System and Security
3 Review your computer's status
#  Save backup copies of your files with File

History
Find and fix problems Appearance and Personalization
Change the theme
Network and Internet Change desktop background
@i View network status and tasks Adjust screen resolution
~&R ., Choose homegroup and sharing options

Clack, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

./ Hardware and Sound

%‘ View devices and printers
Add a device

Adjust commonly used mobility settings

EXA.

Ease of Access
Let Windows suggest settings
Optimize visual display

Programs

Uninstall a program

Figure 3: Control Panel

These screenshots demonstrate how operating systems manage system resources and provide

tools for monitoring system performance.



Task 2 — Windows CLI Commands

Windows operating systems Command Interfaces Command Prompt and Power Shell are
command interfaces that allow a user to interact with a system through the use of textual
commands [4]. The tools have the capability to have the user performing many administrative
and management tasks devoid of graphical interface. Through command-line commands, it
would help users monitor performance of the system, handle files and directories, configure
the network perimeter, handle the running processes, and handle user accounts too. PowerShell
has greater levels of scripting and automation as compared to Command Prompt because
standard batch commands are used [5]. These command-line tools are especially convenient to
system administrators and IT workers, as they allow them to troubleshoot quicker, as well as

administer the system and script as well as schedule routine jobs.
Process Management Commands
Tasklist

o1 CA\Windows\System32\cmd.exe = =

icrosoft Windows [Version 6.3.966@1
Kc)> 2013 Microsoft Corporation. All rights reserved.

:sUWindowsssystem32>tasklist

Services
Services
1

Services

Console

Services
1

oogleCrashHandler.exe
oogleCrashHandlert4d. exe Services
niPruSE.exe Services

EEEEEEREEERRRRERRRRRREREREREREE T

a
a
a
a
]
i
i
a
a
a
]
i
a
a
a
a
a
a
a
a
]
i
]
i
a
a
a
a
]

Figure 4: tasklist
The list of all the running processes is presented by this command. It shows information

regarding process name, process id(PID) and memory use.

Taskkill



o1 CAWindows\System32\cmd.exe -

pininit.exe 388 Services
SPSS .EXE 388 Console

416 Console

476 Services
loazz . _exe 484 Services
vchost . exe L4A Services
vchost.exe L76 Services
um . exe 676 Console
uchozt _exe 692 Seruvices
vchost . exe 776 Services
vchost.exe 824 Services
vchost.exe 888 Services
vchost _exe 776 Services
poolzu_exe 376 Services
vchost . exe 384 Services
sMpEng .exe 1184 Services
vchost .exe 1332 Services
azkhozstex.exe 1852 Console
explorer.exe 1232 Console
vchost.exe 1672 Services
earchlndexer.exe Lo Services
oogleCrazshHandler.exe 2248 Services
oogleCrazhHandlertd. exe 2264 Services
md.exe 2596 Console
onhost _exe 1628 Console

844 Services

168 Conzole
asklist _exe 38208 Console

sMWindowsssystem32 *taskkill-PID 168
UCCESS:= Sent termination signal to the process with PID 168.

HFHEQEFEFEIEFE-AIOIORIAIFAEREE T
ERRRRRRRRRRRRRRRRR R R R R =

5.688

wWindowsssystem32 >

Figure 5: taskkill /PID 160

The command is used to terminate a running process that has Process ID. It is also practical in

case one of the applications comes to a halt.
File and Directory Management

Dir
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N C\Windows\System32\cmd.exe -

121720814 B2:47 LB.688 Wwanpref.dll
1172172014 BA2:47 72,784 wwanprotdim.dll
11-21/2814 @2:-47 62,976 WuanRadioManager.dll
12172814 B@2:47 £13,.536 wwansuc.dll
1172172814 BA2:47 63,528 wwapi.dll
112172014 B@2:47 293,376 XAudio2_8.d11
H1-21-28014 B@2:-47 48 648 xcopy.exe
11212014 B2:48 36.352 Klnputl_4.d11
112172814 B2:48 18,248 XInput?_1_@A.d11
1172172014 BA2:47 58.368 xmlfilter.dll
112172814 B2:47 238,816 xmllite.dll
112120814 B2:47 21,584 xmlprovi.dll
1172172814 BA2:47 61,448 xolehlp.dll
112172014 BA2:49 741 856 XpsFilt.d1ll
H1-21-28014 B@2:-47 468,992 HpsGdiConverter.dll
112172814 B2:47 1.919.488 HpsPrint.dll
11212014 B2:-47 208 .384 HpsRasterService.dll
112172014 @A2:49 4_ 690,432 xpsrchuw._exe
A6 18,2013 @8:-12 76,868 xpsrchuw.xml
11212014 B@2:-47 3,856,128 xpsservices_dll
11-21/2014 BA2:49 101 .888 HPSSHHDR.d11
112126814 B2:47 1,582,288 xpssves.dll
6/18.-28013 BA8:-48 4,014 xwizard.dtd
112172814 B2:47 61.952 xwizard.exe
112126814 B2:47 476 .672 xwizards.dll
1172172814 BA2:47 118,784 »uwreg.dll
112172814 B2:47 263,168 xwtpdui.dll
12172014 B@2:47 145,488 »xutpwiZ_dll
11212814 @A?:47 <{DIR> zh—CHN
112172814 @%7:47 <DIR> zh—HK
11721720814 @A%9:47 <DIR> zh-TUW
1121728014 B2:48 440,320 zipflde.dll

3087 File<s> 1.524.173.799 hytes

185 Dirdsd 7,858,971 .136 hytes free

ssMindowsssystemnd2 >

Figure 6: dir
The dir will list files and directories of the working directory. It helps one to open the saved

files and navigate that is in the directories.

Mkdir
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LESL

X CAWindows\System32\cmd.exe

1-21-2014 B2:48 Alnputi_4.d11
1212014 B2:48 Hlnput?_1_@A.d11
11-21-2014 B2:47 ¥xmlfilter.dll
11-/21-2014 B2:47 ¥xmllite.dll
1-21-2014 B2:=47 xmlprovi.dll
i1-21-2014 B2:47 xolehlp.dll
i1-21-2014 B2:49 Hp=Filt.d1ll
11212014 @2:=47 HpsGdiConverter.dll
11-21-2014 B2:47 ApsPrint.dll
1-21-2014 B2:=47 208 HpzRasterService.dll
117212014 @A2:49 xpzrchuw . exe
A6 18.-2013 0O8:12 76,068 xpzrchuw._xml
11212014 B2:=47 3,856,128 xpsservices.dll
11-21-2014 B2:49 101 .888 HPSSHHDR.d11
i1-21-2014 B2:47 1,582,288 xpssves.dll
6 182013 B8:40 4,814 xwizard.did
1212014 B2:=47 61,7252 xwizard.exe
11-21-2014 B2:47 476,672 xwizards.dll
i1-21-2814 @2:47 118.784 »wreg.dll
1212014 BO2:47 263,168 »wtpdui.dll
1-21-2014 B2:47 145,488 »wtpw3d2 . dll
11-/21-2014 @9:47 <DIR> zh—CH
11-21-2014 B@9:47 <DIR> zh—HK
i1-21-2014 B@9:47 <DIR> zh—-TW
i1-21-2014 BO2:48 440,320 =zipfldr.dll

3887 File<s> 1.524.173.79?% hytes

185 Dir<s> 7,858,971 .136 hytes free

sMindowsssystem32  mkdir test
Access iz denied.

sMindowsssystem32>cd ®userprofilexsDesktop

sUzepsswhoxusersDesktopimkdir test

tsUsersswhoxusersDesktop

Figure 7: mkdir test
This is an instruction that creates a new folder termed test. It is generally used in file

organization and folders.

Copy

12



1212614
A6/18.-2013
11212614
11212814
12126814
B6~18.-2813
11212014
112126814
11212614
11212814
112126814

B2 :4%
Ag:12
B2:47
B2 :4%
a2:47
B8 :-4A
B2:47
A2:47
B2:47
B2:47
A2:47

CAWindows\System32\cmd.exe

4,690,432
76 .868
3,856,128
141 .888
1.582,.288
4,814
61,952
476,672
118,784
263.168
145,488

xpsrchuvw.exe
xpsrchuw . xml
xpszervices.dll
HWPSSHHDR.d11
xpssvcs.-dll
¥xwizaprd.dtd
¥wizard.exe
xuwizards.dll
xureg.dll
¥uwtpdui.dll
wuwtpwd? _dll

11212614
11212814
112126814
11212814

a9:47
A9:47
a9 :47
B2 :48
3887 File<{s>
185 Dirds?

<DIR>
<DIR>
<DIR>

zh—CHNH

zh—HK

zh—-TUW
440,328 zipfldr.dll
1.524.173.799 hytes
7.858.9271.136 bytes free

ssHindowsssystemd2 *mkdir test
Access is denied.

sWindowsssystemd2>cd ZuserprofilexsDesktop
ssUzepsswhoxusersDezktopimkdir test

tslsersswhoxusersDesktopicopy File.txt folder
he zyztem cannot find the file specified.

tslzersswhoxusersDesktoprecho Hello > file.txt
sUzersswhoxusersDesktopimkdir folder

tsllzersswhoxusersDesktopicopy file.txt folder
1 file<s> copied.

tsllzersswhoxuszersDesktop

Figure 8: copy file.txt folder
Replication of files in the file system is done via the copy command to replicate files at one

place to another.
Network Testing and Monitoring
Ping

e CAWindows\System32\cmd.exe =

ssUsersswhoxusersDesktopX*ping google.com

inging google.com [142_258.123.781 with 32 bytes of data:
eply from 142.258.193.78: hytes=32 time=13ms TTL=117
eply from 142_.258.123_.78: hytes=32 time=15ms TTL=119
eply from 142.258.193.78: hytes=32 time=13ms TTL=11%7
eply from 142_.258.123_.78: hytes=32 time=18ms TTL=119

ing statistics for 142_2508.193_.78:

Packets: Sent = 4, Received = 4, Lozt = @ (@x loss>,
pproximate round trip times in milli-—seconds:

Minimum = 18mz, Maximum = 15ms, Average = 12ms

sUzersswhoxusersDesktop>

Figure 9: ping google.com

13



It is a command that is applied to test the connection of the network by transmitting packets to

a remote server and timing the reply.
Ipconfig

o CAWindows\System32\cmd.exe ==

sUszersswhoxusersDesktopripoconf ig

Jindows IP Configuration

Ethernet adapter Ethernet:

Connection—specific DNE Suffix

Link—-local IPv6 Address . . . . feBA::18F:2e7?:c898:eabx3

IPv4 Address. . . . . . . - . . 192 .168.0.12

Subnet Mask . . . . . . . . . . 255255 255224

Default Gateway . . . . . . . . felB@::2ef@:5dff :fele:1c3xd
192 _168_.08.2

unnel adapter isatap.{AEFB8F26-76CB-4CB6—768F-4F/FB1D58ED3::

Media State . . . . . . . . . . . = Media disconnected
Connection—specific DNE Buffix . =

ssUsersswhoxusersDesktop>

Figure 10:ipconfig
This command is intended to test the connection in the network by sending packets to one of

the remote servers and measuring the latency.

Netstat

E CAWindows\System32\cmd.exe

Userswhoxuser~Desktopinetstat
Active Connections
Proto Local Address Foreign Address State

ICP 192.168.0.12:49182 a23-223-4-36:http TIME_UAIT
ICP 192.168.8.12:49183 al@4-114-118-196-http TIME_UWUAIT

sUsersswhoxusersDesktop>

Figure 11: netstat

With this command, related networks and ports of the system that are listening will be shown.
User Management

net user

14



B C\Windows\System32\cmd.exe

slzersswhoxusersDesktopinet user

ser accounts for SSWINDOWS

dministrator vhoxuser
he command completed successfully.

wUsersswhoxusersDesktop_

Figure 12: net user

Displays the user accounts list available in the system.

net user username password /add

= Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.7680]
(c» 2013 Microsoft Corporation. All rights reserved.

sMindowsssystemd2 net user testuser 123456/add
he uzer name could not he found.

ore help iz availahle by typing HET HELPHMSG 2221 .

wMindowsssystem3d2 >net user Ubox 123456 ~add
he command completed successfully.

sMindowsssystem32 >

Figure 13. net user testuser 123456 /add

New account with user name and password are introduced.
Task Scheduling

Schtasks

15



B Administrator: Command Prompt

Scheduled Start With Hetwork

Folder: “Microsoft UWindows MWininet

Folder: “Microsoft“Windows“WOF
askMame

JIM-Hash—Management
JIM-Hash—VUalidation

Folder: “Microsoft“Windows“UWork Folders

Jork Folders Logon Synchronization
Jork Foldersz Maintenance Work

Folder: “Microsoft“Windows“UWorkplace Jo

License Ualidation

Sync Licenses

JSRef reshBannedAppsListTask
WETask

sMindowsssystem32

in

3142026 10:36:47 AM

Mext RBun Time

H-A

Mext Run

N-A
HAA

Mext Run

N-A
HAA

Mext Run

MR
3-r16-,2826 18:38:27 AM
NAH
3142026 12:13:44 PM
N-A

Figure 14: schtasks

Schtasks command allows the users to schedule or to manage scheduled tasks that are executed

automatically at some times.

Task 3 — Linux CLI Commands

Linux operating systems contain strong command-line interface (CLI) applications to enable
one to interact with the system through the terminal [6]. These commands can enable the user
to control and manipulate files and directory, view and control running processes, set up system
setting and user accounts. Linux CLI is often used by system administrators since they can
administer the system effectively and troubleshoot system failures. It also gives a preference

to the automation with shell scripts that allow performing repetitive tasks and manageing the

actions of the system within a short time and efficiently.

Process Management

Ps

16
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& root(@kali: ~

Session Edit View Help

TIME CMD

@ sudo

h

Figure 15: ps

The ps command provides the information of the processes in the process of running.

Top
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C root@kali: ~

Session Actions Edit View Help

%Cpu(s): y 0.0 si, 0.0 st
MiB Mem : a € : 2697.3 buff/cache
MiB

VIRT RES SHR 5 %CPU X%MEM
5456 116440 59 7 .9

messa
root
root
root
root @ 56 18516
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

W

[

cpu_wg

[N

Ao

Figure 16: top
The top command provides us real time information regarding processes and use of resources
in the system.

Kill

- | root@kali: ~

Session Actions Edit View

Figure 17: kill 3893

18



The process is terminated through the Process ID.
File Management

Ls

root(@kali: ~

Session Actions Edit View Help

2025-11-14-ZAP-Report-.html

.

Figure 18:Ismkdir

Lists files and directories within the current directory.
cd

cd foldername

Changes the current working directory.

mkdir

mkdir newfolder

Creates a new directory.

cp

cp file.txt folder/

Copies files from one location to another.

rm

19



ethical@kali: ~/Desktop

Session Actions Edit View Help
" zsh: corrupt history file /home/ethical/.zsh_history

[ ¢ Desktop E
~/Desktop
file.txt Nessus-10.11.0-ubuntul604_amd64.deb
-[~/Desktop]
-[~/Desktop]
file.txt New/
-[~/Desktop]

file.txt Nessus-10.11.0-ubuntul604_amd64.deb

— ~/Desktop
— New
file.txt

-[~/Desktop]
file.txt

-[~/Desktop]

Figure 19:rm file.txt

Deletes a file from the system.

Network Monitoring

ping

20



=] root(@kali: ~
Session Actions Edit View Help

-

google.com
PINu goag1 (142.250.182.46) 56
.2 icmp_seg=1 Redirec

a

i4) bytes
Network(New

(4
t

519-in-f1l4.1el10@.net (142

1F._.I|| '-1| 1_||
from tzdelb-az-in-f14.1e100.
6 ms
From 168.0.2 icmp_seq=3 Redirect
(192.168.0.1))
64 bytes from tzdelb-az-in-fl4.1el@@.
time=11.9 ms
Fram 192.168.08.2 icmp_seq=4 Redirect

rom mam@5519—in—f1#.lelﬂﬂ.ne_
_seq=5 Redirect Network(New nexthop:

time= lﬁ 4 ms
64 bytes from tzdelb-az-in-f14.1el@0@.net (142.2

Figure 20: ping google.com

Tests connectivity to a remote host.

ifconfig

21



k.

Session Actions Edit View Help

, BROADCAST , MULTI(
netmask 255
oc:2f

bytes @ (@
dropped ©
bytes @ (¢
dropped 6

docker@:

.0 B)
(1] "runs
B)
arYruns @

h

bytes 9
dropped 1 overruns
67878 b!."t'E'S
dropped @ overruns @

oo m
W e

5910109 (5

root@kali: ~

CAST>
255.0.@
txqueuelen @

5]

carrier

mtu 1508
broadcast 172.
(Ethernet)

frame

@ collisions @

mtu 1580
broadcast 192
n 64 scopeid @x
(Ethernet)
2 MiB)
me @
6 MiB)

carrier @

collisions @

LﬂﬂpbiLkJ
.0 B)

uns

drubped
2 bytes
dropped @

5]

.0 B)
‘uns @

Trame

carrier @ collisions @

Figure 21: ifconfig

Displays network interface configuration.

netstat

22



= root@kali: ~

Session Actions Edit View Help

Active Internet connections (w/o servers)

Proto Recv-( Send-Q Local Address Foreign Address State

udp 4] B 192.168.0.11:bootpc 192.
Active UNIX domain sockets (w/o ser

Proto RefCnt Flags Type

unix 3 [ STREAM

unix 3 STREAM COMNNECTED
unix STREAM CONNECTED
unix STREAM CONNECTED
unix STREAM CONNECTED
unix STREAM CONNECTED
unix STREAM CONNECTED
unix STREAM CONNECTED
unix STREAM CONNECTED
unix 3 STREAM CONNECTED
unix 3 STREAM COMNNECTED
socket
unix
stdo
unix
unix
unix
unix
unix

e e o o o o o o o o

R

STREAM CONNECTED

STREAM CONNECTED
DGRAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED

e e ol o

STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED

e o o

STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED

e o o

stdout

Figure 22: netstatclear

Shows network connections and routing information.
User Management

adduser

sudo adduser username

Creates a new user account.

passwd
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Jrun/systemd/journal/
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Jrun/dbus/system_bus_
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Jrun/user/
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root@kali: ~

Session Actions Edit View Help

usertest

New password:

Retype new password:

passwd: password updated succe

Changing the user information

Enter the new value, or press ENTER for
Full Name []:
Room Number [
Work Phone []
Home Phone []
Other []:
information correct? [

1:

Figure 23: passwd username

Changes the password for a user account.
Task Scheduling
crontab
= ethical @kali: ~
Session Actions Edit View Help
o introduce tasks to be rum by cron.

ing with diff
f and what command to run for the

that tasks will be started based on the cron's
f daemon’'s notion of time and timezones.

(including errors) sent
crontab file belongs to (unless

+ +

ab(5) and cron(8)

fm h dom mon dow
* * * %* echo "Hello

Figure 24: crontab -1

Displays refer to activities that are carried out automatically on the system.
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Task 4 — Windows Batch Scripts

Windows Batch scripts are plain text, which are given a set of commands, contemplated by the
windows command interpreter (Command Prompt) [7]. The scripts come in handy in
automation of administrative processes that are routine such as file management systems
checks and basic calculations. A batch scripting can also be used to have variables, user input,
loops and conditional statements to control the flow of the program. Using Batch scripts, the
system administrators and users can achieve their usual business using it more effectively, they

do less manual jobs and also improve their productivity in windows operating systems.
Script 1 — User Greeting

@echo off

set /p name=Enter your name:

echo Hello %name%

pause

e CAWindows\5ystem32\cmd.exe

Enter wvour name:Test
ello Test
Prezs any key to continue . . .

In this script, the user is asked to enter his/her name and once this is done he/she is presented

with a greeting message. It demonstrates the usage of the user input and variables.
Script 2 — Simple Calculator

@echo off

set /p num1=Enter first number:

set /p num2=Enter second number:

set /a sum=%num1%+%num2%

echo Result = %sum%

pause
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Untitled - Notepad
File Edit Format Wiew Help

@echo off

set /p numl=Enter first number:
set /p num2=Enter second number:
set fa sum=Xnumli¥+Xnum2X

echo Result = Xsum¥

pau5ﬂ

Figure 25: Script Code

= CAWindows\system32\cmd.exe

Enter first number:22
Enter second numher:34

Preszz any key to continue . . .

Figure 26: Script Output
In this program the user will be required to put in two numbers which will then perform a

mathematical addition operation. It represents the use of variables and arithmetic operation.

Task 5 — Linux Bash Scripts

The Linux Bash scripting allows the user with the opportunity of automation and control of the
system activities easily through the terminal [8]. Scarlet scripts consist of a sequence of
commands and are run later. They will support variables, user input, loops and condition
statement which the administrator can automate repetitive operations, managing files, system

monitoring and maintaining regular task of Linux.
Script 1 — Greeting Script

#!/bin/bash

echo "Enter your name"

read name

echo "Welcome User"
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root@kali: ~

Session Actions Edit View Help
GNU nano 8.7 greeting.sh

“Enter your name"

name
"Welcome User™

Figure 27: Greeting Script

root@kali: ~
Session Actions Edit View Help

~

greeting.sh

~

+x greeting.sh

-~

Enter your name
Test
| Welcome User

Figure 28: Script Output
This script identifies the name of the user and welcomes the user. it forecasts variables and

users utilized and entered in Bash.
Script 2 — Conditional Script
#!/bin/bash

echo "Enter number"

read num

if [ $num -gt 10 ]

then

echo "Number is greater than 10"

else
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echo "Number is less than 10"

fi

& reot(@kali: ~

Session Actions Edit View Help

GNU nano 8.7 numbercheck.sh

@'/bir .
'"Enter number”

num
10
"Number is greater than 10"

"Number is less than 18"

Figure 29: Script
= root@kali: ~
Session Actions Edit View Help

-~

numbercheck.sh

-~

+x numbercheck.sh

Enter number
45
Number is greater than 10

-~

Enter number
9
Number is less than 10

Figure 30: Output Screen
This code involves the user to enter a number and affirm with a conditional statement whether

the number is greater than 10 or not.
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Conclusion

The current computer systems heavily depend on the operating systems since they are the ones
that control the hardware resources and even offer a platform through which the software
programs can successfully execute. Processes management, file system, device, security, and
networking management are the most important functions of the operating systems as have
been explained in this report. As shown by the practical activities, command-line interfaces of
the Windows and Linux operating systems can be utilized to undertake an administrative task,

e.g., tracing processes, working with files, testing networks, and controlling user accounts.

The report also discussed the way to use the scripting in windows batch and the Linux bash.
Another way of simplifying the system efficiency is that the users can also automate the
repetitive tasks using scripts which reduces manual work. Across this assignment, one was able
to grasp the fact that command-line tools provide incredible system management capabilities.
Their familiarity with these tools and scripting languages is of importance to the IT experts

because they will assist them to administer the operating systems and troubleshoots.
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Appendix

Key functions of general Operating Systems

AlMode ANl Images Videos Shopping Forums  Shortvideos More ~ Tools ~

+ Al Overview f&=t

Ty

FUNCTIONS OF
7 : i OPERATING
functions include processor scheduling (CPU management), , SYSTEM

............................................ r—{

Operating systems (OS) manage computer hardware and software, % m
acting as an intermediary between users and the machine. Core

memory allocation, file system management, device input/output
(1/0) control, security, and user interface provision. These ensure
efficient, conflict-free, and secure system operation. « 18M+5

Key Functions of an Operating System:

Process Management (CPU Scheduling): Handles the creation, scheduling, and
termination of processes, allowing multiple tasks to run simultaneously without
interference.

» Memory Management: Manages RAM, allocating and deallocating memory space
to processes to ensure efficient usage. It also handles virtual memory (swapping)
when physical memory is full.

» File Management: Manages the creation, deletion, and organization of files and
directories on storage devices (HDD, SSD), ensuring data is stored and retrieved
efficiently.

» Device Management (I/0 Management): Manages communication with peripheral
devices (printers, scanners, monitors) via device drivers.
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Use of Windows OS CLI commands

AlMode All Videos |Images Forums Shopping Shortvideos More ~ Tools -

+A| Overview fg=ff 4

The Windows Command Line Interface (CLI), primarily accessed via Command
Prompt (CMD) or PowerShell, is a text-based tool used for system administration,
file management, and automation. It offers precise control and efficiency often not
available through the graphical user interface (GUI). @ Amazon Web Services +3

Accessing the Windows CLI

You can access the CLI using several methods:

» Run Dialog: Press the Windows Key + R, type cmd, and press Enter .

» Start Menu Search: Click the Start menu, type "Command Prompt" or "cmd" in the
search bar, and press Enter .

« Run as Administrator: For tasks that require elevated permissions, right-click
"Command Prompt" in the Start menu search results and select Run as
administrator. @ NinjaOne +2

Essential Windows CLI Commands

Below are some commonly used commands, categorized by
function: @ Learn to Code — For Free +1
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Use of Windows OS scripts

AlMode All Images Videos Shopping Forums  Shortvideos More ~ Tools -

* Al Overview @<t

powerful text-based tools for automating repetitive tasks, managing system
configurations, and executing complex commands without a GUI. They are essential
for system administration, such as deploying software, managing user accounts in
Active Directory, backing up data, and modifying registry settings. € Microsoft Learn +4
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Use of Linux OS scripts

AlMode ANl Images Videos Shopping Forums  Shortvideos More ~ Tools ~

+ Al Overview &=t 4

Linux OS scripts, commonly known as shell scripts, are programs that automate a
sequence of commands, system tasks, and administrative functions. They serve as
an interface between the user and the operating system's kernel, allowing complex
interactions to be simplified into single, repeatable commands. == GeeksforGeeks +3

Primary Uses of Linux OS Scripts

» Task Automation: Shell scripts automate repetitive, time-consuming tasks like file
cleanup, routine backups, and software installations, which saves significant time
and reduces manual errors.

« System Administration: System administrators use scripts to manage users and
permissions, monitor system resources (CPU, memory, disk space), manage
processes, and handle logging and monitoring.

* Process and Workflow Control: Scripts can link together different command-line
utilities and programs using pipes and redirection, allowing the output of one
command to become the input of another, creating complex workflows.

+ Scheduling Jobs: They can be scheduled to run at specific times or intervals using
utilities like cron , which is essential for maintenance and regular updates.

+ Development and DevOps: Developers and DevOps professionals use scripts to
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