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1. Introduction

This project's context mainly involves setting up a firewall and testing it under different
configurations. There is no industrial partner in this project. Me having done an HND in Network
Engineering and now a 3™ year direct entry into the cyber security and computer networks degree
here at UWTSD, | figured this project is the perfect combination of both networking and cyber
security, my current skillset would be enough to configure a basic firewall, this project would
encourage me to dive deeper into ethical hacking and other security aspects. Ultimately this project

is aligned to my future career goals. Bl




2. Background to the Proposed Research

The need for network security is constantly increasing, as there is a growing demand for measures to
prevent attacks, data loss, and any kind of threat. Firewalls play a role, in ensuring network security
by preventing cyber-attacks safeguarding valuable data and upholding the privacy and integrity of
computer systems and networks. [1]

Firewalls, commonly referred to as Packet Filter Firewalls or first-generation firewalls have been
around since 1987. Their primary purpose is to regulate the flow of connections by examining
network and transport layer protocol details. Initially these firewalls proved effective, in
safeguarding against access, by blocking IP addresses and port numbers. However, as the internet
evolved and advanced web applications emerged it became evident that these traditional firewalls
had limitations in coping with the network landscape. [2]

Whereas the New Generation Firewall's (NGFW), which were initially introduced by Palo Alto
Networks in 2010 are an upgraded version of firewall technologies. They come with capabilities that
primarily focus on packet inspection. Deep packet inspection involves the ability of the network
technology solution to analyse the underlying layers of traffic that are transmitted over transport
layer protocols. NGFWs include all the functions found in firewalls, like packet filtering, network and
port address translation (NAT) stateful inspection and support for virtual private networks (VPN).
However, they also offer features such as identifying applications at high-speed detecting anomalies
and the capability, to decrypt and re encrypt SSL traffic. [2] [3]

When comparing firewalls to NGFWs we can identify key distinctions. Traditional firewalls offer
protection based on ports, state and protocols. They filter traffic according to set rules. On the hand
NGFWSs have the ability to recognize applications irrespective of port, protocol, evasive tactics or SSL
encryption. They provide real time defence, against zero-day attacks. Can collaborate with user roles
to restrict access within an organization. NGFWs outperform firewalls in detecting and preventing
attacks due, to their nature. This allows them to thoroughly examine connection requests by
comparing them with established connections characteristics. Consequently they are able to detect
requests even if they are structured differently or originate from computers. [1] [4] [5]

For this project | have selected the NGFW to be the Cisco Adaptive Security Appliances (ASA) 5500
firewall, but Cisco has announced the end-of-life and end-of-sale notices for the Cisco ASA 5500
series since there were multiple vulnerabilities found and published in 2012. Due to the limitations
in resources the only firewall available in the university lab were the ASA 5500 series firewall. Now
the firewall itself is a network device that offers strong defence against different types of cyber
threats. Numerous research papers, case studies and technical documents delve into the
performance, setup and security capabilities of this firewall regardless of the minor vulnerabilities
that were found later. [6]

According to Cisco there were multiple vulnerabilities that were found in the ASA firewalls. One of
them was the “DHCP Memory Allocation Denial of Service Vulnerability”. DHCP is a protocol that
automatically configures settings for devices, such, as an IP address, subnet mask, default gateway,
DNS server and WINS server IP address. The Cisco ASA Software has the capability to act as a server
or a DHCP client. When functioning as a server the Cisco ASA Software provides network
configuration settings to clients. However there is a flaw in the implementation of the Dynamic Host
Configuration Protocol (DHCP) Server feature. This vulnerability could be exploited by a attacker
leading to a reboot of the affected device. The vulnerability occurs due to memory allocation, for a




DHCP data structure when receiving manipulated DHCP packets. To exploit this vulnerability an
attacker can send manipulated packets to the targeted system. If either feature is enabled on the
Cisco ASA Software there is potential for this vulnerability to be present. [6]

At the Cyprus University of Technology there was a case study that showcased how the Cisco ASA
5500 series firewall was utilized. The purpose of implementing this firewall was to ensure the
security and safety of both students and staff members. This case study effectively demonstrated
how this device proved to be beneficial, in an environment. [6] Apart, from the case study
mentioned earlier Cisco offers a manual on how to monitor and resolve performance related
problems, with the Cisco Adaptive Security Appliance (ASA) 5500 series firewall. The manual states
commands that help the user in monitoring the firewalls performance and troubleshooting any
issues that might occur. [7]

In conclusion although the Cisco ASA 5500 series firewall may not be the choice, for industry
applications due to its performance limitations and the availability of advanced alternatives it still
holds value as a tool for learning and experimentation in my final year project. Its wide range of
configuration options and robust set of features make it an excellent firewall to test and understand
how firewalls operate and grasp network security principles. Additionally conducting penetration
testing on the ASA 5500 series can offer insights, into the process of identifying and exploiting
vulnerabilities. Furthermore studying known vulnerabilities can serve as practical case studies to
gain an understanding of security issues and effective ways to address them.

Keywords: (NGFW: New Generation Firewall), (NAT: Network and port Address Translation), (SSL:
Secure Sockets Layer), (ASA: Adaptive Security Appliances).




. Aims & Objectives

Basic firewall configuration.

Set up ACL’s and security policies.

Network Integration and Test.

Monitoring/ Analyse traffic for optimization.
Clear documentation of all the above work.




4. Methodology

4.1 Research Methodology

Configuring a firewall and testing seems easy said than done, first a lot of planning would be
needed to be done along with set requirements and the final expectations. Configuration of the
firewall would be the next step, this includes the essential configurations including hostname,
passwords, management interfaces, defining security policies, access control rules and user
authentication methods. Next would be integrating the firewall into the lab environment along with
Network Address Translation rules for internal and external traffic for proper connectivity. Following
up with thorough testing of security policies and access controls using test scenarios, simulated
attacks and real traffic. Thereafter I'd have to set up and use different monitoring tools for logging
and alerting to capture firewall events and anomalies, preferably using different tools to see the
difference in results and maybe compare them. All the while creating a detailed documentation that
includes network diagrams, configuration files and testing results to conclude.

4.1.1 Philosophy

For this project ill be using a Positivist philosophy, since this is an experiment with the collection of
quantitative data | believe it can benefit from a positivist philosophy approach. For example, the
network traffic patterns, data transfer rates, the number of rules, access control lists or firewall
policies, all these provide objective, numerical data that can show a clear insight into the firewall’s
performance and under different configurations its effectiveness.

4.1.2 Approach

For this project | have decided on a deductive approach, a deductive approach would provide me
with a structured and rigorous framework to conduct the controlled experiments in testing the
specific hypotheses. It would also allow me to be efficient by helping me to focus research efforts on
the most important parts of the firewall and test accordingly with the specific configurations. Since
deductive approach aligns with the evidence available, it would make it easier to draw valid
conclusions.

4.1.3 Strategies
4.1.3.1 Literature Review
4.1.3.2 <Strategy 2>

4.1.3.3 <5Strategy 3>

4.1.4 Risks & Limitations
Risks:

e Misconfigurations. Human errors may lead to an ineffective firewall or sometimes security
vulnerabilities.

* Inadequate testing. Vulnerabilities may go undetected if the firewall isn't thoroughly tested
in a number of scenarios.

* Resource constraints like in a lab environment resource limitations may affect the realism of
the tests, the lab setup would not fully replicate the complexity of a real world network




* False Positives or Negatives. Intrusion detection and prevention systems might generate
false positives/negatives which would be ineffective.
e lack of real world threats which would also affect the accuracy of security assessments.

Limitations:

¢ Alab environment may not scale well enough to emulate a large network like in real life.

* Time constraints. Lab testing would be time consuming and it wont be possible to replicate
all the real world threat scenarios.

¢ Llab environment would lack the diversity of devices and software that would be found in the
real world networks which would limit my testing coverage.

To mitigate these risks, | would have to take a step by step and cautious approach while conducting
thorough testing while maintaining proper documentation. Additionally | would have to invite third
party penetration testers to get valuable insights into the security and effectiveness of the firewall
configuration.

4.1 5 Ethical Issues
No ethical issues since the project would be carried out under a controlled lab environment

4.1.6 Validity, Reliability & Generalisability
4.1.6.1 Validity

Ultimately it depends on how its aligned with the network objectives, supported by
comprehensive documentation of configurations, test results and findings.

4.1.6.2 Reliability

It comes down to how the lab environment is reproduced, if it is consistent and well
controlled with no big changes or variations even with the testing scenarios its more likely that the
obtained results would be similar.

4.1.6.3 Generalisability

The end results from my project could be valuable to similar problems that involve firewall
configuration and security testing in lab environments. If for example an organization decides to
configure and test the Cisco ASA 5500 firewall. In regard to data sets, if the results that | obtain have
similar data characteristics, the data might be applicable to a company or projects that involve
testing the Cisco ASA 5500 firewall's performance under different configurations.

4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
¢ Configuration data: CLI commands during the initial firewall configurations, network layout,
Ip addresses, routing tables and VLAN configurations
e Test Data: Captures of network traffic logs, packet flow analysis, intrusion attempt logs,
anomalies and other security events that would be detected by the firewall.
e Security Policy Data: Services that are allowed/denied by the firewall, applications that are
blocked or permitted by the firewall, login information’s.




4.1.7.2 Data Evaluation
e Configuration data: Document the firewall configuration commands using
screenshots of the CLI, network layout documented on a network diagram. IP
addresses and routing tables would be stored and displayed on a table.
e Test Data: For incoming/outgoing network traffic, intrusion logs and intrusion
attempts technigues like data clustering or anomaly detection can be implemented
to identify unusual patterns in the network traffic

Some hypotheses for this project could be:

e Testing the firewall against DDoS attacks- “As the volume of the attack traffic
increases, the firewall's ability to handle DDoS attacks will decrease”

e Testing the firewall to detect and prevent intrusion: “the ability to detect and
prevent intrusion attempts would increase with the complexity of the intrusion
attempt”

4.2 Development Methodology

4.2.1 Software Development Methodology OR Other Relevant Major Methodology

1. Project Planning: identifying the timeline/ configurations to be tested/ testing
scenarios/ identifying resources.

2. Preparing and Firewall Configuration: Setting up lab environment/ network topology
and end devices.

3. Test scenario planning: A set of test scenarios that are close to real-world threats.
Data collection: Firewall logs/ Network traffic.

5. Testing and performance evaluation: Test the firewall with different types of real
world attacks and collect the data on firewall performance metrics, security
incidents and vulnerabilities detected.

6. Data analysis: Analyse the collected data to understand the firewall’s performance
and security effectiveness using tools and monitoring software’s like SIEM tools,
wireshark for traffic analysis, etc.

7. Documentation: A comprehensive documentation of the above steps.




5 Resources and Planning

5.1 Hardware Resources
e Cisco ASA 5500 Firewall.
e Cisco switches/ routers.
e Workstations.
e Cables.

5.2 Software Resources
e Cisco ASDM: firewall configuration management software.
e Wireshark: Network traffic analyser.
e iPerf/D-ITG: To generate network traffic patterns.
* Nessus: To perform vulnerability assessments/ security weakness.
e \Virtualbox: when working with virtualized firewall instances.
e Nmap/ Metasploit and other security assessment tools: Specialized tools to conduct pen
testing/ firewall testing.

5.3 (Optional) Information Resources
If you need external data for your project, where will that data come from?

5.4 (Optional) Human Resources
¢ Third party pen tester to get insights from another perspective and perhaps uncover more
vulnerabilities.

5.5 Project Plan
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