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1. [bookmark: _Toc117611923]Introduction
This project proposal should contain some insight on the project idea. The summarized premise being an experiment onto each individual stage of a Social Engineer attack, starting with messages and emails with untrustworthy files followed by how those files would impact a PC. The start of the attack would involve emails back and forth between a hypothetical employee of a company. After an unsuccessful first attempt the attack would move on to another employee or potentially multiple employees at once.  This could be expanded into ransomware as phishing and ransomware are a commonly used together to cause more damage towards a company.
[bookmark: _Toc117611924]1.1 Background Information 
“Social engineering is a manipulation technique that exploits human error to gain private information, access, or valuables. In cybercrime, these “human hacking” scams tend to lure unsuspecting users into exposing data, spreading malware infections, or giving access to restricted systems. Attacks can happen online, in-person, and via other interactions.” [1]
The way that social engineering is used is to enable hacks and attacks on companies by gaining access to insider information as well as just information they would not normally have as a whole. It can be devastating to smaller companies and larger companies alike. Having access inside a network already increases the difficulty to protect the network for the business.
Social engineering goes through three phases which are:
· Information gathering
The attacker will research background on the victim or organization and then determine the best attack method. [2]
· Planning
The attacker will move onto step two using the research they have conducted on the user/organization and will develop a strategy and send specific messages to exploit the target. [2]
· Execution
The execution itself will consist of two major phases. The first half of the execution would be setting up the attack via establishing relationships that will be used to manipulate whatever they need into starting the actual attack. The second major phase would be executing the attack. Once they have everything set up and the relationships have downloaded the correct files or given the right information the attack plays out. [2]
A phishing attack is when a malicious individual/group attempt to breach inside a network by sending fraudulent files to genuine employees of a company. This would need to be a simulation for ethical reasons.
A commonly used type of phishing is known as spear phishing. Spear phishing is a targeted form of phishing that uses acquired information to personalise the attack on a user. An example of spear phishing would be sending the fake email using the employee’s managers name and their email signature.

Baiting is a form of social engineering attack when a malicious individual/organization utilises a deceptive promise to entice a victim into a trap where they risk having their financial and personal information stolen or having malware installed on their machine. A malicious attachment with an alluring name could be the trap. [3]

Pretexting is a social engineering technique where in order to trick someone into disclosing personal information or changing their behaviour, a criminal may employ pretexting, a type of social engineering. Before beginning a targeted spear phishing attack on their victim, thieves frequently assume the identity of a person in a position of authority, a colleague, or an organisation that they trust. Criminals do considerable study about their victim in order to fabricate a plausible tale that will help them establish rapport and confidence. [4]

Scareware bombards victims with false threats and fabricated warnings. Users are tricked into believing their computer is infected with malware, which leads them to either install software that gives the criminal remote access or pay the criminal in bitcoin to preserve critical files that the criminal claims to possess. [3] 

[bookmark: _Toc117611925]2. Aims and objectives
Project Aim: The aim of the project is to demonstrate how social engineering attacks would occur in an educational manner that would help users avoid any potential attacks in the future. It should specifically show the social side and what kind of attacks a user could receive as well as show how to verify if an email or message is from a reliable source. A quick example would be checking the email address and verifying it’s from the correct address as well as the correct domain. Examples of social engineering attacks that will be experimented with include Phishing, Baiting, Pretexting and Scareware.

Objectives:
· To demonstrate a social engineering attack on a network
This project is an experiment and will be using social engineering kits as well as other techniques frequently used in social engineering attacks.

· To develop mitigation strategies
Meaning to create plans to help users avoid all suspicious incoming information. 

· To highlight commonly used techniques used in social engineering attacks
Examples would include Spotting out domain names such as a website looking like Facebook having a random string of characters as the domain name.



[bookmark: _Toc117611926]3.  Project Design
[bookmark: _Toc117611927]3.1 Outline of project 

This project intends to display Social Engineering attacks in an experimental and educational manner. Branching off of this it intends to create viable mitigation strategies that would support against future attacks as well as help future users identify and avoid social engineering attacks.
[bookmark: _Toc117611928]3.2 Data collection
Objective 1: Demonstrate a social engineering attack on a network – The method of data collection for this would be a mix of primary data collection methods. This includes observation, documentation, and records
Objective 2: Develop mitigation strategies – The information used to develop these strategies will be gathered through both secondary sources via a literature review and through primary sources from the findings of objective 1.
Objective 3: Highlighting commonly used techniques – This would be the sum of Objective 1 & Objective 2 using the information gathered prior to create an easy to understand guide on how to prevent social engineering attacks and really highlight the methods and intentions.
[bookmark: _Toc117611929]3.3 Data evaluation 
The data will be presented in a document with text expanding and analysing each individual stage of an attack as well as any statistics or information discovered. 
[bookmark: _Toc117611930]3.4 Risks and limitations
The risk is low due to the virtual nature of this project. If the project was performed on an actual network/company the risk would be more significant due to data protection issues as well as computer misuse issues. To counteract these the entire project will take place in a series of virtual machines on personal devices.
The major limitation of this project would be that it cannot be tested in a live environment and will have to be simulated. The issue with this is that it won’t truly provide an insight into how attacks happen as events will typically be scripted.
[bookmark: _Toc117611931]3.5 Ethical Issues
The ethical issues would be presenting how to perform these types of attacks as it could potentially lead to a user attempting to replicate the attacks in a live environment.



[bookmark: _Toc117611932]4. Resources and planning
[bookmark: _Toc117611933]4.1 Resources required
Ideally, the project would require enough resources to host three virtual machines simultaneously to perform and present the social engineering attacks. The reason why three virtual machines would be needed would accurately simulate the attacks is due to the nature of requiring a perpetrator to start and send the attack, the victim required to download the malicious file and provide access to the server. The final required machine would be to simulate a server to show the access provided by the social engineering attack kit once on the victims’ device.
[bookmark: _Toc117611934]4.2 Hardware resources
A PC with a high-end CPU and a large quantity of memory to host the virtual machines. 
[bookmark: _Toc117611935]4.3 Software resources
Kali Linux for the perpetrators virtual machine, A modern version of Windows for the Victims machine and a server software for the simulated server. Multiple Linux social engineering attack kits. A Virtual Machine software (Virtual Box)
[bookmark: _Toc117611936]4.4 Planning

The project will have the following phases:
	Acquire Devices

	Acquire Software

	Set Up VMs and install required software

	Gather Social Engineer Tools

	Execute Required Experiments

	Research Statistics involving Experiments

	Develop Mitigation Strategies

	Experiments Using Mitigation Strategies

	Document Project
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[bookmark: _Toc117611516]Figure 1- Gantt Chart
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