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Abstract 
The purpose for this report is to research multiple cyber forensic tools such as PALADIN, Sleuth and create a table stating the benefits and negatives for these tools thus giving an over view of what their best use would be and then comparing some of them against each other to see which tool is best for which task. In the following task a scenario where a mobile manufacturing company hired a forensic investigator to retrieve valuable data, this is done by using the information gained via the first task by using a tool to obtain this missing data and then providing a forensic report and invoice to the company then finally a conclusion of the task. 





Introduction
Modern businesses are becoming increasingly more reliant on technology and as we develop and move forward into a future dominated by electronics and software we have to invent different ways to protect businesses and investments. Specifically this can be done using various cyber forensic tools that will keep businesses and employees safe from cyber threats and attacks that are increasingly becoming more advanced as our technology advances. There are multiple forensic tools which preform in a vast number of different ways from each other. Within task 1 there is a category table showing and comparing five different types of forensic tools along with various researched information which details what each tool provides, how they work and how they are used to counter and protect from cyber-attacks. 
Within task 2 an employee for a mobile manufacturing company  sold company designs to a competitor costing millions which led to the hiring of a Computer Hacking Forensic Investigator to retrieve the stolen data. This task will be completed using multiple forensic tools and a variety of methodologies, some of which are mentioned within task 1,  along with a professional invoice and a forensics report which will conclude the task and its findings. 



computer forensic tools
Forensic tools are used to investigate, uncover, and recover tampered with information ranging from missing folders and documents, edited images. These tools create reports and can track what happened to a device at any given time [1]. The goal for these tools is to determine if any type of cyber attack has been preformed on a device, with the rapidly increasing rate of new advances within technology and their use. Cyber-attacks have been and are becoming more of a threat it is estimated that cyber-attacks cost the United Kingdom £27 billion [2] per year, which is assumed to increase as we develop more complex technology. 
Below are multiple forensic tools with details regarding their use, how they work and how they compare amongst other computer forensic tools against different types of cyber-attacks using a comparison chart displaying what tool is best to use for certain situations and requirements.


PALADIN [3]
PALADIN is a bootable forensic suite based in the Ubuntu operating system, which has the capabilities to image a machine or any connected drives, along with performing some basic analysis on it, and it also makes use of preinstalled open-source forensic tools some of which are shown below in the image.
[image: Graphical user interface

Description automatically generated with medium confidence][4]
PALADIN is used by digital forensics examiners, law enforcement, military, federal state, and corporate agencies. 







ProDiscover Forensics [5]
Created in 2001, ProDiscover is used mainly by authorities to help cover a vast number of cyber threats and attacks which is one of the many reasons this tool is so useful for computer forensics. Some of the tools used within ProDiscover are uncovering files, accessing time line views to help uncover information extracting information and data to view for investigations. Below are some of the customers that use ProDiscover. 
[image: Logo, company name

Description automatically generated] 







	[6]

Sleuth Kit (+Autopsy)[7] 
Sleuth uses a “collection of command line file and Volume system forensic analysis tools.”[8] Writing in C code The Sleuth Kit is an open sourced software and is  used on multiple Operating systems such as Linux, Mac OS and Windows. Some of the tools that Sleuth is used for are detecting hidden content such as documents, examination of disk and other types of media and the analyzation of different partitions which allows the extraction and finding of files and documentation. 
Autopsy is a graphical interface for the Sleuth Kit which is used by corporate examiners, computer forensic investigators and different types of authorities and the use of Autopsy is linked along with the use of Sleuth as an open sources software it has been designed to be user friendly to preform tasks such as Time line analysis, key word search and Data Carving[9].






CAINE
Computer Aided Investigative Environment also known as CAINE, is an open source  graphical interface which has a main goal of assisting computer forensic investigators follow the four phases of digital investigation which are shown in the image below.
[image: 4 Phases of digital investigation of NJR process]









									[10]

CAINE uses multiple tools some of which are:
· Bitlocker – A type of encryption for protecting information with a password.
· AutoTimeliner – Allows visualization of information on a time line to see what has happened.
· Firmwalker – Analyse results to identify threats or possible vulnerabilities. 









Mandiant RedLine
	
	Customization
	Operating systems
	Tools
	User friendly
	Price

	PALADIN

	

X
	MacOS

Windows

Linux
	Malware Analysis 

Carving tools

Database tools
	

Yes
	Multiple 
$150 to $7,000

	ProDiscover
	


X
	


SaaS
	Memory Forensics 

Preview and image disks

Monitor system state

	


No
	
Price unavailable 

Reviews state: reasonable price

	Sleuth (Autopsy)
	


X
	Windows

Linux 

OS X
	
Data carving 

Timeline analysis

Keyword search
	

Yes
	

Free

	CAINE
	
         
         🗸

	
All
	AutoMacTc 
(Mac OS tool)

Bitlocker

Auto timeliner 

	


Yes
	
Free
(donations) 

	Mandiant RedLine
	

X
	Windows 

OSX

Linux
	Memory analysis 

Timeline analysis

Monitor system state
	


Yes
	

Free


Largely used for file analysis tools which allows for use of collecting different types of data such as “meta data, registry data, tasks, network information and internet history” [11]. RedLine also provides tools such as Streamline memory analysis and Indicators of Compromise (IOC) which is the gathering of information once a suspicious incident has occurred. 

Forensic tools category table 
References for category table: [12],[13],[14],[15],[16]




Comparison of the PALADIN and CAINE
While researching and learning about various forensic tools its difficult not to compare the differences, here is a comparison of two of the products listed above in the category table. While PALADINs website is user friendly and describes the product well along with images and live support chat for any questions. CAINES website feels as though it was created early 2000’s and is quite difficult to find specific information, however it is a free product and provides help on installation whereas PALADIN can be expensive ranging from prices $150 - $7,000. They both work on multiple operating systems such as Windows, Linux and Mac OS and offer the same and different forensic tools such as “database tools” including “auto timeliner” which allows for experiencing a timeline of events to see what malicious events have taken place. 
Overall conclusion of the comparison of the products is they both offer similar tools, the prices are largely different, but the service provided could be worth the cost especially when visiting the websites. PALADIN is the most expensive out of all the tools mentioned within the category table but has the easiest of use website and customer help and also provides guidance on how to use the product for beginners. 














Task 2  - Case Study: Sabotage
Tasked with the job of recovering CEC’S Samsung S20 GUI interface blueprints that an employee by the name of Rob Jengelley has stolen and deleted all existing data within the company’s network and due to the high confidentiality the computer that Rob worked and saved the information on has never been backed up thus leaving no way to get the information back. Below  is a step by step view on how the Samsung S20’s blue prints were retrieved using a cyber forensic tool known as “EaseUS Data Recovery”[17], which is a tool that recovers deleted or sabotaged documents, images and almost everything else that could be tampered with on a computer. 

[image: Graphical user interface, application, Teams

Description automatically generated]Step 1. 
Opening the program and selecting the previous location of which the documents were held.

Step 2.
[image: ]As mentioned above in step 1 you can see here that the chosen folder to scan is “Desktop” to find tampered, deleted, or missing folders and files.


Step 3.
[image: Graphical user interface, text, application, email

Description automatically generated]The image below shows that the forensic tool is preforming “Advanced scanning” and has currently found 14,556 files once this has been complete it will show tampered or deleted files and document.


Step 4.
[image: A screenshot of a computer

Description automatically generated]Here the software is showing the deleted folders, one of which is titles “Samsung S20 blue prints”.




Step 5.
[image: A screenshot of a computer

Description automatically generated]Once the folder has been opened above we can see everything that has ever been within that folder which allows for the recovery of the missing document that the employee removed from the computer. The software also provides the dates modified, size type of document and the file path of which it was in before being deleted.
Step 6.
Clicking recover shows the size of the file and then restores the document to where it originally was before removal.
[image: A picture containing icon

Description automatically generated]

[image: Graphical user interface, text

Description automatically generated]As shown below the document has been restored and now free to access and edit.











Forensic report: actions taken to restore data.

CYBER FORENSICS REPORT 
Evidence analysis in case #1001
Presented by: Barry Lynch
1 CYBER FORENSICS REPORT 
Investigator: 							            	Barry Lynch
Computer Hacking          Forensic  Investigator 

Subject:								Forensics data recovery report	
Accused 1 : Rob Jengelly
               Offence :  Stealing company data
 Date of request : 15th April 2022
          Date of conclusion : 26th April 2022


Overview / case summary
Rob Jengelly works for CEC mobile manufacturing company which design phone interfaces and GUI for popular vendors such as Samsung, Rob Jengelly has been accused of stealing the latest GUI interface for the new Samsung S20 and deleted all traces of the design off the computer he used to create this new interface thus costing the company millions of pounds if these designs are sold or leaked.

Objective 
The objective is to retrieve the stolen data from Rob Jengelly’s work computer by using cyber forensic investigative tools which allow for the retrieval of sabotaged and deleted documentation thus saving the company millions of pounds of losses. 




Evidence analysed and investigation steps 
 Using the forensic software known as “EaseUS Data Recovery Wizard” I was able to confirm the document “These are the Samsung blue prints”  had been tampered with in a way where the accused, Rob Jengelly has removed the document containing the GUI interface design. After this discovery was made, I was then able to recover the deleted documentation to its previous save before the sabotage and removal using the same software.

Conclusion 
The findings from preforming the forensic investigation on Rob Jengelly’s work computer, provided enough evidence to prove that he has committed a crime against the company by sabotaging valuable data which in this case was stealing and removing the latest Samsung Galaxy S20 GUI interface and planning on either leaking this information or selling it to a competitive company. A valuable lesson that could be learned from the company is not backing up computers or having security protocols in place that would hinder this type of action in the future. 

















Forensic Invoice for professional service provided


[image: 100][18]
Conclusion

Throughout the research and learning that had taken place throughout the entirety of this report it was enjoyable learning different forensic tools and the advantages and disadvantages each provided which worked in some situations and didn’t in others. As mentioned above for example the use of EaseUS was the best tool for the job to investigate the case and retrieve what information was no longer there which in this case was a document that an employee had sabotaged to sell or leak externally without the companies constant but because of the EaseUS software I was able to get the data back and inform the company that it was in fact tampered with by the employee. 
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