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With the ever-increasing need for modern computers to perform increasingly complex processes regularly, operating systems must continuously evolve to ensure that computers can perform processes efficiently and be able to communicate with the computer hardware to function correctly. If the operating system cannot communicate with the hardware, the computer cannot function. 

This report provides an overview and analysis of operating systems and their key functions, and an overview and demonstration of Windows and Linux operating system command line interfaces and scripts. The report ends with a conclusion indicating the dangers of command line interfaces by attackers and an example of what can happen following an attack.
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With the ever-increasing need for modern computers to perform increasingly complex processes regularly, operating systems must continuously evolve to ensure that computers can perform processes efficiently. All operating systems must have intuitive user interfaces for users to navigate and complete actions effectively, communicate with computer hardware to coordinate and function correctly, monitor the computer’s health so there are no unexpected performance issues and be able to store and retrieve data on a computer’s hard drive [1]. If any of these areas do not function correctly, the operating system and computer will fail.

This report provides an overview and analysis of operating systems and their key functions, and an overview and demonstration of Windows and Linux operating system command line interfaces and scripts. The report ends with a conclusion indicating the dangers of command line interfaces by attackers and an example of what can happen following an attack. While many operating systems process and communicate differently, they must all function similarly for desired outputs to be achieved.















[bookmark: _Toc131512408]Operating Systems and Key Functions

Operating systems (OS) are the master software performing all software and hardware functions on computers [2], [3]. Figure 1 shows how OS’s functions. 

[image: Diagram
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[bookmark: _Toc131506032]Fig. 1 User Interaction with an Operating System [3]

The kernel is the central component of OS’s managing central processing unit (CPU) and memory operations between applications and data processing, being the first program loaded into the memory when OS’s start up and remain until computers shut down [4]. 





[bookmark: _Toc131512409]Memory and Process Management

Memory management is the management of Random Access Memory (RAM), controlling usage for different applications and devices running coherently, utilising the CPU, memory, and storage efficiently [5]. Process management manages system processes like ensuring resources and memory usage are allocated for computers to function efficiently [6], [7], including deadlock management like in Figure 2, where a process requiring a function never happens because one process using resources and requesting further resources are held by another process [8].

[image: Diagram
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[bookmark: _Toc131506033]Fig. 2 How Deadlocks Occurs [9]

An aspect is process (or job) scheduling, providing CPU execution time limits for processes and allowing quick response times for software [10]. When processes start, the process lifecycle begins, going through stages to start and finish processes [11], [12], with the five-state model the most common like in figure 3.

[image: Diagram
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[bookmark: _Toc131506034]Fig. 3 The Five-State Process Lifecycle Model [12]
Information for virtual memory is available in Appendix A.

Executed processes create a thread, providing singular sequences of tasks executed within a process to share resources, improving efficiency [13], [14], [15]. OS’s are capable of multitasking for processes and programs simultaneously, utilising context switching to perform multiple processes via one CPU, storing statuses of ongoing processes to resume execution from that point when required [16]. This creates multithreading in processes, allowing OSs to perform multiple threads in a process simultaneously, like multiple actions performed by users [17], like in Figure 4.
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[bookmark: _Toc131506035]Fig. 4 Single Thread and Multi thread Process [18]

[bookmark: _Toc131512410]File Systems and Directory Management

File systems and directory management are file structures and directories by OS’s for storage and retrieval of files [19], [20], [21]. There are different types of file systems on OS’s, like New Technology File Systems (NTFS) in Windows, used in electronic devices for its simplicity [22], the Extensible File System (Ext) in Linux, building on Unix file systems using blocks and block groups to improve file systems, keeping parts of the same file closer [23] and the Apple File System (APFS) in Macs, improving efficiency to data backups and improving speed [24]. 

Information for file system and directory management in server OS’s is available in Appendix A.
[bookmark: _Toc131512411]System Security Management

System security management is how OS’s protect computers and anything stored from system start up to shut down [25]. There are measures that OS’s use, including:

· Authentication – Authorised users access computers via username and password or smartcards [26].
· Network Security – Like installing anti-virus software, reducing access permissions, and installing patches and updates for OS’s [27].
· Protection Rings – Processes are executed in different ‘rings’, allowing different access permissions for system resources [28].

[image: Diagram
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[bookmark: _Toc131506036]Fig. 5 Operating System Protection Rings [28]



[bookmark: _Toc131512412]Device Management

Device management manages hardware and devices on computers, to which input (like keyboards) and output (like speakers) devices are allocated by OS’s to the CPU when required via programs and processes [29], [30]. These devices use software programs called drivers, allowing hardware devices to communicate with OS’s to perform the required functions of that device, as the hardware will fail to operate and function as intended without the driver [31], [32].
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[bookmark: _Toc131506037]Fig. 6 Device Management on Windows Operating System [32]












[bookmark: _Toc131512413]Use of Windows OS CLI Commands

A Command Line Interface (CLI) is a program used to input text and perform OS functions like computer configurations [33]. 

Windows OS uses two CLIs.

· Command Prompt – Executes commands using a text-based interface via ‘cmd.exe’ files for troubleshooting Windows issues [34]. 
· PowerShell – Allows more advanced executions, controlling and automating processes and applications using ‘PowerShell.exe’ [35].

Ten commands performed within Windows are as follows.

[bookmark: _Toc131512414]All IP Configurations Command

The ‘ipconfig /all’ command displays all Transmission Control Protocol and Internet Protocol (TCP/IP) information of computers [36]. Figures 7 and 8 show my laptop’s TCP/IP details like the IP configuration and physical/MAC address.

[image: Text
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[bookmark: _Toc131506038]Fig. 7 First Part of ‘Ipconfig /all’ Command
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[bookmark: _Toc131506039]Fig. 8 Second Part of ‘ipconfig /all’ Command

[bookmark: _Toc131512415]Ping Command

The ‘ping’ command tests connections via packets between computers and specified destinations, checking active connections [37]. Figure 9 shows my laptop attempting connections to www.amazon.co.uk and responses received.
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[bookmark: _Toc131506040]Fig. 9 ‘Ping’ Command

The 0% loss means each packet sent was returned, meaning my laptop can communicate successfully with Amazon.



[bookmark: _Toc131512416]Tracert Command

The ‘tracert’ command tests connections via packets between computers and specified destinations, allowing for troubleshooting if connections cannot be made [38]. Figure 10 shows my laptop attempting connections to www.google.com, showing the routes and time taken.

[image: Graphical user interface, text
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[bookmark: _Toc131506041]Fig. 10 ‘Tracert’ Command

In each instance, a successful trace was completed against Google, with no issues identified.











[bookmark: _Toc131512417]Tasklist Command

The ‘tasklist’ command shows all current processes running on a computer [39].  Figure 11 shows processes running on my laptop and the memory being used.

[image: A picture containing text

Description automatically generated]
[bookmark: _Toc131506042]Fig. 11 ‘Tasklist’ Command






[bookmark: _Toc131512418]Netstat Command

The ‘netstat’ command displays network statistics like active connections and traffic breakdown for network diagnostics [40], [41]. Figure 12 shows the TCP protocols like connections in use on my laptop.
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[bookmark: _Toc131506043]Fig. 12 ‘Netstat’ Command













[bookmark: _Toc131512419]System Information Command

The ‘systeminfo’ command displays the drivers installed on a computer [42], [43]. Figures 13 and 14 show my laptop's OS details, memory and drivers.

[image: Text

Description automatically generated]
[bookmark: _Toc131506044]Fig. 13 First Part of ‘Systeminfo’ Command
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[bookmark: _Toc131506045]Fig. 14 Second Part of ‘Systeminfo’ Command
[bookmark: _Toc131512420]Check Disk Command

The ‘chkdsk’ command checks the hard disk for errors and corrects them if possible [44], [45]. Figures 15 and 16 provide a report into my laptop’s file system, showing errors and any actions required.
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[bookmark: _Toc131506046]Fig. 15 First Part of ‘Chkdsk’ Command
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[bookmark: _Toc131506047]Fig. 16 Second Part of ‘Chkdsk’ Command
[bookmark: _Toc131512421]Power Configuration Energy Command

The ‘powercfg -energy’ command allows administrators to check computers for energy efficiency and battery life issues [46]. Figure 17 shows my laptop analysed for energy efficiency issues and any problems identified.
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[bookmark: _Toc131506048]Fig. 17 ‘Powercfg -energy’ Command

[bookmark: _Toc131512422]System File Checker (Verify Only) Command

The ‘sfc /verifyonly’ command allows administrators to scan and verify system files without fixing them [47]. Figure 18 shows my laptop being scanned and verified, identifying issues and repair options.
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[bookmark: _Toc131506049]Fig. 18 ‘Powercfg -energy’ Command


[bookmark: _Toc131512423]Start Command

The ‘start’ command runs specified applications or webpages [48]. Figure 19 shows the command to open applications like Notepad++ and webpages like www.bbc.com/news.
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[bookmark: _Toc131506050]Fig. 19 ‘Start’ Command





















[bookmark: _Toc131512424]Use of Linux OS CLI Commands

Linux OS use shell CLIs, communicating with the kernel to perform actions and responding with data back to the CLI, converting into understandable text [49], with Bash as a commonly used shell.

Ten commands that can be performed within Linux are as follows via the Alpine Linux CLI [50].

[bookmark: _Toc131512425]Change Directory / Command

The ‘cd /’ command changes the directory to the main root directory [51]. Figure 20 takes us and shows the command and root directory once executed.

[image: ]
[bookmark: _Toc131506051]Fig. 20 ‘CD /’ Command

[bookmark: _Toc131512426]LS Command

The ‘ls’ command lists all subdirectories of a directory [52]. Figure 21 shows users the subdirectories of the root directory after the ‘cd /’ command was used.

[image: A picture containing logo
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[bookmark: _Toc131506052]Fig. 21 ‘LS’ Command






[bookmark: _Toc131512427]Tree Command

The ‘tree’ command lists the file within specific directories [53]. Figure 22 shows users the files within the ‘opt’ directory after going to the root directory and accessing the subdirectories from the root directory.

[image: Text
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[bookmark: _Toc131506053]Fig. 22 ‘Tree’ Command

[bookmark: _Toc131512428]Make Directory Command

The ‘mkdir’ command allows users to create new directories [54]. Figure 23 shows the directory ‘SPH_Test’ created after accessing the root directory and accessing the subdirectories.

[image: ]
[bookmark: _Toc131506054]Fig. 23 ‘Mkdir’ Command

[bookmark: _Toc131512429]Remove Directory Command

The ‘rmdir’ command allows users to remove empty directories [55]. Figure 24 shows the ‘SPH_Test’ directory being deleted after initially being created within the root directory.

[image: A screenshot of a computer
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[bookmark: _Toc131506055]Fig. 24 ‘Rmdir’ Command

[bookmark: _Toc131512430]History Command

The ‘history’ command allows users to see previous commands they have entered [55]. Figure 25 shows previous commands used, including the ‘mkdir SPH_Test’ and ‘rmdir SPH_Test’ commands.

[image: A screenshot of a computer screen

Description automatically generated with medium confidence]
[bookmark: _Toc131506056]Fig. 25 ‘History’ Command
[bookmark: _Toc131512431]Touch Command

The ‘touch’ command allows users to create empty files [56]. Figure 26 shows the file ‘SPH_Test.txt’ being created in the ‘SPH_Test’ directory, showing the empty file in the ‘SPH_Test’ directory.

[image: Text
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[bookmark: _Toc131506057]Fig. 26 ‘Touch’ Command

[bookmark: _Toc131512432]Echo Command

The ‘echo’ command allows users to enter text into specific areas or files [57], [58]. Figure 27 shows text being inputted into the file ‘SPH_Test.txt’.

[image: ]
[bookmark: _Toc131506058]Fig. 27 ‘Echo’ Command




[bookmark: _Toc131512433]Cat Command

The ‘cat’ command allows users to output what is in a specific file [57]. Figure 28 shows the text being outputted from the file ‘SPH_Test.txt’.

[image: Text
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[bookmark: _Toc131506059]Fig. 28 ‘Cat’ Command

[bookmark: _Toc131512434]Date Command

The ‘date’ command displays information like the date and time [57], [59]. Figure 29 displays the date, time, and user’s time zone.

[image: A screenshot of a computer
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[bookmark: _Toc131506060]Fig. 29 ‘Date’ Command












[bookmark: _Toc131512435]Use of Windows OS Scripts

Scripts are used to automate tasks like scheduling and streamlining processes to minimise errors and save time, improving efficiency [60]. Windows Batch scripts are created within text editor files like Notepad++ and executed via CLI programs [61].

Seven scripts that can be performed within Windows are as follows, with @echo used to stop all commands being shown on screen [62].

[bookmark: _Toc131512436]Variables Script

Variables allow users to create and set specific variables to store within scripts to use, either as static (strings or integers) or dynamic (like functions) variables [63]. Figures 30 and 31 set the age, message and three numbers as variables, the numeric operators and command showing the result.

[image: Graphical user interface, text, application, email
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[bookmark: _Toc131506061]Fig. 30 Variable Script from Notepad++

[image: Text
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[bookmark: _Toc131506062]Fig. 31 Variable Script Executed in Command Prompt

[bookmark: _Toc131512437]Go to Command Script

The ‘Go to’ command directs commands to specific areas in scripts that, when labels match, the script continues from there [64]. Figures 32 to 35 direct users to a specific area of the script, depending on the choice made.

[image: Graphical user interface, text, email
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[bookmark: _Toc131506063]Fig. 32 Go to Command Script from Notepad++
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[bookmark: _Toc131506064]Fig. 33 First Part of Go to Command Script Executed in Command Prompt
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[bookmark: _Toc131506065]Fig. 34 Second Part of Go to Command Script Executed in Command Prompt
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[bookmark: _Toc131506066]Fig. 35 Third Part of Go to Command Script Executed in Command Prompt





[bookmark: _Toc131512438]If Statement Script

If statements allow users to program decisions via ‘True’ or ‘False’ logic to meet certain conditions [65]. Figures 36 and 37 ask users to guess the correct number between 1 and 10, with incorrect guesses prompting users to guess again until the answer is correct.

[image: Graphical user interface, text, application, email
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[bookmark: _Toc131506067]Fig. 36 If Statement Script from Notepad++
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[bookmark: _Toc131506068]Fig. 37 If Statement Script Executed in Command Prompt







[bookmark: _Toc131512439]For Loop Script

For loops are created for statements to continuously process until specified conditions are met [66]. Figures 38 and 39 show the ‘for loop’ command and values from 0 to 1,000 via increments of 50.
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[bookmark: _Toc131506069]Fig. 38 For Loop Script from Notepad++

[image: Text
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[bookmark: _Toc131506070]Fig. 39 For Loop Script Executed in Command Prompt






[bookmark: _Toc131512440]Array Script

Arrays allow users to store set values of any data type and volume [66]. Figures 40 and 41 show favourite TV characters when set as an array and a ‘for loop’ displaying each character via the array number.

[image: ]
[bookmark: _Toc131506071]Fig. 40 Array Script from Notepad++
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[bookmark: _Toc131506072]Fig. 41 Array Script Executed in Command Prompt









[bookmark: _Toc131512441]Function Script

Functions allow users to create groups of statements to perform a specific task and use them within scripts [67]. Figures 42 and 43 show the function used for the song ‘Twelve Days of Christmas’, the function used and the retrieved values.
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[bookmark: _Toc131506073]Fig. 42 Function Script from Notepad++
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[bookmark: _Toc131506074]Fig. 43 Function Script Executed in Command Prompt
[bookmark: _Toc131512442]User Input Script

User input scripts can be created for users to input variables via the ‘set /p’ command [68], [69]. Figures 44 and 45 ask the user five questions, to which they input an answer before continuing.
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[bookmark: _Toc131506075]Fig. 44 User Input Script from Notepad++
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[bookmark: _Toc131506076]Fig. 45 User Input Script Executed in Command Prompt






[bookmark: _Toc131512443]Use of Linux OS Scripts

Like with Windows, Linux Bash scripts are created via a text editor like Notepad++ and executed via Linux CLI shell programs [70].

Seven scripts that can be performed within Linux are as follows via Replit.com [71].

[bookmark: _Toc131512444]Variables Script

Variables are created via the equal symbol, with no spaces before or after the equal symbol and requiring the ‘$’ symbol before variable names [72]. Figures 46 and 47 show the variables set for the name, age and three numbers, as well as the numeric operators and resulting equations.
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[bookmark: _Toc131506077]Fig. 46 Variable Script for Bash from Notepad++
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[bookmark: _Toc131506078]Fig. 47 Variable Script Executed via Bash






















[bookmark: _Toc131512445]If Statement Script

Like in Windows, if statements in Linux allow decisions to be made to run specific code based on set conditions [73]. Figures 48 to 51 allow users to choose a breakfast order and receive the appropriate response.
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[bookmark: _Toc131506079]Fig. 48 If Statement Script for Bash from Notepad++
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[bookmark: _Toc131506080]Fig. 49 First Part of If Statement Script Executed via Bash
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[bookmark: _Toc131506081]Fig. 50 Second Part of If Statement Script Executed via Bash
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[bookmark: _Toc131506082]Fig. 51 Third Part of If Statement Script Executed via Bash
[bookmark: _Toc131512446]Case Statement Script

Case statements use a value against numerous conditions until that value is found, where the specific code is executed, and the case statement terminated [74]. Figures 52 to 69 provide users with a choice of four animals and the message provided based on the user’s choice.

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc131506083]Fig. 52 Case Statement Script for Bash from Notepad++
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[bookmark: _Toc131506084]Fig. 53 First Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506085]Fig. 54 Second Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506086]Fig. 55 Third Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506087]Fig. 56 Fourth Part of Case Statement Script Executed via Bash

[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc131506088]Fig. 57 Fifth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506089]Fig. 58 Sixth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506090]Fig. 59 Seventh Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506091]Fig. 60 Eighth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506092]Fig. 61 Ninth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506093]Fig. 62 Tenth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506094]Fig. 63 Eleventh Part of Case Statement Script Executed via Bash

[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc131506095]Fig. 64 Twelfth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506096]Fig. 65 Thirteenth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506097]Fig. 66 Fourteenth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506098]Fig. 67 Fifteenth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506099]Fig. 68 Sixteenth Part of Case Statement Script Executed via Bash
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[bookmark: _Toc131506100]Fig. 69 Seventeenth Part of Case Statement Script Executed via Bash
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While loop commands continuously execute if a condition has no known limit, and the condition is true [75]. Figures 70 and 71 show the script beginning at 20 and reducing by 1, with the loop continuing until it satisfies the condition that 0 is not greater than 0.
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Bash allows two types of arrays: indexed (storing numeric values as a lowercase ‘a’) and associative (storing strings as an uppercase ‘A’) [76]. Figures 72 and 73 show a sports list in an array set and the favourites displayed in the executed command.
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Like in Windows, functions in Linux allow users to create commands within a single function to reuse when required [77]. Figures 74 and 75 show a passing argument being set as part of a function at the beginning of the script to show each colour.
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Within Linux, scripts can allow user inputs via the ‘read’ command to enter a variable of their choosing [78]. Figures 76 and 77 ask five different questions for users to answer before continuing.
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The OS is the most important part of a computer, allowing the CPU to perform different management aspects and processes as part of daily operations, while CLI programs like PowerShell and Linux shells are powerful tools used by software developers and system administrators to create automated programs for improved efficiency and timeliness of processes. 

However, with the ever-increasing reliance on digital technology worldwide, it is increasingly important that OS’s and CLI’s are protected as much as possible from attackers. Belding [79] mentions of real-world attacks using the CLI, such as ‘PoisonIvy’ to allow remote access for attackers to access the computer’s CLI and the trojan ‘Kazaur’ that affects Windows and Mac OS’s and perform remote commands on compromised computers. 

A high-profile example of an attack via the CLI was when Capital One was hacked in March 2019, where the attacker created a script with three commands to gain unauthorised access to Amazon Web Service (AWS) hosted server, with Capital One confirming that the commands were executed [80]. The attacker was able to access the personal information of 106 million customers, with 140,000 Social Security numbers and 80,000 bank accounts being exposed, resulting in Capital One being fined $80m and agreeing on a settlement of $190m as part of a class-action lawsuit [81], [82].
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[bookmark: _Toc131512454]Memory and Process Management – Virtual Memory

One aspect is virtual memory, which manages the storage of an OS for transferring data between storage types, moving dormant processes to virtual memory to ensure efficient system processes, performed via paging (memory separation to different file sections) to not deplete the main memory, and segmentation (division of virtual memory into segments) to move unused segments to the hard drive [83]. 

[bookmark: _Toc131512455]File System and Directory Management – Server OS

This extends to server OS, which runs on client-server architectures to run various software types and capabilities to manage different applications and processes across servers [84]. There are several types of server OS’s, including Windows Server, Red Hat Enterprise Linux Server, and Oracle Solaris Server. These server OSs allow for distributed file systems (DFS), providing large, unified storage systems to store and read data across computer networks and local system files to share between users [85]. The DFS writes files to remote areas, which are read by other servers to allow storage and sharing of files, reducing redundancy as DFS servers communicate, synchronise and backup data between each other to maintain security and availability [85]. 
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[bookmark: _Toc131512457]General-Purpose Operating Systems

General operating systems (OS, also known as system software) are vital software that works with the hardware to allow computers and IT systems to function properly, especially as application software cannot be installed onto hardware without the OS [86]. These are typically desktop OS’s such as Windows, Linux, and Mac. Some of the key functions of OS’s include ensuring the ‘BIOS’ (basic input output system) is working when starting a PC so that the different software and devices can communicate with each other, the correct device drivers for devices like keyboards and monitors are readily available to be used by users, and controlling the processor and monitoring it so that it is not overloaded [86].

[bookmark: _Toc131512458]Mobile Operating Systems

Mobile OS’s are the software that allows users to start up and run different applications, usually on mobile devices such as smartphones, with technology advancements resulting in mobile OS’s being more user friendly and providing further options and applications, such as internet browsers, messaging apps and games [87]. Mobile OS’s are used in smartphones such as Apple iOS and Google Android. Since mobile phones have evolved, mobile OS’s have also had to evolve to support the smartphone functions, to which some of the key functions of mobile OS’s include running most or all software applications, with each OS providing various differences such as user interfaces (how the OS and applications work with one another), how the processors work with the mobile OS and how the software and hardware components interact (for example, how they interact on iOS will be different to the interaction on Google Android) [87].

[bookmark: _Toc131512459]Network Operating Systems

Network operating systems (NOS) are software that allows computers and devices to connect to a network and allows users to share things such as files and documents over a network [88]. Network OS’s are typically used by Windows Server (such as Windows NT) and Linux. Some of the key functions of a NOS include the monitoring, management, configuration and access controls on networks, as well as allowing for communication between devices on a network [88].

[bookmark: _Toc131512460]Embedded Operating Systems

Embedded operating systems (EOS) control all software and hardware resources, control and organisation of many activities within the system [89] and are considered highly specialised OS’s used in things such as traffic lights, microwaves, ATM’s and washing machines [90]. Some of an embedded OS’s functionality include the usage of interrupts (which pauses certain processes to divert CPU resources to events and processes requiring immediate attention), input and output device flexibility that performs processes on a priority basis (for example, a user inputs their pin and selects what they want on an ATM and the ATM provides that output, such as viewing a balance or providing money) and provides a reactive operation that users input to receive an output (for example, requesting an alarm to ring at 8am) [90].

[bookmark: _Toc131512461]Real-Time Operating Systems

Real-time operating systems (RTOS) are part of embedded applications used to perform multitasking and data processing to ensure that RTOS’s work to predict events within strict time-bound constraints for the RTOS to work [91], [92], [93] and are used in areas such as air traffic control systems (to direct aircraft flow into airports), mechanical and industrial control systems to operate machinery [91], [94]. Some of an RTOS’s functionality include nested exceptions (whereby any high-priority Exception Service Routines (ESR) are prioritised and allocated the required CPU resources before executing anything else) and task switching (whereby any programs creating or deleting tasks result in task switching after they are completed, usually resulting in new tasks rather than the previous task) [93].
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[bookmark: _Toc131512463]Online Certified Course

The online certified course being engaged with is Learning PowerShell, provided by LinkedIn Learning [95].

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506109]Fig. 78 Learning PowerShell Welcome Screen
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc131506110]Fig. 79 What Learners Should Know for PowerShell

[image: Chart

Description automatically generated]
[bookmark: _Toc131506111]Fig. 80 What is PowerShell?

[image: A picture containing diagram

Description automatically generated]
[bookmark: _Toc131506112]Fig. 81 Reading PowerShell
[image: Text

Description automatically generated]
[bookmark: _Toc131506113]Fig. 82 Getting Help on PowerShell

[image: ]
[bookmark: _Toc131506114]Fig. 83 Discovering Cmdlets and Aliases

[image: ]
[bookmark: _Toc131506115]Fig. 84 ‘Get-Service’ and ‘Get-Member’ Commands
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506116]Fig. 85 First Part of Chapter One Quiz

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506117]Fig. 86 Second Part of Chapter One Quiz
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506118]Fig. 87 Final Part of Chapter One Quiz

[image: A screenshot of a computer

Description automatically generated with medium confidence]
[bookmark: _Toc131506119]Fig. 88 Learning Functions in PowerShell

[image: Text

Description automatically generated]
[bookmark: _Toc131506120]Fig. 89 ‘Whatif’ and ‘Confirm’ Commands
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc131506121]Fig. 90 Integrated Scripting Environment (ISE)

[image: Text

Description automatically generated]
[bookmark: _Toc131506122]Fig. 91 Working with Outputs

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc131506123]Fig. 92 PowerShell Grid View
[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc131506124]Fig. 93 Running PowerShell Remotely

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506125]Fig. 94 First Part of Chapter Two Quiz

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506126]Fig. 95 Second Part of Chapter Two Quiz
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506127]Fig. 96 Final Part of Chapter Two Quiz

[image: ]
[bookmark: _Toc131506128]Fig. 97 Finding and Installing Modules

[image: Text, application

Description automatically generated with medium confidence]
[bookmark: _Toc131506129]Fig. 98 Server Cmdlets
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc131506130]Fig. 99 Connecting to Office 365 with PowerShell

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc131506131]Fig. 100 Managing Azure with PowerShell

[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc131506132]Fig. 101 Chapter Three Quiz


[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc131506133]Fig. 102 Learning PowerShell Conclusion

[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc131506134]Fig. 103 Learning PowerShell Course Completion



[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506135]Fig. 104 Exam Answer One

[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc131506136]Fig. 105 Exam Answer Two

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506137]Fig. 106 Exam Answer Three
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506138]Fig. 107 Exam Answer Four

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506139]Fig. 108 Exam Answer Five

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506140]Fig. 109 Exam Answer Six
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506141]Fig. 110 Exam Answer Seven

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506142]Fig. 111 Exam Answer Eight

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506143]Fig. 112 Exam Answer Nine
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506144]Fig. 113 Exam Answer Ten

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506145]Fig. 114 Exam Answer Eleven

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc131506146]Fig. 115 Exam Answer Eleven
[image: Text

Description automatically generated]
[bookmark: _Toc131506147]Fig. 116 Learning PowerShell Course Completion with Exam Credits


image3.png
Dispatch




image93.png
Learning PowerShell
Running PowerShell remotely

Get-Service -ComputerName webserver, |select-object *

Get-Service -ComputerName dcdsc, webserver |Format-Tab
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Question 1of 3

Select the cmdlet that will generate an error when run.

Get-Service | Select-Object displayName, status | Out-GridView
Get-Service | Out-GridView
Get-Service | Select-Object * | Out-GridView

@ Get-Service | Format-Table displayName, status | Out-GridView
Correct
This option will generate an error because you are asking PowerShell to display the results in two different
formats.
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Question 2 of 3

You need to display all the services' properties in a key-value pair format separated by a colon.
Which command would you use?

get-service | format-list * | Sort-Object -Property status

get-service | format-table *

get-service | format-list *

Correct

You need to use the format-list command to display the properties as indicated. The * will display all the
properties.

get-service | format-list displayname, status
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Question 3 of 3

What type is NOT allowed when exporting from PowerShell to a file is A

csv
html
xt

none of these answers
Correct
Exactly. All of these formats can be exported from Powershell.
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Question 1 of 1

With PowerShell 3.0, running a command from a module that has not been loaded yet will
automatically load the module.

FALSE

TRUE
Correct
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Question 10f 12

N
You use the option to run Get-Service on a remote computer.
-DisplayName
-Remote
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Question2of 12

Find all the running services that start with 'net".

Get-Service "net*" | wWhere-Object {$_.status = "Running"}

v/ Get-service "net*" | where-Object {$_.status -eq “Running"}

Get-Service "net*" | Get-Object {$_.status = "Running"}

Get-Service "net*" | wWhere-object {$_.status is "Running"}
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Question3of 12

The command that gets all the services' properties and methods is

V get-service | get-member

get-service | get-members --all

get-service | get-member | all

get-service > get-members





image107.png
Question4of 12

Select the cmdlet that allows you to check if the web server role is installed on the server.

v/ Get-windowsFeature -Name Web-Server

Get-WindowsFeature Web-Server | Out-Gridview

Get-WindowsFeature | -Name Web-Server

Get-WindowsFeature $ieb-Server-Role




image108.png
Question 5 0f 12

What are the delimiters for the beginning and end of a function?

[1

v i

begin end
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Question 6of 12

cmdlet displays the services in ascending order.

V get-service | sort-object

get-service $ Sort-object

get-service > Sort-Object

get-service > Sort-Object
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Question7of 12

After importing the msonline module, write the cmdlet that gets all the commands specifically for that module.

v/ Get-Command -Module msonline

Get-Command Where-oObject module is msonline

Get-Command Where {_.module = ‘msonline’}

Get-Command | module msonline
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Question 8 of 12

You ran the command to stop all the services with the confirm parameter. Select the option that allows you to say No for all of them
instead of being prompted for each service.

v
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You are getting help on the command Get-service . Select the option that you need to use for technical information.

v full

-detailed

-online

—examples
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 Question 10 of 12

You are learning a new command and you need the ISE to help you build the command. Which option would you choose to accomplish ~ ~
the task?

Intellisense

Script Pane

v/ Command Add-on

New Remote PowerShell Tab
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 Question 11 0f 12

You ran the help command with examples to learn about services. Choose the command that you found that can help you list the
services that start with 'net" by status.

Get-Service "net*" | Sort-Object | status

/ Get-service "net*" | Sort-Object status

Get-Service "net*" | Sort -status

Get-Service "*net*" | Sort-Object
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 Question 12of 12

Select the cmdlet the will generate an error when executed.

get-service > c:\services.csv

/ get-service | Export-file c:\services.csv

get-service | out-file c:\services.csv

get-service | Export-Csv c:\services.csv
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C:\Users\Stephen P-Hewitt>ipconfig /all

Windows IP Configuration

Host Name . . . « « « « . . . . : LAPTOP-AQSB9RHU
Primary Dns SuFle P

Node Type . . . . . .+ « . . . : Hybrid

IP Routing Enabled .+« .+ . . . No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : users.uwtsd.ac.uk

Ethernet adapter Ethernet:

Media State . . . . . . : Media disconnected

Connection-specific DNS SuFle Lot

Description . . . . . . . . . . . : Killer E2600 Gigabit Ethernet Controller
Physical Address. . . . . . . . . : E4-A8-DF-F7-A3-5A

DHCP Enabled. . . . . < ... :Yes

Autoconfiguration Enabled .. . . : Yes

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . : Media disconnected

Connection-specific DNS SuFle

Description . . . . . . . . . . . : Microsoft Wi-Fi Direct Virtual Adapter
Physical Address. . . . . . . . . : 7TE-50-79-59-6C-EE

DHCP Enabled. . . . . < ... :Yes

Autoconfiguration Enabled .. . . : Yes
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Wireless LAN adapter Local Area Connection* 3:

Media State . . . . . . : Media disconnected

Connection-specific DNS SuFle Lot

Description . . . . . . . . . . . : Microsoft Wi-Fi Direct Virtual Adapter #3
Physical Address. . . . . . . . . : 7C-50-79-59-6C-EF

DHCP Enabled. . . . . < ... :Yes

Autoconfiguration Enabled .. . . : Yes

Wireless LAN adapter WiFi:

Connection-specific DNS Suffix . : users.uwtsd.ac.uk
Description . . . . . . . . . . . : Killer(R) Wi-Fi 6 AX1650i 160MHz Wireless Network Adapter (201NGW)
Physical Address. . . . . . . . . : 7C-50-79-59-6C-EE
DHCP Enabled. . . . . < ... :Yes
Autoconfiguration Enabled .. . . : Yes
Link-local IPv6 Address . . . . . : fe80::9cb:957e:4U68:6F79%19(Preferred)
IPvl Address. . . . . . . . . . . : 10.201.69.47(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Lease Obtained. . . . . . . . . . : 14 March 2023 12:04:36
Lease Expires . . . . . . . . . . : 22 March 2023 14:16:21
Default Gateway . . . . . . . . . : 10.201.255.254
DHCP Server . . . . . . . . . . . : 10.46.0.3
DHCPv6 IAID . . . . . . . . . . . : 159142009
DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-28-35-05-D2-E4-A8-DF-F7-A3-5A
DNS Servers . . . . . . . . . . . :10.46.0.1
10.46.0.2

NetBIOS over Tcpip. . . . . . . . : Enabled
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C:\Users\Stephen P-Hewitt>ping www.amazon.co.uk

Pinging dmv2chczz9ubu.cloudfront.net [52.84.88.154] with 32 bytes of data:
Reply from 52.84.88.154: bytes=32 tim TTL=243
Reply from 52.84.88. bytes=32 tim TTL=243
Reply from 52.84.88. bytes=32 time=8ms TTL=243
Reply from 52.84.88.154: bytes=32 time=9ms TTL=243

Ping statistics for 52.84.88.154:

Packets: Sent = U4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = 9ms, Average = 8ms
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C:\Users\Stephen P-Hewitt>tracert www.google.com

Tracing route to www.google.
over a maximum of 30 hops:
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142.250.215.125
1hr48s27-in-fi.1e100.net [142.250.178.4]
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C:\Users\Stephen P-Hewitt>tasklist

Image Name

PID

Session Name

Session#

System Idle Process
System

Registry

smss.exe

csrss.exe
wininit.exe
services.exe
lsass.exe
svchost.exe
fontdrvhost.exe
WUDFHost . exe
svchost.exe
WUDFHost . exe
svchost.exe
WUDFHost . exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
IntelCpHDCPSvc.exe
svchost.exe
svchost.exe
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NVDisplay.Container.exe
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C:\Users\Stephen P-Hewitt>netstat

Active Connections

Proto Local Address Foreign Address State

TCP 192.168. 20.90.156.32:https ESTABLISHED
TCP 192.168. 20.90.156.32:https ESTABLISHED
TCP 192.168. 68.219.100.246:https ESTABLISHED
TCP 192.168. 140.68.77.210:https ESTABLISHED
TCP 192.168. static:https ESTABLISHED
TCP 192.168. 52.178.17.2:https TIME_WAIT
TCP 192.168. 13.68.168.63:https ESTABLISHED

TCP .168. 13.69.109.131:https ESTABLISHED

TCP 52.182.143.210:https ESTABLISHED

TCP :3d96:dc14:bb6c:1f8e]:51217 [2603:1026: 2]:https ESTABLISHED

TCP :3d96: :1f8e]:51556 2]:https ESTABLISHED

TCP :3d96: :1f8e]:51557 E 2]:https ESTABLISHED

TCP :3d96: :1¥8e]:51620 [2603:1026: 7]1:https ESTABLISHED

TCP :3d96: :1f8e]:63283 g2a02-26f0-00db-04b2-0000-0000-0000-035b: https ESTABLISHED
TCP :3d96: :1f8e]:63284 g2a02-26f0-00db-04b2-0000-0000-0000-035b: https ESTABLISHED
TCP :3d96: :1f8e]:63285 g2a02-26f0-00db-04b2-0000-0000-0000-035b: https ESTABLISHED
TCP :3d96: :1f8e]:63306 [2606:2800:133:206e:1315:22a5:2006:24fd]:https ESTABLISHED
TCP :3d96: :1f8e]:63317 812:14ce] :https ESTABLISHED

TCP :3d96: :1f8e]:63325 aca:4282:ffb2:25bd:a3d3:4283] :https ESTABLISHED
TCP :3d96: :1f8e]:63336 813:bb61]:https ESTABLISHED

TCP :3d96: :1f8e]:63358 ams@l nessy—-float2:https ESTABLISHED

TCP :3d96: :1f8e]:63381 [2620:1ec: E ESTABLISHED

TCP :3d96: :1f8e]:63392 E :1b53] :https ESTABLISHED

TCP :3d96: :1f8e]:63394 :1b53] :https ESTABLISHED

TCP :3d96: :1f8e]:63396 :1b53] :https ESTABLISHED

TCP :3d96: :1f8e]:63397 :1b53] :https ESTABLISHED

TCP :3d96: :1f8e]:63398 :1b53] :https ESTABLISHED

TCP :3d96: :1f8e]:63399 :1b53] :https ESTABLISHED

TCP [2a02:c7c:bede:a900:3d96:dcll:bb6c:1f8e]:63U00 [2602:803: B ::31]:https ESTABLISHED
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C:\Users\Stephen P-Hewitt>systeminfo

Host Name:

0S Name:

0S Version:

0S Manufacturer:

0S Configuration:

0S Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

BIOS Version:
Windows Directory:
System Directory:
Boot Device:

LAPTOP-AQSB9RHU

Microsoft Windows 11 Home
10.0.22621 N/A Build 22621
Microsoft Corporation
Standalone Workstation
Multiprocessor Free
Stephen P-Hewitt

N/A
00325-82126-02829-AA0EM
03/12/2022, 13:
16/03/2023, 16
Acer

Nitro AN515-56
x64-based PC

1 Processor(s) Installed.

[01]: Intel6d Family 6 Model 140 Stepping 1 GenuineIntel ~3110 Mhz
Insyde Corp. V1.05, 22/04/2021

C:\WINDOWS
C:\WINDOWS\system32
\Device\HarddiskVolumel

en—gb;English (United Kingdom)

en—gb;English (United Kingdom)

(UTC+00:00) Dublin, Edinburgh, Lisbon, London
7,987 MB

958 MB

13,986 MB

2,129 MB

11,857 MB

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:
Available Physical Memory:
Virtual Memory: Max Size:
Virtual Memory: Available:
Virtual Memory: In Use:
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Page File Location(s):

Domain:
Logon Server:
Hotfix(s):

Network Card(s):

Hyper-V Requirements:

C:\pagefile.sys
WORKGROUP
\\LAPTOP-AQSB9RHU

5 Hotfix(s) Installed.

[01]:
[02]:
[03]:
[o4]:

[05]:

KB5022497
KB5012170
KB5023706
KB5022610
KB5022948

2 NIC(s) Installed.

[e1]:

[02]:

Killer(R) Wi-Fi 6 AX1650i 160MHz Wireless Network Adapter (201NGW)
Connection Name: WiFi

DHCP Enabled: Yes

DHCP Server: 192.168.0.1

IP address(es)

[01]: 192.168.0.6

[02]: fe80 cb:957e:U4U468:6f79

[03]: fdu9:2fbU:d7b8:0:3d96:dcll:bb6c:1f8e
[e4]: 2a02:c7c:bede:a900:3d96:dcld:bb6c:1f8e
[05]: fdu9:2fbU:d7b8:0:2ell:e9ee:4125:1e62
[06]: 2a@2:c7c:bede:a900:8cbd:3782:d132:6e94
Killer E2600 Gigabit Ethernet Controller
Connection Name: Ethernet

Status: Media disconnected

VM Monitor Mode Extensions: Yes
Virtualization Enabled In Firmware: Yes
Second Level Address Translation: Yes
Data Execution Prevention Available: Yes




image15.png
Windows\System32>chkdsk
he type of the file system is NTFS.
folume label is Acer.

NING! /F parameter not specified.
Running CHKDSK in read-only mode.

tage 1: Examining basic file system structure ...
1075200 file records processed.

File verification completed.

Phase duration (File record verification): 8.96 seconds.
12207 large file records processed.

Phase duration (Orphan file record recovery): 13.66 milliseconds.
© bad file records processed.

Phase duration (Bad file record checking): .85 milliseconds.

tage 2: Examining file name linkage ...
1486 reparse records processed.
1211006 index entries processed.
Index verification completed.
Phase duration (Index verification): 21.85 seconds.
© unindexed files scanned.
Phase duration (Orphan reconnection): 1.96 seconds.
© unindexed files recovered to lost and found.
Phase duration (Orphan recovery to lost and found): .94 milliseconds.
1486 reparse records processed.
Phase duration (Reparse point and Object ID verification): 13.31 milliseconds.

tage 3: Examining security descriptors ...
ecurity descriptor verification completed.

Phase duration (Security descriptor verification): 81.79 milliseconds.
67904 data files processed.

Phase duration (Data attribute verification): .36 milliseconds.
HKDSK is verifying Usn Journal...

41473320 USN bytes processed.

sn Journal verification completed.

Phase duration (USN journal verification): 129.66 milliseconds.
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lindows has scanned the file system and found no problems.
No further action is required.

298938879 KB total disk space.
146941120 KB in 338685 files.
197148 KB in 67905 indexes.
@ KB in bad sectors.
1207643 KB in use by the system.
65536 KB occupied by the log file.
350592968 KB available on disk.

24096 bytes in each allocation unit.
124734719 total allocation units on disk.
87648242 allocation units available on disk.
otal duration: 33.02 seconds (33627 ms).
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Windows\System32>powercfg -energy
Enabling tracing for 60 seconds. ..
bserving system behavior. ..

alyzing trace data...

alysis complete.

Energy efficiency problems were found.
2 Errors
22 Warnings

36 Informational

ee C:\Windows\System32\energy-report.html for more details.
‘
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C: \Windows\System32>sfc /verifyonly
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 100% complete.

Windows Resource Protection found integrity violations.
For online repairs, details are included in the CBS log file located at
windir\Logs\CBS\CBS.log. For example C:\Windows\Logs\CBS\CBS.log. For offline
repairs, details are included in the log file provided by the /OFFLOGFILE flag.
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C:\Users\Stephen P-Hewitt>start notepad++

C:\Users\Stephen P-Hewitt>start www.bbc.com/news
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localhost:~# cd /
localhost:/#
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localhost:~# cd /

localhost:/# 1s

bin etc 1lib mnt proc run  srv  tmp  var
ev  home media opt root sbin sys  usr
localhost:/#
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localhost:~# cd /
localhost:/# 1s

bin  etc  1lib  mnt
ev  home media opt
localhost:/# cd opt
localhost:/opt# tree

— temu
kernel-x86.bin
readme. txt

proc run  srv
root sbin  sys

root-x86-framebuffer. cfg

root-x86.bin
root-x86.cfg

1 directory, 5 files
Localhost:/optit

tmp
usr

var
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localhost:~# cd /

localhost:/# 1s

bin  etc 1lib mat  proc run  srv
dev  home media opt root sbin sys
localhost:/# mkdir SPH_Test

localhost:/# 1s

SPH_Test etc media proc sbin
bin home mnt root srv
dev 1ib opt run sys

localhost: /#

tmp
usr

tmp
usr
var

var
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localhost:~# c
localhost:/# 1:
bin etc
dev home

localhost:/# mkdir SPH_Test

localhost:/# 1:
SPH_Test  etc
bin home
dev 1lib

localhost:/# rmdir SPH_Test

localhost:/# 1:
bin etc

dev home
localhost:/#

d /
s
1ib  mnt
media opt
s
media
mnt
opt
s
1ib  mnt
media opt

proc
root

proc
root
run

proc
root

run srv
sbin  sys

sbin
srv
sys

run srv
sbin  sys

tmp
usr

tmp
usr
var

tmp
usr

var

var
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localhost:~# cd /

localhost:/# 1s

pin etc  lib  mmnt  proc run  srv
dev  home media opt  root sbin sys
localhost:/# mkdir SPH_Test

localhost:/# 1s

SPH_Test  etc media proc sbin
bin home mnt root srv
dev 1ib opt run sys

localhost:/# rmdir SPH_Test
localhost:/# 1s

pin  etc  1lib mnt  proc run  srv
dev  home media opt  root sbin sys
localhost:/# history

©cd/

11s

2 mkdir SPH_Test

3 1s

4 rmdir SPH_Test

5 1s

6 history

localhost:/#

tmp  var
usr

tmp
usr
var

tmp  var
usr
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localhost:/# mkdir SPH_Test
localhost:/# 1s

SPH_Test  etc media proc sbin
bin home mnt root srv
dev 1ib opt run sys

localhost:/# cd SPH_Test
localhost:/SPH Test# touch SPH Test.txt
localhost:/SPH Testi# 1s

SPH_Test. txt

localhost:/SPH Test# tree

L— SPH_Test.txt

0 directories, 1 file

tmp
usr
var
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localhost:/SPH Test# 1s
SPH_Test.txt
localhost:/SPH_Test# tree

L— SPH_Test.txt

0 directories, 1 file
localhost:/SPH_Test# echo "Hello everyone. My name is Stephen and this is being
inputted into my test filelll” >> SPH Test.txt

localhost:/SPH Test#
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localhost:/SPH_Test# echo "Hello everyone. My name is Stephen and this is being
inputted into my test file!!!" >> SPH_Test.txt

localhost:/SPH_Test# cat SPH_Test.txt

Hello everyone. My name is Stephen and this is being inputted into my test file!

localhost:/SPH Test# I
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localhost:~# date
Fri Mar 24 13:16:25 UTC 2023
localhost:~#
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Gecho off
echo Hello user. Today I will show you some basic maths arithmetics.
echo Please tell me your name.
set /A age=21
set /p Input=Name:

set message=Nice to meet you $Input%. As you are a university student practising batch scripts, I will assume that you are no older than %ages.

echo Smessage®
echo Let us begin.

pause

echo Our numbers are as follows:

set /A a=20

set /A b=2

set /A c=5

echo %a%

echo §b%

echo Scb

pause

echo If we add these numbers together, we get the following:
set /A sum=bab + ¥b% + bch

echo Ssumb

pause

echo If we subtract these numbers, we get the following:
set /A sub=$ab - ¥b% - bch

echo Ssubh

pause

echo If we multiply these numbers, we get the following:
set /A times=%at * $b% * %ch

echo Stimest

pause

echo If we divide these numbers, we get the following:

set /A divide=$at / %b% / %cb

echo Sdividet

pause

echo Thank you for letting me show you basic maths arithmetic $Input.

Pause

)
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Hello user. Today I will show you some basic maths arithmetics.
Please tell me your name.

Name: Stephen

Nice to meet you Stephen. As you are a university student practising batch scripts, I will assume that you are no older
than 21. ;)

Let us begin.

Press any key to continue

Our numbers are as follows:

20

2

5

Press any key to continue .

If we add these numbers together, we get the following:
27

Press any key to continue

If we subtract these numbers, we get the following:

13

Press any key to continue .

If we multiply these numbers, we get the following:

200

Press any key to continue

If we divide these numbers, we get the following:

Press any key to continue
Thank you for letting me show you basic maths arithmetic Stephen. :)
Press any key to continue
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Gecho off
echo Please tell me your name.
set /p Name=Name:
echo Hello tName$. Where would you like to go today?
echo 1 for Beach
echo 2 for Cinema
echo 3 for Holiday
set /p Choice=Choice:
if %Choiceb==1 Goto Beach
if %Choice! Goto Cinema
if %Choice$==3 Goto Holiday

echo 2h, nothing beats relaxing by the beach and getting a tan.
pause
exit

echo Got to love a film on the big screen.
pause
exit

echo Can't beat a relaxing holiday.
pause
exit
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Please tell me your name.

Name: Stephen

Hello Stephen. Where would you like to go today?

1 for Beach

2 for Cinema

3 for Holiday

Choice:1

Ah, nothing beats relaxing by the beach and getting a tan
Press any key to continue .
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Please tell me your name.

Name: Stephen

Hello Stephen. Where would you like to go today?
1 for Beach

2 for Cinema

3 for Holiday

Choice:2

Got to love a film on the big screen.

Press any key to continue .
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Please tell me your name.

Name: Stephen

Hello Stephen. Where would you like to go today?
1 for Beach

2 for Cinema

3 for Holiday

Choice:3

Can't beat a relaxing holiday.

Press any key to continue .
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Gecho off
echo What is your name?
set /p Name=Name:
echo Welcome Name®. We are going to play a guessing game. You must guess the correct number between 1 and 10.
echo If your guess is incorrect, you will need to guess again.

set /A Number=8

echo Please guess the number.

set /p Guess=Guess:

if %Guessy == iNumber (echo That is correct. Well done.) else (goto Number)

Pause
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What is your name?

Name: Stephen

Welcome Stephen. We are going to play a guessing game. You must guess the correct number between 1 and 10. :)
If your guess is incorrect, you will need to guess again
Please guess the number.
Guess:1

Please guess the number.
Guess:2

Please guess the number.
Guess:3

Please guess the number.
Guess:U

Please guess the number.
Guess:5

Please guess the number.
Guess:6

Please guess the number.
Guess:7

Please guess the number.
Guess:9

Please guess the number.
Guess:10

Please guess the number.
Guess:8

That is correct. Well done.
Press any key to continue
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Gecho off
echo Welcome. Here is the 50 times table, starting at 0 x 50 and finishing at 20 x 50.

For /L %%n im (0, 50, 1000) do (
echo %%n

)
echo Thank you for viewing the 50 times table.

Pause
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Welcome. Here is the 50 times table, starting at ® x 50 and finishing at 20 x 50.
]

50

100

150

200

250

300

350

uee

u50

500

550

600

650

700

750

800

850

9200

950

1000

Thank you for viewing the 50 times table.
Press any key to continue .
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Gecho off
echo Welcome. Please see a list of my favourite TV characters and which show they appear in.
set Character[0] .Name=Homer
set Character[0].Surname=Simpson
set Character[0].Show=The Simpsons
set Character[l].Name=Eric
set Character[1].Surname=Cartman
set Character[1].Show=South Park
set Character[2].Name=Bishop Leonard
set Character[2].Surname=Brennan
set Character[2].Show=Father Ted
set Character[3].Name=Sergeant
set Character[3].Surname=Major
set Character([3].Show=It Ain't Half Hot Mum
set Character[4].Name=Frank
set Character[4].Surname=Spencer
set Character([4].Show=Some Mothers Do 'Ave 'Em

For /L %%c in (0 1 4) do (
call echo Character Number %%c = $%Character[$%c].Name%% %%Character[%%c].Surname%% - %3Character[%%c].Showss
)

Pause
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Welcome. Please see a list of my favourite TV characters and which show they appear in.
Character Number Homer Simpson - The Simpsons

Character Number Eric Cartman - South Park

Character Number Bishop Leonard Brennan - Father Ted

Character Number 3 = Sergeant Major — It Ain't Half Hot Mum

Character Number 4 = Frank Spencer - Some Mothers Do 'Ave 'Em

Press any key to continue

EwNR o
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Gecho off

call :my function returnl,return2,return3,returnd,returnS,returné, return’, returns, returnd, returnl0, returnll, returnl2
echo Welcome. Let's sing the final part of the 'Twelve Days of Christmas'.
pause

echo On the twelfth day of Christmas, my true love gave to me:

pause

echo %returni2$ drummers drumming,

echo %returnil$ pipers piping,

echo $returni0$ lords a-leaping,

echo %returnd% ladies dancing,

echo $returns$ maids a-milking,

echo $return7% swans a-swimming,

echo %returné% geese a-laying,

echo $returnSs golden rings,

echo %returnds calling birds,

echo %return3s French hens,

echo $return2s turtle doves

echo and treturnl® partridge in a pear tree.

pause

exit /B

imy_function
set §~1=a

set ~2=Two
set ~3=Three
set &
set ~5=Five
set §~6=Six
set $~7=Seven
set $~8=Eight
set ~9=Nine
set $~10=Ten
set §~1l=Eleven
set ~12=Twelve
exit /B 0
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Welcome. Let's sing the final part of the 'Twelve Days of Christmas'
Press any key to continue .

On the twelfth day of Chrlstmas my true love gave to me:
Press any key to continue

Twelve drummers drumming,

Eleven pipers piping,

Ten lords a-leaping,

Nine ladies dancing,

Eight maids a-milking,

Seven swans a-swimming,

Six geese a-laying,

Five golden rings,

Four calling birds,

Three French hens,

Two turtle doves

and a partridge in a pear tree.

Press any key to continue
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decho off
echo Please tell me your name.
set /p Name=Name:
echo Hello $Name%. Nice to meet you. My name is Batch.
echo Let's get to understand each other more. How old are you?
set /p Age=Age:
echo So you're %Age% old? I am 43 years old after being created by my master in 1980.
echo Who is your favourite superhero?
set /p Superhero=Superhero:
echo Ah, $Superherob. My favourite is Batman as it is part of my name.
echo What is your favorite animal?
set /p Animal=Animal:
echo So a %Animal% is your favourite. Mine it obviously a bat.
echo What is your favourite colour?
set /p Colour=Colour:
echo $Colour$ eh? Mine is black.
echo Thank you for spending time with me today.
pause
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Please tell me your name.

Name: Stephen

Hello Stephen. Nice to meet you. My name is Batch

Let's get to understand each other more. How old are you?
Age:38

So you're 38 old? I am 43 years old after being created by my master in 1980.
Who is your favourite superhero?

Superhero: Superman

Ah, Superman. My favourite is Batman as it is part of my name.
What is your favorite animal?

Animal:Dog

So a Dog is your favourite. Mine it obviously a bat.

What is your favourite colour?

Colour:Red

Red eh? Mine is black.

Thank you for spending time with me today. :)

Press any key to continue
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#!/bin/bash

Name='Stephen'
Age=38

echo Hello §Name. I heard that you are $Age. Getting on a bit.
echo Today we shall perform some more basic maths arithmetics, this time via Bash.
echo Our numbers this time are as follows.

Numberl=32
Number2=2
Number3=4

echo $Numberl
echo $Number2
echo $Number3

echo Adding these number together gives us the following:
Sum=$ ( ($Number1+$Number2+$Number3) )
echo $sum

echo Subtracting these number gives us the following:
let Sub=§Numberl-$Number2-$Number3
echo $sub

echo Multiplying these number gives us the following:
Numberl*$Number2*$Nunber3
echo $Times

echo Dividing these number gives us the following:
expr $Numberl / $Number2 / $Number3

echo Thank you for your attention.
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= bash main.sh

Hello Stephen. I heard that you are 38. Getting on a bit.
Today we shall perform some more basic maths arithmetics, this time
via Bash.

Our numbers this time are as follows.

32

2

4

Adding these number together gives us the following:

38

Subtracting these number gives us the following:

26

Multiplying these number gives us the following:
256

Dividing these number gives us the following:

4

Thank you for your attention.
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#!/bin/bash

echo
echo
echo
echo
read
if [
then
echo
elif
then
echo
else
echo
fi

Good morning. What would you like to order?
1 for Full English Breakfast

2 for Bacon and Egg Roll

3 for Continental Breakfast

choice
Schoice = 1 1;
Nothing beats a good Full English.

[ $choice = 2 ];
Got to love a bacon and egg roll.

Going for the healthy option. Good idea.
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= bash main.sh

Good morning. What would you like to order?
1 for Full English Breakfast

2 for Bacon and Egg Roll

3 for Continental Breakfast

1

Nothing beats a good Full English.
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> bash main.sh
Good morning. What would you like to order?

1 for Full English Breakfast

2 for Bacon and Egg Roll

3 for Continental Breakfast

2

Got to love a bacon and egg roll.
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= bash main.sh

Good morning. What would you like to order?
1 for Full English Breakfast

2 for Bacon and Egg Roll

3 for Continental Breakfast

z

Going for the healthy option. Good idea.
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#!/bin/bash

echo 'Which animal do you prefer, cats, dogs, horses or dolphins?'
read -p 'Cats/Dogs/Horses/Dolphins? :' Choice
case $Choice in
Cats|Cat|cats|cat)
echo 'Cats are nice. Lovely animals that give you comfort.’

Dogs | Dog | dogs | dog)
echo 'Gotta love dogs. There is a reason why they are our best friend.'

Horses |Horse | horses|horse)
echo 'Love how majestic horses can be.’

Dolphins |Dolphin|dolphins|dolphin)
echo 'Dolphins are very intelligent creatures.'

*)
echo 'This is not a valid choice.'

esac
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> bash main.sh

Which animal do you prefer, cats, dogs, horses or dolphins?
Cats/Dogs/Horses/Dolphins? :Cats

Cats are nice. Lovely animals that give you comfort.
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> bash main.sh

Which animal do you prefer, cats, dogs, horses or dolphins?
Cats/Dogs/Horses/Dolphins? :Cat

Cats are nice. Lovely animals that give you comfort.
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> bash main.sh

Which animal do you prefer, cats, dogs, horses or dolphins?
Cats/Dogs/Horses/Dolphins? :cats

Cats are nice. Lovely animals that give you comfort.
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= bash main.sh

which animal do you prefer, cats, dogs, horses or dolphins?
Cats/Dogs/Horses/Dolphins? :cat

Cats are nice. Lovely animals that give vou comfort.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :Dogs
Gotta love dogs. There is a reason why they are our best friend.
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= bash main.sh
which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :Dog
Gotta love dogs. There is a reason why they are our best friend.
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> bash main.sh

Which animal do you prefer, cats, dogs, horses or dolphins?
Cats/Dogs/Horses/Dolphins? :dogs

Gotta love dogs. There is a reason why they are our best friend.
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> bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :dog
Gotta love dogs. There is a reason why they are our best friend.
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> bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :Horses
Love how majestic horses can be.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :Horse
Love how majestic horses can be.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :horses
Love how majestic horses can be.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :horse
Love how majestic horses can be.
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> bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :Dolphins
Dolphins are very intelligent creatures.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :Dolphin
Dolphins are very intelligent creatures.
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> bash main.sh

Which animal do you prefer, cats, dogs, horses or dolphins?
Cats/Dogs/Horses/Dolphins? :dolphins

Dolphins are very intelligent creatures.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :dolphin
Dolphins are very intelligent creatures.
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= bash main.sh
Which animal do you prefer, cats, dogs, horses or dolphins?

Cats/Dogs/Horses/Dolphins? :rabbit
This is not a valid choice.
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#!/bin/bash
echo Hello. Today we are going to perform a fixed number of while loops.
n=20
while [ $n -gt 0 ]
do
echo The number now is $n
((n--))
done

echo Thank you for letting me show you a while loop.
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= bash main.sh

Hello. Today we are going to perform a fixed number of while loops.
number now is 20

number now is 19

number now is 18

number now is 17

number now is 16

number now is 15

number now is 14

number now is 13

number now is 12

number now is 11

number now is 10

number now is
number now is
number now is
number now is
number now is
number now is
number now is
number now is
number now is
ank you for letting me show you a while loop.

FRFTRRFIRRRITRRRTIRER

s
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#!/bin/bash
echo 'Hello. Here is a list of my favourite sports.'

declare -a Array=(
[1]='Football’

[2]="Rugby’
[3]="Boxing"
[4]='Tennis'
[5]="Cricket'
[6]='Darts’
[7]="Snooker"
[6]='Formula One’
[9]="Golf'

[10]="Athletics'
)
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= bash main.sh

Hello. Here is a list of my favourite sports.
Football

Boxing

Darts

Snooker
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#!/bin/bash
echo 'Hello. Today, I will be assigning different colours'.

Colours() {
echo You will be assigned the colour §1

}

colours red
Colours blue

Colours yellow
Colours green
Colours orange




image75.png
> bash main.sh

Hello. Today, I will be assigning different colours.
You will be assigned the colour red

You will be assigned the colour blue

You will be assigned the colour yellow

You will be assigned the colour green

You will be assigned the colour orange
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#!/bin/bash

echo

echo
read
echo

echo
read
echo

echo
read
echo

echo
read
echo

echo
read

echo

echo

"Welcome. I would like to ask a few questions.”

"please tell me your name."
—p "Name:" Name
"Thank you. What a lovely name $Name."

"Please tell me your age."
-p "Age:" Age
"So you are $Age years old. Interesting.”

"What is your favourite food?"
—p "Food:" Food
"I like $Food as well. Delicious.”

"What is your favourite football team?"
—p "Team:" Team
"So you are a fan of $Team? I prefer their rivals myself."

"Which country would you like to visit?"
—p "Country:" Country

"I have heard that $Country is very nice."

"Thank you for answering my questions today."
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= bash main.sh

Welcome. I would like to ask a few questions.
Please tell me your name.

Name:Stephen

Thank you. What a lovely name Stephen.
Please tell me your age.

Age:38

So you are 38 years old. Interesting.

What is your favourite food?

Food:Pizza

I like Pizza as well. Delicious.

What is your favourite football team?
Team:Cardiff City

So you are a fan of Cardiff City? I prefer their rivals
Which country would you like to visit?
Country:Japan

I have heard that Japan is very nice.

Thank you for answering my questions today.

myself.
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