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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B/21
	172,16,2,0
	255.255.248.0
	172.16.2.1
	172.16.9.255
	172.16.9.255

	D/23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.10.254
	172.16.11.255

	F/24
	172.16.12.0
	255.255.255.0
	172,16,12,1
	172.16.12.254
	172.16.12.255

	E/26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.263

	A/27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C/29
	172.16.13.96
	225.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H/30
	172,16,13,108
	255.255.255.252
	172.16.13.110
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Understanding IPv4 and IPv6 addressing


Introduction  
[bookmark: _GoBack]An in-depth look at IPV4 and IPV6 

IPV4
IPv4 addresses are 32-bit numbers that are typically displayed in dotted decimal notation and contains two primary parts.
· The network prefixes.
· The host numbers. 


All hosts within a single network share the same network address. Each host also has an address that uniquely identifies it. Depending on the scope of the network and the type of device, the address is either globally or locally unique. Devices that are visible to users outside the network (webservers, for example) must have a globally unique IP address. Devices that are visible only within the network must have locally unique IP addresses. [1]
IP addresses are assigned by a central numbering authority called the Internet Assigned Numbers Authority (IANA). IANA ensures that addresses are globally unique where needed and has a large address space reserved for use by devices not visible outside their own networks. [1]
To provide flexibility in the number of addresses distributed to networks of different sizes, 4-octet (32-bit) IP addresses were originally divided into three different categories or classes: class A, class B, and class C. Each address class specifies a different number of bits for its network prefix and host number: [1]
· Class A addresses use only the first byte (octet) to specify the network prefix, leaving 3 bytes to define individual host numbers which have 224 (or 16,777,216).
· Class B addresses use the first 2 bytes to specify the network prefix, leaving 2 bytes to define host addresses which have 216 (or 65,536).
· Class C addresses use the first 3 bytes to specify the network prefix, leaving only the last byte to identify hosts which have 28 (or 256) possible host numbers. [1]

The 32-bit IPv4 addresses are most often expressed in dotted decimal notation, in which each octet (or byte) is treated as a separate number. Within an octet, the rightmost bit represents 20 (or 1), increasing to the left until the first bit in the octet is 27 (or 128). Following are IP addresses in binary format and their dotted decimal equivalents.
Because of the physical and architectural limitations on the size of networks, you often must break large networks into smaller subnetworks. Within a network, each wire requires its own network number and identifying subnet address. [1]



Normally subnets are divided by address class. Subnets had either 8, 16, or 24 significant bits, corresponding to 224, 216, or 28 possible hosts. An entire /16 subnet had to be allocated for a network that required only 400 addresses, wasting 65,136 (216 – 400 = 65,136) addresses.
To help allocate address spaces more efficiently, variable-length subnet masks (VLSMs) were introduced. Using VLSM, network architects can allocate more precisely the number of addresses required for a subnet.
For example, suppose a network with the prefix 192.14.17/24 is divided into two smaller subnets, one consisting of 18 devices and the other of 46 devices.
To accommodate 18 devices, the first subnet must have 25 (32) host numbers. Having 5 bits assigned to the host number leaves 27 bits of the 32-bit address for the subnet. The IP address of the first subnet is. [1]




IPV6
IPv6 is the next generation Internet Protocol (IP) standard intended to eventually replace IPv4, the protocol many Internet services still use today. Every computer, mobile phone, and any other device connected to the Internet needs a numerical IP address in order to communicate with other devices. The original IP address scheme, called IPv4, is running out of addresses. [1]

The ongoing expansive growth of the Internet and the need to provide IP addresses to accommodate it to help and  support increasing numbers of new people (users), computer networks all Internet-enabled devices, and new and improved applications for communication is escalating at an astounding rate the emergent use of a new IP protocol. IPv6, with its large architecture, was designed to satisfy these current and much needed future requirements. [1]

IP version 4 (IPv4) is widely used throughout the world today for the Internet, intranets, and private networks. IPv6 builds upon the functionality and structure of IPv4 in the following ways:
· Provides a simplified and enhanced packet header to allow for more efficient routing.
· Improves support for mobile phones and other mobile computing devices.
· Enforces increased, mandatory data security through IPsec (which was originally designed for it).
· Provides more extensive quality-of-service (QoS) support.
IPv6 addresses consist of 128 bits, instead of 32 bits, and include a scope field that identifies the type of application suitable for the address. IPv6 does not support broadcast addresses, but instead uses multicast addresses for broadcast. In addition, IPv6 defines a new type of address called anycast. [1]
All IPv6 addresses are 128 bits long, written as 8 sections of 16 bits each. They are expressed in hexadecimal representation, so the sections range from 0 to FFFF. Sections are delimited by colons, and leading zeroes in each section may be omitted. If two or more consecutive sections have all zeroes, they can be collapsed to a double colon. [1] There are three address types:-
· Unicast addresses: A Unicast address acts as an identifier for a single interface. An IPv6 packet sent to a Unicast address is delivered to the interface identified by that address. [2]
· Multicast addresses: A Multicast address acts as an identifier for a group/set of interfaces that may belong to the different nodes. An IPv6 packet delivered to a Multicast address is delivered to the multiple interfaces. [2]
· Anycast addresses: Anycast addresses act as identifiers for a set of interfaces that may belong to the different nodes. An IPv6 packet destined for an Anycast address is delivered to one of the interfaces identified by the address. [2]

There are no broadcast addresses in IPv6, their function being superseded by multicast addresses. IPv6 Addresses of all types are assigned to interfaces, and not nodes, each interface belongs to a single node. An IPv6 unicast address refers to a single interface.  A single interface may be assigned multiple IPv6 addresses of any type unicast, anycast, and multicast.  There are two exceptions to this: - [3]

· A single address may be assigned to multiple physical interface if the implementation treats the multiple physical interfaces as one interface when presenting it to the internet layer.  This is useful for load-sharing over multiple physical interfaces. [3]

· Routers may have unnumbered interfaces on point-to-point links to eliminate
        the necessity to manually configure and advertise the addresses. Addresses are
        not needed for point-to-point interfaces on routers if those interfaces are not to
        be used as the origins or destinations of any IPv6 datagrams. [3]
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