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[bookmark: _Toc233895135]Task 1 – Research Report 
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Figure 1 NOSS London 2026 Topology
 
[bookmark: _Toc233895136]Research on Hypervisor 
Hypervisors are essential for virtualisation, enabling the operation of several virtual machines (VMs) on a single physical host. Type 1 (bare metal) and Type 2 (hosted) are the two primary varieties. Because type 1 hypervisors—like VMware ESXi, Microsoft Hyper-V, and Xen—run directly on hardware, they save overhead, boost performance, and reinforce virtual machine isolation—making them perfect for enterprise settings. [1]. Type 2 hypervisors, like Oracle VirtualBox and VMware Workstation, run on an existing operating system. Although they have some performance overhead, they are easier to deploy, work on standard hardware, and are flexible for testing and educational use [2]. 
For the NOSSLONDON2026 topology, a Type 2 hypervisor like Oracle VirtualBox is the best choice. The network includes a Windows Server 2022 Domain Controller (B-DC), a Debian Server (L-CD), a Windows 10 client, and a Debian client, spanning Birmingham and London subnets. VirtualBox supports both Windows and Linux and offers virtual networking (Internal Networks, NAT, Host-Only adapters), which are enough to simulate the required site connections [2]. 
Considering the enhanced network topology and the planned deployment of services such as Active Directory Domain Services (AD DS), DNS, DHCP Relay, VPN, and Certificate Services, VirtualBox offers adequate scalability and compatibility without requiring dedicated enterprise hardware. The BIRMINGHAM.ACCA domain environment relies on dependable communication between Windows and Debian systems, which VirtualBox supports through flexible network adapter configurations. Furthermore, the snapshot functionality enables rapid recovery from configuration errors, thereby improving security and administrative control. While Type 1 hypervisors provide greater performance and security, the limited hardware resources typically available in student environments make Oracle VirtualBox the most practical, cost-effective, and technically suitable solution for this deployment [1], [2]. 
 
[bookmark: _Toc233895137]Research on IP Addressing 
Internet data transmission relies on packet switching, a process in which data is segmented into packets and transmitted between source and destination devices. Each packet includes source and destination IP addresses, facilitating device identification and location to ensure accurate delivery across networks [3]. Routers use IP addresses to select optimal paths for forwarding packets between networks, whereas switches forward data within local networks to maintain efficient communication. 
IP addressing is fundamental to network operations, as it enables device identification and facilitates organized communication. IPv4 employs a 32-bit address format, whereas IPv6 uses a 32-bit address format, providing a significantly larger address space and enhanced scalability for contemporary networks [4]. Both protocols incorporate network and host components, which support efficient routing and network organisation. 
 
 
	Feature 
	IPv4 
	IPv6 

	Size 
	32-bit 
	128-bit 

	Format 
	Numbers (decimal) 
	Hexadecimal 

	Example 
	192.168.1.1 
	2001:db8::1 

	Address Count 
	Limited 
	Very large 

	Parts 
	Network + Host 
	Prefix + Interface ID 

	Subnetting 
	Needed 
	Simple (prefix-based) 


Figure 2 Comparison between IPv4 & IPv6
 
Subnetting enhances network effectiveness by dividing large networks into smaller sub-networks. This improves performance, reduces congestion, and enables more efficient allocation of IP addresses to meet organisational needs [5]. Advanced subnetting methods, such as Variable Length Subnet Masking (VLSM), further optimise address utilisation and improve network security by assigning IP ranges efficiently [6]. 
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Figure 3  Logical Network Topology of the NOSSLONDON2026 Environment
 
[bookmark: _Toc233895138]Research on Routing 
Network devices employ routing protocols to determine optimal paths for transmitting data across networks. These protocols facilitate efficient packet delivery between subnets by maintaining routing tables and selecting routes based on metrics such as hop count, delay, or bandwidth. Routing protocols are fundamental for data transmission and traffic management in contemporary networks. 
Routing can be configured using two primary methods. In static routing, routes are manually defined and do not change unless an administrator makes changes. This approach is straightforward, secure, and suitable for small, stable networks, but lacks adaptability to network changes. In contrast, dynamic routing utilizes protocols such as RIP, OSPF, and EIGRP to automatically exchange routing information and adjust routes in response to network modifications. Dynamic routing enhances network scalability and reliability [7]. 
 
[bookmark: _Toc233895139]Selecting an Appropriate Routing Method 
The Windows Server manages network services, while the Debian server operates as a DHCP relay. Static routing is recommended because the network is small and stable, which ensures reliable communication between subnets. Dynamic routing is not currently necessary, but it may be implemented if the network expands or requires redundant routing paths in the future. 
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Figure 4  Routing concept.
 
[bookmark: _Toc233895140]Research on Network Services 
Virtual Private Networks, known as VPNs allow remote users to securely connect to internal resources over public networks. They use encryption to keep data confidential, intact, and authenticated. Common protocols such as IPsec and SSL/TLS make VPNs essential for secure remote access and data protection [8]. 
IP addresses and network configurations are automatically assigned by the Dynamic Host Configuration Protocol (DHCP), a process that streamlines network administration and reduces configuration errors.. Best practices include configuring failover, using relay agents correctly, securing the service, and preventing unauthorized DHCP servers.
Active Directory Domain Services (AD DS) centrally manages users, devices, authentication, authorization, and network policies. Security measures include protecting domain controllers, applying least-privilege access, and performing regular backups.
In a Public Key Infrastructure (PKI), Certificate Authorities (CAs), usually implemented using Active Directory Certificate Services, issue and oversee digital certificates for secure communication, encryption, and authentication. Network confidence is preserved through safe key storage and efficient certificate administration.
Together, DHCP, AD DS, and CAs improve security, automate administration, and provide centralized management, forming the foundation of modern enterprise IT infrastructure.

[bookmark: _Toc233895141]Task 2 – Technical Documentation 
 
[bookmark: _Toc233895142]Justification for Choice of Hypervisor (Oracle VirtualBox) 
 
Oracle VirtualBox was selected due to its cost-free availability, intuitive interface, and support for multiple virtual machines, which enables the simulation of services such as DHCP, VPN, and Active Directory Domain Services (AD DS). Its flexible networking modes, including NAT, bridged, and host-only, facilitate subnet communication and DHCP relay. Additionally, the snapshot functionality and scalability render it appropriate for anticipated network expansion.
[bookmark: _Toc233895143] 
Download and Setup 
Although the university computer already had a hypervisor installed, I chose to re download the Oracle VirtualBox for this assignment to complete and present it more effectively. 
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Figure 5 Oracle VirtualBox Download Page
 
Our Lecturer provided the links to download Debian and Windows servers. I could not take screenshots earlier because I was unaware of this requirement. To complete the project, I recreated the scenario at home by using the given links. 





To install Windows Server 2022 on Oracle VirtualBox, first download the ISO file from the given link.  
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Figure 6 Windows Server 2022 Download Page
 
To install Windows 11 Enterprise on VirtualBox, first download the ISO file 
[image: ]
Figure 7 Downloading Windows Client

Begin by downloading the Debian ISO file from the given link 
[image: ]
Figure 8 Debian Download Page
 
 

Begin downloading by clicking the given link and select “live GNOME”. 
[image: ]
Figure 9 Downloading Debian Client

[bookmark: _Toc233895144] 
Virtual Machine Deployment 
 
B-DC (Windows Server 2022) 
To prepare Windows Server 2022 in Oracle VirtualBox, download and install Oracle VirtualBox and obtain the Windows Server 2022 ISO file. Create a new virtual machine, select Windows 2022 (64-bit), allocate at least 4 GB RAM, 2 CPU cores, and 50 GB of virtual storage. Then attach the ISO through the VM's storage settings.
[image: ]
Figure 10 Creation of B-DC from the downloaded link
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Figure 11 Step 2

To configure B-DC with four network adapters in VirtualBox, access the VM Settings and navigate to the Network section. Enable Adapters 1 through 4. Configure Adapter 1 as NAT for internet access, Adapter 2 named as intent-Birmingham and change as Internal Network for server communication, Adapter 3 as intnet - WAN, and Adapter 4 Internal Network, Intnet - Birmingham.  
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Figure 12  B-DC Adaptor 1 Configuration
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Figure 13  B-DC Adaptor 2 Configuration
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Figure 14 B-DC Adaptor 3 Configuration
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Figure 15 B-DC Adaptor 4 Configuration
 
 
[bookmark: _Toc233895145]Client S1 (Windows 10) 
[image: ]
Figure 16 Creation of Client S1
[image: ]
Figure 17 Client S1 configuration

For Client S1, set Adapter 1 in VirtualBox to NAT mode to enable internet connectivity. Navigate to Settings> Network, then select Adapter 1. Ensure it is enabled and choose NAT from the “Attached to” menu. This configuration permits the virtual machine to access external networks without further adjustments. 
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Figure 18  Client S1 Adaptor 1 configuration
 
 
[bookmark: _Toc233895146]LCD (Debian Server) 
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Figure 19 L-CD Installation
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Figure 20 L-CD Configuration

To configure l-cd with four network adapters in VirtualBox, navigate to Settings> Network, then enable Adapters 1 through 4. Assign Adapter 1 as NAT to provide internet access; Adapter 2 as Internal Network (intnet – London) to facilitate communication between virtual machines; Adapter 3 as Internal Network (intnet – WAN) and on Adapter 4 “Enable Network adapter” is switched off.  
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Figure 21 L-CD Adaptor 1 Configuration
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Figure 22 - L-CD Adaptor 2 Configuration
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Figure 18, L-CD Adaptor 3 Configuration
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Figure 23  L-CD Adaptor 4 Configuration
 
 

[bookmark: _Toc233895147]Client L1 (Debian Client) 
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Figure 24 Creation of Client L1
[image: ]
Figure 25 configuration

To configure Client L1 internet access in VirtualBox, navigate to Settings, select Network, and choose Adapter 1 for the Debian client. Enable Adapter 1 and set it to NAT to ensure automatic internet connectivity without additional configuration. 
[image: ]
Figure 26 , Client L1 Adaptor 1 Configuration
 
 
[bookmark: _Toc233895148]Installing Windows 
To install Windows Server 2022, select B-DC and press “start” and follow the instructions. Select Windows 2022 (64-bit),” and allocate at least 4 GB of RAM and an appropriate number of CPU cores. Configure a virtual hard disk with at least 50 GB of storage. In the Settings menu, attach the ISO file under the Storage section. Start the virtual machine and proceed through the Windows installation process, selecting the desired language, edition, and disk. Set an administrator password (given below) to complete the setup. After installation, install VirtualBox Guest Additions to enhance system performance and usability. 
 
Windows Server: Standard Desktop Version 
System Configuration: -: Language: English US, Time Format: London UK 
Username: Administrator 
Password: NotebooK@123 
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Figure 27, Installing Widows
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Figure 28Selecting Windows Server 2022
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Figure 29 , Location selection for Windows Dowload
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Figure 30 , Completion of Downloading and log in
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Figure 31, Successfully Downloaded the Windows Server 2022
 
 
[bookmark: _Toc233895149]IP Addressing Design 
In Windows Server 2022, open the Control Panel and go to the Network and Sharing Center to set up a static IP address. After selecting Change adapter settings, right-click the appropriate network adapter and select Properties. Click Properties after choosing Internet Protocol Version 4 (IPv4). Select "Use the following IP address" and input the necessary subnet mask and IP address. To implement the changes, choose your preferred DNS server, click OK, then shut down every window. 

Ethernet 2 
Ip Adress: 172.16.1.1 
Subnet mask: 255.255.255.0 
 
Ethernet 3 
Ip Adress: 10.0.0.1 
Subnet mask: 255.255.255.248 
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Figure 32, Advanced Network Setting
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Figure 33 Figure 26, Ethernet 2 Properties
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Figure 34, Assigning IP address & Subnetmask
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Figure 35 , Ethernet Adapter 3 IP address & Subnet mask configuration
 
[bookmark: _Toc233895150]Installing Client S1 
To install Windows 11 Enterprise on VirtualBox select Client S1 and press selecting Windows 11 (64-bit) as the operating system. Allocate at least 4 GB of RAM and configure a 50 GB virtual disk. 
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Figure 36, Installing Windows Client
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Figure 37, Selection Windows 11 Option
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Figure 38, Adding Username as per given Topology
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Figure 39, Ethernet Properties Configuration
 

 
[bookmark: _Toc233895151]Connectivity Testing 
Network testing between b-dc (Windows Server) and Client S1 showed ping failures because ICMP traffic was blocked. Windows Defender Firewall settings were updated to enable the File and Printer Sharing (Echo Request – ICMPv6-In) rules. This allowed successful pings from b-dc to Client S1, but not in the reverse direction, indicating firewall configuration issues on Client S1. Bidirectional connectivity requires ICMP inbound rules to be enabled on both systems. Client – S1 to B-DC 
[image: ]
Figure 40 , Using Ping Command to Establish a connection to B-DC
  
b-dc to client s1 
[image: ]
Figure 41 B-DC to Client S1
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Figure 42 Troubleshooting, Disabling inbound rules
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Figure 43 , Troubleshooting, Disabling Outbound Rules
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Figure 44, Matching physical addresses on all network adaptors
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Figure 45 Connectivity Test
 
 Initial connectivity issues were found during deployment. Physical adapter assignments were verified and matching physical addresses were configured. After troubleshooting, successful communication was achieved within local networks. 
 
 
[bookmark: _Toc233895152]Debian Server Configuration  
In Virtual Box select the L-CD and by double clicking it will start the configuration. Allocate at least 2 GB of RAM and configure a 40 GB virtual hard drive. Attach the ISO file in the Storage section and start the virtual machine. Proceed through the installer to select your language, create user accounts, and configure disk settings. Upon completion of the installation, restart the virtual machine. 
Debian Server: CLI 
Username: localadmin 
Password: NotebooK@123 

[image: ]
Figure 46, Assigning username & Password as per given Topology
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Figure 47, Disk Patrician
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Figure 48, Software Selection
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Figure 49 Figure 40, Installing Grub Boot Loader
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Figure 50 Figure 41, Successfully Installed and Logged in
[bookmark: _Toc233895153] 
Debian Client Installation 
Begin configuration by double clicking “Client L1. Allocate a minimum of 4 GB RAM and a 25 GB virtual disk. Add the IP address 172.16.2.10 and Network 255.255.255.0 under the IPv4 section. 
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Figure 51, Disk Partition
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Figure 52, Configure the Package Manager
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Figure 53, Assigning IP Address
 
 
 
ip addr is a Linux command used to display and manage IP addresses and network interfaces. It is part of the iproute2 networking tools package and is commonly used on Debian, Ubuntu, Red Hat, and other Linux distributions. 
[image: ]
Figure 54 , ip addr command
 
Nano is a command-line text editor for Linux. On the Debian CLI server (L-CD), it is used to create and edit configuration files for networking, routing, and DHCP relay services.
 
[image: ]
Figure 55 , nano command
 
[bookmark: _Toc233895154] 
Expected Results: 
• Successful communication within Birmingham LAN. 
• Successful communication within London LAN. 
• Unsuccessful communication between separate networks before routing configuration. 

Troubleshooting 
 
The network communication issue was resolved by correcting adapter assignments and IP configuration. Subsequent successful ping tests confirmed the restoration of connectivity and underscored the value of systematic troubleshooting. 
 

[bookmark: _Toc233895155]Connectivity Testing 
 
Ping – Client L1 to L-CD 
 
[image: ]
Figure 56 , Successful Ping Test
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Figure 57 L-CD to Client L1
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Figure 58 Failed resalt. B-DC to L-CD

[image: ]
Figure 59 Failes Resalt. L-CD to B-dc

 
Initial connectivity issues were found during deployment. Physical adapter assignments were verified and matching physical addresses were configured. After troubleshooting, successful communication was achieved within local networks. 
 



[bookmark: _Toc233895156] Task 3 -Reflection 
[bookmark: _Toc233895157]Technical Reflection 
Deploying the NOSSLONDON2026 network provided me with valuable hands-on experience in virtualization, Active Directory configuration, and Linux system administration. A significant technical challenge arose during setup when configuring the network adapter in Oracle VirtualBox. Initially, incorrect adapter assignments prevented communication between virtual machines, resulting in network isolation. To address this, I adopted a structured troubleshooting approach that included reviewing IP addressing schemes, verifying adapter settings, and conducting connectivity tests using tools such as ping. By systematically finding and correcting the misconfiguration, I proved proper communication between the virtual machines. This process underscored the importance of understanding virtual networking concepts and reinforced my problem-solving skills within a simulated enterprise environment. 
[bookmark: _Toc233895158]Personal Reflection 
This coursework significantly deepened my understanding of core enterprise networking concepts, such as virtualization technologies, routing mechanisms, IP addressing, and Active Directory services. Through practical implementation, I developed confidence in using Windows Server 2022 and Debian Linux, particularly in system configuration, user management, and network service deployment. The project also strengthened my troubleshooting abilities by fostering a logical, step-by-step approach to resolving technical issues. Beyond technical skills, the experience highlighted the importance of careful planning, clear documentation, and effective time management in implementing network infrastructure. Overall, this assignment contributed to both my technical competence and my professional development, equipping me to tackle real-world networking challenges. 
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