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Introduction
This document covers all of worksheet 4 including all the practical tasks and the observational tasks. Throughout the document are annotated screenshots with evidence of task completion as well as the answers for the observational tasks at the end of the document. Finally, there are references listed at the end of the document. 
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Screenshot showing the utilisation of ARP and routing tables. 
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Screenshots detailing the deployment of core services for the FTP server on the network.  
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Screenshots showing the installation and configuration of routing and remote access service.

[bookmark: _Toc70664965]Task 3 A).	How do routers reference which networks they can connect to?
A router can reference which networks they can connect to mainly because a physical cable is used to connect that router to the network in the first place. This depends on what type of router the user has for example, if the user has a router and modem combination box then they can connect directly to the devices on the network, however, if they do not have this, they need a separate modem which the router connects to through WAN. 
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Screenshots showing the setup of filter 1 which stops anyone in PrivateNet1 from pinging the router firewall service.
[bookmark: _Toc70664968]Filter 2
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Screenshots showing the restricting of access to the FTP service on server 2 to only hosts on PrivateNet2.
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With the way that the filter is set up, it should restrict FTP access to everyone except 192.168.100.1 which is client 1 however, due to unforeseen circumstances the command prompt kept giving an ftp: connect :connection timed out error. However, client 2 receives the error “ftp: connect :connection refused”. 
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Screenshots detailing only allowing specific hosts within PrivateNet1 to access the FTP service that is on server2

[bookmark: _Toc70664970]Task 5 – Failover clustering
High availability failover clusters are groups of hosts that are able to act as a singular system in order to provide continuous availability. A typical place where these types of failover clusters are used would be critical applications such as databases or eCommerce websites where there is a heavy demand. A reason these failover clusters are used in these places is because they offer load-balancing and backups. High availability failover cluster hosts all have access to the same storage which means that if any failure is to occur, a virtual machine hosting another host can take over instantly which means little to no downtime [1].
 When using this type of system, the user must consider the requirements of the system itself, it is important that there is a carefully designed and pre-engineered mechanism that is used for load balancing so that the client requests can be distributed between cluster nodes easily. Another requirement is data scalability, there are a few options for this including the use of a centralized database and using replication or portioning so that it is highly available or to make sure that each individual application instance can maintain its own data storage. The third requirement of this type of system is the backup and recovery of the system as high availability failover clusters can still have errors that could potentially bring the entire service down temporarily. A very common strategy to tackle these potential issues is to use the backup rule “3-2-3” which means there should be three copies of the data across two media types and in three separate locations to offer the most protection possible. The final requirement is geographical diversity as it is essential to distribute the highly available clusters across geographic locations so that the entire system is more resilient to any potential disasters as if there is an issue in one country where the system is located, the system can failover to a node [2] in another country e.g. If Germany has a natural disaster where power is cut for a period of time, the system can be moved to the United Kingdom’s node temporarily.  
A potential role within the windows server OS environment that could meet the requirements of a high availability failover cluster is active directory domain services. This is very important for this network because it manages the authentication of all the users and devices on the network and allows the IT staff to enforce all the security policies that have been assigned to specific users and devices. It also allows the IT staff to manage and administrate the network. Because of how Active Directory works many different applications and services depend on the server already having active directory domain services. A good method that is used to ensure no errors effect the entire network; organisations are able to set up redundant domain controllers to be a backup if one goes offline. 










In order to enable failover clustering on a windows server it is quite easy to start. All the information to install this feature is done via the server manager by following the steps below:

1. Open server manager.
2. Click add roles and features.
3. Click role-based or feature-based installation.
4. Select the chosen server you want to install the failover cluster role on.
5. In the features tab, select failover clustering.
6. In the confirmation section just click install.
7. [image: ]It should then install, and the progress can be seen in the results section where you can verify that all the requires components have been installed. 


[bookmark: _Toc70664971]Task 6 – Observational tasks
For a network of this size which spanning over multiple locations and needs to be very secure the best topology would be a mesh topology. The reason why a mesh topology would be best for this type of network is because it is known to handle a high level of traffic because it does not have any hierarchical relationships which means that any device within the network can attempt to contact any other device [3]. Another main benefit of this topology is it is extremely resistant to network issues, if one device on the network fails, it does not have an effect on any other device [4]. Another advantage of this topology is that even if devices need to be added to the network in the future, it will not disrupt data transmissions, this is because all of the devices can communicate with each other to work so removing or adding one does not make the other fail as they are all connected. The final advantage of mesh topology is that it is almost impossible for a malicious hacker to take down the network because of how it is built. The only way that this network could possibly fail is if there was a global incident that would wipe out all of the devices around the world because every device within the network is connected so as long as some work, they all can connect. 
A security team would be responsible ensuring that all of the data held within the network is secure. In modern times, it has become essential for adequate security efforts to be put in place as much of the data stored within the network may be confidential. There are three main phases when it comes to network security, these are:
1. Protection
2. Detection
3. Reaction
Protection is the first stage where the initial configuration of the network is completed and secured to try and stop people breaching. The second stage is detection, which is where the security staff identify any changes to configuration or any problems that have been found in the network traffic. The final step is reaction, where the security staff then take all the information found in the detection step and then respond to that issue directly taking all necessary actions to ensure that all data is recovered and secured immediately. 

The typical layout for roles for security for a network looks like the following:
· Chief information security officer
· Network security officers
· Security engineers
· Security software developers
· On-site security manager
· On-site security members

In order to enforce the set-out security policies, the security team needs to ensure that they create a security plan that covers a set out list of security policies that are in place in order to maintain the security of the network. All the policies that are created should reflect the company and goals of the company and should also attempt to cover general global networking and new technologies when possible [5]. 
It is important to locate and isolate the most at-risk areas of the network by using various tools that offer detailed visibility into the access controls of the network and also exposes any potential vulnerabilities that may be hidden. Many tools offer services such as filtering vulnerability scan results to specifics, simulating what a potential attack path would be and use host and data values in order to provide precise remediation steps and also reduces the overall exposure to access-based risk. 
Security teams need to make sure that they are constantly monitoring all of the security operations for the network to ensure that there are no malicious attacks occurring or any potential breaches. By monitoring the security operations, the security team can report any unusual traffic levels that may seem alarming, monitor every device on the network to ensure they are working as intended and are malware free and also capture and analyse data packets to ensure they are correct. 
In the event of violations or anything similar, it is important to have mitigations in place to lessen the impact of these violations. That is why the security team needs to make sure that every potential scenario is planned for including both best case scenario and worst case. Some of these plans may include management plans, safety plans, plans for data theft or property damage etc… There are so many potential violations that could occur including some that do not even directly relate to networks at all however, they have a very damaging effect on the network if these violations happen at the wrong locations. 
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C:\Users\Administratorsping 192.168.166.1

Pinging 192.168.100.1 with 32 bytes of data:
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.100.1: bytes=32 time<ims

Ping statistics for 192.168.100.1:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum - ems, Average = 6ms

C:\Users\Administratorsping 192.168.101.1

Pinging 192.168.101.1 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.161.1
Packets: Sent = 4, Received = ©, Lost = 4 (106% loss),

C:\Users\Administrators_
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ping statistics for 192.168.106.1:
Packets: Sent - 4, Received = 4, Lost = © (6% loss)
Approxinate round trip tines in milli-seconds:
Minimun = @ms, Maximum - ems, Average = 6ms

:\Users\Administrator>ARP -A

Interface: 192.168.160.2 --- 0x3
Internet Address Physical Address Type
192.168.160.1 08-00-27-f5-f5-04  dynamic
192.168.160.255 FE-FF-FE-FE-FE-FF static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
239.255.255.250 01-00-5e-7f-ff-fa  static

Interface: 10.6.3.15 --- x5
Internet Address Physical Address Type
10.0.3.2 52-54-60-12-35-62  dynamic
10.6.3.255 FE-FF-FE-FE-FE-FF  static
224.0.0.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
239.255.255.250 01-00-5e-7f-ff-fa  static

255.255.255.255 FF-FFFE-FFFFFF static
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IPv4 Route Table

Active Routes

Network Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.0 on-link  192.168.1.16 281
192.168.1.100 255.255.255.255 on-link  192.168.1.16 281
192.168.1.255 255.255.255.255 on-link  192.168.1.16 281
192.168.160.6  255.255.255.0 on-link  192.168.160.1 281
192.168.160.1 255.255.255.255 on-link  192.168.160.1 281
192.168.160.255 255.255.255.255 on-link  192.168.160.1 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.1.106 281
224.0.6.0 240.0.6.0 on-link  192.168.160.1 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link  192.168.1.106 281
255.255.255.255  255.255.255.255 on-link  192.168.160.1 281
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4 Prompt

Microsoft Windows [Version 16.6.19642.508]
(c) 2620 Microsoft Corporation. All rights reserved.

C:\Users\Client2>ftp 192.168.101.1

Connected to 192.168.161.1.

226-Microsoft FTP Service

226 Welcome to the FTPSERVER

206 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.161.1:(none)): o
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rosoft Windows [Version 16.0.19642.508]
(c) 2626 Microsoft Corporation. All rights reserved.

C:\Users\Client2>ftp 192.168.101.1
Connected to 192.168.161.1.

226-Microsoft FIP Service

226 Welcome to the FTPSERVER

260 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.161.1:(none)): ftpuser

331 Password required

Password:

230 User logged in.

ftp> lcd C:\FTPFiles

Local directory now C:\FTPFiles.

Ftp> dir

260 PORT command successful.

125 Data connection already open; Transfer starting.
04-27-21 04:59PH <DIR> Ftpuploads

226 Transfer complete.

ftp: 54 bytes received in 0.@@Seconds 54660.6eKbytes/sec.
Ftp> put ftpfilezupload. txt

260 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

Ftp>
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nmand Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192.168.1.161

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.161 2 timecins
Reply from 192.168.1.101: 32 time<ims
Reply from 192.168.1.161 2 time<ins
Reply from 192.168.1.101: 2 timecins

Ping statistics for 192.168.1.101

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrator>_
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Pinging 192.168.101.2 with 32 bytes of data:
Reply from 192.163.161.2: bytess32 time=lns TTL-126
Reply from 192.165.161.2: bytes-32 timerins TTL-126
Reply from 192.168.161.2: bytes-32 time-ins TTL-126
Reply From 192.168.161.2: bytes-32 time-ins TTL-126

ping statistics for 192.168.161.2:
Packets: Sent - 4, Received - 4, Lost - 0 (9% loss)
Approxinate round trip times in milii-second:
Mininum - 1ns, Maximum - 1ns, Average - 1ms
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:\Users\Adinistrator>ping 192.168.100.1

Pinging 192.168.100.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.100.1
Packets: Sent = 4, Received = 0, Lost = 4 (106% loss),




image21.png
File Action View Help

e 2@ XEGL =

B Routing and Remote Access A
5 SeverStatus

v [ DCI-NWT (local)

Interface Type 1P Address Incoming bytes Outgoing bytes
B Network merfaces ||| Publicet Dedicated 1921681000 678 12360

2 Remote Access Logg | 2 PrivateNet Dedicoted 1921681001 97574 o2

v E P 3 Loopback Loopback 127001 0 0

T General B internal Internal Not available - -

T static Routes

T e

%

General Muticast Boundaries  Muticast Heartbeat
Outbound Filters

BR rroee L —
Fiter acton
[V Enable IP router manager  Transmit al packets except those that meet the crtera below
(W B e " Drop ol packets except those that meet the rtera below
Advetisement et (inutes) =] Fiters:
Ik = Soure Addess | Source Network sk Desinaion fdess

Send out advertisement within tis interval

Mirimum time (irutes} F El
Masimum time (minutes): 10 El

bound en. | Ouburd P

I Enable fragmentation checking

oK Cancel Poply





image22.png
 Receive al packels except those that meet the citera below
" Drop all packets except those that meet the crteria below

Fiters:

‘Source Address

‘Source Network Mask

Destnation Address





image23.png
:\Users\Adninistrator>ftp 192.168.161.1
> ftp: connect :ICHP network unreachable
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C:\Users\Client2>ftp 192.168.101.1
> ftp: connect :Connection refused
Fp>
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(c) 2018 Microsoft Corporation. All rights reserved.

Users\Administrator>aRP -A

Interface: 192.168.1.160 --- 6xd
Internet Address Physical Address Type
192.168.1.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-5-00-00-16  static

Interface: 192.168.100.1 --- 6xe
Internet Address Physical Address Type
192.168.160.2 08-00-27-FF-bg-a7  dynamic
192.168.160.255 FE-FF-FE-FE-FF-FF  static
224.0.6.22 01-00-5-00-00-16  static

:\Users\Administrator>




