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ABSTRACT
As per the title of this report, this project is dedicated to examining threat factors to the average home network with the intention of devising mitigation strategies which pertain to such an environment.

This project begins with consideration of the aims and objectives which highlight key areas of progress to aspire to. The aim of this project is to produce Advisory Guideline which would benefit home network users’ knowledge of their network, what dangers they should be aware of and applicable mitigation strategies. The initial literary research focuses on various general components of home networking, before pursuing more refined areas of research pertaining to specific home network security considerations. Following the refinement of findings into related works that help structure the course of further research, consideration is applied to the working research methodologies applicable to this project. 

Experimentation provides the means to further investigate the topics explored and developed from the literature review. The experimentation phase has three separate areas of focus: the implications of Man-in-the-Middle attacks in home networks, testing home end devices for WPA2 vulnerabilities, and cracking a home routers 8-digit WPS PIN through brute force. Each experiment concerns its own set of tools and devices, some of which are shared between tests. The findings from these various tests are evaluated and considered in the later sections, with emphasis placed on what knowledge was gained and will ultimately aid the development of the advisory guidelines. 
Upon consolidation of the many research findings, the final deliverable is created in the form of advisory guidelines, incorporating all considerable findings from research in combination with subject knowledge are merged. Recommendations for further research are contemplated in the final chapters, followed by reflections on the knowledge and transferrable skills gained from this project.
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Chapter 1 
1.1 Introduction
Almost every household in Britain has a home network connecting residents’ devices together on a home network. Through a broadband connection these households can access the internet from connected personal devices through their Internet service provider (ISP) [1]. 
The past year of 2020 has seen many people change to working from home as a result of lockdown incited by the Covid-19 pandemic. In a report by Felsted and Reusche (2020), the measure of UK population working from home was shown to have increased from 4.7% in 2019 to 43.1% by April 2020 [2]. Therefore, more people have frequently used their home networks in their working life. Home networks are not usually subject to a company’s security standards, which opens up vulnerabilities to data accessed or held at a user’s home if they do not have adequate safeguards which their workplace would usually enforce. By forgoing gaining familiarity with their routers existing settings or understanding their current network security, users could render their home networks a potential target for attackers both remote and local. 
This project endeavours to understand the common risks to these networks and the appropriate mitigating actions one may utilise, the habits and choices of home network users in regard to how their network security is managed, and subsequently produce advisory network configurations to benefit the users in such an environment. This project will rely on the findings from research to contribute the required knowledge and understanding for devising appropriate security measures for home network vulnerabilities, this will include factors such as the viability of different encryption standards such as WEP and WPA, susceptibility to cyberattacks such as Man-in-the-Middle (MitM) [3, p.9]. This research will follow three main areas: existing trends in home security configurations while considering users comprehension, known threats and vulnerabilities to home networks based on common practice, and how these threats might be mitigated or resolved effectively in the household environment. In order to understand the implications of certain vulnerabilities, tests will be carried out to simulate how proposed mitigation strategies perform against an attack in the environment of a home network. This project ultimately aims to deliver clear, concise guidelines on the optimal methods to securing a home network [4]. This will in theory aid home network users to make well-informed decisions regarding their home networks security and configurations.    

1.2 Aim
The aim of this project is to examine threats common to home networks from research and through subsequent experimentation, use any findings to provide clear, concise guidelines on the optimal methods to securing a home network.
1.3 Objectives

In order to achieve the aim of this project, these objectives must be met accordingly:
· Develop further understanding on home networks possible threats, known problems and other weaknesses and how these obstructions can be mitigated or otherwise addressed.
· Establish understanding of the different networking configurations, protocols and methods which could be applied to the home network scenario.

· Provide a literature review of materials relevant to the topic home networks, networking security and any other useful literature.
· Create a simulation which will be used for practical testing and examination of findings.
· Assess the effectiveness of certain measures and practices at safeguarding the simulated network.
· Evaluate the capabilities of conventional configurations and consider the application of alternative methods to securing a network based on findings.
· Utilise findings to create guidelines advising on the different ways to secure the typical home network, including any identified & suitable alternative methods.
· Provide a finalised version of the project’s guidelines and findings for review and use feedback to make any necessary changes to the final version.
1.4 Structure Of The Project

This project is a collection of research through different means which serve to develop further understanding on the subjects of inquiry in this project. The major components of this research are literature-based research followed by practical experimentation using identified areas where more research would be beneficial. 
Chapter one provides an overview of this project reports and its goals. It features the aims and objectives used to facilitate the success of the research and aim.
Chapter two concerns the entire literature-based research. This section embodies the earliest research undertaken for this project which contributed to the development of areas to research further.
Chapter three details the research methodology adopted by this project, elaborating on considerations made to develop how the research is approached.
Chapter four concerns the design and implementation conceived to enable experimentation based further research. This section considers the methods and tools required to conduct the desired tests.
Chapter five is focused on evaluating the results of carried-out experiments, alongside any notable observations for consideration.

Chapter six concludes this report with a final summary of experiment findings, overall conclusions, and recommendations for further research.
Chapter seven is a detailed reflection on the project, with consideration of everything achieved.
Chapter eight contains the list of references used throughout this research.
Chapter nine is the Bibliography, showing any background reading undertaken
Chapter 2 - RESEARCH & REVIEW OF LITERATURE
2.1 LITERATURE REVIEW
2.1.1 Exploring the Basics of Home Networking
Almost every modern home has its own home network connecting devices together and providing internet access via an internet service provider (ISP). Some homes contain ‘smart’ variants of regular household items such as network controllable lights, heating, and appliances. Home networks [1, p.158] are essentially a series of IoT devices connected together by a router, forming a local area network. Routers are layer 3 devices used to forward incoming packets of data to their destination on the network. Many home networks make use of wireless enabled routers or another wireless access point in order to connect devices through Wi-Fi. 

There is a range of different devices which can be used in the standard home network such as: networking devices, computing devices, sensory devices, home appliances, media, and security devices. As Saito notes:

“It is necessary to design and implement a home network elaborately because there are varieties of relevant network technologies, both in hardware and software, and the selection and combination of these technologies should be carefully taken under consideration” [5, sec. II].

There are many threats to the home network [3], the actions of which, can range from brazenly targeting network functionality to discreetly monitoring traffic and device usage. Common security threats include, but are not limited to: computer viruses, Trojan horse, Spyware, Denial-of-Service attacks, and Phishing. The majority of threats to a home network come from external sources, which is why firewalls are kept in place to filter undesirable network traffic. Other basic security practices are keeping device firmware up to date for the latest security patch and installing anti-virus software on supported devices, especially on devices with internet browsing, as discussed in later sections.
As stated, networks are devices linked together via a router for forwarding packets between nodes, but beyond this concept is the topology of networks [6]. Network topologies refer to the how, where and in what order the physical connections within a network are structured. This affects how a network will be set up, operated, and maintained, with certain topological standards existing to [image: image60.png]


promote optimal function for networks of varying size and purpose. From a basic point to point connection stems many different possibilities such as Ring, Mesh or Bus topologies, as detailed in Figure 1: 

However, the Star topology bears the greatest resemblance to the home network since the scenario typically includes a single wireless router with some physical but mostly wireless devices directly connected to one access point. The star topology [6, p.222] consists of a single access point node that directly handles the connections of every networked device. This offers a more convenient network structure without intermittent devices to connect each other. However, the network is limited to the scale the access point provides, making it inefficient for large networks. The one access point means the network is vulnerable to a single point of failure, which presents a risk of total network inoperability if the router goes offline. Figure 2 shows an example home network layout, note how it conforms to the star topology by nature.
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	Figure 2: Typical home network layout resembles Star topology


Furthermore, the star topology is vulnerable to Man-in-the-Middle (MitM) attacks [3, p.9] due to the direct connections between multiple nodes and single gateway device, creating the opportunity for an attacker to infiltrate any one of these devices’ connection. MitM attacks involve a third party placing itself in the middle of a connection without alerting the user or devices involved, in order to steal information transmitted from the user. These attacks can incorporate various different methods such as ARP (Address Resolution Protocol) spoofing to redirect traffic to a disguised attacker, or DNS (Domain Name Server) cache poisoning to redirect users to a fraudulent webpage resembling their intended destination, to subsequently monitor anything the user inputs such as login credentials or personal information. 
2.1.2 Issues With Home Networking
In today’s world there are so many factors to consider regarding personal security amongst evolving technology and changing devices. As bulletin from The Office for National Statistics states: 

“Of those adults who have a smartphone for private use, 17% did not have security on their smartphone and a further 32% did not know whether they had security” [8].

This statement shows an innate lack of digital security among population. Furthermore, and despite a growing digital footprint, there is an apparent lack of growth in awareness of personal digital security. This indicates that there are some security factors which average users may overlook or not fully understand the significance of.


Users are completely responsible for their own security, especially ensuring they have adequate and up to date security measures. As digital security is an increasingly universal topic, it is vital users of a home network understand the 
common vulnerabilities their network security [8],[9]. Some of the key areas users tend to lack proper awareness of include awareness of latest system updates, optimal security settings, strong passwords, updating firmware and anti-virus, security software, and a general appreciation for the evolving risks. 

The risks in a network can take many different forms, one of which is how connected devices themselves can become the point of access for threats to enter a network. Figure 3 depicts the path of an email sent from a scientist in Ghana to a researcher Mongolia. Note how connections with devices external to the network make numerous hops before arrival at the intended recipient, broadening the possibility that the message can be intercepted at unsecured gateways. 
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	[10] Figure 3: Illustration of route taken by email sent from computer in Ghana to computer in Mongolia.


As figure 3 shows, internet transmissions involve potential exposure to many different gateways and thereby open up the communicating device to being noticed by a threat actor. This can introduce the network to various threats such as MitM attacks from observing threat actors or potentially introduce botnets. The research article by Tuan, Long and Taniar explores identifications methods of botnets, these are networked computers compromised with malware, controlled by thee BotMaster [11]. The controller of these compromised systems typically distributes the bots to a network through malware or spyware, designed to quietly infect multiple systems in order to take over the devices on a network and gain access to resources for malicious purposes such as stealing data, launching DoS attacks or using the available resources for other means. Insecure internet connections similar to that shown in figure 3, among other risks such as unverified downloads, can all potentially introduce botnets to a network. Furthermore, the general lack of understanding of home network security by the public indicates greater risk of susceptibility to MitM attack, botnets, and other network intrusions [8], [9]. Implementation of security software on internet connected devices and anti-virus scanners are acceptable methods of mitigating these intrusive threats, as well as ensuring device OS / firmware are up to date to ensure the latest security patches are applied.
Firmware vulnerabilities in new IoT devices will create the opportunity for hackers to invade devices remotely. One example of breaching a Nest thermostat [12] is used as an example of how vital firmware security really is. Although, this study does show how newer technology does not guarantee security, rather, it can end up creating new ways to penetrate security. This also relates to [9] earlier points on the importance of updated firmware.

2.1.3 Trends in Home Networking Security
	
[image: image3]

	[12] Figure 4: Top 10 outbound attacks, 2017


 As more devices connect to networks around the world, more targets are created for hackers and in turn, creates the ever-evolving cycle of updating security against new and emerging threats. Hackers will target home networks usually through one of two kinds of attacks: inbound and outbound [13]. An inbound (A.K.A passive) attack refers to the breach of a home network through connected devices, enabling the hacker to monitor and retrieve data but nothing further. Whereas an outbound (A.K.A active) attack involves breaching the network and going on to use the compromised device to further attack the network, execute malware or even launch another attack via the network to other targets via the internet. 
Figure 4 details a portion of recorded outbound attacks in 2017. Figure 4 not only highlights the number of attacks but draws detail towards identifying the most

common types of outbound attacks in recent years; ‘MS17-10 SMB’. The top outbound attack refers to vulnerabilities in Microsoft Windows, which has been addressed in newer versions of Microsoft Windows (Windows 10, 11 and Server 2019) [14].

The Office for National Statistics has shown that almost every household in the UK has internet access. This information comes from the statistical bulletin: ‘Internet access – households and individuals, Great Britain: 2020’ [8]. The information included is invaluable to this project as it further emphasises how home network security is a potential issue for almost every UK household. It is revealed that “in January to February 2020, 76% of adults in Great Britain used internet banking”, banks themselves have a responsibility to the security of clients and partners, whereas an individual’s life does not receive the same governance. The ease of access to bank account information through smartphones creates another way for hackers to intrude, presenting the danger breaching personal security should the security of one’s home network be neglected. Therefore, as an example; it could be argued the average person poses more risk to their bank account through online banking than visiting a physical branch. This bulletin also details online shopping, most common online purchases, use of virtual assistant smart speakers or apps, use of internet connected energy or light controls, etc. The UK was first faced with Covid-19 in 2020, however the bulletin states that the data was collected prior to the national lockdown in the UK of the same year. This is invaluable information as it to how many people use internet services and what actions they usually engage in.

2.1.4 Known Threats to Wireless Home Networks
Many networks, including home networks use Wi-Fi to connect devices wirelessly, however this method of connection is unsecure without the use of wireless encryption standards such as WPA, WPA2 and WPA3. In a research article by Vanhoef and Piessens published in 2017 [16], a vulnerability is identified in the WPA2 protocol, following analysis of the IEEE’s 802.11i amendment. Wired Equivalent Privacy (WEP) is the first incarnation of wireless security, surpassed by Wi-Fi Protected Access (WPA), new versions of which are widely used today across many wireless networks. The original WPA protocol uses Temporal Key Integrity Protocol (TKIP), which dynamically chooses system encryption keys to prevent the use of fake encryption keys made by attackers to match those in use. WPA2 is the next version of WPA, upgrading the original with the implementation of the more reliable CCMP protocol, abbreviated from Counter Mode Cipher Block Chaining Message Authentication Code Protocol. This protocol follows the Advanced Encryption Standard (AES) algorithm, which contrasts the previously used TKIP with integrity verification and message authentication. It was within this iteration of the Wi-Fi Protected Access protocol that the vulnerability to Key Reinstallation Attacks, otherwise known as KRACK, was discovered existed [16]. The vulnerability lies in how the WPA2 protocol relies on a 4-way handshake to handle connections. An example layout of one such packet used in handshakes is visible in figure 5.
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	[16] Figure 5: Simplified layout of an EAPOL frame.


 The handshake verifies the credentials of both the device requesting to connect and the access point. The key reinstallation attack is a form of man-in-the-middle attack, it relies on generating a new encryption key from by the 4-way handshake, tricking the access point to resend messages by denying it an appropriate response from the client despite the already in-use key. This new key generation forces the incremental transit packet number and replay counter to reset, the intercepted packets can be replayed, potentially decrypted and/or forged [16]. As WPA2 is still the standard encryption algorithm, the average home network stands at risk of this protocol’s security flaws being used by an attacker to steal data. 

Manufacturers of routers create the same default settings for their products in order to simplify programming and setup. One such default settings is the routers assigned Service Set Identifier (SSID), which acts as the identifier for wireless local area networks (WLAN), also referred to as network name. The default value of an SSID is typically something simple and related to the manufacturer of the device such as the name of the model or provider. The SSID is required by connected devices to communicate over a wireless network. In a test carried out by [17], private networks were scanned in public to ascertain what information could be gathered on the security of the network and spot trends in configurations [17, 3.1.3]. The literature goes on to consider the manufacturers influence on device configuration and found that 11.1% of the 4574 scanned networks used out-of-the-box configurations, including vendor specific SSIDs [17, 3.1.3]. This means that these networks in question could have their SSID discovered or guessed by potential intruders. By using the MAC addresses gathered from scanning, the testers in [17] could determine the networks routers were using vendor specific SSIDs and what their default encryption settings were. Most of this information was available to the public from vendors websites, further highlighting how easily the network SSID can be learnt if left to default values. 

Another method of securing the network is to limit its visibility via SSID broadcasting. Out of the networks scanned by the authors of [17], some were found to not be broadcasting their SSID. This service is often enabled by default on many wireless routers and will transmit the network name as an available network to nearby devices with Wi-Fi enabled. This makes the network easier to join from wireless devices, however it also makes it publicly visible, which could make the network a target. This setting can be disabled without affecting devices already connected, effectively hiding the network from other devices searching for an SSID. By limiting the discoverability of the network, potential threats can be somewhat avoided, although this service would need to be reenabled to connect a new device via normal methods.
2.1.5 Configuration Threats to Home Networks
Home networks around the world are constant targets for malicious activity for many reasons, including factors such as lack of security due to unawareness as mentioned in [9] and [14]. Through gaining an understanding of the potential and likely threats to a home network, appropriate response action can be taken to mitigate such risks to personal device and information security. This is an important process to instigate as, unlike that of an enterprise setting, home networks do have the benefit of dedicated administrators to monitor and optimise the systems in place for its users.


Many home networks and other wireless networks make use of a protocol called Wi-Fi Protected Setup (WPS). The WPS protocol is used to assist with the configuration of a secure network and connection of devices, enabling devices to quickly recognize and connect to the network. The article by Constantin et al. [18] examines WPS in detail to ascertain its limitations and capabilities. By default, WPS can use one of two different methods of device authentication in the home environment: Push button and PIN authentication. The push button method entails pressing the WPS button located on the wireless router, which will cause the router to search for devices while the connecting device searches for an access point. The connection is made following successfully exchange of keys and the device is authenticated [18]. The PIN method of authentication involves entering a pre-existing eight-digit numerical pin on the connecting device, which will promptly cause the router to return the pre shared key, send configurational data and connect the device, upon successful authentication [18]. The push button method presents a security flaw in that it only requires manual interaction and no user authentication to add a device into the network. Furthermore, as outlined in [18], users could connect to the wrong network or even lead to an attacker connecting during this process if they are within physical range of the access point after pressing the WPS button. The PIN method also possesses drawbacks, as an attacker could brute force their way through this authentication. This creates a more serious threat than using push button as unlike the former it is not exclusive to physical interaction with the router. Therefore, one might consider disabling PIN authentication on their wireless router in favour of push button authentication if this is achievable with the router in use.


Home network routers sometimes handle new devices introduced from family or guests, including IoT devices designed to self-sufficiently patch themselves with an internet connection. Universal Plug ’n Play (UPnP) is a protocol design to facilitate devices discovery of the network and connected devices, automating the process of establishing network services and functionality [19]. This service is not without its risks, UPnP was designed for simple configuration of network devices, however it also presents a security flaw. The protocol can allow certain transmissions to bypass the firewall on the network, possibly allowing malware or other malicious activity surrounding one device to enter the network unimpeded by firewall restrictions. The protocol is very useful for users setting up network connection and is even required in some cases for IoT devices, however in the interest of network integrity, it is good practice is to disable UPnP unless it is needed.

Throughout many networks today, remote access is used when a user requires the resources of a remote device or network. As noted by Kim et al. in this research paper [20], remote control technologies are one of the many developing technologies used in home networks. While an enterprise setting can benefit from industry standard security policies and dedicated monitoring, most home networks remote access services have almost no security. Remote access or administration presents a security dilemma with its very existence, as remote access can be the enabling factor of network infiltration by an attacker [21]. Some standard router settings could enable this feature by default, if at all supported. This means someone could potentially establish a remote connection to the network router, compromising the network. By ensuring this feature is disabled, this security risk can be mitigated entirely.

Depending on the nature of the household and its inhabitants, home networks may see little change in connected devices or see new devices regularly. Individual devices are identified by each other through their Media Access Control (MAC) address, unique to each one. In the previously mentioned research paper by [17], MAC address filtering is prominently mentioned as one method of securing the network by listing the devices which should have network access, thereby denying network access to devices which are not registered. This is useful in a home environment for preventing guests or neighbours connecting to the network, or even to filter family devices to manage bandwidth used in a crowded household. There are known flaws with MAC filtering, such as spoofing the MAC address of a trusted device in order to connect a disguised device onto the network in its place. Smart devices running Android 8.0 or IOS 14 and later support a feature to randomize the devices MAC address to reduce the risk of being tracked with the address [22], [23]. Whilst MAC filtering can provide a basic level of network access restriction, there are workaround factors which exist due to the nature of MAC addressing. Therefore, in a home network environment MAC addressing could prove useful but should not be relied upon to mitigate direct attacks and instead be implemented alongside more robust security practices.
2.2 RELATED WORKS. 
2.2.1 The Flaws in Standard Network Encryption (WEP & WPA)
The modern wireless router comes with many capabilities, often including support for past and newer services and protocols. In the research article by Schepers, Ranganathan and Vanhoef [24], the authors explore practical side-channel attacks against WPA-TKIP, an alternative to the AES encryption algorithm.
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	[24] Figure 6: Usage of TKIP in protected Wi-Fi networks.


 To begin experimentation data was gathered through a survey including four different neighbourhoods from across different countries: Belgium, Germany, and two from the USA. The data from this survey was acquired from the beacon frames of networks over channel 1, 6 and 11 to avoid overlapping channels. Using the information gathered, the authors compared the number of networks found to be using TKIP compared to CCMP (AES), using a total of 23926 scanned networks as visible in figure 6. With the data gathered, comparison is given to the previous work of author Vanhoef, who is accredited with the identification of the Key Reinstallation Attack (KRACK) previously discussed in [16] and found 52 percent of encrypted wireless networks supported WPA-TKIP in another published work [25].
The authors move on to an analysis of TKIP implementations in the components of the Wi-Fi stack, with the intention of observing vulnerabilities of TKIP in different operating systems. One finding was a vulnerability in Linux power management features, which could be abused to verify if the Integrity Check Value (ICV) of an injected TKIP frame was correct [24]. This was achievable through abusing a logical flaw in Linux kernel 3.11 and previous versions, which results in frames being decrypted before header flags are checked. Upon receiving a Wi-Fi frame, Linux attempts to perform WEP decryption, which will either drop the frame if the ICV is incorrect or call the next handlers if correct. One of these handlers will inspect if a device is entering power saving mode, so if the access point identifies a client as being in a power saving state it can be concluded the ICV of the TKIP frame was accepted [24]. It is noted by the authors that this requires the attacker to set the bit representing power management in the MAC header, meaning this configuration is not necessarily abusable through default configurations.
2.2.2 Revised Considerations on Home Network Configurations
In the research article by Dearman, Ho and Truong, from [17], the authors aim to improve users’ security choices by constructing a wizard to both handle and advise users choices regarding router configuration, modelled after a Linksys router wizard. This wizard was devised following the collection of trend data among home network caretakers to ascertain the common practices and technological understanding of non-professional network users with the aim to aid users who are unaware of good network security practice [8],[9].

The authors note that by cross referencing the MAC addresses of the APs observed with the IEEE OUI registration database to identify possible manufactures of the devices, further refined by observing the SSID of some devices which were left as the default name from their manufacturer [17]. With information about the device an attacker could easily gather information from publicly available product manuals. By changing the default SSID from the manufacturer-standard name, the opportunity for an attacker to easily identify hardware specifications can be avoided, although this only masks the networks name so an attacker could still interact with the network without this information. The authors in [17] consider naming practices of routers non-personal and non-provocative names, for example, name such as TryToHackMe or PrivateJohnsOffice would only provoke an attack from malicious parties. These naming considerations culminate as a naming guide within the wizard, prompting utilisation of custom SSIDs using mundane/ dictionary terms randomly combined and suggested to users. This ensures users set an appropriate, unassuming network name while also changing the default SSID to avoid announcing AP information over Wi-FI.
Another area of focus was how manufacturers default settings influences router configurations. It was found that out of the observed networks, the majority of access points (AP) manufacturers were Cisco-Linksys, Apple, Netgear, 2Wire, D-Link and Belkin, identifying the manufacturer most commonly using encryption to be 2Wire, inc. at 98.7% and Apple at 89.7% [17]. This outlines how the default settings on routers can impact the encryption users will rely on, likely due to lack of interest to change settings. To address this, the constructed wizard presents the user with encryption options and supports WEP 64bit/128bit, WEP AES and WPA2 AES, and will encourage the user to use WPA2 by listing it as the default setting. This can be changed if the user desires, for example due to compatibility issues, however WEP is warned to be “easily compromised” by the wizard. This wizard also generates a random key of maximum length for greater security, or allows the user to create their own key, if they so desire [17].
The authors also examined MAC address filtering as a feature the wizard could set up on the router, incorporating an address collection phase in the wizard’s set-up which is followed by the creation of a MAC filter once the desired devices have connected in the previous step [17]. MAC filtering is a feature not that commonly implemented, however in the home network setting it can prove useful. As discussed earlier, the effectiveness of MAC filters is dependent on circumstance and environment, as it affects device connecting to the network. The use of a MAC filter is justified in the home setting to privatise the devices allowed on the network, ensuring individuals such as guests or neighbours do not intrude. However, in more populated or residentially dense areas, the network may be visible to more people. Thus, broadening the risk of encountering an attacker with sufficient knowledge to sidestep this measure if they even desire to do so.
2.2.3 Trends in Home Network Security Influenced By Manufacturer Standards
The modern world is susceptible to ever evolving technologies and services, networks in particular see these changes through the hardware capabilities and functions offered by newer devices. This notion is what drove the research paper by Schepers, Ranganathan and Vanhoef on “Measuring Security Trends in Wi-Fi Networks and Best Practices” [26]. Through similar means as their previously mentioned research paper [24], networks from different countries are scanned by capturing beacon frames of these networks, as part of surveys from October 2020 and May 2021 across multiple countries. 

The authors draw multiple observations on different areas of the varying network configurations. One such observation is the prevalence of TKIP encryption in Belgium, identifying 45.06% of encrypted networks to be using WPA-TKIP despite the known flaws of this security method [16],[24],[25]. These configurations widespread implantation can be linked to the ISP in use, as the authors learned from these networks’ default SSID that 84.82% of these networks can be linked to Telenet. This was discovered by observing the default SSID of these networks, with 50.82% using a default name and 34% using an SSID which could be attributed to Telenet [26]. This information reveals how one ISPs default router configuration can affect so many home networks, since many people do not take interest in managing their home network [8],[24]. An attacker merely needs a manufacturer or ISP name to discover more about hardware information and default configurations through manuals and other online resources.


Networks SSID settings are further examined with a section on the prevalence of hidden networks found in the survey. Most routers, especially home routers do not disable SSID broadcasting default as to allow the user to connect devices easily. The authors express that a large percentage of Wi-Fi networks in different regions had a surprisingly high number of networks hidden through this manor, highting the contrast between 6% in Limburg and over 44% in Boston [26, 3.4.2]. 
Another consideration is hidden networks supporting WPS for device integration, as many wireless networks support WPS by default. It was discovered that only 2.83% of networks not broadcasting their SSID had enabled support for WPS, indicating the values held by the networks’ owner / administrator. Alternatively, 53.35% of networks broadcasting their SSID supported WPS [26]. It can be concluded that these choices were made to benefit the network user’s privacy with this baseline layer of anonymity to devices searching for Wi-Fi APs. Especially considering the known flaws with WPS PIN authentications susceptibility to brute force, the decision to limit this protocol in conjunction with hiding the network denotes security conscious practice among these networks despite the prospect of this group including home networks which are otherwise typically less well managed [8], [9], [24].
2.2.4 Simulating and Detecting A Man-In-The-Middle Attack
The kinds of dangers which face networks today can take many different forms, from phishing to malware, to Denial of Service and many more ever-evolving threats. One threat in particular that has grown in popularity is the Man-in-the-Middle attack, as according to an IBM Threat Intelligence Index from recent years, the attack was involved in 35% of exploitation activity in 2018 alone [27]. In addition, attacks such as the aforementioned KRACK attack are a form of MitM and present a great security threat to home networks given the WPA2 nature of the vulnerability [16]. To better understand the implications and limitations of MitM the process and execution of these attacks needs to be examined.

In the research article by Lewis and Lunsford, Man-in-the-Middle attacks are staged within a lab environment across multiple devices, observing students’ actions and ability to identify if they are on a fraudulent connection [28]. The experimenters used a single machine running Microsoft Windows Server with VMWare Workstation installed to host Windows XP virtual machines. This experiment focused on staging MitM attacks over https connections on different web browsers with varying certificates installed across the browsers used, to observe the difference in user behaviour when a malicious root certificate is already installed, without prior warning. There were two virtual machines in use, one running Windows XP client and another running Debian Linux as a network gateway/proxy. The client relies on the proxy to provide internet connectivity through the physical hosts network interface. The Linux VM used multiple tools to achieve its desired functionality: Openssl was used to create a certificate authority (CA) to then be used by another tool [29]. The tool SSLsniff provided SSL Proxy functionality for the node and used the generated CA to create a malicious web-server public certificate for each HTTPS connection request [28][30]. By enabling or disabling the proxy functions, the experimenters could quietly change the state of the MitM attack between active and inactive across each experiment.
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	[28] Figure 7: Lab Setup and Configuration Overview


Figure 7 shows the logical topology of the network used in the lab exercises (the header “IBM BladeServer” refers to a pool of blade servers used to load the VM images and any other resources for the experiment).
The nature of this attack is akin to SSL hijacking, as the MitM connection is established through compromising HTTPS connections with malicious certificates introduced via the proxy. This experiment focused on staging MitM attacks over HTTPS sessions, the scenario of which could be faced by any home network user in an unprotected digital environment. The experiments documentation by the authors provides a good understanding for how virtual machines can be used to create the parameters for simulating a MitM attack across devices. Furthermore, by using similar tools, such as Windows XP end points and a Linux node handing the attack, it should be possible to simulate the environment of ARP spoofing within a home network environment. By gaining an understanding of how a Man-in-the-Middle attack is simulated by [28], aspects including the methods and tools used for virtualisation will influence this projects experimentation. The virtual environment would be modified to appropriately represent similar scenarios for a home network where possible.
Chapter 3 - RESEARCH METHODOLOGY
3.1 Introduction
This projects research design has been developed to align the process of research with the objectives of this endeavour, the abbreviated nature of which are to: develop further understanding of common home network threats, evaluate conventional configurations of home networks and consider alternative measures, and use practical implementation of explored attacks to devise mitigating actions. 
The research design explains how the research is applied to further implementation in respect to the project’s goals. Literature-based research is deeply influential to the project, as the basis for produced information materials and experimentation has been defined through the various explored topics of home network security. Using the literature review, topics have been selected and expanded over the course of research to develop understanding with the aim of producing culminated important factors as deliverables. Action Research is utilised as a tool of development, improving and adjusting the course of this research in response to what is learned. This is evident in section 2.2.1, which is directly influenced by 2.1.4. The authors [16] in section 2.1.4 produce findings from experimentation on wireless encryption protocols used in home networks, which are found to be useful and led to further research on the authors similar works, resulting in the related work [24] of section 2.2.1. Experimentation has been inspired by the method adopted by researchers of [28] to create MitM attack, by implementing similar digital environments for running the experiment, such as virtualisation of hosts, Debian-based Linux hosting the attack and its applicability to the home environment.
The research philosophy adopted is qualitative research, as qualitative data offers flexibility of concepts and method to achieve an outcome, which in the world of computing is a common theme. This research will involve related works and research articles for reference, the majority of which will rely on experimentation results or proven threat concepts. This kind of research data would not be acceptable under a quantitative philosophy, whereby the intended outcome of this project would not be achievable through the existing objectives of using testing findings combined with advisory practice.
At first glance the two methodologies chosen may appear basic, however the chosen research methodologies were used for their direct compatibility with the objectives of this research, these methodologies include Experimentation and Action Research. One of the objectives of this research is to evaluate the 
All of the data collection methods incorporated into this research are treated with some degree of action research in the form of considered findings to develop the project continuously. An example of this is present in the 2.2.4, where the data gathered on simulating Man-in-the-Middle attacks is used to formulate an inspired MitM attack for experimentation purposes. The results of this experiment will also be subject to Action Research approach as the findings are considered and integrated into the projects final productions.
Following the conceptual thinking for this research process, the chosen methods of data collection are Documentation and Observation. These methods relate to the objectives through their qualitative prerequisites, as documentation takes the form of the literature review, for analysing and absorbing materials pertaining to the existing vulnerabilities, varying home network configurations, and information on general practice by home network owners. The observation approach is used in relation to conduct experiments, or more specifically, how the events and findings are handled. The results and other outcomes which come about during and following any testing will be treated with strict attention to ensure every useful detail is noted and the full potential findings of experimentation can be gathered. In its more general sense, observation appertain to the overall approach to collecting data from these tests and somewhat applies to the proposed Action Research methodology, which similarly entails consideration of findings to establish understanding.
3.2  Research Overview

The research process for this project is comprised of multiple levels of consideration, the decisions at one of which cascades through to the next level and culminating a planned approach to research and handling findings. The authors Thornhill, Lewis and Saunders express those assumptions will influence the shape of research, which include assumptions on realities that will be encountered over this period [31, 4.2]. These very assumptions were fundamental to forming decisions at each key stage of the research process, which will be examined in this section. Using an effective research process directly affects the outcome of efforts, as without appropriate methods, the desired outcome cannot be expected. Consideration to each divergent approach to this research by simplifying the answer with an appropriate question. After all an answer cannot be chosen, without first forming a question to pose.

The initial level of consideration for this research was to adopt a useful approach to the study and provide a basis for research philosophy and further components. The authors in [31] acknowledge inductive and deductive as approaches to theory development, the conceptual characteristics of which greatly applied to a project such as this. Inductive reasoning allows the formation of a general conclusion through specific events or observations, while a deductive approach would require the formulation of a hypothesis to then be considered and either proven or disproven. A deductive approach is not applicable, given that there is no desire to prove or disprove a working theory in this project, though inductive reasoning is completely suitable, given the absence of theory testing and focus on discovery and consolidation of home network cyber threats 
There are fundamentally two different approaches to research methodology considered for this project. The difference in reasoning behind these being: Quantitative research is reliant on statistically dominant evidence to generate acceptable findings, whereas qualitative research is focused on characteristics and observed qualities. This research essentially aims to deliver information from various sources; however, the nature of this information needs to derive from experiences related to this area of study such as research articles and practical application observations. Therefore, a qualitative approach is to be utilised for this research, as quantitative research would require greater focus on statistical evidence to produce deliverables which is not viable for a project reliant on studied events over trends across large groups.
When choosing appropriate research methodologies for this research, considerations include what sort of data is required. As explained in the previous sections, qualitative data in nature is sought after with and emphasis on using areas explored in existing research in conjunction with primary data gatherings ideally attained through experimentation. Action Research in essence is an interactive approach to handling findings in such a manor that balances learning with active development. This will be used to address information gathered from written sources, such as research papers from the related works in section 2, which provide valuable insight to useful areas of research that will in turn affect what data is collected further. The action research approach will also aid experimentation efforts, as encountered problems can be treated with optimism as the events are considered and used to facilitate better informed decisions further on. Networking and cyber security are fields involving practical application of solutions, without using these solutions first-hand and experiencing the outputs and unexpected quirks, this project cannot fully benefit from reliable experience. It is upon such experience that a qualitative research approach was chosen and therefore must be utilised.

There were two reaming choices to choose between in the research process: method of data collection. The Mono Method as its name suggests would be completely reliant on method to gather data, which was refused in favour of its opposite. Multi method represents the utilisation of multiple methods of collecting data. This research endeavours to draw information from multiple sources however possible but limited by requisite of strong relation to the area of home network security. Documentation and Observation data collection methods were selected for their compliance to previously mentioned values of this research, namely use of existing published research on the area via documentation and observation of experimentation findings.
Figure 8 Provides a descending view of each stage of this projects Research Design. There are four sections: Research Process, Research Philosophy, Research Methodologies and Data Collection. Using these levels of research planning will help to illustrate and provide better understanding of the research design.
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	Figure 8: Research Overview


This Research Overview depicts the flow of research decisions made at each major stage. There are various research methodologies to choose from, however experimentation is best related to the nature of this project, as the process involved in testing vulnerabilities provides detailed output on countermeasures and possible flaws. 
3.2.1 Research Process

The aim of this research is to examine threats which are common to home networks, using this information to test vulnerabilities and mitigating actions. The results of such research and testing will ultimately produce concise guidelines on the optimal methods to securing a home network. The inductive approach which relies on pattern recognition to form a general conclusion is applied well to this project, due to reliance on the existence of certain network threats. As outlined by Bernard and H.R, inductive research: 

“Involves the search for pattern from observation and the development of explanations – theories – for those patterns through series of hypotheses” [32].

Through an inductive approach the various threat factors outlined through research can be utilised further with confidence, allowing for individualised experimentation and focus on characteristics. Due to the subjective nature of inductive reasoning, the research must undergo verification of reliability and validity through means of Triangulation. 
3.2.2 Research Philosophy

As the previous section implied, the inductive approach will use qualitative data rather than quantitative. Whereas a deductive approach could rely on quantitative data for statistical data analysis with a large sample pool, the nature of which cannot be applied to this projects’ non-hypothetical aims and particular observations. Qualitative data relates to experiences and meanings which benefits from the adjustability of methods as knowledge is developed. It can also be produced and handled with limited samples, akin to the use of focused research article sources in this project.
3.2.3 Research Methodologies
From the possible methodologies presented, Experimentation is applied to this research and will act as the primary point of data collection for the construction of experience-based component of advisory materials. The Experimentation will involve the practical recreation of the specific attacks within physical parameters of a home network. Simulation is also incorporated within this phase to provide any resources not otherwise available such as a Linux client to process hacking scripts or the external attacker’s device. In addition to practical information, the knowledge gathered from related works will further supplement the output of this research to construct the advisory guidelines. Action Research is the second methodology highlighted by Figure 8, for the parameters of this project this is modified to pertain to how gathered data is considered by the researcher. In short, Action Research will consolidate findings from research with the purpose of achieving understanding for the development of results and developing further research such as experimentation. 
3.2.4 Data Collection
As highlighted previously in figure 8, Multiple Method was chosen for data collection. This method will entail both Documentation and Observations. The method of documentation pertains to the use of related works and literature review research phase, which primarily consist of published research articles that not only relate to this project, but the knowledge from which will supplement the research deliverables. Through documentation, greater understanding of the practical application of certain mitigating actions and other useful documented work will aid the creation of suitable experimentation, which links to the next method of data collection. Through observation, the subsequent findings of experimentation are analysed. This can include multiple factors from experimentation such as successful threat mitigation, notable errors, unexpected or interesting reactions to cyberattack attempts. Through consolidation of experiment findings, there will be sufficient material to outline key threat areas in respect to the home network components tested. From the gradual process of Action Research, consideration has been given the viability of conducting experiments with limited accessibility and timeframe, concluding that simulations should be used in lieu of practical alternatives. Observations from experimentation may involve simulation for any components that cannot be otherwise physically implemented due to various factors, including time and accessibility. These simulations would include virtualised hosts for the purpose of conducting invasive cyber action without affecting real-world personal devices in the home environment. Whereas network components such as the home router will be physically introduced for testing to ensure accurate data from interaction is gathered throughout experimentation.
Table 1: Data Collection Methods, this table shows the data collection methods used within each chapter.
Table 1: Data Collection Methods

	Element
	Research Approach

	Common Home Network Threats
-Chapter 2
	Qualitative research – Literature Review
Action Research – Establish understanding through reflection over findings, influence experimentation.

	Manufacturer influence on Home Network security

-Chapter 2
	Qualitative research – Literature Review
Action Research – Establish understanding through reflection over findings, influence final findings

	Vulnerabilities linked to Manufacturer defaults.
-Chapter 2
	Qualitative research – Literature Review

Action Research – Establish understanding through reflection over finding, influence experimentation.

	Home Wi-Fi vulnerabilities
-Chapter 5
	Experiment – Testing and Evaluation
Action Research – Establish understanding through reflection over findings

	Mitigation of inbound threats to home network

-Chapter 5
	Experiment – Testing and Evaluation

Action Research – Establish understanding through reflection over findings

	Consolidate Findings
Chapter 2
	Triangulation of findings to support deliverables
Action Research – Reflect on research findings to acquire understanding.


3.3 Research Design

The research conducted is applied in different ways to the development of this project’s deliverables, including refined research efforts in different areas and decisions towards experimentation. The research for this project has been involved in a cycle of learning and applying gained to knowledge to selectively pursue certain areas further. For example, section 2.1.5 explored the cautionary writings in [18], which gave insight to some ways manufacturer defaults on networking devices, especially access points can lead to major vulnerabilities. As a direct result of the Action Research process, the gathered knowledge in 2.1.5 led to further investigation on the subject of manufacturers influenced configurations. This manifested as related work 2.2.3 as a revised and more complete overview of previously unaddressed areas and useful development over previous areas. Likewise, the information in 2.2.4 regards simulating Man-in-the-Middle [28] attacks is directly influential to the experimentation here. The testers of [28] explain the use of a simulated Debian Linux node to provide the necessary environment for creating the attack, using this insight the process can be replicated in a similar environment.
Experimentation will involve real world devices, specifically routers and computers on which to run tests within a home network environment. This will ensure the results are genuine to environmental focus of this project, home networks. In order to carry out penetration tests, Kali Linux will be used for its useful pen testing tools. Despite some level of unfamiliarity with Linux, the OS will nevertheless play a key role in carrying out desired experiments, including MitM-based attack. This OS is a Debian based version of Linux [33]; the same environment used by testers in [28]. Kali will be run as a virtual machine via VirtualBox via a Windows 11 host, the newness of which has previously led to mildly related compatibility issues, however the mobility of this host being a laptop serves very useful for testing. In the event compatibility issues arise from using the Windows 11 laptop, an alternative computer is available for the experiment, running Windows 10 on a stationary computer. Given the popularity and longer existence of Windows 10, there is far less likelihood of compatibility issues. Furthermore, in the evet of device failure or inaccessible required resources, virtualisation will be incorporated where possible to continue the experiment. This method has drawbacks, as virtualisation is not guaranteed to fully represent real-world devices behaviour and compatibilities.

The findings from experimentation and literature-based research will ultimately culminate under the project’s ultimate deliverable, advisory guidelines on home network security.
3.3.1 Research Deliverables

This research is intended to produce deliverables specific to the related area explored. Many deliverables will be information and data in nature, this is due the qualitative nature of this research and the projects focus on ultimately producing comprehensive guides to securing the home network in various ways. As the project evolves and its components influence the final work, one deliverable will be presented in the form of information regarding various home network configurations, including trends from the related work in section 2.2.3 and national statistics on home cyber security [8] of section 2.1.2. These factors will be further consolidated over chapter 6. Experimentation is one of this project’s research methodologies, the outcomes of this process will be comprehensive reports of successful or unsuccessful attempts at exposing vulnerable components of a home network and how effective mitigating actions may be introduced to benefit user security. The experimentation proportions of research will be developed in chapter 4, followed by full exposure of results and findings analysis dedicated in chapter 5.
As this project aims to construct comprehensive advisory guidelines on home network security, testing of researched vulnerabilities must be involved to produce useful information which benefits from genuine implementation and evaluation.  Due to the nature of a project such as this, drawing its foundations from the ever-evolving world of cybersecurity, not all explored areas can be addressed through running tests. However, this research will still be able to deliver information regarding areas not included in experimentation through the materials gathered from related works and reviewed literature. The ideal outcome incorporates the configurational experience of testing produced as working examples alongside relevant further information, supplemented by research gathered by Documentation, further enhanced by gained knowledge from Action Research. The final production of advisory guidelines will be developed later in chapter 6, serving as one of the final project outcomes.
3.4 Triangulation

Triangulation is important for this research to ensure deliverables based on reviewed documentation and practical observations are understood and reliably explained. As stated earlier, the qualitative nature of this project means the data gathered and produced is arguably subjective depending on the nature of the data itself. In a sense, triangulation has already taken place at some level via efforts to include and cross-reference statements about researched technologies throughout the literature review. In addition, primarily only sources from the IEEE Xplore digital library are to be utilised for this project, with the inclusion of other reputable UWTSD partnered learning databases such as ACM Digital Library and ScienceDirect. As outlined by the previously mentioned authors, Triangulation can be defined as: 
“The use of different data collection techniques within one study in order to ensure that the data are telling you what you think they are telling you” [32].

In the same spirit as this quote, utmost care will be taken to ensure the data collected is represented accurately through thorough checks across accessed materials. The experiments to be conducted are subject to knowledge gained from the many reputable sources disclosed throughout this project, they would also not be possible without the use of these various sources to provide the understanding for intricate testing parameters. As mentioned earlier, these sources upon which the experiments are founded, are to be carefully examined, assuring correct understanding is achieved by limiting the subjectivity of source x by investigating similar yet separate sources to form unbiased understanding around the topic.

3.5 Time Management 
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	Chart 1: (Original Intended) Time Allocation over the course of this project


This is the originally planned time allocation for the course of this project.
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	Chart 2: Amended Time Allocation over the course of this project


The originally planned time allocation for this project unfortunately could not be adhered to. This was due to several unavoidable events concerning the authors personal life and unexpected delays regarding acquisition of necessary tools for testing.
3.6 Conclusion

This chapter has provided the Research Process and Design for this project. This has included considerations over particular methodologies, effectiveness of chosen philosophies and suitability of elected methods of data collection. The Research process involves many considerations on how this research is based and what can be used to achieve the objectives. An inductive approach provides the scope to use the various factors involved, and subsequently use various sources to form a conclusion on the matter. An example of this is observing multiple sources in 2.1.4 mention different vulnerabilities as a result of manufacturer standards. This culminates in 2.2.3, where these different factors are brought together and used alongside related work [26] to develop these notions further for implementation later.
The use of and inductive approach is often associated with a qualitative research philosophy, as is the case in this project too. This method of research is less focus on numerical data and more focus towards specific events or concepts. This is appropriate for this project as it allows for the consideration of the different sources and explore proposed ideas across other data sources. Without concern for statistical multitude in findings, experimentation can also be freely utilised in relation to researched specific home network threats, able to consider the implications and observed findings in-depth.
Various components of research in this project have been utilised to support the formation of additional areas to explore. As explored in 3.3, the different areas of research have influenced the design of the data collection methods employed. The design of experimentation in [28] is directly influential to the experiments conducted in this project, both by means (Debian-based Linux) and implementation (virtualisation of attacker host).
To ensure to the viability of any gathered results, triangulation is applied via various methods across the research process. The literature review and related works of section 2 have benefited from the reliable of sources gathered via reputable databases such as IEEE Xplore and ACM Digital Library. As explained in 3.4, triangulation has been applied to a degree throughout section 2, in the efforts to provide multiple sources which verify unanimous understanding and thereby enforce singular definitions and statements where possible. In the case of more subjective data that has limited literature available, experimentation will be used to carry out well-documented tests on the matter, if applicable. The use of experimentation is also considered for subjectivity of results, heavily relying on the developed and theoretically reinforced related works.
The originally intended time management figures are present in Chart 1, section 3.5, however while this flow of time allocation was fully intended, time has proved it would not be possible to adhere to. Due to multiple real-world events and unavoidable interruptions over the development of this project, the work has been delayed a number of weeks which is visible in Chart 2.
Chapter 4 - DESIGN & IMPLEMENTATION
4.1 Introduction

This section describes the various designs used and implementation of chosen methods to produce the desired experimentation. As explained in 3.3.1, experimentation is one of the chosen methodologies this project will utilise for gathering research data on home network vulnerabilities.  Section 4.6 is aimed at considering the problem to be solved and how this could be achieved based on existing issues. It is important to note that literature-based research played a key role in the identification of these issues as well as formulating intended tests to apply. 
MitM attacks have many different applications and pose great risk to home users who are unaware of the implications such an attack can have, therefore it was chosen as one of the experiments. The WPS feature found on most wireless home routers was designed as a simple auto setup tool for Wi-Fi enabled devices, but it is susceptible to brute force methods of guessing the 8-digit PIN. The widespread implementation of WPS was additional causality to focus on this vulnerability in practical testing environment. Section 4.7 explores the various influences on testing from the reviewed literature sources of section 2. This is visible through related work 2.2.1 and 2.2.3 which have heavily influenced the formulation of the KRACK vulnerability experiment. Section 4.8 explores the planned practical implementation of these experiments and their required tools, including thoughts on outcomes and possible additions.
4.2 Problem Formulation
There are multiple areas of consideration with regards to the security of home networks, including risks of default functionalities, susceptibility to MitM based attacks and wireless home networks risks. This research will focus on use of experimentation to test different areas of consideration for security within a home network. Due to resource limitations and in favour of accessibility, any instances of Linux mentioned will refer to virtualisations of the OS. Virtualisation must be used to host Linux based OS to allow the use of multiple workspaces on a single host, and for ease of installation and reinstallation in the event major configuration of the environment is required for an experiment.

MitM attacks can take many different forms such as ARP spoofing or DNS cache poisoning, and since many home networks consist of multiple direct connections from host to router, any of these connections could face MitM without drawing the attention of other devices on the same network. The process and effects of this type of attack needs to be understood so effective countermeasures can be applied, this is achievable via documented practical implementation. This experiment needs a Windows-based host to represent the average desktop user in their home network accessing the internet, to be interrupted by the attacker. 

This will also require the use of a computer running Kali Linux to perform the attack. Kali possesses a wide array of penetration testing tools which will be valuable to this and other experiments. The tools of importance for this experiment include arpspooof and driftnet, which are both installed on Kali. The tool arpspoof will be used to mask the IP address of the Kali host by sending ARP requests to the gateway under the guise of the victims IP address, and vice versa between the victim using the gateways address. This tool allows the Kali device to act as a silent proxy between the connection. The second tool, driftnet is used to observe TCP streams on the connection and retrieve any images transmitted.

The network security standard WPS is useful for adding devices to networks without requiring much knowledge on networking or wireless devices, which has led to its prevalent incorporation in many home networks. The standard involves the use of an 8-digit PIN to authenticate a device to join the network and set up WPA, however this can be discovered through brute force attacks to guess the PIN. WPS in its nature is unhealthy for home networks as users external to a network can still verify if WPS is enabled, making the network a potential target for such an entry attack. This experiment will require the use of a machine running Kali through which to run the attack and a home router supporting WPS as the subject of the attack. The first component used in testing is a typical home router within a home setting, to provide genuine output based on environment. This experiment requires the use of a wireless adapter that support monitor mode, this will enable the scanning of local networks and implementation of an external attack. The main tools of the attack are Aircrack-ng and Reaver. Aircrack-ng provides the tool airmon-ng, which checks the wireless interface for processes which could disrupt monitor mode, and subsequently terminate them prior to scanning. Another important utility from this tool is airodump-ng, which captures raw 802.11 frames and will be used to verify the signal strength of nearby networks. The Reaver tool comes with a utility called wash, which will be used to identify WPS enabled access points. Reavers main function is to crack WPS PINs through brute-force attempt process, this will be the primary test of the experiment.

The third experiment involves the implementation of tool created by M. Vanhoef who is the author of multiple related works used in this project regarding WEP & WPA-based vulnerabilities [24],[25],[26] and was one of those responsible for discovering the Key-Reinstallation-Attack (KRACK). Vanhoef, released a script to the public which is designed to scan devices for the vulnerability CVE-2017-13082. This experiment will require a physical home router and client devices which the script will test for the various known vulnerabilities related to key reinstallation. In addition to this a Windows 11 laptop will be used to host run the script. This host will also require a wireless adapter to create an access point to test client devices through. Several client devices of varying age and manufacturer will be tested through this access point to ascertain presence of countermeasures or susceptibility. The software tools involved are purely consist of the aptly named krackattacks-scripts from github.com. Using these scripts will enable Kali to begin scanning for the desired KRACK vulnerability.
4.3 Design
Through the research conducted via the literature review of section 2, areas of consideration were formed. These areas then grew to more refined subjects of research and became subject to consideration if practical experimentation would be appropriate in relation to the considered topic.

Testing MitM was pondered following the development of familiarity on the subject over the course of some reviewed literature [3],[16], and developed through the use of related work [28] in section 2.2.4. This related work mentions the use of Debain Linux to carry out the attack scripts, whereas this projects experiment of the same nature will use Kali, which is Debain-based and comes equipped with a wide array of penetration testing tool [33].
Out of the many services and protocols which could be abused in home networks such as UPnP or remote access, WPS stood out as the posing the greatest risk for its widespread implementation. As the service was design for simplicity towards users of less technical understanding, allowing users to set up a secured connection with very insecure means. Most home routers come equipped with this functionality. The writings in [18] explain how WPS uses an external registrar, namely an 8-digit PIN, which allows any device to join the network if they have the correct PIN. This is especially dangerous as the PIN can actually be verified through multiple factors, as the first half of digits can be validated through router responses, and the final digit is not secret as it also serves as the checksum for the PIN. Through the use of an applied script a router can be brute forced through repeated, calculated guesses to determine the PIN and join the network.
The decision to employ the Python-based KRACK vulnerability tester had two major influences, one being the prevalence of literature available mentioning the recent years discoveries of WEP and WPA encryption flaws. The second influence being the author M. Vanhoef’s involvement in multiple papers which have provided insight to various home-network related threats [25], especially those entailing WEP / WPA encryption. This script will be used to test multiple physical routers and client devices for the various known instantiations of key-reinstallation, such as reinstallation of Group Key (GTK) in the 4-way handshake, or reinstallation of the GTK when processing a Wireless Network Management Sleep Mode Response frame. An illustration of the KRACK test procedure is shown in Figure 9:
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	Figure 9: KRACK vulnerability tester CVE-2017-13077 detection procedure


4.4 Implementation
The MitM experiment will take place in a simulated environment, using a Predator Helios 300 laptop running Windows 11 to host both the attacker and the attackers target device. Using the software VirtualBox, a Windows 7 device and Kali Linux device will be virtualised on the same host laptop. This environment will ensure communication between the virtualised hosts is possible, as Kali is unable to recognize the hosts NIC as Wi-Fi capable due to unavoidable compatibility factors. The network settings for the virtual machines are set to Bridged Adapter, so the devices are able to exchange packets directly and enabling appropriate network visibility and IP assignment, which would not be possible with other options like Network address translation (NAT). Once the virtual machines are configured, the assigned IP address of either device and the gateway are examined and noted for use in the next step, which is to run arpspoof simultaneously through two terminals on Kali. The arpsoof tool will transmit falsified ARP requests to the gateway address and victims address, telling the Windows client that it is the gateway and vice versa. Once these parameters are established, the Kali client will be used to launch the Driftnet tool. The tool will be set to monitor the network interface currently spoofing ARP requests, which will observe the TCP streams of the victim and will extract any transmitted images. The final steps are to use the client to browse the internet for images, mirroring scenarios of accessing private images online.
The second experiment entails a brute force attack on a home Wi-Fi networks WPS service. This will rely on the aforementioned Predator Helios Laptop to conduct the experiment. The laptop will be situated within a home network environment, alongside a Virgin Media Hub 3.0, which hosts the home network and will be the target of the attack. The laptop will run a virtual machine instance of Kali to host run all necessary commands. An Atheros AR9271 Wireless adapter is implemented as this device is capable of enabling monitor mode, which is vital to the operation of required software. Following hardware setup comes some prior configuration on Kali regarding the wireless adapter, airmon-ng is run to identify and subsequently terminate processes which could interfere with monitor mode. Once monitor mode is activated successfully on the adapter, the wash tool is run to identify WPS enabled access points and their active channel from the adapters interface, followed by the airodump-ng tool which allows signal strength of captured network frames to be verified for acceptable signal strength. With the gathered information on the target network, all the required information to run reaver is gathered. Reaver is run, specifying the BSSID and channel of the target network alongside the wireless interface to use. Reaver requires a few hours to run its attack, as it tries multiple different combinations based on data it gathers such as the PINs checksum and router responses. Depending on the APs activity and signal strength among other minor factors, the period of time reaver takes can vary greatly, however once complete the WPS PIN will be available to the attacker.

The final test is to use the KRACK vulnerability tester on multiple wireless devices to ascertain the presence of this widespread vulnerability on different devices. Once again, the Predator Helio 300 laptop running Windows 11 will be used to host a Kali Linux virtual machine which will run the scripts. This will also require the use of the Atheros AR9271 Wireless adapter to create an access point to test client devices for KRACK related vulnerabilities. In addition, a selection of wireless devices will be gathered to test, these will include a OnePlus Nord, Samsung Galaxy S5 and an SM-T700 Tablet. The Wi-Fi settings of any devices tested will modified if needed to ensure the device requests an IP address via DHCP to avoid errors in communication. The first step of configuration involves disabling the network manager, so the wireless adapter can host a test AP without interference from the local NIC. After configuring the hostapd file with the appropriate interface of the adapter and providing a passkey, the Python script is launched. Once launched an access point is created and protected with a password, any device which joins the network can subsequently be subjected to different key reinstallation tests, based on input by the tester. The devices will be tested for the most impactful iterations of key reinstallation, whereby encrypted message 3 of the 4-way handshake is repeatedly sent to the client and observes traffic to see is the group key or pairwise key is reinstalled. These tests pertain to the more notorious of the KRACK vulnerabilities, CVE-2017-13077 and CVE-2017-13078. Other vulnerabilities will be tested if time constraints permit, as the process can be very lengthy to produce an outcome for a single device per input test, and only one device will be connected at any given time to ensure results are not muddled.
4.5 Conclusion
This section has described the design and implementation of this project’s experimentation phase. The typical home network can be subject to many different attacks from a range of possible sources. Literature has played a key role in identifying the areas desired for further research through means discussed in 3.2.4. However, the majority of section 4 is focused on explaining the practical application of experimentation with regards to particular vulnerabilities examined in previous chapters, including Man-in-the-Middle, Wi-Fi Protected Setup, and WEP/WPA encryption standards. Experimentation is the elected form of further research as this will allow collection of primary data and provide greater comprehension on the important areas of home network security.
MitM was chosen for its applicability to a range of scenarios in home networking as these connections often have minor noticeability for average users, such as spoofing the ARP messages of devicesin a network to disguise an attacker’s insertion [3]. Section 2.2.4 is directly influential to the composition of this experiment, specifically the use of virtualisation to host a Debian-based Linux which is suitable to host MitM attacker and related tools. 
The WPS protocol is widely implemented across many wireless home network routers, as the function allows easy connection and configuration of devices into the network. However, all iterations of this protocol support the 8-digit PIN verification method, which is openly regarded by earlier sources as a potential security risk to networks [18]. This protocols reliance on an 8-digit PIN creates the risk of brute force attempts to crack the PIN and join the network. This process is examined through practical application of a brute force attack, alongside any useful observations pertaining to the use of WPS in homes.
The vulnerabilities present in WEP and WPA encryption standards are observed through multiple sources [16][22][24] in earlier sections, namely section 2.2.1, which examined the nature of Key-reinstallation attacks and how they can affect home networks. One author of related work [24], produced a script for creating a virtual environment to test safely test devices for the discovered vulnerabilities, intended for educational purposes. Using the knowledge gained of the Key-reinstallation process through earlier works, the scripts will be utilised in experimentation to determine its presence in various home network devices.
Chapter 5 - Testing and Evaluation  

5.1 Introduction

Following research and consideration of findings, various threats and vulnerabilities common to home networks have been identified. Now, these vulnerabilities will be demonstrated in a lab environment. The goal is to understand the process and the implications of such attacks so that an effective countermeasure may be devised in relation to experiment findings. Some sections feature detailed set-up processes which could be considered relevant to the design phase, however as these processes can vary between experiment instances, they were included here for full clarity of immediate methods and findings.
5.2 Experiment 1: Man-in-the-Middle

This experiment entails the use of two virtual machines: a Windows 7 client and a Kali Linux client, hosted on through VirtualBox on a Predator Helios 300 Laptop running Windows 11. The connection between the windows client and gateway will be infiltrated with the Kali Linux client, forming a Man-in-the-Middle connection whereby the Kali client acts as connection proxy.
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These screenshots show the original network configurations respective to the virtual machines network adapters.
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Here, successful pings to the gateway are visible prior to enabling the ARP spoof.  
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	Here, the arpspoof tool is implemented across two terminals. The upper left terminal is spoofing the ARP of the Windows client to the routers gatway address. Simultantoeusly, the bottom right terminal is sending ARP requests to the client using the gateways IP. The arpspoof tool used to accomplish this will continuosuly send these ARP messages to ensure the last communication of either spoofed devices corroborate the falsified ARP entries over any genuine transmission.
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The Windows client is unable to ping the gateway due to the active ARP spoofs redirecting packets to the Kali client. This will be rectified using packet forwarding.
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Following the application of IP forwarding on the Kali client, the Windows client is subsequently able to ping the gateway successfully. This means the MitM connection has been fully established, with the attacker Kali client acting as proxy to redirect handled traffic to its destination.
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In order to demonstrate the possible repercussions of this malicious network connection, a method of eavesdropping is incorporated to effectively steal images which the user accesses over the connection. For this example, the Windows client will use the Firefox browser instead of Internet Explorer, as Internet Explorer was very temperamental during testing, even with genuine internet connection, and a Windows 7 compatible version of Firefox is available. 
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On kali, the tool Driftnet is used to observe the communications on the network adapter handling the proxy connection. This is set up prior to windows host searching for images. Once the Windows user begins searching the internet, these images are subsequently identified and captured by driftnet, which has observed the TCP streams along wlan0 for images such as JPEG, PNG, or GIF. This demonstrates the possible consequences of a MitM attack, as users could be accessing any private images from an external source to the home network, and subsequently expose them to the precisely inserted attacker who now has copies.
5.3.1 Results Discussion

This experiment has served to outline the procedure of launching a Man-in-the-Middle attack, in which the attacker infiltrates a home network with the objective of stealing personal data. One important factor is ARP spoofing, the act of masking a devices true identity by sending falsified ARP responses which corroborate the illusion that the victims IP address is tied to the attackers MAC address. As hosts maintain an ARP cache to map IP addresses with corresponding MAC addresses, sending falsified ARP responses will effectively poison the clients ARP cache, influencing the devices’ ability to connect to destinations within the network. This method is applied to redirect the Windows client to the attacker instead of the gateway and also to redirect the router to the attacker instead of the Windows client. With the additional application of services such as IP forwarding on the Linux attacker, network traffic is transmitted between the Windows host and the router, via the malicious Linux host acting as proxy to the connection. With the attacker situated as proxy any data transmitted through the connection can be observed to a degree, with the exception of encrypted data that the attacker does not possess means to decipher.


Following the successful implementation of this attack, consideration is now given to the parameters of the experiment, or rather, the multiple methods of mitigation and good practice which can be employed to protect against various security breaches exhibited. In the event an ARP cache poisoning is suspected, it is possible to view the systems ARP table and observe the IP to MAC address resolutions first-hand. This enables users to discover any erroneous or incorrect entries, bringing attention to false entries. An effective method of mitigating efforts to spoof an ARP address is to use static ARP tables, meaning a devices ARP table entries are not dynamically updated from the latest ARP responses. Rather, these tables entries will be unchangeable without direct user access, which renders ARP spoofing impossible. While this method would require statically assigned ARP tables on every device in the network, the scale of home network would influence the feasibility of setting this up. Users must ensure they use HTTPS connections when browsing the internet, as this provides security in the form of Transport Layer Security (TLS) to encrypt the data sent between the client and source. As regular HTTP does not support this encryption, only this form of web connection is vulnerable to the packet sniffing technology such as that utilised by Driftnet.
5.3 Experiment 2: Testing End Devices for Key-Reinstallation Vulnerability
This experiment is focused on utilising the KRACK vulnerability tester, created by Mathy Vanhoef, an author of multiple related works and reviewed literature used in this project research [16],[24],[25],[26]. This tool was developed to test for the various instantiations of the Key reinstallation attack, dubbed KRACK [16], which was discovered by the authors of [16]. This requires the previously mentioned Predator laptop running Windows 11 hosting a virtual machine of Kali Linux, with the addition of an Artheros AR9271 wireless adapter. This wireless adapter will be used to create an access point named ‘testnetwork’, through which the script can test if connected devices are affected by the KRACK attack against the WPA2 protocol. Only one device is connected per active test network session, to ensure the results are not muddled with each other. This script will be used to test for the following vulnerabilities:

· CVE-2017-13077: Reinstallation of the pairwise encryption key (PTK-TK) in the 4-way handshake.

· CVE-2017-13078: Reinstallation of the group key (GTK) in the 4-way handshake.

· CVE-2017-13080: Reinstallation of the group key (GTK) in the group key handshake.
Should a device fail the check, for example by reinstalling the group key during the handshake, the script will output acknowledgement of the event. Several different personal devices commonly used at home will be tested for these vulnerabilities, to ascertain its presence in devices of varying age.
The arduous tasks involved in setting up this experiment have not been included in the screenshots for this experiment, as they merely involve compiling the script and running dependency checks before each usage. 

	5.3.1 Testing OnePlus Nord
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Here the script is run with the default code parameters to check for CVE-2017-13077 and CVE-2017-13078. The first device tested is a OnePlus Nord. The point at which the device was connected is highlighted in green, where DHCP is requested by the device. This will test for whether the client reinstalls the pairwise key during the 4-way handshake and also test if the client reinstalls the group key in a separate handshake.
The ‘Reset PN for GTK’ message should be disregarded, as it is a minor erroneous output with no effect on operation or results.
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The output from these tests shows that the OnePlus Nord is capable of mitigating both CVE-2017-13077 and CVE-2017-13078.
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In this instance, the OnePlus Nord is tested for CVE-2017-13080. The aim of this test is to see if the client reinstalls the group key during the group key handshake. The script will achieve this by sending ARP requests to the client with reused packet numbers.
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The output from this test shows that the OnePlus Nord is capable of mitigating CVE-2017-13080.
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nrun
time.sleep(1)
Keyboardinterrupt
[08:54:05] Closing hostapd and cleaning up ...

0010 1) [~[Desktop/Krack/krackattacks-scripts/krackattack

4t krack-test-client.py
[09:07:59] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inter
fere with this script.
[09:07:59] Starting hostapd ...
Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
Using interface wlanO with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wian0: interface state UNINITIALIZED->ENABLED
wian0: AP-ENABLED
[09:08:00]

[09:08:01] Reset PN for GTK
[09:08:03] Reset PN for GTK
[09:08:05] Reset PN for GTK
[09:08:08] Reset PN for GTK
[09:08:10] Reset PN for GTK
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This final test uses an alternative method to check for the vulnerabilities CVE-2017-13077 and CVE-2017-13078. This test will inject forged message 1 before sending encrypted message 3, otherwise it is identical to the first test. 
The purpose of this alternative method is to address a difference in the way some devices are only vulnerable to CVE-2017-13077. Whereby devices are only vulnerable to pairwise key reinstallation in the 4-way handshake if a forged message one is injected prior to transmitting a reused message 3.
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The results here show that OnePlus Nord was resilient to the alternative testing methods. It can be deduced that this device has adequate inbuilt protection.
	5.3.2 Testing Samsung Galaxy S5
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{201 )-[~/Desktop/Krack/krackattacks-scripts/krackattack

L—(mﬂ_@? L python krack-test-client.py
#service N [08:32:47] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inter

= READMEmd

File Action:

./pysetup.sh
pysete root@kali: ~

root(

Before every usage

Every time before you use the scripts you must disable Wi-Fi in your network
manager. Then execute:

sudo rfkill unblock wifi
cd krackattack

sudo su

source venv/bin/activate

After doing this you can executing the scripts multiple times as long as you don't

close the terminal.

If you want to undo the effects of the (disable-hucrypto.sh then delete the file
/etc/modprobe. d/nohucrypt . conf .

Testing Clients

First modify | hostapd/hostapd.conf and edit the line |interface= to specify
the Wi-Fi interface that will be used to execute the tests. Note that for all tests,
once the script is running, you must let the device being tested connect to the
SSID testnetwork using the password abcdefgh. You can change settings of the
AP by modifying | hostapd/hostapd. conf . In all tests the client must use DHCP
to get an IP after connecting to the Wi-Fi network. This is because some tests
only start after the dlient has requested an IP using DHCP!

You should now run the following tests located in the krackattacks/ directory:

1./ ./krack-test-client.py --replay-broadcast . This tests whether the
client accepts replayed broadcast frames. If the dlient accepts replayed

fere with this script.
[08:32:48] Starting hostapd ...
Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wian0: interface state UNINITIALIZED->ENABLED
wian0: AP-ENABLED

[08:32:49] Ready. Connect to this Access Point to start the tests. Make sure the client request
san IP using DHCP!

[08:32:50] Reset PN for GTK

[08:32:52] Reset PN for GTK

[08:32:54] Reset PN for GTK

[08:32:56] Reset PN for GTK

[08:32:58] Reset PN for GTK

Wlan0: STA ec:1£:72:70:4d:93 [EEE 802.11: authenticated

wilan0: STA ec:1f:72:70:4d:93 [EEE 802.11: associated (a

[08:33:01] Reset PN for GTK

wlan0: AP-STA-CONNECTED ec:1f:72:70:4d:93

wlan0: STA ec:1£:72:70:4d:93 RADIUS: starting accounting session E1B261865C76AC58
[08:33:01] ec:1£:72:70:4d:93: 4-way handshake completed (RSN)

[08:33:02] ec'1f:72:70:4d:93: DHCP reply 192.168.100.2 to ec:1f:72:70:4d:93

[08:33:02] ec'1f:72:70:4d:93: DHCP reply 192.168.100.2 to ec:1f:72:70:4d:93

[78:33:03] Reset PN for GTK

[08:33:03] ec:1f:72:70:4d:93: sending a new 4-way message 3where the GTK has a zero RSC
[08:33:03] ec:1f:72:70:4d:93: received a new message 4

[08:33:04] ec:1£:72:70:4d:93: client has IP address -> now sending replayed broadcast ARP packe
ts

[08:33:04] ec:1£:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 0
ARPs this interval)

[08:33:04] ec:1£:72:70:4d:93: IV reuse detected (IV=1, seq=2). Client reinstalls the pairwise k
eyin the 4-way handshake (this s bad)

[08:33:05] Reset PN for GTK

broadcast frames, this must be patched first. If you do not patch the dlient, #]Right il
13:33
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	Testing the Samsung Galaxy S5  for  CVE-2017-13077 and CVE-2017-13078 vulnerabilites.
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Table Rows & Columns root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X

90t [08:33:51] ectlf:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
# N ARPs this interval)
[08:33:52] Reset PN for GTK
901 [08:33:53] ectlf:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
Tested for [check times], script was able to test for 2 vulnerabilit # N ARPs this interval)
NORD succeeded in mitigating. [08:33:54] Reset PN for GTK
{001 [08:33:55] ectif:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
| ARPs this interval)
[08:33:56] Reset PN for GTK
[08:33:57] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent2
T R— ARPs thisinterval)
- -_ [08:33:58] Reset PN for GTK
[08:33:59] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
[08:34:00] Reset PN for GTK
[08:34:01] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs thisinterval)
[08:34:02] Reset PN for GTK
[08:34:02]

Testing Clients

[08:34:03] ec:If.7:
ARPs this interval)
[08:34:04] Reset PN for GTK
[08:34:05] ec:1f:72:70:4:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent2
ARPs this interval)
[08:34:06] Reset PN for GTK
[08:34:07] ec:1f:72:70:4:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
[08:34:08] Reset PN for GTK
[08:34:09] ec:1£:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs this interval)

reaver-4  [08:34:10] Reset PN for GTK
[08:34:11] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs thisinterval)
[08:34:12] Reset PN for GTK
[08:34:13] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2

3: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
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The output of this test shows that this device was resilient to CVE-2017-13078, however the client reinstalled message 4, meaning the pairwise key was reinstalled in the 4-way handshake and it vulnerable to this instance of Key reinstallation attack.
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[ View Gridiines ¢ Gl Insert Left . n Alignment B @ root@lali: -/Desktop/Krackkrackattacks-scripts/krackattack
[ Properties L HS Insert Right o File Action: File Actions Edit View Help
Table R Columns [~ [~ root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X
10010 [08:44:57] Reset PN for GTK
# N [08:44:57]
[08:44:59] Reset PN for GTK
901 [08:45:00] ectif:72:70:4d:93: client has IP address -> now sending replayed broadcast ARP packe
# N ts

[08:45:00] ec:1£:72:70:4d:93: Send group message 1 for the same GTK and zero RSC
sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 0

| ARPs this interval)
[08:45:00] ec:1f:72:70:4d:93: received a new group message 2
[08:45:0T] Reset PN for GTK
[08:45:02] eciIf-T: 3: Send group message 1 for the same GTK and zero RSC
[08:45:02] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[08:45:02] ec:1f:72:70:4d:93: received a new group message 2
[08:45:03] Reset PN for GTK
[08:45:04] ectIf-T:
[08:45:04] ectIf-:
ARPS this interval)
[08:45:04] ec:1f:72:70:4d:93: received a new group message 2
[08:45:05] Reset PN for GTK

Send group message 1 for the same GTK and zero RSC
: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent2

Send group message 1 for the same GTK and zero RSC
sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3

ARPs this interval)
[08:45:06] ec:1£:72:70:4d:93: received a new group message 2
= [08:45:07] Reset PN for GTK
Befoe every usage [08:45:08] ec:1£:72:70:4d:93: Send group message 1 for the same GTK and zero RSC
_ [08:45:08] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs this interval)
[08:45:08] ec:1£:72:70:4d:93: received a new group message 2
[08:45:09] Reset PN for GTK
[08:45:10] ec:1£:72:70:4d:93: Send group message 1 for the same GTK and zero RSC
reaver1.4 | [08:4510] ec1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs thisinterval)
[08:45:10] ec:1f:72:70:4d:93: received a new group message 2
[08:45:10] ec:1£:72:70:4d:93: Client reinstalls the group key in the group key handshake (this
isbad).
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Testing Samsung Galaxy S5 for the vulnerability CVE-2017-13080. The client subsequently reinstalls the group key in the group key handshake, failing the test and confirming its susceptibility to this vulnerability.
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B8 @] root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack
File Action:

root@kali: ~
root®

reaver-1.4.

File Actions Edit View Help
root@kal: ~/Desktop/Krack/krackattacks-scripts/krackattack X

i krack-test-client.py-
[09:16:33] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inter
fere with this script.
[09:16:34] Starting hostapd ...
Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wian0: interface state UNINITIALIZED->ENABLED
wian0: AP-ENABLED
[09:16:35]

[09:16:36] Reset PN for GTK
[09:16:38] Reset PN for GTK
[09:16:40] Reset PN for GTK
[09:16:42] Reset PN for GTK
[09:16:44] Reset PN for GTK
[09:16:46] Reset PN for GTK
[09:16:49] Reset PN for GTK
[09:16:51] Reset PN for GTK
[09:16:53] Reset PN for GTK
[09:16:55] Reset PN for GTK
4d:93 |EEE 802.11: authenticated

wian0: AP-STA-CONNECTED ec:1f:72:70:4d:93

wilan0: STA ec:1£:72:70:4d:93 RADIUS: starting accounting session CAEOTOF65418938A
[09:16:57] ec:1f:72:70:4d:93: 4-way handshake completed (RSN)

[09:16:57] Reset PN for GTK

[09:16:57]

[09:16:59] Reset PN for GTK

[09:16:59] ec:1£:72:70:4d:93: sending a new 4-way message 1 (with same ANonce)
[09:16:59] ec:1£:72:70:4d:93: sending a new 4-way message 3 where the GTK has a zero RSC
(

(

C

09:16:59] ec:1f:72:70:4d:93: received a new message 2
09:16:59] ec:1f:72:70:4d:93: received a new message 4

09:17:00] ec:1f:72:70:4d:93: client has IP address -> now sending replayed broadcast ARP packe
ts
[09:17:00] ec:1£:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 0
\RPs thisinterval)
[09:17:00] ec:1f:72:70:4d:93: IV reuse detected (IV="
keyin the 4-way handshake (this is bad)
[09:17:01] Reset PN for GTK

seq=20). Client reinstalls the pairwise
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F@ Properties Above I3 Insert Right v File Action: File Actions Edit View Help
Table Rows & Columns root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X
901 [09:17:28] Reset PN for GTK
# N [09:17:29] ec:1:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent2

ARPs this interval)
901 [09:17:30] Reset PN for GTK
# N [09:17:31] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs thisinterval)
{001 [09:17:32] Reset PN for GTK
“l [09:17:33] ec:1£:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs thisinterval)
[09:17:34] Reset PN for GTK
[09:17:35] ec:1£:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[09:17:36] Reset PN for GTK
[09:17:37] ec:1£:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2
ARPs thisinterval)
[09:17:38] Reset PN for GTK
[09:17:39] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
[09:17:40] Reset PN for GTK
[09:17:41] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs thisinterval)
[09:17:42] Reset PN for GTK
[09:17:43] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[09:17:44] Reset PN for GTK
[09:17:45] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2
ARPs this interval)
[09:17:46] Reset PN for GTK
[09:17:47] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
[09:17:48] Reset PN for GTK
reaver14  [09:17:49] ecif:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs thisinterval)
[09:17:50] Reset PN for GTK
[09:17:50]

[09:17:51] ec:1f:72:70:4d:93: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs thisinterval)
[09:17:52] Reset PN for GTK
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Testing Samsung Galaxy S5 for CVE-2017-13077 and CVE-2017-13078 through the alternative method. As the screenshots show, the device failed this test with the same outcome as the previous method; it passed the group key reinstallation check but failed the first check for CVE-2017-13077 by reinstalling the pairwise key.
	5.3.3 Testing SM-T700
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Table Rows & Columns ~ Cell Size root@kali:~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X

— ' python krack-test-client.py
service N [09:24:41] Note: disable Wi-Fiin network manager & disable hardware encryption. Both may inter

fere with this script.

L_( [09:24:42] Starting hostapd ...

service N Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf

Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"

wian0: interface state UNINITIALIZED->ENABLED

wian0: AP-ENABLED

[09:24:43] Ready. Connect to this Acce: tto start the tests. Make sure the client reque:

an IP using DHCP!

[09:24:44] Reset PN for GTK

[09:24:46] Reset PN for GTK

[09:24:48] Reset PN for GTK

[09:24:50] Reset PN for GTK

[09:24:52] Reset PN for GTK

[09:24:54] Reset PN for GTK

[09:24:56] Reset PN for GTK

[09:24:58] Reset PN for GTK

- Wian0: STA c4:42:02:5b:44:11 IEEE 802.11: authenticated

Testing SAMSUNG Galaxy S5. Testing for: CVE-2017-13080 wilanO: STA c4:42:02:5b:44:11 IEEE 802.11: associated (aid 1)

=

—
Ll

SAMSUNG Galaxy S5 Failed pairwise key. Passed Group Key re-install

Testing SM-T700 for CVE-2017-13077, CVE-2017-13078

1 RADIUS: starting accounting session 689146CT21DEFA2C
[09:25:00] c4:42:02:5b:44:11: 4-way handshake completed (RSN)

Testing SM-T700 for CVE-2017-13077, CVE-2017-13078. with alternative method 1] Reset PN for GTK

= 1] c4:42:02:5b:44:11: sending a new 4-way message 3where the GTK has a zero RSC
[ICM [09:25:01] c4:42:02:5b:44:11: DHCP reply 192.168.100.2 to c4:42:02:5b:44:T1

/44:11: received a new message 4

:11: client has IP address -> now sending replayed broadcast ARP packe
reaver-1.4
o 1: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 0
ARPs this interval)
[09:25:05] Reset PN for GTK
[09:25:06] c4:4: 1: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[09:25:06] c4:42:02:5b:44:11: DHCP reply 192.168.100.2 to c4:42:02:5b:44:T1
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F@ Properties v Above I3 Insert Right File Action: File Actions Edit View Help
Table Rows & Columns ~ root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X
901 [09:25:37] Reset PN for GTK
# N [09:25:38] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1

ARPs thisinterval)
901 [09:25:39] Reset PN for GTK
# N [09:25:40] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2
ARPs this interval)
901 [09:25:41] Reset PN for GTK
“l [09:25:43] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
[09:25:44] Reset PN for GTK
[09:25:45] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs this interval)
[09:25:46] Reset PN for GTK
[09:25:46]

[09:25:47] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[09:25:48] Reset PN for GTK
[09:25:49] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2
ARPs this interval)
[09:25:50] Reset PN for GTK
ACwlan: interface state ENABLED->DISABLED
‘Wian0: AP-STA-DISCONNECTED c4:42:02:5b:44:T1
wian0: AP-DISABLED
wian0: CTRL-EVENT-TERMINATING
Traceback (most recent call last):
nI802T1: deinit ifname=wian0 disabled_Tlb_rates=0
File "/root/Desktop/Krack/krackattacks-scripts/krackattack/krack-test-client.py", line 628,
n <module>
attack.run(options=options)
File "/root/Desktop/Krack/krackattacks-scripts/krackattack/krack-test-client. py", line 516, i
reaver-14 | nrun
time.sleep(1)
Keyboardinterrupt
[09:25:50] Closing hostapd and cleaning up ...

0010 10)-[~/Desktop/Krack/krackattacks-scripts/krackattatk
o
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Testing a SM-T700 tablet for CVE-2017-13077 and CVE-2017-13078. The client fails the check for CVE-2017-13077 by reinstalling the pairwise key but succeeds the check for CVE-2017-13078 by not reinstalling the group key in the handshake.
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B | root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack
File Action: File Actions Edit View Help
root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X
root®
# N 10010 1) [~/Desktop/Krack/krackattacks-scripts/krackattack
i krack-test-client.py
901" [09:26:25] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may nter
# N fere with this script.
[09:26:26] Starting hostapd ...
{901 Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
“l Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wian0: interface state UNINITIALIZED->ENABLED
wian0: AP-ENABLED
[09:26:27]
[09:26:28] Reset PN for GTK
[09:26:30] Reset PN for GTK
[09:26:32] Reset PN for GTK
[09:26:34] Reset PN for GTK
[09:26:36] Reset PN for GTK
[09:26:38] Reset PN for GTK
[09:26:40] Reset PN for GTK
[09:26:43] Reset PN for GTK
[09:26:45] Reset PN for GTK
wian0: STA c4:42:02:5b:44:11 IEEE 802.11: authenticated
‘wian0: STA c4:42:02:5b:44:11 IEEE 802.11: associated (aid 1)
‘wian0: AP-STA-CONNECTED c4:42:02:5b:44:11
wian0: STA c4:42:02:5b:44:11 RADIUS: starting accounting session 74665783238123F3
[09:26:46] c4:42:02:5b:44:11: 4-way handshake completed (RSN)
[09:26:46]
[09:26:46]
[09:26:47] Reset PN for GTK
[09:26:48] c4:42:02:5b:44:11: client has IP address -> now sending replayed broadcast ARP packe
ts
reaver14 | [09:26:48] ca:42: :11: Send group message 1 for the same GTK and zero RSC

sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 0
ARPs this interval)

[09:26:48] c4:42:02:5b:44:11: received a new group message 2

[09:26:49] Reset PN for GTK

[09:26:50] c4:42:02:5b:44:11: Send group message 1 for the same GTK and zero RSC

[09:26:50] c 1: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
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Testing SM-T700 for CVE-2017-13080.
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B8 @] root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack
File Action:

File Actions Edit View Help
root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X

901 [09:27:25) c4:42:02:5b:44:11: Send group message 1 for the same GTK and zero RSC

# N [09:27:25] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2

ARPs thisinterval)

[09:27:25] c4:42:02:5b:44:11: received a new group message 2

# N’ [09:27:26] Reset PN for GTK
[09:27:27] c4:42:02:5b:44:11:

02:5b:44;

| ARPs this interval)
[09:27:27] c4:42:02:5b:44:11: received a new group message 2
[09:27:28] Reset PN for GTK
[09:27:29] c4:4: 1: Send group message 1 for the same GTK and zero RSC
[09:27:29] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs this interval)
[09:27:29] c4:42:02:5b:44:T1
[09:27:30] Reset PN for GTK
[09:27:31] c4:
[09:27:31] c4:42:02:

Send group message 1 for the same GTK and zero RSC
sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3

: received a new group message 2

Send group message 1 for the same GTK and zero RSC
: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1

ARPs thisinterval)
[09:27:31] c4:42:02:5b:44:1: received a new group message 2
[09:27:32] Reset PN for GTK
[09:27:33] c4:

Send group message 1 for the same GTK and zero RSC
sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2

ARPs thisinterval)

[09:27:33] c4:42:02:5b:44:11: received a new group message 2

[09:27:34] Reset PN for GTK

[09:27:35] c4:42:02:5b:44:11: Send group message 1 for the same GTK and zero RSC

[09:27:35] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3

ARPs thisinterval)

[09:27:35] c4:42:02:5b:44:11: received a new group message 2

[09:27:36] Reset PN for GTK
2 Send group message 1 for the same GTK and zero RSC

sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4

reaver-1.4.
ARPs this interval)

[09:27:37] c4:42:02:5b:44:11: received a new group message 2
[09:27:38] Reset PN for GTK
[09:27:38]

Send group message 1 for the same GTK and zero RSC
sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
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The SM-T700 tablet manages to pass the test by not reinstalling the group key in the handshake, proving its resilience to CVE-2017-13080.
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root@kali:

root®
4

root®

reaver-1.4.

N

root@kali: ~/Desktop/Kracklkrackattacks-scripts/krackattack
File Actions Edit View Help

root@kal: ~/Desktop/Krack/krackattacks-scripts/krackattack X

0o 1) [~/Desktop/Krack/krackattacks-scripts/krackattat
1 Krack-test-client.py
[09:29:21] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inter
fere with this script.
[09:29:22] Starting hostapd....
Configuration file: root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wilanO: interface state UNINITIALIZED->ENABLED
‘wlan0: AP-ENABLED
[09:20:23]
[09:29:24] Reset PN for GTK
[09:29:26] Reset PN for GTK
[09:29:28] Reset PN for GTK
[09:29:30] Reset PN for GTK
[09:29:32] Reset PN for GTK
[09:29:34] Reset PN for GTK
[09:29:36] Reset PN for GTK
wlan0: STA c4:42:
wlan0: STA c4:42: .
‘wlan0: AP-STA-CONNECTED c4:42:02:5b:44:11
‘11 RADIUS: starting accounting session 2AA3ASC7ES199C5A

4-way handshake completed (RSN)

sending a new 4-way message 1 (with same ANonce)

sending a new 4-way message 3 where the GTK has a zero RSC

09:29:38] c4:42:02:5b:44:11: received a new message 2
received a new message 4
:5b:44:11: IV reuse detected (IV=4, seq=5). Client reinstalls the pairwise k

eyin the 4-way handshake (this is bad)
[09:29:40] Reset PN for GTK
[09:29:42] Reset PN for GTK
[09:20:43]
[09:20:43]
[09:29:44] Reset PN for GTK
[09:20:45] c4:42:02:5b:44:11: client has IP address -> now sending replayed broadcast ARP packe
ts
&®m = 9 D A DD
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F@ Properties v Above I3 Insert Right v File Action: File Actions Edit View Help
Table . Colum root@kali: ~  root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack X

10010 ARPs this interval)
# N’ [09:30:13] Reset PN for GTK
[09:30:14] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2
10010 ARPs this interval)
# N’ [09:30:15] Reset PN for GTK
[09:30:16] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
0010 ARPs this interval)
“l [09:30:17] Reset PN for GTK
[09:30:18] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs thisinterval)
[09:30:19] Reset PN for GTK
[09:30:20] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[09:30:21] Reset PN for GTK
[09:30:22] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 2
ARPs thisinterval)
WS SRUTE ORCE g £ R — [09:30:23] Reset PN for GTK
[09:30:24] 4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
[09:30:26] Reset PN for GTK
[09:30:27] c4: 1: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4.
ARPs thisinterval)
[09:30:28] Reset PN for GTK
[09:30:29] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
[09:30:30] Reset PN for GTK
[09:30:31] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent2
ARPs this interval)
[09:30:32] Reset PN for GTK
[09:30:33] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 3
ARPs this interval)
reaver-14  [09:30:34] Reset PN for GTK
[09:30:35] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 4
ARPs thisinterval)
[09:30:36] Reset PN for GTK
[09:30:36]

[09:30:37] c4:42:02:5b:44:11: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent 1
ARPs this interval)
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Testing SM-T700 for CVE-2017-13077 and CVE-2017-13078 through the alternative method. The device produces the same results as the original method checks for these vulnerabilities, failing the first check and passing the second.
	5.3.4 Testing Amazon Echo Dot (2nd Gen).
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READMEmd

other words, this tests for CVE-2017-13077 (the vulnerability with the
highest impact) and for CVE-2017-13078 . The script monitors traffic sent by
the client to see if the pairwise key is being reinstalled. Note that this
effectively performs two tests: whether the pairwise key is reinstalled, and
whether the group key is reinstalled. Make sure the client requests an IP
using DHCP for the group key reinstallation test to start. To assure the client
is sending enough unicast frames, you can optionally ping the AP: (ping
192.168.100.254 .

5. ./krack-test-client.py --tptk . Identical to test 4, except that a forged
message 1 is injected before sending the encrypted message 3. This variant
of the test is important because some clients (e.g. wpa_supplicant v2.6) are
only vulnerable to pairwise key reinstallations in the 4-way handshake when
aforged message 1 is injected before sending a retransmitted message 3.

6.(./krack-test-client.py --tptk-rand . Same as the above test, except that
the forged message 1 contains a random ANonce.

7. ./krack-test-client.py --gtkinit . This tests whether the client installs
the group key in the 4-way handshake with the given receive sequence
counter (RSC). The script will continously execute new 4-way handshakes to
test this. Unfortunately, this test can be rather unreliable, because any missed
handshake messages cause synchronization issues, making the test
unreliable. You should only execute this test in environments with little
background noise, and execute it several times.

Some additional remarks:

» The most important test is |./krack-test-client , which tests for ordinary
key reinstallations in the 4-way handshake.

« Perform these tests in a room with little interference. A high amount of
packet loss will make this script less reliable!

« Optionally you can manually inspect network traffic to confirm the output of
the script (some Wi-Fi NICs may interfere with our scripts):

©

N2

n # e

> [ Other Bookmarks

i service Netv
AMIANTA

—{(root® kal
i service Netv
AIA

—(root® kal
i service Netv

—(root® kal
i service Netv

—(root® kal
i service Netv

—(root® kal
i service Netv

G 0 aav2|ac

root@kali: ~/Desktop/Krack/krackattacks-scripts/krackattack
File Actions Edit View Help

(" )-[~/Desktop/Krack/krackattacks-scripts/krackattack
Lt /krack-test-client.py
[12:31:14] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inte
rfere with this script.
[12:31:15] Starting hostapd..
Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wlan0: interface state UNINITIALIZED->ENABLED
wlan0: AP-ENABLED
[12:31:16] Ready. Connect to this Access Point o start the tests. Make sure the client reques
tsan IP using DHCP!
[12:31:17] Reset PN for GTK
[12:31:19] Reset PN for GTK
[12:31:21] Reset PN for GTK
i ] Reset PN for GTK
[12:31:25] Reset PN for GTK
[12:31:27] Reset PN for GTK
[12:31:29] Reset PN for GTK
[12:31:31] Reset PN for GTK
] Reset PN for GTK
[12:31:35] Reset PN for GTK
[12:31:37] Reset PN for GTK
] Reset PN for GTK

1] Reset PN for GTK

3] Reset PN for GTK
‘wlan0: STA 34:d2:70:36:ac:80 IEEE 802.11: authenticated
‘wlan0: STA 34:d2:70:36:ac:80 IEEE 802.11: associated (aid 1)
‘wlan0: AP-STA-CONNECTED 34:42:70:36:ac:80
‘wlan0: STA 34:d2:70:36:ac:80 RADIUS: starting accounting session 1619B60CE2488277
[12:31:44] 34:d2:70:36:ac:80: 4-way handshake completed (RSN)
[12:31:45] 34:d: HCP reply 192.168.100.2 to 34:d2:70:36:ac:80
[12:31:45] Reset PN for GTK
[12:31:45] 34:42:70:36:ac:80: sending a new 4-way message 3 where the GTK has a zero RSC
[12:31:46] 34:d2:70:36: received a new message 4
[12:31:46] 34:d2:70:36:ac:80: client has IP address -> now sending replayed broadcast ARP pack
ets
[12:31:46] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
OARPs this interval)
[12:31:47] Reset PN for GTK

#|Right Ctrl
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root@kali: ~/Desktop/Kracklkrackattacks-scripts/krackattack
File Actions File Actions Edit View Help

root@kali: ~ X [Desktop/Krack/krackattacks-scripts/krackattack X

11y giving all 8 digits -p # Nety [12:32: : received a new message 4
ATANA [12:32:23] 34:42:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
2 ARPs this interval)
amazon echo oot o [12:32:24] Reset PNfor GTK
" Nety [12:32:24]34:42.70:36:ac80: sending a new 4-way message 3 where the GTK has a zero RSC
ATA 0: received a new message 4

: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

root® kal
# Nety

0: received a new message 4
: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

root® kal
# Nety

4 ARPs this interval)

8] Reset PN for GTK
8] 34:42:70:36:ac:80: sending a new 4-way message 3 where the GTK has a zero RSC
[12:32:28] 34:d42:70:36:ac:80: received a new message 4
ooit o [12:32:29]34:42:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
1 Nety 1ARPs this interval)
[12:32:30] Reset PN for GTK
0: sending a new 4-way message 3 where the GTK has a zero RSC
0:received anew message 4

root® kal
2 Nety

root® kal
“l

: sending a new 4-way message 3where the GTK has a zero RSC
eceived a new message 4

[12:32:34] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
3ARPs this interval)

[12:32:35] Reset PN for GTK

[12:32:35] 34:d2:70:36:ac:80: sending a new 4-way message 3where the GTK hasa zero RSC
eceived a new message 4

0: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

reaver-1.4.

: sending a new 4-way message 3where the GTK has a zero RSC

: received a new message 4
0: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
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Testing an Amazon Echo Dot 2, an IoT smart speaker used in home networks. This test is checking for susceptibility to CVE-2017-13077 and CVE-2017-13078. The result of this test conclude that the smart speaker is resilient to both key-reinstallation attacks.
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F@ Properties v Above [ Insert Right v AutoFit v File Actions File Actions Edit View Help
Table Rows & Columns root@kali: ~ x root@kali: ~/Desktop/Krack/krackattacks-scriptsfkrackattack X
) 1 Net
ATANA [12:40:29] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inte
rfere with this script.
oot 1 [12:40:30] Starting hostapd ...
" Nety Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
ATA Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"

wian0: interface state UNINITIALIZED->ENABLED
oot 1 wlanO: AP-ENABLED
4 Netv [12:40:31]

root® kal
# Nety

root® kal
2 Nety

root® kal

Amazon echo resilient to both. 1t Netv ac:80 |EEE 802.11: associated (aid 1)

wlan0: AP-STA-CONNECTED 34:d2:70:36:ac:80

root® kal ac:80 RADIUS: starting accounting session E145F1C76395B6A3
o] /44] 34:42:70:36:ac:80: 4-way handshake completed (RSN)
[12:40:44] Reset PN for GTK
5]
6] Reset PN for GTK
7]34:42:70:36:ac:80: client has IP address -> now sending replayed broadcast ARP pack
[12:40:47] 34:d2:70:36:ac:80: Send group message 1for the same GTK and zero RSC
[12:40:47] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
0 ARPs this interval)
[12:40:47] 34:d2:70:36:ac:80: received a new group message 2
48] Reset PN for GTK
9] 34:42:70:36:ac:80: Send group message 1 for the same GTK and zero RSC
reaver-1.4 [12:40:49] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

1ARPs this interval)
[12:40:49] 34:42:70:36:a:80: received a new group message 2

[12:40:50] Reset PN for GTK

end group message 1 for the same GTK and zero RSC
: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
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Testing Amazon Echo Dot 2 for CVE-2017-13080.
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# Nety [12:41:24] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
AANA 2 ARPs this interval)

4] 34:d2:70:36:ac:80: received a new group message 2

root® kal 5] Reset PN for GTK
" Nety [12:41:26] 34:d2:70:36:ac:80: Send group message 1for the same GTK and zero RSC
ATA [12:41:26] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

3ARPs this interval)
oot 1 [12:41:27] Reset PN for GTK
1 Netv 8] 34:d2:
8] 34:d2:

end group message 1 for the same GTK and zero RSC
: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

363

.o . A4ARPsthisinterval)
" Nety [12:41:28] 34:d2:70:36:ac:80: received a new group message 2
[12:41:29] Reset PN for GTK

end group message 1 for the same GTK and zero RSC
ending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

root® kal
4 Nety
1ARPs this interval)
0] 34:42:70:36:ac:80: received a new group message 2
1] Reset PN for GTK
[12:41:32] 34:42:70:36:ac:80: Send group message 1 for the same GTK and zero RSC
oo [12:4132]34: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
] 2 ARPs this interval)
[12:41:32] 34:42:70:36:ac:80: received a new group message 2

root® kal
4 Nety

end group message 1 for the same GTK and zero RSC
ending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

Testing for Alternative method 3ARPs this interval)
[12:41:34] 34:d2:70:36:ac:80: received a new group message 2

: Send group message 1 for the same GTK and zero RSC
[12:41:36] 34:42:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
4ARPs this interval)

[12:41:36] 34:42:70:36:ac:80: received a new group message 2

reaver-1.4 [12:41:37] Reset PN for GTK

n2:4137]

WPS BRUTE FORCE [12:41:38] 34:d2:70:36:ac:80: Send group message 1 for the same GTK and zero RSC

[12:41:38] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
1ARPs this interval)
[12:41:38] 34:d2:70:36:ac:

: received a new group message 2

wps pin> Use the specified pin (may be arbitrary string or 4/8 digit WPS pin)
sibility: a T Foc B -~ —b—+
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The smart speaker was resilient to the group key reinstallation vulnerability test.
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root@kali: ~ x

1+ Netv
AIAMIA

root® kal
it Netv
root® kal

1 Netv

root® kal
4 Nety

root® kal
# Nety

root® kal
4 Nety

root® kal
“l

reaver-1.4.

-

“wE

root@lali: -/Desktop/Krackkrackattacks-scripts/krackattack
File Actions Edit View Help
root@k:

root® - kal
it
[12:45:28] Note: disable Wi-Fi in network manager & disable hardware encryption. Both may inte
rfere with this script.
[12:45:29] Starting hostapd ...
Configuration file: /root/Desktop/Krack/krackattacks-scripts/krackattack/hostapd.conf
Using interface wlan0 with hwaddr 00:c0:ca:99:3e:27 and ssid "testnetwork"
wlan0: interface state UNINITIALIZED->ENABLED
wlan0: AP-ENABLED
[12:45:30]

[Desktop/Krack/krackattacks-scripts/krackattack X
~[Desktop/Krack/krackattacks-scripts/krackattack

[12:45:31] Reset PN for GTK
[12:45:33] Reset PN for GTK

5] Reset PN for GTK

37] Reset PN for GTK

[12:45:39] Reset PN for GTK

1] Reset PN for GTK

3] Reset PN for GTK

wlan0: STA 34:42:70:36:a:80 IEEE 802.11: authenticated
wlan0: STA 34:42:70:36:ac:80 IEEE 802.11: associated (aid 1)
wlan0: AP-STA-CONNECTED 34:d2:

80: received a new message 2
80: received a new message 4
[12:45:46] 34:d2:70:36:ac:80: client has IP address -> now sending replayed broadcast ARP pack
ets
[12:45:46] 34:d2:70:36:ac:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
0 ARPs this interval)

7] Reset PN for GTK
7)34:42:70:36:ac:80: sending a new 4-way message 1 (with same ANonce)

[12:45:47] 34:42:70:36:ac:80: sending a new 4-way message 3 where the GTK has a zero RSC
80: received a new message 2

80: received a new message 4

80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent

17:45
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Testing the Amazon Echo Dot 2 for vulnreabilites CVE-2017-13077 and CVE-2017-13078 through the alternative method.
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root® kal
4t Nety

root® kal
# Nety

root® kal
4 Nety
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4 Netv
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root® kal
4 Netv

root® kal
“l

reaver-1.4.

itrary string or 4/8 digit WPS p
Set the delay between pin attempts [1]
Set the time to wait if the AP locks WPS pin attempts [60]
Quit after pum pin attempts
Set the time to sleep after 10 unexpected failures [0]

Use the specified pin (may be ar
seconds>
seconds>

Sleep for y seconds every x pin attempts
Set the receive timeout period [10]
D Focus B ———b—+
o o

“wE

root@lali: -/Desktop/Krackkrackattacks-scripts/krackattack
File Actions Edit View Help
root@k:

[12:46:08] 34:42:70:36:ac:80: received a new message 4
[12:46:09] 34:42:70:36:a:80: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
3ARPs this interval)
[12:46:10] Reset PN for GTK
[12:46:10] 34:d42:70:36:a:80: sending a new 4-way message 1 (with same ANonce)
0: sending a new 4-way message 3 where the GTK has a zero RSC
0: received a new message 2
[12:46:10] 34:42:70:36:ac:80: received a new message 4
[12:46:11] 34: 0: sending broadcast ARP to 192.168.100.2 from 192.168.100.1 (sent
4 ARPs this interval)

:46:12] Reset PN for GTK
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The Amazon Echo Dot 2 smart speaker was resilient to both CVE-2017-13077 and CVE-2017-13078 vulnerability tests, using the alternative method.  It could be deduced that this device has adequate inbuilt protection.
5.3.5 Results Discussion
The tests carried out in this section were applied to 4 different devices of varying age, software, and manufacturer. Devices of varying qualities as these were chosen to represent different wireless devices which are commonly brought into the home network environment. Each device was subject to a series of tests for 3 major WPA vulnerabilities, namely CVE-2017-13077,
CVE-2017-13078,
CVE-2017-13080, and an alternative method for aforementioned CVE-2017-13077 and CVE-2017-13078. The alternative method was applied as some devices are only vulnerable to pairwise key reinstallation if a forged message 1 is injected before transmitting a reused message 3. 
As shown below in Table 2, many devices were resilient to the various instantiations of the WPA / WPA2 key reinstallation attack, however some were revealed to be susceptible in certain areas.
	Device
	Vulnerability

	
	CVE-2017-13077
	CVE-2017-13078
	CVE-2017-13080
	CVE-2017-13077 (*AM)
	CVE-2017-13078 (*AM)

	OnePlus Nord
	Resilient
	Resilient
	Resilient
	Resilient
	Resilient

	Samsung Galaxy S5
	Vulnerable
	Resilient
	Vulnerable
	Vulnerable
	Resilient

	SM-T700
	Vulnerable
	Resilient
	Resilient
	Vulnerable
	Resilient

	Amazon Echo Dot 2 
	Resilient
	Resilient
	Resilient
	Resilient
	Resilient

	Table 2: Comparison of Result for Testing End Device for KRACK vulnerability.

	*AM: Alternative Method for CVE-2017-13077 / CVE-2017-13078.



In it was found particular no device was vulnerable to CVE-2017-13078, which regards reinstallation of the group key in the 4-way handshake. Likewise, the alternative application of CVE-2017-13078 was also mitigated by every device. The ONEPLUS NORD is an Android smart phone released in 2020 and was capable of mitigating every attempt to initiate a KRACK attack. This could be attributed to the smartphones relatively new hardware and firmware, benefitting from industry experience of encryption flaws to provide safety measures in the device. 

The Samsung Galaxy S5 is an Android smart phone released in 2014. This smart phone was found to be vulnerable to both CVE-2017-13080 and CVE-2017-13077, including its alternative method. The Samsung Galaxy S5 was found to reinstall the pairwise key in the 4-way handshake almost immediately during testing and likewise reinstalled the group key in the group key handshake. This device is notably older in hardware and firmware updates than the ONEPLUS NORD, leading to the speculation that these devices age correlates with their ability to handle key reinstallation attacks.
The SM-T700 is a tablet running Android and was also released in 2014. The tablet has managed to mitigate attempts at group key reinstallation in the 4-way handshake and in the group key handshake. Although it was resilient to group key reinstallation, the pairwise key was reinstalled during the 4-way handshake, revealing it vulnerability to CVE-2017-13077. This device shares the same age as the Samsung Galaxy S5 and both devices are clearly vulnerable to pairwise key reinstallation, this is indicative of a correlation between factors such as device age and availability of firmware updates.
The last device to be tested is the Amazon Echo Dot 2, which is an IoT smart speaker released in 2016. This device was able to mitigate every KRACK attack simulated by the tester client, which proves its secure status against this risk to a home network. While this device is only 2 years younger than the more at-risk devices, it possesses adequate protection against the innate WPA / WPA2 flaws which may have been addressed through firmware updates. Another consideration is that unlike the other devices, to connect the smart speaker it had to be put into configuration mode, which foremostly requests an internet connection so it can update itself. During testing this device never received these updates, as the test network did not provide an internet connection. Therefore, it can be assumed this devices protection was introduced in a firmware update at some point in the past.
To summarise, this experiment found that newer devices did possess adequate protection against the Key reinstallation vulnerability. It was found that both Samsung devices, a smart phone, and a tablet both from 2014, failed the pairwise key reinstallation test, which is the most impactful risk as it directly affects WPA2. It was also found that the Samsung smart phone was vulnerable to group key reinstallation through in group key handshake. The Amazon smart speaker was released in 2016, only 2 year later than the vulnerable devices, yet it possesses full protection against CVE-2017-13077,
CVE-2017-13078, and CVE-2017-13080. 
5.4 Exploiting WPS vulnerabilities to crack 8-PIN authentication

This experiment will rely on some tools used in the previous experiment, including the Predator laptop running Windows 11, the Kali Linux virtual machine hosted through VirtualBox on said laptop, and the Artheros AR9271 wireless adapter. The adapter will be connected to the virtual machine via the physical host laptop and be configured for monitor mode. Once in monitor mode, the tool Reaver will be run on Kali to handle the process of trying different 8-digit PIN combinations. The process requires the use of airmon-ng and the wash utility to properly function. The target of this attack is a Virgin Media Hub 3.0, this is one of the standard home routers distributed for Virgin Media customers, and therefore sees wide implementation across the UK.
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This image shows the wireless adapter (wlan0) is in monitor mode prior to starting the setup.
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This image depicts usage of the wash command to scan for the target network, ‘VM8320226’. The output from this scan reveals the broadcast Basic SSID (BSSID) of the target network, which is also the MAC address of the access point. The scan also revealed the neighbouring networks the home network on the street. It should be noted that while none of these networks are interacted with, the vast majority all have WPS enabled, and some APs are even registering older WPS versions. Any network without a WPS lock is susceptible to WPS cracking attempts, as the service needs to be active.
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Using the airodump-ng tool, the network is scanned to observe more information regarding the target network. While the wash tool is focused on Vendor and WPS state, the airodump-ng tool includes security information and constantly updates until manually stopped. Using this output information, the signal strength is verified to be fluctuating below 50, which is important as levels above 50 can cause connection errors. The screenshot captured above shows VM8320226 is at level 43, confirming it is acceptable to proceed.
5.4.1 WPS Pin Test 1
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Here is shown the first instance of running Reaver with basic input parameters. The input used is as follows: reaver -b AC:F8:CC:5A:B6:C9 -i wlan0 -c 6 -vv. This command uses -b to state the target BSSID, -i to state the interface to use, -c to specify a channel, and -vv to enable verbose output to show more information than standard. Using the information gathered from scanning with wash and airodump-ng, the input can be structured accordingly. The command chosen includes the MAC address of VM8320226, the active channel of which is 6, and the wireless interface wlan0 that represents the wireless adapter in monitor mode. Unless any of these basic parameters change, which is not expected, further tests will always include the above input tags.
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After running for barely a minute, the VM8320226 router began to send deauthorisation requests to the Kali client. Following this, the test was terminated as the client became unable to receive useful communication from the router.
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The router has possibly blacklisted the MAC address of the wireless adapter. Therefore, the tool macchanger was utilized to manually change the current MAC address assigned to the interface wlan0, AKA the Atheros wireless adapter.
5.4.2 WPS Pin Test 2
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The test was run again with some new parameters, these new parameters were address different compatibility settings for the purpose of facilitating a successful PIN crack attempt. The new input used is reaver -b AC:F8:CC:5A:B6:C9 -i wlan0 -c 6 -N -K -S -vv -w. The added modifiers and the corresponding reason for implementation are listed as follows: -N will prevent NACK messages from being sent out of order packets are received, this ensures the messages exchanged are still relevant to the current PIN attempt. -K will run the pixie dust tool, another brute WPS PIN brute force tool which is included with Reaver. As there is no reason this tool shouldn’t activate, it is suspected that the pixie-dust package included with reaver is not able to penetrate the router. The -S modifier will ensure the Diffie Hellman keys are small in size, to improve the speed of crack attempts. The -w modifier will cause the client to mimic a windows 7 registrar, this could result in the router making allowances for compatibility to the favour of this experiment.
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After running this tool for about 3 hours, the program cracking attempts were stopped as Reaver had become stuck on the same PIN (12345670). The reason for this is linked to the lack of M2, M3 and M4 message transactions, as the script is not receiving the required responses for it to successfully attempt the PIN and construct new combinations based on response.
5.4.3 WPS Pin Test 3
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The command used here is composed as follows: reaver b AC:F8:CC:5A:B6:C9 -i wlan0 -c 6 -N -g 300 -J -S -E -w -vv. The altered modifiers used here are 
-E, -J, and -g set to 300. The -E modifier will terminate each session with an EAP FAIL message, which is required by some routers to properly close a line of transmission and avoid arousing suspicion of an attack. Using -J will treat a session timeout as NACK response, this may not directly improve the output however it could circumvent the routers previous lack of required responses. Reaver is also capable of saving sessions progress, so any gathered data and used combinations can benefit future sessions on the same target.
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The issued command was unsuccessful to due to AP rate limiting. It is suspected that the router is blocking WPS related transmissions via the use of AP rate limiting. This prevents any further interaction with the router for this experiment when this state is active. Another command was issues after waiting 5 to 10 minutes before attempting to communicate with the router again.
The second attempt used the same input combination as before, with the addition of -T 20. The -T command was used to adjust the timeout period in seconds for awaiting M5/M7 messages. Although these messages are not the leading factor in the lack of successful PIN attempts, the wait time could prove useful in case responses are being slow. Regardless of command changes the access point remained unwilling to cooperate with further communication attempts. In addition, the routers WiFi LED was observed to begin blinking red for at least 10 minutes, which the routers manual revealed to be a sign of WiFi error, although no more information was available from Virgin on the error’s parameters. This hardware warning is likely directly related to the routers initiating of AP rate limiting for an extended period of time. Unfortunately, it was not possible to reboot the router on this day of testing, so testing was postponed until this could be done or if the AP rate limiting ceased.

5.4.4 WPS Pin Test 4

	[image: image55.png]File

Paste

M-

Clipboard
L

Page 1 of

Home

Insert

Calibri (Body;

[

0 words

0 characters [T}

B I U~ x x

Draw Design Llayout References Mailings Review  View
v VAR Aav Ao | 2T T T T assbced | AaBbeeDd LY
2. A 1 Normal | 1No Spac... Heading 1 Editing | Dictate
Font [} Paragraph [} Styles [} Voice
PEX 102030040501 6-1-7 1 8-1:9. 110 1 111 -12- 1131 -14- 1 15 J@16+ 1 17
TS NNl

X Accessibility: Investigate

D Focus

B B B

———h——+ 110%

Editor

Editor ~
18

File

[+
[+
[+
"
&
&
[+

’f(

Reaver vi.

Actions Edit View Help

Sending association request
Associated with AC:F8:CCi5A:B6:C9 (ESSID: VM8320226)
Sending EAPOL START request

WARNING: Receive timeout occurred

Sending EAPOL START request

Session saved.

)-[~]
reaver -b AC:F8:CC:5A:B6 wlano

WiFi Protected Setup Attack T

Copyright (c) 2011, Tactical Network Solutio:

[+1
21
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[
1

Switching wlano to channel 6
Restore previous session for AC:F8:CCi5A:B6:C9? [n/Y] y
Restored previous ses
Waiting for beac om A
Received beacon from AC:F:
Vendor: AtherosC
Trying pin "1261001
sending authentication reque:
sendin iation request
Associated with AC:F8:CCiSA
Sending EAPOL START request
Received identity request
Sending identity response
Received identity request
Sending identity response
Received identity request
Sending identity response
Received identity request
Sending identity response
Received M1 message

Sending M2 me

Received M1 mes

Received M1 mess.

Received M1 mes

Received WSC NACK

Sending WSC NACK

WPS transaction failed (code: 0x04), re-trying last

A:1B6:CO

(ESSID: VMB320226)

£ q)

(%] right crt

08:37
24/06/2022

=}







This test was run earlier in the day and left to run until it was checked later that same day. It should be noted that the output above the currently discussed test pertains to a prior check as to whether AP rate limiting was still in effect, which it was not.
This time, the input command was reaver -b AC:F8:CC:5A:B6:C9 -i wlan0 -c 6 -L -w -T 2 -S -d 5 -vv. The command used this time draw from previous tests, although test 3 was difficult to draw any configurational findings from. This test introduces the tags -d and -L. The -d tag specifies the delay between pin attempts, which was set to 5 seconds. This delay was implemented in the hopes that the AP would not restrict access if the transmissions were not sent too often. The -L tag is used to ignore locks on the AP, this is intended to aid the script in bypassing any attempts by the router to stop the experiment. However, it is favourable that the router doesn’t detect the malicious activity and instead cooperates with the decelerated pin attempts. 
	[image: image56.png]i

LD A

Launcher
Shortcuts

Neako

In Draw  Desi iling i Table Design Layout 0 & '

w40 | @ &

» m Ferfers (TF lca] - (m] X

alibri (Body) 5
D 7 Tras File Actions Edit View Help i

Trading Editing | Dictate | Editor =

=

File Actions Edit View Help
password [] root@k:

ey File Actions Edit View Help
- BSSID  [4] Received identity request AUTH ESSTD
BIES)S —— [.] Sending identity response
[+] Received M1 message PSK  WNE320226
[+] Sending M2 message HP-Print-A0-Photosmart 552
[+] Received M1 message PSK <length: 9>
[+] Sending WSC NACK BTWi- i
[+] Sending WSC NACK PSK BT-35ACIQ
[!] WPS transaction failed (code: 0x03), re-trying last pin PSK  DIRECT-R3-BRAVIA
[+] Trying pin "55555678" PSK <length: 0>
[+] Sending authentication request PSK Tav
[+] Sending association request PSK  SKYXIGPY
[+] Associated with AC:F8:CC:5A:B6:C9 (ESSID: VMB320226) BTWi- i
[+] Sending EAPOL START request PSK  SKYXIGPY.
[+] Received identity request PSK  BTHUbG-TBNC
[+] Sending identity response
[+] Received identity request lotes Probes
[+] Sending identity response
[+] Received identity request 8320226
[+] Sending identity response 8320226
[+] Received identity request
[+] Sending identity response
[+] Received M1 message
[+] Sending M2 message
[+] Received M1 message
[+] Sending WSC NACK
000 [+] Sending WSC NACK
# 0 [] wps transaction failed (code: 0x@3), re-trying last pin
[!] WARNING: 10 failed connections in a row
[+] Trying pin "55555678"
[+] Sending authentication request
[+] Sending association request
(BACKUP RESULTS IMAGES) [+] Associated with AC:F8:CC:5A:B6:C9 (ESSID: VMB320226)
f— Using Wifite, incorporates multiple penetration methods. Unexpected outcome, program was only H f(zZ:;EdEfzgﬁjzARIerizzist
Web able to capture WPA handshake from network. [+] Sending identity response
[+] Received identity request
[+] Sending identity response
[+] Received identity request
kali [+] Sending identity response
Further research into [+] Received identity request
[+] Sending identity response
[+] Received M1 message
[+] Sending M2 message
[+] Received M1 message
[+] Sending WSC NACK
[+] Sending WSC NACK
[!] WPS transaction failed (code: 0x03), re-trying last pin
[+] 0.06% complete @ 2022-06-19 14:39:37 (@ seconds/pin)

homeflali
Editor

University

Hom

z
g
&

Daedalus
Mainnet

>
[~

PacketTracer
- Shortcut

rEOmMENBEEOLENSP@OWO SR M

Increased awareness

Oracle VM
VirtualBox

Opera GX
Browser

Installation
Guide for...

(5 [#] right cirl
. < 19:40
¢ L ® = @ % B W A o060







The output from this test was taken after several hours of allowing Reaver to work on the router uninterrupted. It was found that the results had begun to loop, although it is unclear when this began. Despite the looping, some progress was made by the program in deciphering the PIN, as shown above reaver reported 0.06% completion by this point in time. Although further progress may have been possible if the utilised pin were not repeated, this shows some progress was made in cracking the routers WPS PIN.
 It can be assumed that the -L tag was useful here, as this experiment ran without encountering AP rate limiting for longer than any other test so far. In addition, the -d tag will also be implemented again in the next test, as it has possibly had a positive impact on results by reducing the overall frequency of attempts.
5.4.5 WPS Pin Test 5
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This experiment used the input command reaver -b AC:F8:CC:5A:B6:C9 -i wlan0 -c 6 -L -w -T 2 -S -d 5 -g 300 -vv. This command is similar to the previous tests, as the previous test has come farthest in cracking the PIN. The main difference is the use of -g which will quit the test after 300 pin attempts. Although the previous experiment did not encounter the AP rate limiting defence, it is suspected that the AP was still hindering the output by not properly confirming or denying PINs after a set amount of tries or time. Despite its inclusion the input command is unchanged from the previous experiment, so there is no cause to assume different output. Therefore, the addition of limiting maximum attempts should either positively impact the test by ending it before the router stops accepting PINs, or there will be no difference.
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After running this test overnight, the script has evidently been met with AP rate limiting for an extended period of time prior to the tester checking it. The addition of the -g command would have no impact on this output. The presence of AP rate limiting was originally thought to have been bypassed with the current test configurations, however it is now clear that the routers previous miscommunication of PIN attempts was misinterpreted as compliance to the elected configuration. The majority advanced configuration options for Reaver have been exhausted. It is now the primary deduction that the Virgin Media hub 3.0 must have inbuilt protection against these cracking attempts, which is visible through AP rate limiting locking out the client from crack attempts.
5.4.6 Post-Testing Considerations
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Following the discovery of Test 5’s outcome, the Wi-Fi LED on the VM Hub 3.0 was noticeably red and blinking once again, although it is unclear how long it was in this state. Further investigation led to opening the routers configuration page and observing the above status overview, which states that while both 2.4 GHz and 5 GHz-band Wi-Fi channels are on, there is a WPS Error present. Unfortunately, there is no way to expand the details available on this error from this interface, a recurring element with this Virgin Media in this experiment. 

5.4.7 Results Discussion 

As the routers configuration page output is likely a result of the repeated WPS cracking attempts, it shows the router is indeed aware of the attacks to a degree and they cause its behaviour to change accordingly. This is adherent to the characteristics of inbuilt protection, as different methods have yielded one conclusive factor: the access point will initiate AP rate limiting after a set amount of time, or if it is triggered by excessive pin attempts.
Given ISP router manufacturers awareness of networking security factors, the flaws of WPS have likely been considered and thus leading to development and subsequent application of countermeasures on their routers. Should this be the case, it would explain the lack of information available surrounding the WPS error as most home users simply request official help when their home network requires maintenance.
Another consideration is the possibility of hardware failure, specifically the Artheros AR9271 wireless adapter, which was is relatively cheap quality hardware for the purpose of this experiment. This adapter was chosen for its monitor mode capabilities; however, it was also the cheapest available device supporting this feature, of which there is not great selection due to the usual nature of these devices’ application. It is possible that the wireless adapter was afflicted by poor signal strength or network interference and thus hindering the Kali client’s ability to properly communicate with the AP.
Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS

6.1 Summary

This project has incorporated many sources of information for its research, mostly in the form of literature-based research and experimentation. Where the related works and literate review provided a basis on which further enquiry could be structured, the experimentation phase provided the means to conduct such investigations. The previous chapter detailed the process and outcome of the various experiments. These experiments were comprised of three different areas of focus: ramifications of Man-in-the-Middle attacks, testing end devices for the KRACK vulnerability, and cracking the WPS 8-digit PIN through brute force.
Experiment 1 involved staging a MitM attack that situated the attacking Linux client as proxy between a Windows 7 host and the home networks router via ARP spoofing the connections. It was found that the Windows 7 host was completely susceptible to these efforts, allowing the attack to implement a sniffer tool know as Driftnet to subsequently steal media transmitted to the client from the internet. The tools successful usage is indicative of the inadequate security measures in place on the client.
Experiment 2 was comprised of multiple tests on different wireless end devices common to homes, using a tool to check for known instantiations of the key reinstallation attacks (KRACK). This tool was implemented on a host machine connected to a wireless adapter, which served as an access point used by the tool to test devices which connect. The four devices tested were a ONEPLUS NORD, Samsung Galaxy S5, SM-T700, and an Amazon Echo Dot 2. The results varied between devices, however the ONEPLUS NORD and Amazon Echo were completely resilient to the subjected tests.
Experiment 3 involved 5 different tests on a Virgin Media Hub 3.0 home router using a specialised tool for WPS Pin cracking, called Reaver. This experiment was not intended to have any particular number of tests, rather testing was carried out until a conclusion could be drawn from efforts which was hoped to be successful brute force. Over the course of these tests, different input combinations were derived from each effort to develop a working method for successfully trying different pin combinations. Unfortunately, multiple tests output were overshadowed by an inability to continue attempting pin combinations, caused by the router raising inbuilt protection against these efforts.
6.2 Advisory Guidelines

This set of advisory guidelines is the ultimate deliverable from this project, crated through the research conducted and in focus to meet the projects aim.
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6.3 Conclusion
There are many findings to consider from this projects research, which will benefit the advisory guidelines. This project has drawn from both literature-based research and experimentation to produce its deliverables, as described by the methodology of section 3. These deliverables are consolidated to produce a working set of advisory guidelines based upon the researched themes and technologies, intended to provide home network users with knowledge enabling them to optimise the security their home network. There were many literature findings considered throughout this project which led to the formation of further working as a product of the action research approach.
Deliverables from literature research exists in the form of knowledge and information, such as the writings by [19] on the dangers of Universal Plug n Play (UPnP) within home networks, which was featured in section 2.1.5. Another direct deliverable from the literature is the applicability of MAC address filtering in home networks, as this service provides mitigation to some intrusion methods such as ARP spoofing. Users’ awareness played a key role in understanding the need for such advisory guidelines. As highlighted by the National survey [8] referred to in section 2.1.2, a disparity exists between the usage of home networks and users understanding of these services. The point is made in [9] that lack of awareness is often the cause behind improper network configurations. Consideration of this reinforced the educational purpose of this project and also influenced the creation of section 2.2.2, which examines the design choices for a router configuration wizard aimed at users of non-substantial networking knowledge. Manufacturer standards can play a big role in the configurations held by many home networks, as the survey by [17] scanned across neighbourhoods to reveal a proportionate number of routers of the same manufacturer did not have encryption enabled. Another product of manufacturer-related considerations was the use of SSID broadcasting, which can be modified to benefit network users in a few ways. Users can disable SSID broadcasting limit their networks discoverability through standard Wi-Fi enabled devices, which would not hinder a home network which doesn’t see new device introduced often, as this would require re-enabling SSID broadcast to easily connect desired new devices. This method has also since been deemed an appropriate mitigating action users can take against ARP spoofing methods, as a result of testing using such methods. The discovery of the KRACK attack during the literature review [16] led to the development of related works to further understanding on the security flaws of WPA [24]. These findings concerned the parameters of key reinstallation attacks alongside other consideration of the flaws in WEP, WPA and WPA2. The prevalence of older security such as WPA TKIP in conjunction with manufacturer standards is considered in related work 2.2.1 [24]. These factors culminated in experiment 2, where multiple end devices were tested for the primary instantiations of the key reinstallation attack, which will be expanded upon later in this section. 
The experimentation phase was focused on three planned experiments: ramifications of Man-in-the-Middle attacks, testing wireless end devices for the KRACK vulnerability, and cracking routers 8-digit WPS PIN through brute force. From the earlier mention of MitM attack in section 2.1.1 [3] to the development of related work section 2.2.4 [27], the danger of MitM were clear but more information was required regarding the possible mitigation methods one could employ against these diverse attacks. Following experiment 1’s successful MitM connection and subsequent data stealage, consideration could be given to the mitigation strategies which could be derived from this experience. The first finding is that without successful ARP spoofing, the attack would not be possible, therefore users could employ static ARP tables on their devices. This viability of this measure can be questioned as it requires this procedure to be carried out on any relevant network devices, although homes with seldom change in networked devices would find this method acceptable. Another method which could prevent the practical application of this MitM attack is to ensure connections are private through HTTPS, as opposed to HTTP which does not benefit from SSL/TLS endpoint encryption. Implementation of HTTPS connections would render eavesdropping tools such as driftnet incapable of monitoring TCP streams for transmitted media. 

Multiple devices were tested for presence of the KRACK attack vulnerabilities, specifically CVE-2017-13077, CVE-2017-13078, and CVE-2017-13080. This experiment was influenced by the discovery of correlation between manufacturer standards and supported encryption as reviewed in section 2.1.4. and section 2.2.2. This experiment focused on creating a simulated network environment which could test wireless end devices for instantiations of the Key Reinstallation vulnerability. The devices tested were mostly varied by manufacturer, although device age also played its part in their different reactions. It was found that the Samsung devices; Galaxy S5 smart phone and SM-T700 tablet both released in 2014, both presented a vulnerability to the pairwise key reinstallation flaw in WPA2, CVE-2017-13077. However only the Galaxy S5 was susceptible to group key reinstallation in the group key handshake, CVE-2017-13080, meaning the Galaxy S5 had the greatest susceptibility to KRACK. Despite the shared manufacturer, the age and lack of recent firmware updates to these devices is the reason for their lack of protection, as countermeasures were present in the newer devices. The other smart phone tested was a OnePlus Nord from 2020, which did not fail any of the KRACK tests it was subjected to, this is directly linked to the recent release of the device in conjunction with manufacturers awareness of these vulnerabilities and desire to produce devices that improve on older standards. An Amazon Echo Dot 2 smart speaker from 2016 was the final device subjected to the tests, it was found to repel every attempt to crack WPA2 security by the testing client. Although this device is only 2 years apart from the vulnerable devices, it presents the unique factor of being an IoT device designed by Amazon and was released one year prior to the discovery of Key Reinstallation Attacks. Therefore, the device must have received firmware update addressing this vulnerability, whereas the Samsung did not provide the same solution to their devices used here.
There are innate security failings with the design of the WPS 8-digit pin, such as the final character also being a checksum for the pin and the services feature to acknowledge if the first 4 pins used are correct. Despite these factors, experimentation on Virgin Media Hub 3.0 router yielded unexpected results in the form of inbuilt countermeasures to pin cracking attempts. Experimentation ultimately revealed the Virgin Media Hub 3.0 possesses inbuilt countermeasures against WPS cracking attempts. This is a positive outcome in the sense it confirms the existence of protection against this vulnerability on some modern routers.
To conclude, the collection of various mitigating actions and respective risks explored in this projects research culminates as the Advisory Guidelines, which is centred towards educating an audience of home network users.
6.4 Reccomendations for Further Research

The research conducted for this project bears much room for further research in related areas. Further experimentation would prove useful as the previous experiments could be expanded with additional equipment and devices to examine. The Man-in-the-Middle portion of research examined ARP spoofing [3], SSL hijacking [28], and even KRACK attack. However, the attack has many more varieties of which could be researched, including DNS poisoning, IP spoofing or BGP Misdirection. The MitM experimentation could be expanded in future research, with more variety in victim host setup to ascertain ideal practices based on comparison. These varieties could entail different browsers, OS and other configurations based on the MitM method implemented. 
There is much room for further research on the WPS vulnerability, as only one router could be fully tested for pin cracking. This project was able to test a single virgin media hub 3.0, however there are many different ISP home routers of varying manufacturer which could be tested. This doesn’t need to be limited to ISP home routers as many home networks also incorporate store-bought routers for various reason, so brands such as Linksys and TP-Link should also be subjected to further testing. This would allow a comparative outcome between experiments on the routers, by observing differences in behaviour when undergoing pin cracking attempts. Different tools should also be considered over Reaver, as other programs like Wifite are capable of performing the same actions among other features. 
Testing carried out on the various end devices for the KRACK vulnerability set a good foundation of data surrounding the presence of the vulnerability among devices of varying brand, design, and age. However, this experiment could be further expanded by trying a greater variety of devices, some of which should be of the same brand as one another but vary in age or model. The update history of devices could reveal the introduction of Key reinstallation protection, which is another point of consideration, which manufacturers began introducing support and when. Another avenue of research is to implement one of the Dragonblood tools, which were also designed by M. Vanhoef. These test vulnerabilities in WPA3 handshake to recover passwords, progressing the research to newer developments in security vulnerabilities from previous iterations.
Chapter 7 – Reflections 
This projects initial aim was to examine threats common to home networks from research and through subsequent experimentation, use any findings to provide clear, concise guidelines on the optimal methods to securing a home network. This aim was ultimately achieved in the form of the primary deliverable: the advisory guidelines, which was created through Microsoft Publisher. The Adv. Guidelines are an amalgamation of the knowledge gained during this project in addition to prior knowledge to supplement the documents design. 
The objectives to achieve this aim entailed various factors to be met for the desired outcome, with the majority of these objectives actualised throughout the project. Developing further understanding on home networks possible threats, weaknesses and their mitigation strategies was achieved through experimentation, the literature review, and the related works portion of research. The objective to establish understanding of different networking configurations to be applied in home networking was achieved more so during the experimentation phase than literature-based research, as the hands-on approach provided the experience to try different combinations gathered from writings and learn from mistakes. The objective to produce a literature review on topics relevant to home networking was met with the development of section 2 in this project, the literature review and related works which focus on a variety of configurations, threats, and featured research articles to facilitate this research. The effectiveness of certain measures at safeguarding networks and evaluation of conventional configurations capabilities was achieved directly through experimentation, where these factors could be examined in detail and considered through findings. The objective to utilise findings to create advisory guidelines incorporating identified methods to secure a home network gave perspective the important parameters of the deliverable. This links to the final objective of using feedback to further finalize the Adv. Guidelines. Without the experimentation research carried out in this project, the Adv. Guidelines could not benefit from many factors. Such as awareness of the Virgin Medias Hub 3.0s ability to mitigate WPS cracking attempts, or the presence of KRACK security patches varying by device age and manufacturer support. Furthermore, adherence to the objectives led to the achievement of the aim by focusing on the existence of multiple methods and considering ideal applications and introducing changes based on feedback. 
An objective which was not fully met is the creation of a simulation for practical testing and examination of findings. This objective was at first intended to provide the scope to easily change networking devices used in testing to provide more variety in hardware consideration for results. This was not achievable due to time limitations preventing the research required to achieve this output, however the use of virtualisation to the host penetration testing environment arguably meets this objective to some degree. 
This project has also led to personal advancements in skills and knowledge, some of which, in a sense, are by-products of objectives completion. This personal growth takes the form of new experience with Linux systems, the primary OS used in staging the penetration tests during the experimentation phase. As I pursued this avenue of research, my existing understanding of Kali Linux was further developed with new tools implemented from research. Penetration testing tools such as Reaver and Airmon-ng were used for the first time in this project, developing my practical understanding alongside familiarity with the tool’s operation. Likewise, the limitations of some tools became clear through experience, as experimentation proved Reaver cannot bypass some modern routers inbuilt WPS cracking mitigation. In addition to this, two additional routers were actually considered for WPS testing, however they were removed very early from the experiment design as preliminary checks revealed them to be inoperable for intended purposes.
The risk assessment constructed prior to undertaking the research did not foresee the setback which affect eth development of this project. Research delays impacted the project by delaying the development of the design phase by a number of weeks past the original deadline. These were unavoidable personal events which could not be foreseen before their emergence, however the severity of this could have been reduced by taking measures to develop the design and implementation at an earlier period. Another unforeseen setback was the time taken to procure necessary equipment to conduct the experiments, namely a monitor mode capable wireless adapter. The Wi-Fi card in the host machine of Kali Linux could not be used due to incompatibilities, therefore an adapter was bought to circumvent this. However, the first adapter was not suitable, so a second adapter was processed that should have worked, but recent Kali updates and distinct lack of Linux drivers’ availability by the manufacturer made this new adapter also impossible to use. The third and final adapter procured was the Artheros adapter, which worked with no complications. It has since been considered that the lack in availability of wireless adapters featuring monitor mode and packet injection is likely linked to vendors hesitance to make these tools available. This aversion originates from the penetration testing nature of these tools’ application and a suspected desire by vendors not to put these in the hands of the public.
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GLOSSARY

	ICT
	Information and Communication Technology.

	MitM
	Man-in-the Middle. Form of cyber attack

	IP
	Internet Protocol. 

	OS
	Operating System

	WEP
	Wired Equivalent Privacy

	WPA
	Wi-Fi Protected Access. Successor to WEP. Succeeded by WPA2

	TKIP
	Temporal Key Integrity Protocol.

	AES
	Advanced Encryption Algorithm.

	KRACK
	Key Reinstallation Attack. Attack on WEP/WPA/WPA2

	WPS
	Wi-Fi Protected Setup. Service to connect devices

	UPnP
	Universal Plug ‘n’ Play. Networking protocol

	NIC
	Network Interface Card

	LED
	Light Emitting Diode
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Limiting Network Access

Every devices in the home network has a
unigue MAC (Media Access Control) address
assigned to it, signifying the physical devices
network interface controller (NIC). Many horme
routers support MAC address filtering, which
can be used to specfically allocate which de-
vices are allowed on the network by using their
MAC address to identify thern

o UseMAC address filters

Many horme routers support remote access for
managing the network from another location
This feature is rarely ever needed and pre-
sents  great securty risk with it tumed on, as
an unauthorised user could use this feature to
modiy the routers corfiguration. Therefore
rermote access should ahways be disabled

«  Limit Remote Access

The networking feature Universal Plug and
Play (UPNF) was designed to allow devices to
join & network with zero configuration, mean-
ing they can join, obtain an IP address and
discover other devices on the network auto-
matically. There are many networking devices
which can support UPnP, such as computers,
printers, routers, or smart devices. This feature
wotks by effectively exposing a devices port
over the interet, which presents the risk of an
attacker hijacking this exposure to gain access
to the network remotely. This feature should
be disabled

«  Disable UPnP on home devices &
router

Situational Measures — MitM

Horne networks present the situation of having
multiple end devices directly connected to the
home router. This direct connection presents
the opportunity for an attacker to situate therr-
selves between endpoints by disguising them-
selves as the intended reciient of transmis-
sions both ways. This is called a Man-in-the-
Middle (Mith) attack and can be achieved
through ARP spoofing. Users can set their de-
vices ARP tables to static for manual input to
completely mitigate  although this is trouble-
some for larger home networks. Some routers
support Dynarnic Arp inspection (DAY, which
can mitigate ARP spoofing by checking ARP
messages for suspicious packets

«  Check home routers for DAI
«  Usestatic ARP tables on devices

Another form of MiM attack is SSL hijacking,
which involves the use fraudulent website cer-
ticates in a browser enabling an otherwise
insecure connection to a fraudulent webpage.
This can be avoided by ahways ensuring your
browser is using HTTPS connection

o Always check for HTTPS
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Device joins ‘testnetwork’ access point
Device assigned IP address via DHCP
Observe  4-way handshake for PTK-TK re-use
Detect IV reuse (pairwise key reinstallation) in handshake
AP sends replayed ARP packets



