Reflection (max 800 words): 

Write a research report comparing various Encryption standards, e.g AES, SHA, DES, RSA.  

AES, or Advanced Encryption Standard, is used worldwide for encrypting sensitive data. AES is a symmetric-key algorithm, meaning that it uses the same cryptographic keys for both encrypting and decrypting data. It is designed to be efficient for use in both software and hardware and can support key sizes from 128, 192 to 256 bit long. AES is able to encrypt data in blocks of 128 bits. As it can be implemented in both software and hardware it is considered out of all the encryption standards to be the most robust standard. However, it does have disadvantages such as using a very simple algebraic structure, as well as being harder to implement with software. Also due to its symmetric key algorithm AES suffers from security risks that come from key exchanges. Compared to an older algorithm such as DES, AES has better security and flexibility with modern applications due to the variety of key sizes it can support.
SHA, or Secure Hash Algorithm, is a cryptographic hash function that encrypts data and turns it into a 160-bit hash value known as a message digest. It is used in the United States of America as a federal information processing standard and is primarily used as a way of encrypting passwords. The benefits of using SHA is that it is more time efficient and robust compared to other algorithms like AES and RSA, being able to detect the integrity of files for corruption by comparing the suspected file hash value with the original file hash value, if the hash values are different SHA will be able to detect the change. It is also used as a method of protecting databases from hackers, as the hacker will only be able to find the hash values of the passwords and not the passwords themselves. If the attacker was to put in the hash value SHA would convert it into another string and deny access as a result. 
DES, or Data Encryption Standard, was used prior to the development of AES for encrypting data. DES, like AES, is a symmetric-key algorithm. DES is able to encrypt data in blocks of 64 bits. One of the benefits of DES is that it is easier to implement compared to an asymmetric-key algorithm. DES does not offer a variety of key sizes, with the standard key size only being 56 bit long. The disadvantages of using DES is that, because of the short key size, the algorithm can be easily prone to brute force attacks which can break it. DES can also be vulnerable to attacks using linear cryptanalysis. Compared to the flexibility and security of AES, it is a vastly unsecure algorithm that cannot be implemented onto modern platforms due to the small key size. It eventually stopped being used worldwide once AES was developed.
RSA, or Rivest Shamir Aldeman, is an algorithm also used for encrypting and decrypting data. RSA is an asymmetric cryptographic algorithm, meaning that it uses two different keys with one key being used for encryption and the other for decryption. The algorithm is normally used for encrypting small amounts of data. One of the benefits of RSA is that it is safe and secure through its use of complex mathematics, as it factorizes prime numbers. It excels in key exchange due to its asymmetric algorithm, making it better than AES in that regard. However, when dealing with cases where large amounts of data need to be encrypted on the same computer RSA suffers from slow times. Compared to the SHA algorithm RSA is less flexible with time efficiency but has stronger security. It has a more intense process compared to AES, at the cost of being slower.	Comment by Ian Lewis: Good document with comparison, but you should include referencing throughout your document.  Ensure sources are credible.
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