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1.0 [bookmark: _Toc228523080]Introduction to Task 1

Task 1 involves creating a shopping list of components to build a bespoke desktop computer for an electrical engineer, designed to support reliable remote design work. This PC should be able to handle daily use of complex software, online meetings and presentations, with a focus on speed and robust cybersecurity to protect sensitive files.  
[bookmark: _Toc228523081]2.1 Task 1- Design a custom desktop computer 
[bookmark: _Toc228523082]2.2 - Shopping list

[bookmark: _Toc228522981]Table 1 - SHOPPING LIST OF PC COMPONENTS
	Item 
	Product 
	Price (£)
	Image reference 
	Total cost (£)

	CPU
	Intel Core i7-13700
	£330.00
	1
	£330.00

	Motherboard
	MSI MAG B760 TOMAHAWK WIFI Motherboard, ATX
	£144.99
	2
	£474.99

	RAM
	Kingston Fury 
	£132.76
	3
	£607.75

	Storage
	1TB NVMe SSD (Gen 4)
	£119.99
	4
	£727.74

	GPU
	NIVIDA RTX A2000 (12GB)
	£379.99
	5
	£1107.73

	Power Supply 
	Sensonic focus GX-750
	£123.98
	6
	£1231.71

	Case
	NZXT H5 flow
	£71.99
	7
	£1303.70

	Monitor
	MSI pro MP275Q
	£69.00
	8
	£1372.70

	Keyboard, mouse and webcam 
	Logitech MK270 with C270 HD Webcam
	£38.98
	9
	£1411.68

	Network connectivity 
	UGREEN Ethernet Cable 2M
	£6.99
	10
	£1418.67

	Software
	Windows 11 Pro and Microsoft Office 365
	
	
	



[bookmark: _Toc228523083]Images of components
[bookmark: _Toc228523084]Image 1 - GPU
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[bookmark: _Ref225854733][bookmark: _Toc224290377][bookmark: _Ref225854726][bookmark: _Toc226971075][bookmark: _Toc228186011]Figure 1 - Intel Core i7-13700KF CPU £330.00  [1]

[bookmark: _Toc228523085]Image 2 - Motherboard
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[bookmark: _Toc224290378][bookmark: _Toc226971076][bookmark: _Toc228186012]Figure 2 - Tomahawk motherboard £144.99 [2]

[bookmark: _Toc228523086]Image 3 - RAM
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[bookmark: _Toc224290379][bookmark: _Toc226971077][bookmark: _Toc228186013]Figure 3 - Kingston Fury RAM 132.76 [3]

[bookmark: _Toc228523087]Image 4 - Storage
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[bookmark: _Toc224290380][bookmark: _Toc226971078][bookmark: _Toc228186014]Figure 4 – Storage £119.99 [4]

[bookmark: _Toc228523088]Image 5 -GPU
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[bookmark: _Toc224290381][bookmark: _Toc226971079][bookmark: _Toc228186015]Figure 5 – RTX A200 £379.99 [5]

[bookmark: _Toc228523089]Image 6 - Power supply
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[bookmark: _Toc224290382][bookmark: _Toc226971080][bookmark: _Toc228186016]Figure 6 - Seasonic Focus GX power supply £123.98 [6]

[bookmark: _Toc228523090]Image 7 -  Case
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[bookmark: _Toc224290383][bookmark: _Toc226971081][bookmark: _Toc228186017]Figure 7 - NZXT H5 Flow £71.99 [7]

[bookmark: _Toc228523091]Image 8 - Monitors
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[bookmark: _Toc224290384][bookmark: _Toc226971082][bookmark: _Toc228186018]Figure 8 - MSI PRO MP275 £69.00  [8]

[bookmark: _Toc228523092]Image 9 - Keyboard, mouse and webcam
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[bookmark: _Toc224290385][bookmark: _Toc226971083][bookmark: _Toc228186019]Figure 9 - Logitech mk270 £39.98 [8]
[bookmark: _Toc228523093]Image 10 - Network connectivity
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[bookmark: _Toc224290386][bookmark: _Toc226971084][bookmark: _Toc228186020]Figure 10 - Ugreen Ethernet cable 2m £6.99 [9]



[bookmark: _Toc228523094]2.3 - Literature review - Specifications 

[bookmark: _Toc228523095]2.3.1 – CPU
The chosen CPU is the Intel Core i7-13700KF desktop processor, which offers a processing speed of 5.2 GHz. Compared to the Intel Core i7-12700, the number of E-cores has been doubled to 8, meaning that the Intel Core i7-13700 offers up to 24 threads together with its 8 P-cores [10].  
[bookmark: _Toc228523096]2.3.2 – Motherboard 
The MSI MAG B760 Tomahawk Wi-Fi was chosen because it supports Intel 12th-, 13th-, and 14th-Gen Core processors. The back panel has various ports, including DisplayPort, USB, HDMI, and HD audio connectors. This motherboard was chosen over the ASRock model for its compact design and comprehensive connectivity support. [11].
[bookmark: _Toc228523097]2.3.3 – RAM
For RAM, the Kingston Fury Beast 16GB can operate at 3200MHz [12]. One reason this was chosen for this computer design is that it supports Intel systems. This RAM can also provide a powerful performance boost for high-speed requirements, such as design. [13]. 
[bookmark: _Toc228523098]2.3.4 – Storage 
The King Spec SSD storage offers worry-free storage, low running noise, and vibration resistance. This storage is a good option because of its “enhanced performance, reliability and life span”. This storage performs well under intensive software workloads due to its ability to reduce start-up times [14]. Compared to the HDDs, they are suitable for long-term at-home use. 
[bookmark: _Toc228523099]2.3.5 – Input and output ports
When considering the input and output ports of this desktop computer, the RX 6600 XTs input and output ports are straightforward, with multiple HDMI ports that work effectively with the monitor and the rest of the setup. Making the components selected compatible and efficient when ensuring good working practices [15]
[bookmark: _Toc228523100]2.3.6 – Graphics card 
After researching various graphics cards for this computer design, the Radeon RX 6600 XT MECH 2X 8G OG is the best fit for performance-focused graphics. The graphics card also offers boosted speeds for performance enhancements when running various programs [16] 
[bookmark: _Toc228523101]2.3.7 – Power supply 
The Seasonic Focus GX power supply unit features a compact design and is designed for high-power GPUs. This power supply also has a hybrid silent fan control, making this a quiet working system [17] .
[bookmark: _Toc228523102]2.3.8 – Case 
The NZXT H5 Flow Compact Tower Case. The high airflow and black tempered glass design were chosen to support optimal airflow cooling and enhance the computer's aesthetics, with the added benefit of a compact form factor [7]. Other cases did not offer the optimal airflow cooling or the black-tempered glass; this is why the H5 flow case was chosen.
[bookmark: _Toc228523103]2.3.9 – Monitor, webcam, keyboard and mouse 
For easy setup and operation, the Logitech wireless keyboard (for long-range wireless connectivity), Compact mouse (for on-the-go work), and webcam were chosen, and an extended battery life was chosen [8].
[bookmark: _Toc228523104]2.3.10 – Network connectivity 
For connectivity, the UGREEN 2M Ethernet cable was chosen because it is compatible with PCs and laptops. This cable ensures a stable network for data transmission, and due to the compact design of the cable, it allows for easy use and access to the cable [9]. This is an important consideration as applications, online meetings or presentations crashing or buffering are unprofessional when carrying out work. This cable will ensure that the engineer's time is used effectively [18]. 
[bookmark: _Toc228523105]2.3.11 – Software 
Windows 11 Pro provides a combination of productivity features, remote work capabilities, and security. The SolidWorks Electrical website states that it can run on Windows 11. SolidWorks is the most demanding application among LabVIEW and PSpice, so this PC design will easily handle the load of the other software. The PC will meet the system requirements of the Microsoft Office 365 software [19] and can handle report writing, online meetings and budget preparation.   




[bookmark: _Toc228523106]Task 2:  3.0 - Evaluating Cybersecurity Risks

[bookmark: _Toc228523107]Introduction- Task 2
Task 2 will focus on evaluating cybersecurity risks and developing strategies to assess and secure systems for a manufacturing company that designs, develops, and produces power distribution equipment for industrial control systems, while prioritising risk within the systems. 
[bookmark: _Toc228523108]3.1 – Identifying and evaluating cybersecurity risks
[bookmark: _Toc228523109]3.1.1 – Outdated firewall 
Having an outdated firewall could allow unauthorised access to sensitive data, and attackers can move more freely across the network once inside. There is also a possibility of exposure of sensitive engineering files, designs and client information. This can then cause knock-on effects, including regulatory and contractual breaches, if the client's data is accessed and leaked. This can cause distrust and a loss of customers and even regulatory fines or lawsuits, which have the potential to destroy a business [19] . 
[bookmark: _Toc228523110]3.1.2 – Outdated firmware
Using outdated firmware can make devices more easily exploited through publicly known vulnerabilities. The use of default passwords allows immediate access, enabling attackers to take control of embedded controllers and physical devices and leading to intellectual property theft. These devices may be used as entry points to attack the wider network [20]. Various firmwares can be affected by this; examples include safety or emergency shutdown alarms, as well as the functioning elements of the operating plant being put in danger. 
[bookmark: _Toc228523111]3.1.3 – International suppliers and weak protection
The second most significant risk to a business is its suppliers, because some international suppliers do not follow secure development or validation practices. Due to remote work, the threat of supply chain attacks increases the risk of malware and tampered components. If the international suppliers did not follow the correct regulations as a business, it could lead to regulatory non-compliance with standards such as ISO 27001 [21]. If this did occur, the impact on client relationships could be catastrophic. 
[bookmark: _Toc228523112]3.1.4 – Limited employee training
Allowing employees to carry out various practices of work without having received adequate cybersecurity training can lead to successful phishing emails, neglecting to conduct security updates and having weak passwords, which can all have a significant impact and allow attackers, if successful, to gain access to sensitive systems [22]. This can become a prevalent issue due to accidental data leaks caused by poor awareness of how to identify unknown emails and suspicious links. This can then have a knock-on effect, increasing the spread of malware across corporate and operational networks. 
[bookmark: _Toc228523113]3.2 – Prioritising Risks 
[bookmark: _Toc228523114]3.2.1 – Outdated firewall risks 
A compromised firewall allows attackers to access both corporate and operational systems. In the event of an attack, the severity of the work being compromised is severe and highly likely. Due to the nature of the business and the industry, the work being carried out for various clients, employee data breaches, and ransomware attacks on IT systems. These impacts will harm customer and employee trust and relationships, and the possibility of fines could cause a business to be shut down due to a lack of funds and leaked information. 
[bookmark: _Toc228523115]3.2.2 – International suppliers with weak protection
The second-biggest risk to a business is its suppliers, as they can also affect the integrity of manufacturing processes, including through outdated firmware. Supply chain attacks can compromise hardware and software before they reach the company. However, it poses a greater risk to the supply chain and end-users, leading to unauthorised software modifications and the risk of confidential information leaks. 
[bookmark: _Toc228523116]3.2.3 – Outdated Firmware Risks
Outdated firmware in production has a significant impact; it creates opportunities for vulnerable embedded devices to be hijacked or used as entry points for attacks. Attackers can often scan devices with known vulnerabilities; potential consequences include the manipulation of industrial equipment, such as valves, and the taking of on-site instrumentation and equipment offline. This can cause production downtime as outdated firmware can affect specific devices rather than an entire network. 
[bookmark: _Toc228523117]3.2.4 – Limited Employee Training Risks 
The fourth risk a company needs to address is the lack of training provided to its employees. The likelihood of an attack is high given how common phishing emails are for businesses. These are usually easy to detect; however, without training, employees may be unaware of the risks and how these emails can occur, even when the severity of a potential attack using this method is considered low. 
 

[bookmark: _Toc228523118]3.3 – Cybersecurity Strategy 
[bookmark: _Toc228523119]3.3.1 – Outdated Firewall Strategy 
The outdated firewall should be replaced or updated to support modern security features. Another way to mitigate the risk is to ensure that only users within the company have IP access, thereby limiting their exposure. Additionally, a company would benefit from ensuring regular patching. This can help establish a strict schedule for updating firewall software and firmware to patch known vulnerabilities and to repair the flaws [23].
[bookmark: _Toc228523120]3.3.2 – Outdated firmware strategy
All devices should be updated with new and unique passwords immediately. Additionally, the best way to combat outdated firmware is to maintain an asset inventory to track firmware versions and device status, then isolate vulnerable devices and replace them with new, secure versions. 
[bookmark: _Toc228523121]3.3.3 – International Suppliers with a weak detection strategy
When working with third parties, such as international suppliers, it should be a priority to conduct strict vendor assessments. Additionally, by following development standards such as ISO 27001 [21] can help aid with the assessment. Implementing this assessment will reduce vulnerabilities within the system and ensure that everyone is working to the same standards. 
[bookmark: _Toc228523122]3.3.4 – Limited Employee Training Strategy 
To improve the awareness of online safety, continuous cybersecurity awareness and training programs should be implemented to reduce the likelihood of human error and to improve the cybersecurity culture [24]. Implementing the training provides exposure to various types of threats and the different methods hackers use, aiding understanding of the threats and how catastrophic they could be for the business. 


[bookmark: _Toc228523123]3.4 – Incident Response Plan. 
[bookmark: _Toc228523124]3.4.1 – Identify 
To produce an incident response plan, the best way to identify an incident is to monitor network traffic for unusual activity. This can include unexpected connections between corporate and OT systems. Checking logs from firewall servers, workstations, and embedded devices for anomalies can help detect and identify a threat, triggering the next phase of containment. 
[bookmark: _Toc228523125]3.4.2 – Containment
To be able to limit the spread of the cyber-attack and prevent further damage to the production systems and the engineering data. The way to contain the threat would be to isolate the affected devices from the network immediately, segment the network to prevent lateral movement between corporate IT and OT systems, following these steps, action should be taken to block malicious IP addresses or domains at the firewall and disable all compromised user accounts and rest passwords to prevent further spread while maintaining essential work and seeking guidance from professionals that can provide support and help report the incident to the relevant communicators. 
[bookmark: _Toc228523126]3.4.3 – Eradication and Recovery 
The next stage is to eradicate. It is recommended that the business remove all components affected by the attack, including malware, and address any weaknesses that may have contributed to it. In order to recover, the business should then attempt to restore the system by updating it from a safe backup and by finally performing testing to ensure that there are no threats remaining to the system [25]. 
[bookmark: _Toc228523127]3.4.4 – Post Incident Activity 
Following the complete defence against the cyber-attack, the business should conduct meetings and reviews in order to be able to highlight how the attack was handled and to be able to develop and progress forward to be able to strengthen the future integrity of the business's cybersecurity [25]. 

[bookmark: _Toc228523128] Conclusion: 
In conclusion, task 1 offered a detailed approach to the custom desktop computer design developed to meet the electrical engineer's requirements, while taking into consideration the work environment and component selection in terms of performance, cost efficiency, and compatibility. 
Task 2 identified the key risks within the organisation, prioritising them based on impact and likelihood, and key vulnerabilities, including outdated systems, weak supply chain security, and limited employee training. A mitigation strategy has been created and supported by an incident response plan, along with the standards that need to be met to ensure that any breaches can be effectively managed and recovered from. 
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Seasonic Focus GX power supply unit
750 W 20+4 pin ATX ATX Black

Brand: Seasonic
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Connector type ATX
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« High efficiency, certified 80 PLUS Gold

« ATX PCle Gen 53 and 16 Pin Cable (12V-2x6)
« OptiSink Design

« Fully Modular Wiring

« Compact size (140mm)

« 135mm Fluid Dynamic Bearing Fan (FDB)

« Seasonic Silent Hybrid Fan Control




image8.png
Computers & Accessories > Components & Replacement Parts > Computer Cases

NZXT H5 Flow - Compact ATX Mid-
Tower PC Gaming Case - High Airflow -
2 x 120mm Fans Included - 360mm
Front & 240mm Top Radiator Support -
Cable Management System - Tempered
Glass - Black

4.6 dokdokdrv

100+ bought in past month

-20% €71
RRP: £89:99 @
v
Get a £40 Amazon Gift Card if approved for

Representative 28.9% APR variable. Credit broker: Amazon EU S.ARL. Lender:
Barclays. T&Cs apply.

Available at a lower price from that may not offer free
Prime delivery.

Style Name: Flow 2024

Flow 2024 | | Flow RGB 2024 | | Elite | | Flow | | Flow RGB





image9.png
MSI PRO MP275 27 Inch Full HD Office
Monitor - 1920 x 1080 IPS Panel, 100
Hz, Eye-Friendly Screen, Built-in
Speakers, Tilt-Adjustable - HDMI 1.4b,
D-Sub (VGA)

Visit the MSI Store
45 v (199)

300+ bought in past month

£6900
RRP: £169:00 @

FREE Returns v

Get a £40 Amazon Gift Card if approved for The Amazon Barclaycard.
Representative 28.9% APR variable. Credit broker: Amazon EU S.ARL. Lender:
Barclays. T&Cs apply.

Size Name: 27" / FHD

24" / FHD 25" / FHD
£48.97 £59.00

27"/ FHD See 5 options

£69.00 with no
featured offers

| 100Hz/ VA | [100Hz / 1PS

100Hz / VA / White

20Hz / 1PS / White | [ 120Hz /1PS |





image10.png
Computers & Accessories > Accessories > Keyboards, Mice & Input Devices > Keyboard & Mouse Combos

&
%

L)

Logitech MK270 Wireless Keyboard and
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enhanced 2.4 GHZ wireless technology

« On the go compact mouse: This combo mouse and keyboard
includes a compact mouse; this comfortable mouse fits easily into
computer bags and pockets, so it can easily travel with your
computer
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Intel® Core™ i7-13700KF Desktop
Processor 16 cores (8 P-cores + 8 E-
cores) 30M Cache, up to 5.4 GHz

Visit the Intel Store
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Get a £40 Amazon Gift Card if approved for The Amazon Barclaycard.
Representative 28.9% APR variable. Credit broker: Amazon EU SARL. Len:
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Available at a lower price from other sellers that may not offer fre
Prime delivery.

Style Name: i7-13700KF
17-13700F i7-13700KF
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Brand Intel
CcPU Intel
manufacturer

CPU model Corei7
CPU speed 3.4GHz
CPU socket LGA 1700
Secondary 30MB

v See more

About this item
« Intel Turbo Boost Max Technology 3.0 Frequency 5.40 GHz
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Motherboard, ATX - Supports Intel 14th,
13th & 12th Gen Core Processors, LGA
1700-75A DrMOS VRM, DDR5 Memory
Boost 7000+MHz/0OC, PCle 5.0 x16, M.2
Gen4, Wi-Fi 6E

4.6 dkkkdrv

-19% £144%
RRP: £179:99 @
v
Get a £40 Amazon Gift Card if approved for

Representative 28.9% APR variable. Credit broker: Amazon EU S.ARL. Lender:
Barclays. T&Cs apply.

Available at a lower price from that may not offer free
Prime delivery.

Size Name: ATX

ATX See 2 options
£144.99 with no
99 featured offers

Style Name: MAG B760 TOMAHAWK WIFI

B760M GAMING PLUS
WIFI

‘ B760 GAMING PLUS WIFI ‘





image4.png
PC & Video Games > Legacy Systems » PlayStation Systems > PlayStation 3

Kingston FURY Beast 16GB 3200MHz
DDR4 CL16 Desktop Memory Single
Module KF432C16BB1/16

Visit the Kingston Store
47 dokkdrv (12,989)

£1327°
Get a £40 Amazon Gift Card if approved for The Amazon Barclaycard.
R Representative 28.9% APR variable. Credit broker: Amazon EU SARL Lender:
Bardays. T&.Cs apply
KiNGSTO
=y g Size Name: 16GB
2 //‘//‘ 3 L.
w sc (I [ —
e7665 e13276 withro

featured offers

Style Name: Single Module

| Kitof2| | Kitof 4 [ Single Module

Pattern Name: 3200MHz

| 2666MHz | | 3200MHz | | 3600MHz | | 3733MHz

Configuration: 8Gbit

| 4cbit | [8abit | | 16Gbit |





